Faster Public-key Compression of SIDH with
Less Memory

Kaizhan Lin', Jianming Lin', Weize Wang', and Chang-An Zhao!-2-3

1 School of Mathematics, Sun Yat-sen University,

Guangzhou 510275, P.R.China
linkzh5@mail2.sysu.edu.cn
linjm28@mail2.sysu.edu.cn
wangwz@mail2.sysu.edu.cn

zhaochan3@mail.sysu.edu.cn

2 Guangdong Key Laboratory of Information Security,
Guangzhou 510006, P.R. China
3 State Key Laboratory of Information Security (Institute of Information
Engineering), Chinese Academy of Sciences,

Beijing 100093, P.R. China.

Abstract. In recent years, the isogeny-based protocol, namely supersin-
gular isogeny Diffie-Hellman (SIDH) has become highly attractive for its
small public key size. In addition, public-key compression makes super-
singular isogeny key encapsulation scheme (SIKE) more competitive in
the NIST post-quantum cryptography standardization effort. However,
compared to other post-quantum protocols, the computational cost of
SIDH is relatively high, and so is public-key compression. On the other
hand, the storage for pairing computation and discrete logarithms to
speed up the current implementation of the key compression is some-
what large.

In this paper, we mainly improve the performance of public-key compres-
sion of SIDH, especially the efficiency and the storage of pairing compu-
tation involved. Our experimental results show that the memory require-
ment for pairing computation is reduced by a factor of about 1.5, and
meanwhile, the instantiation of key generation of SIDH is 4.06% ~ 7.23%
faster than the current state-of-the-art.

Keywords: SIDH - SIKE - Post-quantum Cryptography - Public-key
Compression - Bilinear Pairing

1 Introduction

As we all know, Shor’s algorithm [22] is a polynomial time algorithm to solve
factoring large integers or discrete logarithms on a quantum computer. It causes
that most of widely-used cryptographic protocols are judged to be insecure, and
simultaneously promotes the rise of post quantum cryptography. Since super-
singular isogeny Diffie-Hellman (SIDH) [14] was introduced by Jao and De Feo
in 2011, isogeny-based protocols have received worldwide attention and finally
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its variant, supersingular isogeny key encapsulation (SIKE) [lf], remains one of
the nine key encapsulation mechanisms in Round 3 of the NIST post-quantum
cryptography standardization effort. Compared with other post quantum proto-
cols, such as code-based and lattice-based schemes, isogeny-based protocols are
attractive with their relatively small public keys.

Furthermore, one can compress the public key to make the SIDH proto-
col more competitive. SIDH public-key compression was firstly explored by R.
Azarderakhsh et al. [2] in 2016, and further improved by Costello et al. [3] in
2017, reducing the key size to 3.5log, p in the end. But the extra computational
cost is unbearable, compared to SIDH without compression. Zanon et al. [24]
later proposed new speed-up techniques to decrease the runtime of SIDH com-
pression and decompression, while M. Naehrig and J.Renes [18] applied dual
isogenies to significantly reduce the cost of compression. However, it needs pre-
computation. To make matters worse, storing tables for pairing computation
and_discrete logarithm solution need large storage. Recently A. Hutchinson et
al. [13] reduced discrete logarithm table sizes by a factor of 4, thanks to the SIKE
parameters and torus-based representation of cyclotomic subgroup elements. In
addition, Pereira and Barreto [19] attempted to utilize ECDLP instead of DLP
on finite fields and bilinear pairings for compression, leading to the saving of the
memory requirements as well, but it is hard to be as efficient as the original.

Our main achievement is the optimization of bilinear pairings used in public-
key compression of SIDH and SIKE, including its storage and efficiency. In both
cases, we present techniques to make a memory saving of about 33.4% and
improve the implementation of key generation about 4.06% ~ 7.23% overhead,
which is the main efficiency bottleneck for the current public-key compression
of SIKE.

The paper is organized as follows. In Section E we briefly recall the SIDH
protocol, the basic knowledge of the reduced Tate pairing and public-key com-
pression used in SIKE. Section J§ presents our ideas to speed up pairing compu-
tation, especially Miller evaluations. Our implementation and cost estimates for
Miller evaluations are presented in Section Y. Finally, we make a conclusion in
Section f.

2 Preliminaries

2.1 SIDH protocol

We simply review the SIDH protocol in this subsection. SIDH operates on super-
singular elliptic curves of the Montgomery form E4 : y? = z3 + Az? 4 . All the
curves are defined over F,» = F,(i), where i = /=1 in F 2, while p = 223% — 1
is prime and 2°? = 3°3. Besides p, the public parameters of SIDH contain the su-
persingular curve Fg : y? = 23 +622 4 and four torsion points P4, Q 4, Pg,Qp,
satisfying that Eg[2°2] = (Pa,Qa4), E¢[3°] = (Pp,@p). There are mainly two
phases in SIDH: key generation and key agreement.

During key generation, Alice chooses a random integer s4 such that s4 €
[0,2°2 — 1], and applies the three point ladder algorithm [[L0] to compute Sy =
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Py + [s4]Qa. Obviously it is a point of order 2°2 over Eg. Next, Alice com-
putes the 2¢2-isogeny ¢4 with kernel (S4) by decomposing it as a chain of
2-isogenies, which can be obtained easily by Vélu's formula [23]. Finally, she
computes ¢4(Pg), pa(Qp) and the image curve parameter A, thereafter sends
the triple (¢4 (Pg), ¢a(Q5), A) to Bob. Similar to Alice, Bob chooses a random
element sp € [0,3° — 1] as his secret key and computes the 3%-isogeny ¢p with
kernel Sp = Pp + [sp]@ B, and then calculates ¢p(Pa), ¢5(Qa4) and the image
curve parameter B and transmits this information to Alice.

After receiving the message from Bob, Alice begins her key agreement phase.
In the first instance she uses her secret key s4 and ¢p(P4), ¢p(Q4) to construct
oB(Pa) + [sa]os(Qa) (Note that it is a point over Ep) and the corresponding
2°2-isogeny ¢'4. Different from the key generation phase, only the parameter of
the image curve Ep4 of ¢/, is needed. Analogously Bob acts the 3°3-isogeny with
kernel ¢4 (Pg) + [sB]¢pa(Qp) on E4 and finds out its image curve E4p. Since
Epa = Eap, they can share the j-invariant of Exp and Epa as their secret.

For more details of the SIDH protocol and its quantum security analysis, we
refer to [[l,[7,112,[14,15].

Remark 1. Indeed, Alice can only utilize the z-coordinates of Py, Qa,Ra =
Py —Qa,Pp,Qp,Rp = Pp — @p and her secret key to complete all the work
during the whole process of key generation. In this case Alice should transmit the
triple (T4, (Py)s Tpa(Qn) Toa(Rs)) to Bob. The same situation makes available
for Bob. Furthermore, the key agreement phase for both of them can be also
optimized in the same way. See [5,[14] for more details.

2.2 Reduced Tate pairing

Before describing public-key compression of SIDH, we introduce the reduced Tate
pairing [9] first. It is a variant of Tate pairing [11], guaranteeing the uniqueness
of pairing value.

Let & = I, be a field and E an elliptic curve over k. The reduced Tate pairing
of order n is denoted by

1

et Eln] x E(R)/nE(R) = 1, (P,Q) > fur(@Q)
where p is the set of n-th roots of unity, and f, p a rational function satisfying
div(fur) = n(P) = n(O).
This kind of pairing also has the same properties as the Tate pairing, i.e.,
— Bilinearity: VP, P, € E[n], YQ1,Q2 € E(k)/nEIk],
en(PL+ P2, Q) = en(P1, Q)en (P2, Q),

en(P, Q1+ Q2) = en(P,Q1)en(P,Q2);
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— Non-degeneracy: ¥V P € E[n], 3Q € E(k)/nE(k) such that

en(P,Q) # 1.

And similarly, for all Q € E(k)/nE(k) there exists a point P € E[n] satis-
fying the above inequality;
— Compatibility with isogenies: VP € E[n|,VQ € E(k)/nE[k],

en(P.dm(Q)) = en(dm(P), Q),

where ¢,, is a non-zero m-isogeny defined over F,, and ¢, is its dual, in
particular,

en(¢m(P)a ¢m(Q)) = 6n(P, Q)mQ.

2.3 Public-key compression of SIDH

In Remark m we can see that the size of the public key is 6log, p bits. However, one
can reduce the size to 3.5log, p bits at a greater cost of computational resources.
Now we briefly recall public-key compression used in SIKE and focus on pairing
computation. For the sake of simplicity we only consider the case of Alice, while
that of Bob is similar.

2.3.1 Linear representation Azarderakhsh et al. [2] firstly proposed a way
to reduce the key size. The main idea is to implement a deterministic pseudo-
random number generator to find out another 3°3-torsion basis w.r.t. the curve
parameter A to linearly represent ¢4(Pg) and ¢4(Qp):

¢a(P)| _ |aobo| [Ua (1)
$a(Qp) ay by Va |’
A question raised here is how to compute aq, bg, a1, b;. Taking advantage of
the bilinearity and non-degeneracy of the reduced Tate pairing, we consider
go = €3e3 (UA7 VA) )
g1 = 0 (Uas da (Pp)) = esea (Ua, aoUa + boVa) = g0,
g2 = ezes (Ua, 4 (QB)) = e3es (Ua,a1Ua +b1Va) = gi, (2)
(
(

g3 = e3es (Va, 04 (PB)) = ezes (Va,aoUa + boVa) = g5 *°,
g1 = e3es (Va, 04 (QB)) = ezes (Va,a1Ua +b1Va) = gg .

It remains how to solve four discrete logarithms, which is easy by using the
Pohlig-Hellman algorithm [21].

Instead of (24, (Pp)s Toa(Qn)> Toa(Ry))> Alice regards (ao, bo, a1,b1, A) as her
public key and dispatches it to Bob. Note that ag, by, a1,b1 € Z/3%7Z and A €
)2, the size is reduced to about 4log, p.

Remark 2. After receiving the message from Alice, Bob can implement the same
pseudo-random number generator w.r.t. A to generate Uy, V4, and hence he is
able to recover ¢4(Pp) and ¢4(Qp). The efficient way to generate the torsion
basis can be seen in [20,24].
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Costello et al. [B] observed that either ag or by is invertible, and therefore
(aalbo, aalal,aalbl, 0,A) (or (balao, balal, balbl, 1, A)), whose size is approx-
imate 3.5log, p, could substitute for (ag,bo,a1,b1,A). In this case, Bob could
only construct the kernel of the isogeny ¢, instead of restoring ¢4(Pg) and
d4(Qp), but it does not affect the progress of key agreement.

2.3.2 Reverse basis decomposition Further optimization was explored by
Zanon et. al [24]. Due to the fact that (p4(Pg), pa(@p)) = Ea[3°], the matrix
in Equation ([ll) is invertible and therefore,

{UA] _ {Co do} {¢A (PB) ]
Va crdi| [0a(@B)]"
It is easy to check that (aa bo,aa al,aa bl) = (—dfldo, —dflcl,dflco) if d; is

invertible (If not then (by ao,b al,b bl) = (—daldl,dglcl,—do_lco) holds).
In this way Equation ( need to be modified correspondingly,

ho = eges (¢4 (PB),0a (@B))

= eges (PB,QB)Qez
hi1 = eges (0a (Pg),Ua)

= eges (04 (Pp),coda (Pp) + doda (Qp)) = hY,
ho = ezes (pa (PB),Va)

= e3es (¢ (Pp),c16a (Pp) +dida (QB)) = hi),
hs = ezes (0 (@B).Ua)

= e3e (04 (@B),c00a (P) +doda (@B)) = h
hy = ezes (94 (@B),Va)

= e3es (04 (@B),c104 (PB) +dida (@B)) = ho ™.

The superiority of reverse basis decomposition is that the value hy could be
precomputed, i.e., powers of hy could be calculated in advance, bringing more
efficiency for solution of four discrete logarithms.

Remark 3. Utilizing torus-based representation of cyclotomic subgroup elements
and signed digit representation, Hutchinson et al. [13] reduced the memory re-
quirements for computing discrete logarithms by a factor of 4.

2.3.3 Dual isogeny Naehrig and Renes [18] did a deeper study for public-key
compression and made it possible to speed up pairing computation. They made
use of the fact that

hy = eses (P, ¢4 (UA)> , hy = eses (P64 (VA)) ;
hs = eges (@804 (Ua)) s ha = eaes (Qm, 04 (Va))
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where gg 4 is the dual isogeny of ¢ 4.
The existence of P3 € Ey(F,)[3°] and the distortion map ¢ : (z,y) —
(—z,iy) help construct a 3°3 —torsion group (Ps,1(Ps)). Let

Pp = ¢o(P3),Qp = ¢o((P3)),

where ¢ is the 2-isogeny of kernel ((0,0)) form Ey to Es. Then (Pp,Qp) is the
3¢ —torsion group of Eg. Same as above, pulling back pairing computation from
FEg to Ey is feasible. In this case, computing h1, ho, hs and hy is efficient because
of the special form of P; and ¥(P3).

Moreover, once Pz, Q3 are fixed, one could precompute all the coefficients of
Miller line functions to further speedup pairing computation. Nevertheless, it re-
quires huge memory requirements and pairing computation is still the bottleneck
of public-key compression.

Remark 4. The situation changes when Bob computes the four order-2°2 pairings
because it is impossible to seek out a point of order 2°* over Ey(F,) [5], but the
handling is analogous. Instead of pulling back to FEy, consider the isomorphism

w: Bg — E_1114,
(z,y) = (x+2,y),

where F_1114 : y> = 2% — 11z + 14. It helps pull computations from Ep to

E_11,14. Since there does not exist a point of order 22 over Eg(F,), the best
choice is to pick P» and @ such that [2]P, € E_11,14(Fp) and [2]Q2 = (z,iy) €
E_11,14(F)2), where z,y € F,, [0]. The rest is similar to the case of Alice.

3 Pairing Optimization

As mentioned in Section , pairing computation over Eqy (or E_11,14) domi-
nants the time complexity of public-key compression. In this section we propose
how to optimize it, according to the specific setting of SIKE, to make SIDH/SIKE
more competitive.

Throught this section, let Ly p,5p be the line passing through [o]P and
[B]P, where P is a rational point over an elliptic curve and «, 8 € Z. Besides, use
Jla]p,[g1p and v[q)p to denote the line functions that defines the lines Li,)p (5P
and Lo p,—[a]p, Tespectively. We abbreviate gjq)p,51p and vjq)p t0 ga,p and v
respectively when it does not cause ambiguous interpretation.

Remark 5. Lo p,o)p represents the line passing through the point [a] P twice.
This means that L, p[o)p is the tangent line of the curve at P, and, of course,
it intersects the curve at [—2a]P.

3.1 Handling the case of Alice

For Alice, she should compute four reduced Tate pairings of the form ege; (R, S),
where R is either P3 or ¢(P3) while S is an indeterminate point. Each pairing
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computation consists of two stages: the Miller function construction and the final
exponentiation. The latter is scarcely possible to improve for the low embedding
degree, thus we focus on the former.

Since 3¢ is a smooth number, it is best to compute the order-3¢® pairing in
a double-and-add like fashion by using Miller’s algorithm [[L7], and each Miller
iteration (except the final loop) is a tripling step of the form

. . 933,35 * 933,23
d ; =d 3j . s >

v (f3 +17R) v <f3 R Vo.37 * Ugjt1 )
where j = 0,1,--- ,e3 — 2. Use the notations [3'|R = (acgj),ygj)), 23R =
@57,y [391R = (2§, 4), and let A and AY be the slopes of Lisi)p,i31p
and L3i)p,[2.351p respectively, that is,

N SN e/
ny) xé]) _ JUgj)

Then we have
R O ) A N )
934,37 v —zy) = (y—w"),
g3i 2.35 = )\(2])(55 - xéj)) —(y— Z/éj)),
V.35 = T — Z'gj),
(4)

V3j+1 = x—x3 .

Eisentréiger et al. [§] utilized the double-and-add trick with parabolas to speed up
the evaluations of the Weil and Tate pairings. We are inspired by their work and
take full advantage of this relation between gs; 35, g3i 2.35 and vsj+1 to optimize
the implementation of the reduced Tate pairing.

As we mentioned in Remark B, Li3i1p,351p is a line passing through not only
[37]P, but [—2 - 3/]P, which is the inverse of [2 - 37| P, namely, [-2 - 3/]P =
:1:(]), fy(]) . This implies that
2 2

Hence,

933,33 * §35,2.3

(V235 , , . _
_ W e -2 - @+ )] D@ o) - (- "))
z— 20 (3)

2 (4)\2
N NG )G N0
=M (@ —2f) APy —v8”) - 2N w+ 08 + o
)

T —
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Note Ej is of the form: y? = 23 + x. Similar with the denominator elimination
method proposed in [4, 16, 25], we have

v - ) = =@ +2) (@ 9+ )
= (@® = @) + (v = )
= @)+ e et ) + @ —af) Y
:(If:ng))( +x( )IJF( (J)) +1).

Thus we can further simplify the computation of Equation (E)

935,35 * §35,2.37
V2.3j

. ()2
AN (3 29) - AD (g — g) — 2Dy + 4) + (y%j))
T

:)\gj))\(j)( _ (j)) )\()(y y2 ) )\(])(y—l—y(])) + (22 —l—a?(J)x—i—( (J)) +1)

where CU) = (.Iéj) - )\(lj)/\gj))xgj) + (/\ )\(J )Ys () 4 1. Furthermore,

xr —

div (f3_7'+17R) = div (fg?’j,R ‘ (4)
T3

Obviously, each Miller loop would be more efficient if we precompute all the
following values:

1) — g0

3

1) — 40 /\(j))\(j),

5
9 = /\(J) . N (%)
té]) ( /\(J /\ ) (7) ()\gj) _ /\gj))ygj) +1.
(es—1) _ y(es—1) (es—1)
For the final loop we only need to precompute z; and ¢ = \; o -
yge:‘_l) since at the moment,

div (fes, g) = div (fges,l’R . 935371,36371) = div (fges,l’R . [/\ge‘q’*l)x —y— c]) .
(6)
In general, there are 4(e3 — 1) + 2 elements in F,, required to precompute for the
evaluation of fp,(S).

Realizing that in the case of R = ¢(Ps), we are able to make full use of the
precomputed value for Pj:

t(])l' + Zt(])y + t(]))

. ) BT 3
div (f3j+17,¢}(P3)) = div <f3,,w(P3) . t(()])
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and the final loop is also no exception. As a result, it is only necessary to store
4e3 — 2 elements in F,.

In Algorithm E we present pseudocode for fses g(Uy), where R is either P
or ¢¥(Ps) and Uy, (k = 0,1) are points of order 3°3 over Ey. Denote by m and
a the cost of one multiplication and one addition in F,, respectively. Then each
Miller loop (except the final loop) needs a computational cost of 2(26m +49a) =
52m + 98a. Compared with previous work [18], we save 16m + 36a per step.

Remark 6. Tt seems that for each Miller iteration one inversion operation in

Fp2 =, (i) is required. However, for all element a + bi € Fy,(4),

1 gt 1 -1\ ¥ (a — bi)P=1) 3 . P21
= =\ —— = — b)) 22
<a+bi> (a+bz‘) ((a2+b2)(1’1)> (a—bi) =,

where a,b € F,,. Therefore, the inversion of an element could be replaced by its
conjugate thanks to the final exponentiation. In the case of Bob, one can also
utilize this trick to make algorithms more efficient.

Remark 7. In Al_gorit_hm m_, the notation of the form z p represents the z-coordinate
of P. We use t(()j ), tgj ), té] ) and té] ) to denote precomputed values for P3 men-

tioned in Equation (a) Also, )\563_1) and ¢ are precomputed values mentioned
in Equation ().

3.2 Handling the case of Bob

Bob needs to compute four pairing evaluations of the form ege. (R, S), where R
is either P, or Q2 while S is undetermined. Analogously, it is hard to speed up
the final exponentiation, thus we are still concerned with the Miller iteration.

It seems that the trick used in Section is difficult to operate because
each Miller iteration is too simple. However, if we take a bigger step — that is,
combining two Miller iterations into one step, we find that the above trick is still
able to work. We give the explanation in Appendix |JAl Here we present another
way to make the pairing evaluations perform better. Furthermore, this method
consumes less memory, compared to the former one.

We first investigate the diviosrs of f4+1 g and f4; r, and try to deduce the
relation between fy+1 p and f4; g.

Since

div(fa+r g) = 4FH(R) — (WHR) — (@1 = 1)(0),

and

div(fui,r) = 4 (R) - (W]R) — (4 - 1)(0).

Therefore, we have

div(fy+1 r) = 4div(fu,r) + 4([4#']R) — (WT']R) - 3(0).
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Algorithm 1 Computation of four Miller evaluations in the case of Alice
Input: Up, Us € Eo(F,2)

Output: fp;(Uo), frs(Ur), fu(py) (Uo) and fy(py) (Ur)

1: for each k € {0,1} do

2 fe < 1, foyo < 1, sk < xp,

3: end for

4: for each j € {0,1,--- ,e3 — 1} do

5.  for each k € {0,1} do

6: temp1 < Ty, -t(j) tempa < yu, -t(j)

7 g<—sUk—I—temphg<—g—temp2,g<—g—|—t<1)

8: h < zu, —t§) b« h*,

9: temps < g - h,

10: temps < fu, fx < f2, fx & fr - tempa, fr fr - temps,
11: g < su, —tempi, g+ g+i-tempa, g+ g+t5’,

12: hzy, +t§, h« h*,

13: temps < g - h,

14: tempa < foy2, frr2 < firar fora < fevz - tempa, fesz < foyo - temps.
15:  end for

16: end for

17: for each k € {0,1} do

18:  temp; < /\(6371) TUy,,

19: g<—temp1—y(U: Vogeg+e,

200 temps < fr, fu < fr, fr < fo-tempa, fu < fr- g,

21: g<——i-temp1—y%f}f*l),g%g—i-c,

22: temps < fit2, frt2 < fiya, frva < foro - temps, fovo < frt2 - g
23: end for

24: return fo, f1, f2, f3.

It remains to find a rational function ¢\9), whose divisor is

div(eW) = 4([]R) — (W*]R) - 3(0).

Note that

div((9)) = 4([4/]R) — ([47*]R) — 3(0)
= 4([4]R) +2([-2- #|R) — 2([-2- #]R) — (W *']R) - 3(0)
=4([4j]R)+2([ 2-#]R) - 6(0) = 2([-2- #|R) — (4]R) +3(0)
=2 (2(W]R) + ([-2- #]R)=3(0)) - (2([-2- #]R) + (4'T']R) -3(0))

That is, ‘

div(¢9)) = 2div(gys 45) — div(g_9.4i,_2.4),
where

div(gas,0r) = 2([#']R) + ([-2- 4]R) - 3(0), )
div(g-2.45,—2.05) = 2([=2 - 4']R) + (W *']R) - 3(0).

As a summary, we claim the following lemma.
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Lemma 1. For j € N, we have

2
94 i
div(fur g) = div (f;%,R : “) : (®)

9—-2.45,—2.47

Use (;E%J )7 ygj )) and (x;] ), ygj )) to respectively denote the affine coordinates of
[47]R and [—2-47]R. Let A\; and Ay be the slopes of Li4i\Rr,j49)Rs L|=2.491R,[~2.49)R"

G G- @)?-1
A= 5 e = %)
2y, 2y

Then all the straight line functions mentioned in Equation (H) can be repre-

sented as . ) o)
9ai a0 =N (@ —ay”) = (y — "),
9245 2.45 = )\gj)(w - xéj)) —(y— yéj )-

Now we analyze the precomputed values that should be stored for each Miller
iteration. Since

g0 =\ @ =) = g —pi”) = MWa—y+ (A2l +417),
920,20 =N (@ —25) — (g +95") = \w —y+ (N 2y — ),
we can only precompute the following four values to speed up the Miller loop:
tgj) _ _)\gj)xgj) + y%j),
tgj) _ —)\gj)xgj) _ yéj).

(9)

In the implementation we still execute a doubling step for P», Q2 € Fe,
while the rest are essentially operated in IF,, and we take quadrupling steps as
possible. The final loop is relatively easy:

div (f2252,17R . (:U — .T[Qegfl]R)) ,if eg is even,

diV(fgesz) - (10)

[)\[2&272]}% (x — x[gez—l]R) — y]2

xr — x[26271]R

div <f£1€22,R . > , otherwise,
where Ajge;-2)p is the slope of the line Lige;—2)p [202-2)g, and T|ge;—1)g is the
z-coordinate of [2¢271|R.

Different from P3 and (03, there is no notable relation between P, and )2, so
we have to precompute 8 values over F,, for each loop of four Miller evaluations,
and the last step requires extra 4 values when ey is odd. To sum up, there are
4es + 2 or 4ey + 4 elements to be precomputed and stored with respect to the
parity of es.
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In Algorithms E and E we present pseudocode for evaluating faea r(Uy), where
R is either P, or @2, and Uy (k = 1,2) are two points of order 2°* over E_11 14.
The computational cost for each Miller iteration (except the first loop and the
final loop) is 2(14m + 25a) + 2(14m + 23a) = 56m + 96a. Compared with the
work of M. Naehrig and J.Renes [[18], we save 24m + 56a per quadrupling step,
i.e, 12m + 28a per doubling step on average.

Remark 8. In Algorithms E and E, the notations of the form x p, yp represent the
z-coordinate and y-coordinate of P, while the notation Ap is the slope of the tan-
gent line passing through P. We use t(()j ) tgj ) 1Y) and t} to denote precomputed
values for P, (or (Q2) mentioned in Equation ([L§).

Algorithm 2 Computation of the Miller evaluations when R = P, in the case
of Bob

Input: Uo, U € Eo(F,2)

Output: fp,(Uo), fr,(Ur)

1: for each k € {0,1} do

2: h LUy, — T[2]Py>

3 g h, g Ar, -9, 99— YU, 9 9~ Y21
4: h<+ h*, g+ g-h,

5: fe+g.

6: end for

T foreacth{O,l,---,%}do

8:  for each k € {0,1} do

9: getéj)~xUk,gegfyUk,geg+t§J),

10 ht9  azp,, hh—yu,, h< h+t$, b h*
11: Ji = f& fro = fe- g5 o = 2 [ = fro-he
12:  end for

13: end for

14: if e> is even then
15:  for each k € {0,1} do

16: g = & — Zjger—1]p,,

17: S = i fro = fr- g

18: end for

19: else

20:  for each k € {0,1} do

21: h < au, — Tpea-1)p,,

22: g4 Agea-21p, Py g g —yuy,,
23: h < h*,

24: So = i S fo-g S f2 fo < fu- g
25: end for

26: end if

27: return fo, fi.
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Algorithm 3 Computation of the Miller evaluations when R = ()5 in the case
of Bob

Input: Uo, U € Eo(F,2)

Output: fq,(Uo), fo.(Ur)

1: for each k € {0,1} do

2: h + LUy, — T[2]Q2s

3 g h g A G 9 g YUL 99— 1 Y[2Qss
4: h<+h*, g+ g-h,

5: fe+g.

6: end for

T foreachjE{O,l,---,%}do

8:  for each k € {0,1} do

9: geth(Oj)AmUk,gegfyUk,geg+i-t§j>,
10: hi-t9 zy,, h h—yu,, h< h+i-t{,
11: S = Jis fo < fu- g fo < fi frx < fu - h
12: end for

13: end for

14: if e> is even then
15:  for each k € {0,1} do

16: g & — Tjger—11g,,

17: fro = fis fo < fr- 9.

18: end for

19: else

20:  for each k € {0,1} do

21: h ¢+ zy, — Tlaea-1)Qy>

22: g4 1 Apea—21p " h, g < g —yu,,
23: h <« h*,

24: S = Ji fo < fu- g S < f2 fx < fu - h
25: end for

26: end if

27: return fo, fi.

4 Cost Estimates and Implementation

In this section we present our concrete cost estimates for four Miller evaluations
and show the implementation of key generation by utilizing our techniques.

4.1 Cost estimates

In Section @ and @ we have analyzed the computational cost of each tripling
and quadrupling step. Indeed, it is the main cost gap between previous work [[1§]
and ours since the calculation of the Miller iteration is the main process of
pairings. Tables [ll and P show our cost estimates for the computation of four
Miller evaluations for all SIKE primes.

The estimates given in Tables [I] and E show that in the same condition,
no matter what the characteristic of the finite field is given, our algorithms to
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Table 1. Cost estimates (over the base field) of the previous work and ours (Algo-
rithm [ll) to compute four Miller evaluations of order-3°® pairings.

Parametors Previous work [[1§] Our work
Multiplication|Addition|Multiplication|Addition
SIKEp434 9314 18344 7112 13400
SIKEp503 10810 21292 8256 15556
SIKEp610 13054 25714 9972 18790
SIKEp751 16114 31744 12312 23200

Table 2. Cost estimates (over the base field) of the previous work and ours (Algo-
rithms ] and B) to compute four Miller evaluations of order-2°? pairings.

Parameters Previous work [[1§] Our work
Multiplication|Addition|Multiplication|Addition
SIKEp434 8624 16404 6036 10368
SIKEp503 9984 18988 6988 12000
SIKEp610 12184 23168 8528 14638
SIKEp751 14864 28260 10404 17856

compute Miller evaluations can provide an acceleration. We can see that when
computing Miller evaluations of order-3° pairings, we save nearly one fourth of
additions and multiplications. As for four Miller evaluations of order-2¢2 pairings,
the ratio of the amount of multiplications and additions of our algorithms to
those of the previous work are about 70% and 63%, respectively.

4.2 Implementation

Our codeEI is based on the SIDH C 1ibraryE. We benchmarked our code on the
Intel(R) Core(TM) i5-10210U CPU processor at 2.11 GHz running on 64-bit
Linux. Since the implementation of computing discrete logarithms is not in con-
stant time because of the randomness of the algorithms, we execute public-key
compression 10° times and take the average cycle counts to make the data more
reliable. The performance results are presented in Table B. As expected, com-
pared to the previous work, we reduce the computational cost for public-key
compression.

Table H shows the storage comparison between the previous work and ours.
It can be seen that in both cases we save about one-third memory. Therefore,
some platforms, such as memory-constrained IoT devices, may benefit from our
new algorithms.

! https://github.com/LinKaizhan/SIDH_Faster_Comp
2 https://github.com/Microsoft/PQCrypto-SIDH


https://github.com/LinKaizhan/SIDH_Faster_Comp
https://github.com/Microsoft/PQCrypto-SIDH
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Table 3. Average computational cost (in millions of clock cycles) of key generation.

Key generation of Alice Key generation of Bob

Parameters Previous [L&]|Ours|Speedup|Previous [18]|Ours |Speedup
SIKEp434 5.35 5.06 | 5.73% 5.34 4.98 | 7.23%
SIKEp503 7.44 7.15 | 4.06% 7.29 6.90 | 5.65%

SIKEp610 14.19 13.56| 4.65% 13.36 12.81| 4.29%
SIKEp751 22.13 21.28| 3.99% 22.08 20.90| 5.65%

Table 4. Storage requirements (in KiB) for pairing computation.

Previous work [L§] This work
Parameters|Pairings of order Pairings of order
3% 5% Total 3% 50
SIKEp434 | 44.8 70.7 |115.5| 29.9 474 | 77.2
SIKEp503 | 59.5 93.5 |153.0| 39.6 62.6 |102.3
SIKEp610 | 89.8 142.7 |232.5] 59.8 95.3 |155.2
SIKEp751 | 134.3 | 208.9 |343.1| 89.4 139.7 |229.1

Total

5 Conclusion

In this paper we mainly focused on the Miller evaluations calculated in public-
key compression in the SIDH C library and presented several algorithms to
improve the efficiency of pairing computation, which is the main bottleneck of
compression. It is worth noting that we not only reduce the computational cost,
but save nearly one-third memory to store the pre-computed tables. We believe
that our work could make SIDH and SIKE more competitive among the post-
quantum cryptography.
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A Another approach for pairing evaluation in the case of
Bob

In the prior version of the preprint, we utilized the trick mentioned in Section EI
to optimize pairing evaluation in the case of Bob. Up to now, this method is
not as efficient as the method mentioned in Section B.2. Besides, applying this
method requires more memory. We present the main idea of this method here
for interested readers.

To begin with, we claim the below lemma, which gives the relation between

fai+1 g and fui g

Lemma 2. For j € N, we have

2 )
945 45 * 92:47,2.49
1)2'4]‘ * Ugi+1

div <f4j+1_’R) = div (ffj,R ’ 2

Proof. Note that

div (f2.4j’3) = div (ffj,pb Eah ) . (12)

V2.45

Therefore,

div (fyi+1, ) = div (f22-4J,R . 92'4’52'41') _ (13)

Vyi+1
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Combining Equations (@) and (@)7 we have
di . —di 2 943 43 2 L 92.43,2.45
v (f4]+lvR) = d f4ij ' COWY) Vyj+1
2
T 4 . 945 45 °92-45 2.45
= div <f4_7',R T o ) .

This completes the proof of the lemma. |

Use (27, 4), (2§, 48, (27, 45) to respectively denote the affine coor-
dinates of [47| R, [2-47]R, and [47T!]R. Let A\; and )2 be the slopes of Liyi|r,[49)R>
Li3.4\R,[2-49]R" ‘ ‘

) — (321")? — SO (3z5”)” — 11
2yt” 2y5”

Then all the straight line functions mentioned in Equation (@) can be rep-
resented as

g0 =N (@ =) — (y = o) = 0@ = 2¥)) = + 7).
92.43 2.45 = )\éj)(x - :vé”) —(y— yé”)),
V.45 = T — $§j);

(7)

Vgi+1 =T — T4
Now we try to simplify Equation (El) Similar with the trick used in Equation (H),
v = () = (@ — 1o+ 14) — ((25))° — 112 +19)
= (2* — @) = 11(z — 2)
— (.1‘ — g;gj))(xQ + xgj)x + (xéj))Q) . 11($ B méj))
— (@ — 2@ + 2P+ @P)? - 11).

(14)

This implies that

/9 — 47 45 * §2.45 2.47
P =

_ W e —af) -+ )] D@ —af) - (v — )]
Xr — ng) ( )
2 J)\2
N N NG N )
=M (@ =) = Ay —s”) = 3+ ) + %5
T — Tqy

= MA@ =) AN (g =95) -0 () + (@ 4o et (@) - 11)
_ x2 + ((Egj) + )\53))\5]))1. _ ()\gj) + )\gﬂ))y_i_cy),
(15)
where C’fj) = (:cg]) - A(lj)Agj))xgj) + (/\gj) - )\gj))yéj) — 11. Realizing that
div(ga as) = 2(4]1R) + (-2 4]R) — 3(0),
div(ga.ws 2.00) = 212 4]R) + ([(-4]R) - 3(0),
div(va.as) = ([2-4]R) + ([-2- ¥]R) - 2(0),
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we can deduce

div (egﬁ) = 2([4|R) + ([2- 4°]R) + (|[-4U*DIR) — 4(0). (16)

This implies £) has a zero at [2 - 49]R, but not [—2 - 49]R. Therefore, the func-
tion E&J ) takes the form

& = @420 + NN @ - o) - OF + 2N - w5 (7)

) i .g(j)
Next, consider Eé] ) = 94’471. Utilizing the same trick above,
V3.45
Eéj) _gwai b
V2.45
[)\EJ)(x x ) +y J)>] [(:E—I—Qx(J)—i—)\( ))\(]))(x x( )) ()\(J)+)\(J)>(y y( ))]
x—méj)

_ )\(j)(m + 2;6( J) + )\(J))\( ))( :Céj)) . )\(j)()\(j) )\(j))(y . ygj)) .

. L . _ ()2
225 4+ MIAD )y + 5) + AP 4 A ))y (yzm)

T — s

_ )\gj)(x + ngj) + /\(j))\(j))(x B x(j)) i )\(J)()\gj) + A(Qj))(y - ygj)) — (a+

. . . 3 x(]) 31 _ 11z — z(j)
229 4 ADAD) (g + 4 + () G = @z )] (j)[ 5 )]
T — Ty
—/\(J)(x—l-Qx _|_/\J))\ )Nz — ) /\(J)(/\ /\(J))(y—yéj))—(x-l-
225 + ANy + ") + <A<J +A )@ + oz + (25) — 11)
_ (2)\@) +)\(J’)) — 2y — (Qxéj) ()\(1])) +2)\§J))\éﬂ))y+ (()\gj))Q)\éJ)_

(J)+2)\(J) (J)+)\(J) )x+C(J

where Cz(j) — _)\gj)méj)@xéj) + )\gj))\éj)) + A(lj)yéj)()\gj) + )\éj)) _ yéj)(Qxéj) +
AL + O+ AP (@) - 1),
Defining
19 = o),
#9) — %ga) A9,
t9) =225 + (A2 + 220Y), (18)

t) = O208) — s + 1 @) — 1),
tA(LJ) :*(tgj)l“ff)+yij)+t§]))(:ri])+t§]))-

we have

féj) _ (tgj) y—l—t(j)) (z + t(J))—i—t(J) (19)
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and therefore,

(9) (5) (5) @)
. ) tr—y+ty’) - (x+t3)+t
div (f4].+17R) = div ((f4j,R)4' (ty z_)téj) 5 )+t ) .

The last step is similar to the handling in the last subsection, as we can see
in Equation (@3

For each loop of four Miller evaluations, we need to precompute 10 values
over IF),, and the last step requires extra 4 values when ey is odd and 2 when ej is
even. In general, there are totally 5es —2 and 5es+2 elements to be precomputed
and store with respect to es.

In Algorithms gand we present pseudocode for evaluating foes r(Uy), where
R is either P; or 2, and Uy, (k = 1,2) are two points of order 2°2 over E_11 14.
The computational cost for each Miller iteration (except the first loop and the
final loop) is 4(15m + 29a) = 60m + 116a. In comparison, M. Naehrig and
J.Renes [1§] state the cost 40m + 76a for a doubling step, in other words, we
save 20m+36a per quadrupling step, i.e, 10m—+18a per doubling step on average.
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Algorithm 4 Computation of the Miller evaluations when R = P, in the case

of

Bob

Input: Up, Ur € Eo(F,2)
Output: fP2 (UO)’ fPQ(Ul)

1

el e el el el el
NPT Q

H
%

NN NN NN NN NN
LoNSIAS B 2OQ

—_

: for each k € {0,1} do
h(*l?kaiE[g]pz,
g h, g A, -9, 9 g —Yui, 9 < 9~ Y2 P,
h<« h*, g« g-h,
fk%g.
end for
: foreachje{0,1,~~~,%}do
for each k € {0,1} do
b zy, —t§), h« h*,
temp1 <—t§j) - TU,, tempr < temp1 — yu, ,tempr < temp —&—téj),
g au, +t9, g g-tempr, g g +17,
g<g-h,
end for
: end for
: if es is even then
for each k € {0,1} do

ea
g—x—t,* 1>,

S i fro e fr- g
end for
: else
for each k € {0,1} do
h(—CL‘Uk_ _I[252*1]P27
g Apea—21p, - hy g 9 —Yu, 9+ &%,
h <« h*,
fr = [R5 o =g+ fu fro <= [y fo = fu - he
end for
: end if
: return fo, fi.
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Algorithm 5 Computation of the Miller evaluations when R = 2 in the case
of Bob

Input: Up, Ur € Eo(F,2)

Output: fp,(Uo), fr,(Ur)

1: for each k € {0,1} do

2: h + TU, — T[2]Q2>»

3 g h g A9, 9 G YU, 9 G — L Y[2]Qas
4:  h<+ h*, g« g-h,

5: fk —g.

6: end for

7: for each j € {0,1,--- ,%} do

8:  for each k € {0,1} do

9: h < zu, —t§), b« h*,

10: tempy <1 - tgj) - xU,, temp1 < temp1 — yu,, ,tempy < tempr + i - téj),
11: g(—xUk—|—t§j),g<—g-temp1,g<—g—|—i~tij),
12: g<g-h,

14: end for

15: end for

16: if ez is even then

17:  for each k € {0,1} do

18: g<—x—t07271>,

19: fr = f2, fr < fu - g.

20:  end for

21: else

22:  for each k € {0,1} do

23: h < au, — Tpea—1)g,,

24: gei~/\[23272]R~h,gegfyyk,geg{

25: h <« h™,

26: S = fis fo =g+ fos fro = fi, [ < fi - b
27: end for

28: end if

29: return fo, fi.
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