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Abstract

With the development of side-channel attacks, a necessity arises to invent authenticated key exchange
protocols in a leakage-resilient manner. Constructing authenticated key exchange protocols using existing
cryptographic schemes is an effective method, as such construction can be instantiated with any appropriate
scheme in a way that the formal security argument remains valid. In parallel, constructing authenticated
key exchange protocols that are proven to be secure in the standard model is more preferred as they rely
on real-world assumptions. In this paper, we present a Diffie-Hellman-style construction of a leakage-
resilient authenticated key exchange protocol, that can be instantiated with any CCLA2-secure public-key
encryption scheme and a function from the pseudo-random function family. Our protocol is proven
to be secure in the standard model assuming the hardness of the decisional Diffie-Hellman problem.
Furthermore, it is resilient to continuous partial leakage of long-term secret keys, that happens even after
the session key is established, while satisfying the security features defined by the eCK security model.
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1 Introduction

Since the mid-twentieth century, Information age (also known as digital age or computer age) begins with the
rapid development of information technology. In the information age, the security of information arises as
an essential requirement. Authenticated key exchange (AKE) protocols play a crucial role in the context of
information security. AKE protocols enable two or more parties to authentically exchange a secret key (often
called as session key) by communicating over a public communication channel. The session key is used to
encrypt data that are exchanged between the parties, within a particular period of time known as session.

During the past couple of decades, many AKE protocols are invented, and various security models are
proposed to analyze their security. A security model is a formal statement that addresses potential attack
scenarios. The Bellare-Rogaway models (BR93 [BR93], BR95 [BR95]), the Canetti-Krawczyk (CK) model
[CKO01], and the extended Canetti-Krawczyk (eCK) model [LLMO07] are the renowned conventional security
models. Among them, the eCK model can be considered as a well-known security model that captures the
most demanding security features of AKE protocols [Alal7a].

With the advancement of side-channel attacks [Koc96, MDS02, BB03, HMF07], the discussion on counter-
measures against side-channel attacks become popular [HR07, AJR11, HAR13]. Thus, a necessity arises to
invent AKE protocols in a leakage-resilient manner. The aforementioned security models do not address the par-
tial leakage of long-term secret keys. Therefore, they are not suitable to analyze the security of AKE protocols
against side-channel attacks. Thus, new security models are proposed to address the side-channel attacks, in ad-
dition to the attack scenarios addressed in the conventional security models [ASB14, ABS14, MO11, CMY *16].
New AKE protocols are invented in a way that their security can be proven in the new security models

Janaka Alawatugoda acknowledges the NTT Corporation, Japan for giving him the opportunity to pursue his internship at
the NTT Musashino R&D Center in April 2015.


mailto:alawatugoda@eng.pdn.ac.lk
mailto:tatsuaki.okamoto@ntt-research.com

[CAR17, YMSW13, ASB14, ABS14, MO11, CMY ™16, ASB15, Alal7b, YCM*19, CMY*17], and they are
commonly known as leakage-resilient AKE protocols. Thus, there is a formal guarantee that the leakage-
resilient AKE protocols are robust against side-channel attacks and various other attack scenarios that are
addressed in the new security models.

Constructing AKE protocols using existing cryptographic building blocks is an effective way, because
such constructions can be instantiated with any appropriate building block such that the formal security
argument remains valid. This is also beneficial for cipher suits such as Transport Layer Security (TLS),
as they can use existing implementations of cryptographic building blocks with a minimal implementation
cost to convert them to a AKE protocol. There are several proven-secure AKE protocol constructions that
are transformations of existing cryptographic building blocks; some of them are non-leakage-resilient AKE
protocols [BCNP09, Alal7a] while the others are leakage-resilient AKE protocols [ASB14, ABS14].

Our Contribution. In this paper, our aim is to advance the constructions of leakage-resilient AKE protocols
that are proven to be secure in the standard model. We use a variant of generic after-the-fact leakage eCK
model, namely continuous after-the-fact leakage eCK (CAFL-eCK) model [ASB14], as a reasonably strong
and realistic security model for security analysis, because the CAFL-eCK model addresses continuous partial
leakage of long-term secret keys in addition to the attack scenarios modeled in the eCK model. The section 3
gives a detailed description of the CAFL-eCK model.

We construct a Diffie-Hellman-style A — CAFL-eCK-secure AKE protocol, namely protocol P1.v2. As
the A — CAFL-eCK model defines, our protocol is resilient to continuous partial leakage of long-term secret
keys (under a leakage bound A), which happens even after the session key is established (hence, after-the-
fact leakage), while satisfying the security features defined by the eCK model. The protocol P1.v2 is a
transformation of a CCLA2-secure public-key encryption scheme into a CAFL-eCK-secure AKE protocol,
that can be instantiated with any CCLA2-secure public-key encryption scheme and a function from the
pseudo-random function family. The protocol P1.v2 uses the leakage-resilient storage scheme and the leakage-
resilient refreshing protocol of Dziembowski and Faust [DF11] (refer to the section 2.2) as the core building
block of the construction. The storage scheme encodes a secret value into two matrices, such that their inner
product gives back the secret value. Given the leakage information from the two matrices independently,
an adversary cannot obtain any information about the encoded secret value. Therefore, unless an attacker
obtains leakage information from the inner product of the two matrices, she cannot derive the secret value.

In protocol P1.v2, the leakage-resilient storage scheme is used to encode the Diffie-Hellman long-term
secret keys. The two matrices of the encoded long-term secret keys are stored in the memory. For all the
exponentiation computations that use a Diffie-Hellman long-term secret key, component-wise exponentiation
and multiplication operations are performed using the two matrices; the inner product is never computed.
The leakage-resilient refreshing protocol is used to refresh the Diffie-Hellman long-term secret keys to make
the protocol P1.v2 robust against continuous partial leakage attacks. The protocol P1.v2 can be considered
as an application that extends the use of leakage-resilient storage scheme and the leakage-resilient refreshing
protocol of Dziembowski and Faust.

The security of the protocol P1.v2 is proven in the standard model, assuming the hardness of the decisional
Diffie-Hellman (DDH) problem. Table 1 compares the protocol P1.v2 with couple of selected AKE protocols,
by means of the leakage model, after-the-fact leakage feature, the base security model and the proof model.
The protocol P1.v2 costs one multi-exponentiation and one encryption scheme key generation operation for
the initial key setup at a protocol principal. Then, for an execution of a session at a protocol principal, the
protocol P1.v2 costs (3n + 2) exponentiation operations, one encryption operation, one decryption operation
and one pseudo-random function operation. Note that n € N is the statistical security parameter, that is a
function of the security parameter k. Moreover, the protocol P1.v2 maintains a leakage bound of 1/n — o(1)
for a Diffie-Hellman long-term secret key. The leakage bound for a decryption secret key of the underlying
leakage-resilient public-key encryption scheme is specific to the particular public-key encryption scheme.

Being a transformation of a CCLAZ2-secure public-key encryption scheme into a CAFL-eCK-secure AKE
protocol based on the standard model assumptions, the protocol P1.v2 is a good AKE protocol candidate
for future TLS protocol suits, that can be implemented and deployed with minimal implementation cost,
given existing implementations of a CCLA2-secure public-key encryption scheme and a function from the
pseudo-random function family.



Protocol Leakage Model After-the-fact Base Model Proof Model

NAXOS [LLMO07] None No eCK Random oracle
Moriyama and Okamoto [MO11] Bounded No eCK Standard
Alawatugoda et al. [ASB14] Bounded Yes eCK Standard
Alawatugoda et al. [ASB15] Continuous Yes eCK Random Oracle
Chen et al. [CMY17] Auxiliary input! Yes eCK Standard
Chen et al. [CMY " 16] Auxiliary input! Yes eCK Standard
Protocol P1.v2 (This Paper) Continuous Yes eCK Standard

I Auxiliary input model requires that it is computationally hard for an adversary to recover the secret key given
the leakage, and therefore it is a generalization of the bounded leakage model [CMY*17]. For our protocol
construction we consider continuous leakage model rather than the bounded leakage model.

Table 1: Comparison of (selected) AKE protocols

2 Preliminaries

2.1 Leakage Model

We frequently borrow notions for the leakage model from Dziembowski and Faust [DF11].

Leakage Game. Assume that secret key is stored in the memory as two encoded parts, say L and
R € {0,1}*, and an adversary A wants to learn information from L and R. For a positive integer A\, we define
A-leakage game between an adaptive adversary A, called A-limited adversary, and a leakage oracle A(L, R) as
follows: the adversary queries two adaptively-chosen leakage functions (fi, f2) to the oracle A(L, R). Then
the oracle replies with fi(L) and f2(R) with restriction that the adversary cannot learn more than A-bits
from each L and R at the end of the game. We denote Out(A, A(L, R)) by the output of this game. Moreover,
the information from L and R are leaked independently from each other.

Leakage from Computations. We follow the axiom “only computations leak information” and assume
that only computations involving L or R leak their information to the adversary. This can be described in
the following setting.

Consider a two-party protocol between the parties Py, and Pg. Initially, the party Py, (respectively, Pgr) is
given the input L (resp. R) and at the end of the protocol each party have the results L' and R’, respectively.
The execution of the protocol proceeds in rounds. In each round, one party (owner) computes a message and
send it to the other. The message may be computed from owner’s input (eg. L or R), randomness chosen by
the owner, and the received message from the earlier rounds. In the setting that only computation leaks
information, the computations carried out by Pp, (resp. Pr) with the initial state L (resp. R) in each round
may leak information on L (resp. R) independently from R (resp. L). Precisely, the adversary A adaptively
chooses two leakage functions (f{, f5) and obtains f{ (L) and f3(R) from each j-th round in the execution of
the protocol. At this time, the adversary is allowed to play the A-leakage game with access to the leakage
oracle A((L, pr, M1); (R, pr, MRr)), where p, is the randomness used by = € {L, R} and M, is the previously
received message by user x € {L, R} in the execution of the protocol. We sometimes omit p, or M, when
they are obviously null from the context.

2.2 Leakage-resilient Storage Scheme and it’s Refreshing Protocol

In Dziembowski and Faust [DF11], they used a leakage-resilient storage scheme to encode the secret key into
two parts and a refreshing protocol to construct public-key cryptosystems secure against continuous partial
leakage attacks.



2.2.1 Leakage-resilient Storage

A leakage-resilient storage (LRS) ® = (Encode, Decode) is a scheme to encode a message in M, where
Encode : M — L xR is a probabilistic polynomial-time function and Decode : £ x R — M is a deterministic,
polynomial-time function satisfying Decode(Encode(S)) = S for any S € M.

An LRS @ is called (), €)-secure if for any S, 5" € M and any A-limited adversary A, we have

A(Out(A, A(L, R)), Out(A,A(L', R'))) < e,

where (L, R) := Encode(S) and (L', R") := Encode(S’). Here, A denotes the statistical distance.
In Dziembowski and Faust [DF11], they use the fact that the LRS from inner product is (A, €)-secure for
some A and € > 0. Precisely, for a field F, an LRS ;"™ = (Encodey’™, Decodey™) is defined as follows:

e Encodey ™ (S) chooses L < F™\{0"} and samples R < F"*™ such that L- R = S.
e Decodep (L, R) computes L- R = S.

Corollary 2.0.1 ([DF11]). Suppose |F| = Q(n) and m < n/20, then the LRS ®3'™ is a (0.3[F"|, €)-secure
LRS, where € is negligible in the statistical security parameter n € N.

2.2.2 Refreshing Protocol

It is obvious that the above LRS scheme is not secure, if we allow an adversary to obtain leakage information
continuously from L and R. To prevent this obstacle, Dziembowski and Faust [DF11] introduced a refreshing
protocol Refresh of an LRS ®. The main idea is to refresh the encoded secret (L, R) securely to a newly
encoded value (L', R’) so that it does not reveal enough information to recover the secret key even when an
A-limited adversary can observe the leakage continuously from the refreshing protocol.

Precisely, a refreshing protocol (L', R') + Refresh(L, R) is a two-party protocol between P, and Pg
holding L and R respectively. At the end of the protocol, each party outputs L’ and R’ respectively satisfying
Decode(L, R) = Decode(L', R').

Let Refresh a refreshing protocol, ® = (Encode, Decode) an LRS, A an A-limited adversary, £ € N and
S € M. We consider the following experiments EXp gegresh, o) (A; S, £):

e For a secret S, encode it by (LY, R%) «+— Encode(S).
e For i =1 to ¢, run A against the refreshing protocol: A = (Refresh(L;_1, Ri—1) — (Li, R;)).
e Return b € {0,1} output by A.

As described in the previous paragraph, the leakage from each execution of the protocol is obtained via the
leakage oracle A((L;, pr,, M1,); (Ri, pr;, Mg,)). Finally, the security of the refreshing protocol is defined by
indistinguishability notion.

Definition 2.1 (A (4, \, €1)-secure refreshing protocol [DF11]). For a LRS ® with message space M and
¢ € N number of leakage rounds, a refreshing protocol Refresh is (¢, A, €1)-secure, if for any A-limited adversary
A and any two secrets S, S’ € M, we have

A(EXI:)(Refresh,<1>) ("47 S7 e)? EXp(Refresh,qZ') (A7 S/ﬂ g)) < €.

Theorem 2.1 ([DF11]). Let m/3 <n, n>16 and ¢ € N. Let n,m and F be such that D5 is (A, €)-secure
for some X\, e > 0. Then the protocol Refreshy™ is a (€,\/2 — 1,€')-secure refreshing protocol for @™ with
€ = 20|F|™(3|F|™e + m|F|~"~1).

Definition 2.2 (A (¢, ), €1)-secure refreshing protocol with auxiliary information [DF11]). Let Z C M™
be an m’ < m dimensional affine subspace defined by W and Q. For a LRS ® with message space M and
¢ € N, a refreshing protocol Refresh is (¢, \, €1)-secure with auziliary information (W, Q), if for any A-limited
adversary A and any two secrets S,S’ € M, we have,

A(Exp?ﬁ)e(fresh,@) ("47 S7 Ea VV7 Q)a Exp?ﬁ)e(freshﬂ)) (-’4’ Sla év Wa Q)) < €.



Theorem 2.2 (Generalization of Theorem 1 [DF11)). Let m/4 <mn, n > 16 and £ € N. Let (W, Q) be as

above defining an m’ < m dimensional affine subspace Z. Let n,m’ and F be such that @5 is (), €)-secure
for some X\, e > 0. Then the protocol Refreshy™ is a (€,\/2 — 1,€')-secure refreshing protocol with auziliary
information defined by (W, Q) for ®g'™ with ¢ = 2¢|F|™(3|F|*™e + m|F|~"~1).

Corollary 2.2.1 ([DF11]). Suppose |F| = Q(n) and m = o(n), then the Refreshy’™ is a (¢,0.15nlog |F|) —
1, €1)-secure refreshing protocol for @™, where € is a polynomial and €, is negligible in the statistical security
parameter n € N.

2.3 Leakage-resilient CCA2-secure Public-key Encryption Scheme

For security parameter k, a public-key encryption scheme PKE = (KG, Enc, Dec) consists of the following
algorithms.

e (pk,sk) < KG(1*): It outputs a public/secret key pair.

e ¢ + Enc(pk,m): A probabilistic polynomial-time algorithm that outputs ¢ = Enc(pk, m) with inputs a
message m and the public key pk.

e m = Dec(sk,c): A deterministic algorithm that decrypts the ciphertext ¢ together with the secret key
sk. We always have m = Dec(sk, Enc(pk, m)).

The strongest security notion for public-key encryption scheme is security against adaptively-chosen-
ciphertext attacks (CCA2-secure). In CCA2 attack against a public-key encryption scheme, the adversary who
is given pk picks two messages mg, m; and guesses b € {0, 1} on input ¢* = Enc(pk, my;,) while the adversary
is allowed to ask for the decryption of chosen-ciphertexts prior and after to seeing c*.

In the setting that computation leaks information, it is natural to consider leakage information from the
queries to the decryption oracle. This yields the following extension of CCA2-security against leakage attacks.

Definition 2.3 ([DF11], Security against Chosen Ciphertext Leakage Attacks (CCLA2)). Let k be the
security parameter. A public-key encryption scheme PKE = (KG,Enc, Dec) is CCLA2-secure if for any
N -limited adversary A the probability that the experiment below outputs 1 is at most 1/2 + negl(k).

1. The challenger runs (pk, sk) + KG(1%) and sends pk to A.

2. The adversary A asks for the decryption of a ciphertext ¢ learning at most X -bits of the current secret
sk for each query: A S (Dec(sk,c) — sk'). Set sk := sk’ for the next round.

3. A outputs two messages, mg, my, and sends them to the challenger.
4. The challenger computes ¢* < Enc(pk,my) for b € {0,1} and gives it to A.

5. Repeat A S (Dec(sk, ¢) — sk') for ¢ # ¢* learning at most X -bits of the current secret sk. Set sk := sk’
for the next round.

6. A outputs b’ € {0,1}. If b =1, then output 1, otherwise output 0.

2.4 Diffie-Hellman Assumptions

We now describe two Diffie-Hellman assumptions which form the basis of security for many cryptographic
primitives. Let k be the security parameter, G be a group generation algorithm and (G, g, g) <+ G(1¥), where
G is a cyclic group of prime order ¢ and ¢ is an arbitrary generator of G.

Definition 2.4 (Computational Diffie-Hellman (CDH) Assumption). We say that computational Diffie-
Hellman assumption holds in G if for all probabilistic polynomial-time algorithms A, the probability of solving
the CDH problem in G given as:

Pig M (A) = Pr(Alg,q,9% 9") = 9*)

is negligible for a given security parameter k.



Definition 2.5 (Decisional Diffie-Hellman (DDH) Assumption). Consider the following two distributions:
DHe = {(g9,9% g% 9?°); a,b < Z,} and Re = {(g9,9% g%, 9°); a,b,c < Zg} . It is said that DDH assumption
holds in G if for all probabilistic polynomial-time algorithms A, the advantage in distinguishing the two
distributions DH and R given as:

Advg M (A) = | PrlA(DHg) = 1] — Pr[A(Rg) = 1]

s negligible for a given security parameter k.

2.5 Pseudo-Random Functions

We now describe the security definition of pseudo-random functions according to Katz and Lindell [KLO7].

Definition 2.6 (Pseudo-Random Functions). Let F' : {0,1}* x {0,1}* — {0,1}* be an efficient, length
preserving, keyed function. We say F' is a pseudo-random function if for all probabilistic polynomial-time
adversaries A, there exists a negligible function eprp in the security parameter k such that:

| PrA" e (1) = 1] = Pr{A"O (1) = 1]| < core.

where key € {0,1}* is chosen uniformly at random an frnq is chosen uniformly at random from the set of
functions mapping k-bit strings to k-bit strings.

3 Continuous After-the-fact Leakage eCK Model [ASB14]

In security experiments for public-key cryptosystems, the challenge to the adversary is, given a ciphertext,
distinguish the corresponding plaintext. In key exchange security models, the challenge to the adversary is to
identify the real session key of a chosen session from a random session key [BR93, CK01, LLMO07]. Leakage
which happens after the challenge is given to the adversary is considered as after-the-fact leakage. In leakage
models for public-key cryptosystems, after-the-fact leakage is the leakage which happens after the challenge
ciphertext is given, whereas in leakage-resilient key exchange security models, after-the-fact leakage is the
leakage which happens after the session key is established.

The generic after-the-fact leakage eCK ((-)AFL-eCK) model is equipped with an adversary-chosen,
polynomial-time, adaptive leakage function f, in addition to the adversarial capabilities modeled in the eCK
model. Therefore, the (-)AFL-eCK model captures all the attacks captured by the eCK model, and captures
the partial leakage of long-term secret keys due to side-channel attacks.

In the eCK model, in sessions where the adversary does not modify the communication between parties
(passive sessions), the adversary is allowed to reveal both ephemeral secrets, long-term secrets, or one of each
from two different parties, whereas in sessions where the adversary may forge the communication of one
of the parties (active sessions), the adversary is allowed to reveal the long-term or ephemeral secret of the
other party. The security challenge is to distinguish the real session key from a random session key, in an
adversary-chosen protocol session.

The generic (-)AFL-eCK model can be instantiated in two different ways which leads to two security
models. Namely, bounded after-the-fact leakage eCK (BAFL-eCK) model and continuous after-the-fact
leakage eCK (CAFL-eCK) model. The BAFL-eCK model allows the adversary to obtain a bounded amount
of leakage of the long-term secret keys of the protocol principals, as well as reveal session keys, long-term
secret keys and ephemeral keys. Differently, the CAFL-eCK model allows the adversary to continuously
obtain arbitrarily large amount of leakage of the long-term secret keys of the protocol principals, enforcing
the restriction that the amount of leakage per observation is bounded. In this model, continuous leakage
of the ephemeral secret keys is not allowed; it is justifiable because the ephemeral secret keys are one-time
secrets that are less likely to be leaked continuously over number of computations.

Below we revisit the definitions of the CAFL-eCK model, and we also recall the definitions of the eCK
model as a comparison to the CAFL-eCK definitions.



3.1 Partner Sessions in the CAFL-eCK Model

Definition 3.1 (Partner sessions in the CAFL-eCK model). Two oracles I1f; , and H‘?J,,’V, are said to be
partners if all of the following hold:

’ .
1. both IIj; \, and I1f;, . have computed session keys;
. ’ . .
. messages sent from 117, ,, and messages received by IIj;, |, are identical;

2

3. messages sent from HSU,,)V, and messages recewed by 11j; \, are identical;
4.0 =V and V' =U;

5. Ezactly one of U and V' is the initiator and the other is the responder.

The protocol is said to be correct if two partner oracles compute identical session keys.

Note that the definition of partner sessions is the same as in the eCK model.

3.2 Leakage in the CAFL-eCK Model

A realistic way in which side-channel attacks can be mounted against key exchange protocols seems to be
to obtain the leakage information from the protocol computations which use the secret keys. Following the
previously used premise, “only computation leaks information”, leakage is modeled where any computation
takes place using secret keys. In conventional security models, by issuing a Send query, the adversary will
get a protocol message which is computed according to the normal protocol computations. Sending an
adversary-chosen, polynomial-time adaptive leakage function with the Send query reflects the premise “only
computation leaks information”. o _

A tuple of t adaptively-chosen polynomial-time leakage functions f = (f{, f,..., f]) are introduced; j
indicates the j-th leakage occurrence (leakage happens at the j-th session of the protocol) and the size ¢ of
the tuple is protocol-specific. A key exchange protocol may use more than one cryptographic primitive where
each primitive uses a distinct secret key. Hence, it is necessary to address the leakage of secret keys from each
of these primitives. On the other hand, some cryptographic primitives which have been used to construct an
AKE protocol, may have stored the secret key by encoding it into number of portions. Hence, it is necessary
to address the leakage of each of these portions of the encoded secret key. Note that the adversary is only
allowed to obtain the leakage from each portion of the encoded secret key independently. This prevents the
adversary from trivially deriving the secret key using the leakage from the portions of the encoded secret key.

3.3 Adversarial Powers of the CAFL-eCK Model

The adversary A controls the whole network. A interacts with a set of oracles which represent protocol
instances. The following query allows the adversary to run the protocol.

e Send(U,V,s,m,f) query: The oracle 11}/, computes the next protocol message according to the
protocol specification and sends it to the adversary A, along with the leakage f(sky). A can also use
this query to activate a new protocol instance as an initiator with blank m.

In the eCK model Send query is same as the above except the leakage function f.
The following set of queries allow the adversary A to compromise certain session specific ephemeral secrets
and long-term secrets from the protocol principals.

e SessionKeyReveal(U,V,s) query: A is given the session key of the oracle 7y

e EphemeralKeyReveal(U,V,s) query: A is given the ephemeral keys (per-session randomness) of the
oracle II7 .

e Corrupt(U) query: A is given the long-term secrets of the principal U. Then A may set up long-term
secrets at principal U at will. This query does not reveal any session keys or ephemeral keys to A.



SessionKeyReveal, EphemeralKeyReveal and Corrupt (Long-term key reveal) queries are the same in the
eCK model.

Once the oracle II7; ;, has accepted a session key, asking the following query the adversary A attempt to
distinguish it from a random session key. The Test query is used to formalize the notion of the semantic
security of a key exchange protocol.

e Test(U, s) query: When A asks the Test query, the challenger first chooses a random bit b < {0,1}
and if b = 1 then the actual session key is returned to A, otherwise a random string chosen from the
same session key space is returned to A. This query is only allowed to be asked once across all sessions.

The Test query is the same in the eCK model.

3.4 Freshness Definition of the CAFL-eCK Model

Definition 3.2 (A — CAFL-eCK-freshness). Let A = (A1,...,\:) be a vector of t elements (same size as £
in Send query). Each X\; denotes the leakage bound of each underlying primitive or each portion of an encoded
secret key. An oracle 11t y, is said to be A — CAFL-eCK-fresh if and only if:

1. The oracle 11j; \, or its partner, Hf//,U (if it exists) has not been asked a SessionKeyReveal.
2. If the partner Hf//,U exists, none of the following combinations have been asked:

(a) Corrupt(U) and EphemeralKeyReveal(U,V,s).
(b) Corrupt(V) and EphemeralKeyReveal(V,U,s’).

3. If the partner H@:U does not exist, none of the following combinations have been asked:

(a) Corrupt(V).
(b) Corrupt(U) and EphemeralKeyReveal(U,V,s).
4. For each Send(U, -, -, -, f) query, size of the output of |ff(skUz)\ < A\
5. For each Send(V, -, -, -, ) queries, size of the output of |ff(skvz)\ <\
The eCK-freshness is slightly different from the A — CAFL-eCK-freshness by stripping off points 4 and 5.

3.5 Security Game and Security Definition of the CAFL-eCK Model

Definition 3.3 (A — CAFL-eCK security game). Security of a key exchange protocol in the CAFL-eCK
model is defined using the following security game, which is played by the adversary A against the protocol
challenger.

e Stage 1: A may ask any of Send, SessionKeyReveal, EphemeralKeyReveal and Corrupt queries to
any oracle at will.

e Stage 2: A chooses a A — CAFL-eCK-fresh oracle and asks a Test query. The challenger chooses a
random bit b < {0,1}, and if b =1 then the actual session key is returned to A, otherwise a random
string chosen from the same session key space is returned to A.

o Stage 3: A continues asking Send, SessionKeyReveal, EphemeralKeyReveal and Corrupt queries.
A may not ask a query that violates the A — CAFL-eCK-freshness of the test session.

e Stage 4: At some point A outputs the bit b’ + {0,1} which is its guess of the value b on the test
session. A wins if b’ = b.

The eCK security game is same as the above, except that in Stage 2 and Stage 3 eCK-fresh oracles are
chosen instead of A — CAFL-eCK-fresh oracles. Succy is the event that the adversary A wins the security
game in Definition 3.3.

Definition 3.4 (A — CAFL-eCK security). A protocol 7 is said to be A — CAFL-eCK secure if there is no
adversary A that can win the A — CAFL-eCK security game with significant advantage. The advantage of an
adversary A is defined as Adv) AT (4) = |12 Pr(Suces) — 1].



3.6 Practical Interpretation of Security of CAFL-eCK Model
We review the relationship between the CAFL-eCK model and real world attack scenarios.

e Active adversarial capabilities: Send queries address the powers of an active adversary who can
control the message flow over the network. In the previous security models, this property is addressed
by introducing the send query.

e Side-channel attacks: Leakage functions are embedded with the Send query. Thus, assuming that the
leakage happens when computations take place in principals, a wide variety of side-channel attacks such
as timing attacks, EM emission based attacks, power analysis attacks, which are based on continuous
partial leakage of long-term secrets are addressed. This property is not addressed in the earlier security
models such as the BR models, the CK model, the eCK model.

e Malware attacks: EphemeralKeyReveal queries cover the malware attacks which steal stored
ephemeral keys, given that the long-term keys may be securely stored separately from the ephemeral
keys in places such as smart cards or hardware security modules. Separately, Corrupt queries address
malware attacks which steal the long-term secret keys of protocol principals.

¢ Weak random number generators: Due to weak random number generators, the adversary may
correctly determine the produced random number. EphemeralKeyReveal query addresses situations
where the adversary can get the ephemeral secrets.

4 Construction of a A — CAFL-eCK-secure Protocol

In this section we present a construction of a new A — CAFL-eCK-secure AKE protocol. Our new protocol
construction has a similar structure to the protocol P1 of Alawatugoda [Alal7a]. The Protocol P1 is eCK-
secure AKE protocol, that is constructed using a CCA2-secure public-key encryption scheme and a function
from the pseudo-random function family, and based on the DDH hardness assumption.

4.1 Construction Details

We name our new protocol construction as Protocol P1.v2. The protocol P1.v2 shown in Table 2 is a
Diffie-Hellman-style [DH76] AKE protocol. Let k& be the security parameter and group G is generated using a
group generation algorithm G that takes k as an input, where G is a group of prime order ¢ with generators
g1, g2 such that go = gf'.

In Protocol P1.v2, we use a CCLA2-secure leakage-resilient public-key encryption scheme PKE =
(KG, Enc, Dec) (refer to the section 2.3) to encrypt protocol messages between parties. Given the security
parameter k, KG generates a pair of secret/public keys for the leakage-resilient encryption scheme PKE. Let
sk%lice, Dk alice be the secret/public keys of the PKE of Alice, and skOBob, pkpep be the secret/public keys of
the PKE of Bob, at the initial key setup. Moreover, for the protocol P1.v2, we use the (¢, A/2, ¢1)-secure
leakage-resilient refreshing protocol Refreshz;2 (refer to the section 2.2) of the (A, €)-secure LRS scheme

CIJZ;Q. Let a1, as and by, by be the Diffie-Hellman long-term secret keys of Alice and Bob respectively. Then,

ai jaz ai az by bz b1 bz

A <+ g7 95295 g7 and B < g7 g5 g5 g, be the corresponding public keys of Alice and Bob respectively. As
the secret key is of form (x1,x2), it is information theoretically hidden against unbounded adversaries as well.
As in Dziembowski and Faust [DF11], according to the point of view of Alice, we encode the secret key (a1, az)

2 : 2

as (a%,a%) « Encodeg; (a1, az2) using an LRS scheme @Z; , such that a) = {a},,al,,...,a],} € Z? and
0 _ (40 0 Y _ [0 0 0 0 0 0 nx2 -

ap = (ag,,ap,) = {{aRlo’aRlp""aRm}’ {aRQO,aRM,...,aRM}} € Zy**. Note that the inner product

of the two matrices a} and a% give the secret key (aj,az). After encoding the secret key (aj,az) into two
matrices (a},a%), (a1,a2) is securely erased from the memory, and the encoded values (ai7 aﬁ) will be used
for protocol computations. This procedure similarly applies at Bob as well. In the protocol P1.v2, the initial
key setup (that is long-term public/secret key generation and encoding the Diffie-Hellman long-term secret
keys) is done offline to preserve higher security.

Let z, X and y, Y be the Diffie-Hellman ephemeral secret and public keys of Alice and Bob respectively,

of the current session. After exchanging the protocol messages (X < Encpy,,,,(X) and Y < Encpy ... (Y)),



both principals decrypt the incoming messages. Then Alice and Bob compute the Diffie-Hellman ephemeral
shared value of the current session (values Z; and Z] respectively in Alice and Bob). At the computations of
Z1 and Z1, we do not consider the partial leakage of ephemeral secret keys = and y, that happens continuously
over the computations, because they are one-time secrets that are only used for a single session. We can
reasonably assume that an adversary cannot obtain enough partial leakage through a side-channel attack over
computations to distinguish a ephemeral secret value, due to its short life time. The decryption operations
implicitly refresh the current j-th session’s long-term secret keys of PKE (sk?,,.. becomes skf{ilce and sk’ ,
becomes skg;ll)) The current j-th session’s encoded secret keys, (ai,aﬁ) and (b%, b%) are refreshed, such
that (a]t", aft") « Refreshz(’f(ai, aty) and (B3 b5 Refreshgf(bi, b%), after the computation of the
Diffie-Hellman long-term shared values (values Zs and Z) respectively in Alice and Bob) of the current
session.

Finally, protocol principals compute the session key K using the function PRF from the pseudo-random
function family (refer to the section 2.5). Inputs to the PRF are the Diffie-Hellman ephemeral shared values
(Z, at Alice and Z; at Bob) and the Diffie-Hellman long-term shared values (Z; at Alice and Z) at Bob)
of the current session, together with the two protocol messages that are exchanged between Alice and Bob
(Alice|| X || Bob||Y).

4.2 Leakage-Resilient Exponentiation Computation from Encoded Secrets

It is good to explain details about the computation of the Diffie-Hellman long-term shared values of the
current session, namely Z, at Alice and Z} at Bob. Because this exponentiation computation is performed
using the encoded values of the long-term secret key. Note that encoding the secret key is the key mechanism
to achieve the leakage resiliency of the protocol P1.v2. In order to understand this computation, following we
explain how it is happened at the protocol principal Alice.

Let G be a group of prime order ¢ with generators g; and g2. Let ai,as < Z4 be the Diffie-Hellman
long-term secret key of Alice, and B be the Diffie-Hellman long-term public key of Bob. We need to compute
the value Z, which is equivalent to B® - B*? at Alice, but instead of a; and as we have to use the encoded

long—t.erm secret keys of Alige. Let aJL = {aio,ail, ... 7‘&71} € Zy and a% = (a%l,aﬁz) = {{aﬁlo,agll,

s @y F A0y 0 TRy s s aﬁm}} € Z7** are the encoded long-term secret values of Alice at the current
j j

j-th session. Now we compute T} = {T1¢,Ti1,---, 11} = B“"1 © B“"2®, where ® denotes component-wise

J J
multiplication of vectors. Therefore, T, = BRy ® B%Ras, Next, we compute To = {Taq, Ta1, ..., Ton} = TluL.
It gives, To = {TloaJLl,TM“]w, e ,Tln“JLn}. Finally, we compute Zy = HTgi. The protocol P1.v2 shown

i=0
in Table 2, this computation is emphasized in a box, that is indicated as exp(B, (a7, a%)). This procedure

similarly applies at Bob to compute Z5.

4.3 Security Analysis of the Protocol P1.v2

There is a leakage bound defined by the LRS scheme ‘bgf, that we call A\, and there is a leakage bound
defined by the CCLA2-secure leakage-resilient public-key encryption scheme PKE, that we call \’. Thus, we
define a leakage bound A for protocol P1.v2; such that A = (A, \). According to the CAFL-eCK model, the
adversary A is allowed to query leakage of the Diffie-Hellman long-term secret keys as well as the decryption
keys of the PKE under the leakage bounds A and X' respectively, using separate leakage functions to each
of the building blocks. Let £/ = (f2, fixg) a tuple of leakage functions issues with a Send query, where j
indicates the j-th leakage occurrence (j-th protocol session). The leakage function fé, is computed over the
Diffie-Hellman long-term secret keys, and the leakage function fg,KE is computed over the decryption keys of
a protocol principal at the current j-th session, to produce the leakage information. This leakage information
is bounded by the corresponding leakage bound. Note that the Diffie-Hellman long-term secret keys and the
decryption keys are encoded into portions. The adversary is allowed to obtain the leakage from each of these
portions independently. The details about how the leakage is modelled from the encoded secrets is explained
in section 2.1.
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Alice (Initiator) G,q,91,92 < G(1%) Bob (Responder)

Initial Key Setup (Offline)

(11,(12(722 bl,bQFZQ
A gi' 93295 g1 B ¢ 9?19329’5191{2
(a2,a%) Encodezf(al,ag) (59,8%) + Encodezq (b1, b2)
erase ai, Qs erase by, by
5k iee PR ALice +— KG(1F) 5k s Pkpob < KG(1F)
Protocol Execution
T 4= ZLgq, X <+ g7 Y Zq,Y g
X Encpr,, (X) Alw_ex) Vo Encpp ;.. (Y)
Bob,Y
) _ _
Y, ke ¢ Decgy (V) X, skishy ¢ Decyy  (X)
AR 4 Zy +— XV
exp(B, (a7, a%)) exp(A,(b7,,0%))
Ty « B*R @ B*Ra | Ty  T0* Ty « A'hi @ A% Ty T
n n
Zy + [ T2 Zy [ T
=0 =0
(), al ) < Refreshyy (aL, ak) (AR AR Refreshg;l(bi, b))
K + PRF(Z,, Alice| X||Bob||Y)&® K « PRF(Z, Alice| X||Bob||Y)&®
PRF(Z,, Alice|| X || Bob||Y) PRF(Z}, Alice|| X || Bob||Y")

K is the session key

Table 2: Protocol P1.v2

First, we show that the leakage of Diffie-Hellman long-term secret keys from a single exp(-, -) computation
of a protocol session can be simulated using a polynomial-time simulator S, which has access to a leakage
oracle A(L*, R*), and an auxiliary information aux. The following lemma is the analogous version of Lemma
7 in Dziembowski and Faust [DF11].

Lemma 4.1. The Diffie-Hellman long-term secret key of a protocol principal is ai,as <+ Zg and the
corresponding public-key is A < g1'97295'g95>. Let B be a Diffie-Hellman long-term public key of another
protocol principal. The the secret key is encoded such that (L, R = (R1, Rg)) + Encodegf(al, ag). Let \ be
the leakage bound of each portion of the encoded secret key. Then, for a polynomial-time A\-limited adversary
A, there exists a polynomial-time A-limited simulator S given access to the leakage oracle A(L*, R*) such that

for any b € {0,1}
Pr[Out(S(A, aux), A(L", R")) = b] = Pr[(A(A) < (exp(B, (L, R))) = U],

where (L*, R*) + EncodeZ “(a1) and aux = (Ry + Ry). Note that exp(B, (L, R)) denotes the exponentiation
computations of B, that are computed using the two encoded portions L and R, as emphasized in the protocol
diagram in Table 2

The proof is similar to the proof of Lemma 7 of Dziembowski and Faust [DF11].
Proof. (Sketch) The simulation is described as follows:

1. The simulator S is given the auxiliary information aux = (R; + R2), and given access to the leakage
oracle A(L*, R*). She sets L = L* and R; = R*.

2. S simulates the leakage of L and R; using the leakage oracle A(L*, R*).

11



3. The leakage of Ry, can be described from the relation Ry = aux — R*. Therefore, S can perfectly
simulate the leakage of Ry using the leakage oracle A(L*, R*) and the auxiliary value aux.

O

Above we have shown that the leakage of Diffie-Hellman long-term secret keys from a single protocol
session can be perfectly simulated. Then, we will use this observation to prove that the leakage from several
protocol sessions will also not help the adversary to learn about the encoded Diffie-Hellman long-term secret
keys. For this, we require to refresh the encoded secret key periodically. Therefore, after the exponentiation
computations (denoted by exp), the refreshing protocol RefreshZ’I2 is executed on L and R to output L'
and R’ respectively. Then, we set (L', R') as the secret key for the next protocol 56551011. We denote the
aforementioned combination of operations by expRef, that is exp followed by Refresh" Now we show that
an adversary cannot learn enough information on the Diffie-Hellman long-term secret key, even she can issue
arbitrary ¢ number of leakage queries to the protocol principal. Recall that according to the CAFL-eCK
model leakage queries are issued with Send queries. The following is the analogous version of Lemma 8 in
Dziembowski and Faust [DF11].

Lemma 4.2. The Diffie-Hellman long-term secret key of a protocol principal is ay,as Z2 and the

corresponding public-key is A + ¢7'97%95'g5>. Let {,n € N and suppose that KP" 2 s a (A, €)-secure LRS
where X\ is the leakage bound of each portion of the encoded secret key. Let W be the vector that deﬁnes
auziliary information. Then for every S = (ay,as), S’ = (a}, a}) that satisfies gi* g5>g5* g5 = gy g22 glgl ,

and any (A\/2 — 1)-limited adversary A, we have,

A(Expaiores(B.(,R)) (A S & W, A) Expiice 5 (1. ry) (A, S, 6, W, A)) <1,
where €1 s negligible in the statistical security parameter n.
The proof is the same as the proof of Lemma 8 of Dziembowski and Faust [DF11].

Proof. (Sketch) Note that (W, A) defines a 1-dimensional subspace Z C (Z,)? that contains all the pairs
(a1,a2) that correspond to the public key A. For any S,5’ € Z and any (A/2 — 1)-limited adversary A we
have by the Theorem 2 (Generalization of Theorem 1) of Dziembowski and Faust [DF11], for refreshing of
®7? that,

A(EXDS et (5,1, R)) (As S, £ W, A) EXDS e (5.1 Ry) (A S 6, W, A)) < 20p°(Be +2p~"70) (1)

The above experiment addresses only the leakage from the refreshing operation of (L, R). In order to combine
this with leakage from exp, we use the leakage simulation from Lemma 4.1. We can apply this lemma since
(1)—equation 1 is shown by reduction to the (A, €)-security of @Zf and (2)—aux is known to the leakage
simulator. This completes the proof of Lemma 4.2, by proving that €; is negligible in the statistical security
parameter n. O]

Using Lemma 4.1 and Lemma 4.2, we prove that continuous, A-limited leakage of the two encodings
of a Diffie-Hellman long-term secret key, that happens due to expRef computations (expRef + Refreshg’f),
will not reveal the Diffie-Hellman long-term secret key to an adversary. Using the aforementioned result,
now we prove that our construction, protocol P1.v2, is A — CAFL-eCK-secure in the standard model. Here
we consider the \'-limited leakage happens from the secret keys of the encryption scheme PKE, during the
decryption operation. It completes our security analysis for the protocol P1.v2. Since the protocol P1.v2 has
a similar structure to the Protocol P1 of Alawatugoda, the security analysis of the protocol P1.v2 also has a
similar security analysis to the Protocol P1, by means of different cases to be analyzed.

Theorem 4.3. If G is a group of a prime order q with generator g1, ga such that go = g, where the (DDH)
assumption holds, the underlying public-key encryption scheme PKE is CCLA2-secure against any N -limited
adversary, the function PRF is a function from the pseudo-random function family, and the refreshing protocol
Refresh”’ is (€, /2, €1)-secure refreshing protocol of a (A, €)-secure leakage-resilient storage scheme (I>
then the protocol P1.v2 is secure in the CAFL-eCK model.
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LetU = {Uy,...,Un,} be a set of Np parties. Each party U; owns at most Ny number of protocol sessions.
Let A be any adversary against the CAFL-eCK challenger of the protocol P1.v2. Then, the advantage of A
against the CAFL-eCK security challenge of the protocol P1.v2, Advpy S5k s

Adv?;SQAFL'ECK(A) < NI%NS2 - max ((261 + AdvggH )+ GPRF), (EPRF + Advg%‘*?(p))) .

where C is the algorithm against a DDH challenger and D is the N -limited adversary against the CCLA2
challenger of the underlying public-key encryption scheme PKE.

Proof. We split the proof of Theorem 4.3 into two main cases and sub cases as mentioned below:

1. A partner to the test session exists.

(a) Adversary corrupts both the owner and the partner principals to the test session - Case 1a

(b) Adversary corrupts neither the owner nor the partner principal to the test session - Case 1b

(c¢) Adversary corrupts the owner to the test session, but does not corrupt the partner to the test
session - Case 1c

(d) Adversary corrupts the partner to the test session, but does not corrupt the owner to the test
session - Case 1d

2. A partner to the test session does not exist: the adversary is not allowed to corrupt the peer to the
target session.

(a) Adversary corrupts the owner to the test session - Case 2a

(b) Adversary does not corrupt the owner to the test session - Case 2b

Note that the secret keys (a1, as) and (by, b2) are securely erased from the memory at the initial key setup

phase. Therefore, the encoded values (a?, a%{) and (b, bg%) are used to answer the Corrupt queries.

Case la: Adversary corrupts both the owner and partner principals to the test
session.

Game 1: This is the original game. When Test query is asked the game 1 challenger will choose a random
bit b+ {0,1}. If b = 1, the real session key is given to A, otherwise a random value chosen from the same
session-key space is given. Hence,

AdvGame 1(A) = AdVET (2 Case 1a (A) - 2)

Game 2: Same as game 1 with the following exception: before A begins, two distinct random principals
U*,V* + {Uy,...,Un,} are chosen and two random numbers s*,t* < {1,...Ng} are chosen, where Np is the
number of protocol principals and Ny is the number of sessions on a principal. The session HS**,V* is chosen
as the target session and the session Hﬁj*’U* is chosen as the partner to the target session. If the test session
is not the session H‘f;*,v* or partner to the session is not H%;*’U*, the game 2 challenger aborts the game.
Unless the incorrect choice happens, the game 2 is identical to the game 1. Hence,

1

Ad ame A = ———
"¢l 2( ) NPQNSQ

AdVGamc 1(./4) . (3)

Game 3: Same as game 2 with the following exception: the game 3 challenger randomly chooses z < Z,
and computes K according to the protocol description, using Z; = gj. When the adversary asks the
Test(U*, V*,s*) query, the game 3 challenger will answer with the K.

We construct an algorithm C against a DDH challenger, using the adversary A as a sub routine. The
game 3 challenger sets the long-term secret/public key pairs (Diffie-Hellman and encryption key pairs) of
all the protocol principals. Note that the adversary A can also set long-term keys at corrupted principals.

13



The algorithm C runs a copy of A and interacts with A4, such that A is interacting with either game 2 or
game 3. The DDH challenger sends values (g7, g7, g7), such that either z = zy or z + Z,, as the inputs to
the algorithm C. The game 3 challenger sets X of the target session (Hf]**’v*) as g7, Y of the target session
(H§*7V*) as g7, and computes the K according to the protocol specification, using gf as Z1, upon receiving
the Test(U*,V*,s*) query. The game 3 challenger can answer all the other queries normally.

If C’s input is a Diffie-Hellman triple, simulation constructed by the game 3 challenger is identical to game
2, otherwise it is identical to game 3. If A can distinguish the difference between games, then C can answer
the DDH challenge. Hence,

|AdVGame 2(A) — Advgame 3(A)| < AdvgL?(C) . (4)

Game 4: Same as game 3 with the following exception: the game 4 challenger randomly chooses K < {0, 1}*
and sends it to the adversary A as the answer to the Test(U*,V*, s*) query.

The game 4 challenger sets the Diffie-Hellman long-term secret/public key pairs and the encryption key
pairs of all the protocol principals. Therefore, the challenger can answer all the queries normally.

If K is computed using the real PRF with a hidden key, the simulation is identical to game 3, whereas if
K is chosen randomly from the session key space, the simulation constructed is identical to game 4. Hence,

‘AdVGame 3(-/4) - AdVGame 4(-A)| S €PRF - (5)

Semantic security of the session key in Game 4: Since the session key K of Hi,**’v* is chosen randomly
and independently from all other values, .4 does not have any advantage in game 4. Hence,

Advgame 4(A) =0 . (6)
Using equations (2)—(6) we find,

AdvR E TR () < NN (AdvRRC) + o) -

Case 1b: Adversary corrupts neither the owner nor the partner principals to the
test session.

Game 1: This is the original game. When Test query is asked the game 1 challenger will choose a random
bit b+ {0,1}. If b = 1, the real session key is given to A, otherwise a random value chosen from the same
session-key space is given. Hence,

AdvGame 1(A) = Advgigﬁg;—g%};(“‘l)' (7)

Game 2: Same as game 1 with the following exception: before A begins, two distinct random principals
U*,V* + {U,...,Un,} are chosen and two random numbers s*,t* < {1,...Ns} are chosen, where Np is the
number of protocol principals and Ny is the number of sessions on a principal. The session Hs**)v* is chosen
as the target session and the session HtV**,U* is chosen as the partner to the target session. If the test session
is not the session Hf]**yv* or partner to the session is not H5*7U*, the game 2 challenger aborts the game.
Unless the incorrect choice happens, the game 2 is identical to the game 1. Hence,

1

Ad ame A = ——
Vg 2( ) NP2]VS2

Advgame 1(A). (8)

Game 3: Let (a1,a2) be the Diffie-Hellman long-term secret keys of U*, that are set according to the
protocol specification. Let A be the Diffie-Hellman long-term public key, that is computed from (a1, as),
according to the protocol specification. Moreover, the game 3 challenger sets the other Diffie-Hellman
long-term secret/public key pairs and all the encryption key pairs of protocol principals. This is as game 2
with the following changes:
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1. Sample (a},a%) < {(0,7)]91°92"92°91" = g1** g2"2g1"2g2** } at random and sets Encodegf(a’l,a’g) as

the Diffie-Hellman long-term secret keys of U*.

2. Compute the answers to the protocol queries and the leakage queries at U* with Encodegf(a’l, a’) until
the adversary asks for the Test(U*,V*, s*) query.

3. Compute the answer for the Test(U™*, V*, s*) query by using (a1, az2) as in the previous game.
4. Answer the protocol queries and leakage queries at U* with Encodegf(a’17 af) further.

Other than the aforementioned change, the game 3 challenger can answer all the other queries normally.
It is easy to see that the distance between game 2 and game 3 is negligible by the Lemma 4.2. Thus,

|AdVGame 2(-’4) - AdVGame 3(~A)| < €1 . (9)

Game 4: Let (b1, b2) be the Diffie-Hellman long-term secret keys of V*, that are set according to the
protocol specification. Let B be the Diffie-Hellman long-term public key, that is computed from (b1, bs),
according to the protocol specification. Moreover, the game 4 challenger sets the other Diffie-Hellman
long-term secret/public key pairs and all the encryption key pairs of protocol principals. This is as game 3
with the following changes:

1. Sample (b},b5) + {(0,7)[91°92"92°91" = g1°1 92"2g1°2 92" } at random and sets Encodegf(b'l, b,) as the
Diffie-Hellman long-term secret keys of V*.

2. Compute the answers to the protocol queries and the leakage queries at V* with Encodeg;2 (b7, 05) until
the adversary asks for the Test(U™*,V*, s*) query.

3. Compute the answer for the Test(U™*,V*, s*) query by using (b1, b2) as in the previous game.

4. Answer the relevant protocol queries and leakage queries at V* with Encode’ZLf( 1, b5) further.

Other than the aforementioned change, the game 4 challenger can answer all the other queries normally.
It is easy to see that the distance between game 3 and game 4 is negligible by the Lemma 4.2. Thus,

|AdVGame 3<~A) - AdVGame 4<A)| < €1 . (10)

Game 5: Same as game 4 with the following exception: the game 5 challenger randomly chooses § < Z,
and computes K according to the protocol description, using g¢ for the computation of Z,. When the
adversary asks the Test(U™*,V*, s*) query, the game 5 challenger will answer with K.

We construct an algorithm C against a DDH challenger, using the adversary A as a sub routine. Recall
that g2 = ¢{ and the game 5 challenger knows . The DDH challenger sends values (glﬂ N g?) such that
either § = By or 6 - 7Z,, as the inputs to the algorithm C. The game 5 challenger sets the encryption key
pairs of all the protocol principals, and sets the Diffie-Hellman long-term secret/public key pairs of the other
protocol principals, except for U* and V*. For U* and V*, sets only one Diffie-Hellman long-term secret
value at each principal; precisely, as at U* and by at V*. Then, compute the Diffie-Hellman long-term public
value of U* as gfgg{q?z (91’8)0‘, and the Diffie-Hellman long-term public value of V* as g?ggzg;” (97)~. The
leakage of U* and V* are computed as in game 3 and game 4. We explain it again here briefly: The game 5
challenger samples (a}, ay) < {(0,7)]91°92"92°91" = 917 92929:1%2g1*?} at random and sets Encodeg;2 (a},ab)
at U*, and (b}, bh) < {(0,7)|91°92"92°01" = 917 92"2g1%29:1*7} at random and sets Encodeg{’f(b’17 by) at V* as
the Diffie-Hellman long-term secret keys. Then, the leakage queries to U* and V* are answered using them.
The game 5 challenger can answer all the other queries normally: it computes session keys according to the
protocol description, using ¢¢ for the computation of Z,, at the sessions involving both U* and V*.

If C’s input is a Diffie-Hellman triple, simulation constructed by the game 5 challenger is identical to game
4, otherwise it is identical to game 5. If A can distinguish the difference between games, then C can answer
the DDH challenge. Hence,

|AdVGame 4(A) — AdvGame 5(A)] < Advg ' (C). (11)
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Game 6: Same as game 5 with the following exception: the game 6 challenger randomly chooses K < {0, 1}*
and sends it to the adversary A as the answer to the Test(U*,V*, s*) query.

The game 6 challenger sets the Diffie-Hellman long-term secret/public key pairs and the encryption key
pairs of all the protocol principals, as in the previous game. Therefore, the challenger can answer all the
queries normally.

If K is computed using the real PRF with a hidden key, the simulation is identical to game 5, whereas if
K is chosen randomly from the session key space, the simulation constructed is identical to game 6. Hence,

‘AdVGame 5(-/4) - AdVGame 6(A)| < €pRF - (12)

Semantic security of the session key in Game 6: Since the session key K of H?;*’V* is chosen randomly
and independently from all other values, A4 does not have any advantage in game 6. Hence,

Advgame G(A) =0. (13)
Using equations (7)—(13) we find,

AdVRTSABLESR (A) < NEN2 (261 + AdvBD™(C) + epnr ).

Case 1c: Adversary corrupts the owner to the test session, but does not corrupt
the partner.

Game 1: This is the original game. When Test query is asked the game 1 challenger will choose a random
bit b < {0,1}. If b = 1, the real session key is given to A, otherwise a random value chosen from the same
session-key space is given. Hence,

Advgame 1(A) = Advpy SELSTE (A). (14)

Game 2: Same as game 1 with the following exception: before A begins, two distinct random principals
U*,V* + {Uy,...,Un,} are chosen and two random numbers s*,t* <— {1,...Ny} are chosen, where Np is the
number of protocol principals and Ny is the number of sessions on a principal. The session HS**7V* is chosen
as the target session and the session H’{;*’U* is chosen as the partner to the target session. If the test session

is not the session H?;*_V* or partner to the session is not Htv**7U*, the game 2 challenger aborts the game.
Unless the incorrect choice happens, the game 2 is identical to game 1. Hence,

1

Advgame 2(~A) = WNE

Advgame 1(A). (15)

Game 3: Same as game 2 with the following exception: the game 3 challenger randomly chooses C' from
the ciphertext space as encryption of the value X of the session Hs**’v*, and sends it to the session Hﬁ;yU*
as having come from the session H“;‘;*)V*.

We introduce an algorithm D that is constructed using the adversary A. If A can distinguish the
difference between game 2 and game 3, then D can be used against the CCLA2 challenger of underlying
public-key cryptosystem, PKE. The game 3 challenger uses the public key of the CCLA2 challenger as the
encryption public key of the protocol principal V*, and sets the other long-term public/secret key pairs
(Diffie-Hellman and encryption keys) for protocol principals. D runs a copy of A and interacts with A, such
that it is interacting with either game 2 or game 3. D picks two random strings, Xy, X1 < Z, and passes
them to the CCLA2 challenger. From the CCLA2 challenger, D receives a challenge ciphertext C such that
C < Enc(pky+, Xp) where Xy = Xy or Xy = X7. The game 3 challenger uses X; as the decryption of C
when answering the Test(U™*, V*, s*) query. With the aid of the CCLA2 challenger the game 3 challenger
can compute the leakage of the decryption key of the principal V*, and the corresponding decryptions at V*,
to answer the queries of A. The game 3 challenger can answer all the other queries normally. Upon receiving
the Test(U™*,V*, s*) query, X; is used to compute the Z; and K is computed using the Z;. Note that, the
CCLAZ2 challenger is allowed to answer the leakage queries and the decryption queries even after issuing the
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challenge ciphertext C'. Therefore, the game 3 challenger can answer all the queries normally, even after the
Test(U*, V*,s*) query is answered. Recall that the leakage bound of the PKE is \'.

If the value C is the encryption of the value X7, the simulation constructed by the game 3 challenger is
identical to the game 2, otherwise it is identical to game 3. If A can distinguish the difference between games,
then D can answer the CCLA2 challenge successfully. Hence,

|AdVGame 2(A) — Advaame 3(A)| < AdvERE % (D). (16)

Game 4: Same as game 3 with the following exception: the game 4 challenger randomly chooses K < {0,1}*
and sends it to the adversary A as the answer to the Test(U*, V*, s*) query.

The game 4 challenger sets the Diffie-Hellman long-term secret/public key pairs and the encryption key
pairs of all the protocol principals, as in the previous game. Therefore, the challenger can answer all the
queries normally.

If K is computed using the real PRF with a hidden key, the simulation is identical to game 3, whereas if
K is chosen randomly from the session key space, the simulation constructed is identical to game 4. Hence,

‘AdVGame S(A) - AdVGame 4(-/4)| S €PRF - (17)

Semantic security of the session key in Game 4: Since the session key K of Hz**,v* is chosen randomly
and independently from all other values, A does not have any advantage in game 4. Hence,

AdVGamc 4(./4) =0. (18)
Using equations (14)—(18) we find,

AdvRT Ca e sSR(A) < NEN? (€PRF + Advg%AQ(D)).

Case 1d: Adversary corrupts the partner to the test session, but does not corrupt
the owner.

The analysis of this case is similar the analysis of case 1c. The only difference with the case 1c is that we
have to set the public key of the CCLA2 challenger at U*. Therefore, we get,

AdVITSAERETE(A) < NEN2 (epne + AdVERE(D) ).

Case 2a: Adversary corrupts the owner to the test session.

There is no partner existing to the test session. The adversary A computes the corresponding protocol
message as the partner principal and sends to the owner (U*) of the test session. The analysis of this case is
the same as the analysis of case 1c. Therefore, we get,

AdVRT o G OR(A) < NBEN,? (EPRF + AdVgI%IéAQ(D))

Case 2b: Adversary does not corrupt the owner to the test session.

There is no partner existing to the test session. The adversary A computes the corresponding protocol
message as the partner principal and sends to the owner (U*) of the test session. The analysis of this case is
the same as the analysis of case 1b. Therefore, we get,

AdvRTGAELCK (4) < N2 N,? (261 + AdvEPH(C) + ePRF).
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Combining all the above cases: According to the analysis we can see the adversary A’s advantage of
winning against the CAFL-eCK challenger of the protocol P1.v2 is:

AdvRT SRR (4) < NENZ - max ( (261 + AdVER(C) + eprr), (epe + AdVERE (D)) ) -

4.4 Practical Information of the Protocol P1.v2

Now we discuss about the practical information about the protocol P1.v2.

4.4.1 Leakage Bound

The leakage bound X of the protocol P1.v2 is (A, \'). Trivially, the leakage bound X of the Diffie-Hellman
long-term secret keys is as same as the leakage bound of the underlying refreshing protocol Refreshg’f. As

shown in Corollary 1 of Dziembowski and Faust [DF11], the leakage bound of the LRS @Zl’? is 0.3|Z4|™ bits,
for a statistical security parameter n. As shown in Corollary 2 of Dziembowski and Faust [DF11], the leakage
bound of the refreshing protocol Refrebh" is 0.15|Z4|™ — 1 = 0.15nlog ¢ — 1 bits. Therefore, per leakage
query 0.15nlog g — 1 bits of leakage is allowed from each of the two encodes of the secret key, independently
from each other. For a security parameter k, logg > k and n is a function of k. Thus, the A is 1/n — o(1) of
a Diffie-Hellman long-term secret key. The leakage bound )\ for a decryption secret key of the underlying
leakage-resilient public-key encryption scheme PKE is specific to the particular public-key encryption scheme.

4.4.2 Computation Cost

Now we look at the number of operations to be performed at a protocol principal for a single protocol
execution. We count the number of exponentiation operations only. Note that we ignored the multiplication
and addition operations since they are significantly lighter than the exponentiation operations. Table 3 shows
the details of performance analysis. Recall that n € N is the statistical security parameter, that is a function
of the security parameter k.

Operation Computation Cost
(at initiator or responder)

Initial Key Setup

(Offline) Diffie-Hellman long-term key pair generation 1IME
Encryption scheme key pair generation 1KG
Encoding Diffie-Hellman long-term secret key 0

Protocol Execution

X /Y computation 1E, 1Enc
Z1/Z; computation 1Dec, 1E
Zs/Z) computation (3n)E
K computation 1PRF
Refreshing 0

Key: | — exponentiation operation; ME — multi-exponentiation; KG — key generation; Enc — encryption
operation; Dec — decryption operation; PRF — pseudo-random function operation

Table 3: Overall computation cost at a protocol principal
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5 Conclusions and Future Works

In this paper, we have presented a Diffie-Hellman-style construction of a A — CAFL-eCK-secure AKE protocol.
Our protocol is proven to be secure in the standard model and based on the hardness assumption of the
DDH problem. Our protocol can be instantiated with any CCLA2-secure public-key encryption scheme and
a function from the pseudo-random function family. Hence, our protocol is a good AKE protocol candidate
for future TLS protocol suits, that can be implemented and deployed with minimal implementation cost,
given existing implementations of a CCLA2-secure public-key encryption scheme and a function from the
pseudo-random function family.

Encoding the secret key into two portions and allowing only independent leakage from them seems
somewhat strong assumption. Therefore, as a future work, it is better to advance the knowledge towards
stripping off this strong assumption, while preserving the security features of this protocol in the standard
model. Further, reducing the computation cost and reaching to the optimum leakage bound of 1 — o(1)
should be valuable directions to work on. On the other hand, research on quantum-safe leakage-resilient AKE
constructions are worthwhile as the quantum computers will be a reality in the near future.
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