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Abstract. A core goal of the NIST PQC competition is to produce public-key encryption (PKE)
schemes which, even if attacked with a large-scale quantum computer, maintain the security guarantees
needed by applications. The main security focus in the NIST PQC context has been IND-CCA security,
but other applications demand that PKE schemes provide anonymity (Bellare et al., ASIACRYPT
2001), and robustness (Abdalla et al., TCC 2010). Examples of such applications include anonymous
communication systems, cryptocurrencies, anonymous credentials, searchable encryption, and auction
protocols. Almost nothing is known about how to build post-quantum PKE schemes offering these
security properties. In particular, the status of the NIST PQC candidates with respect to anonymity
and robustness is unknown.

This paper initiates a systematic study of anonymity and robustness for post-quantum PKE schemes.
Firstly, we identify implicit rejection as a crucial design choice shared by most post-quantum KEMs,
show that implicit rejection renders prior results on anonymity and robustness for KEM-DEM PKEs in-
applicable, and transfer prior results to the implicit-rejection setting where possible. Secondly, since they
are widely used to build post-quantum PKEs, we examine how the Fujisaki-Okamoto (FO) transforms
(Fujisaki and Okamoto, Journal of Cryptology 2013) confer robustness and enhance weak anonymity
of a base PKE.

We then leverage our theoretical results to study the anonymity and robustness of three NIST KEM
finalists—Saber, Kyber, and Classic McEliece—and one alternate, FrodoKEM. Overall, our findings
for robustness are definitive: we provide positive robustness results for Saber, Kyber, and FrodoKEM,
and a negative result for Classic McEliece. Our negative result stems from a striking property of KEM-
DEM PKE schemes built with the Classic McEliece KEM: for any message m, we can construct a single
hybrid ciphertext ¢ which decrypts to the chosen m under any Classic McEliece private key.

Our findings for anonymity are more mixed: we identify barriers to proving anonymity for Saber,
Kyber, and Classic McEliece. We also found that in the case of Saber and Kyber, these barriers lead
to issues with their IND-CCA security claims. We have worked with the Saber and Kyber teams to fix
these issues, but they remain unresolved. On the positive side, we were able to prove anonymity for
FrodoKEM and a variant of Saber introduced by D’Anvers et al. (AFRICACRYPT 2018). Our analyses
of these two schemes also identified technical gaps in their IND-CCA security claims, but we were able
to fix them.

1 Introduction

The increasingly real threat of quantum computers breaking all widely-deployed public-key cryptography has
driven research in new paradigms for building core public-key primitives like signatures, public-key encryption
(PKE), and key encapsulation mechanisms (KEMs) from problems that are computationally intractable even
for quantum computers. An umbrella term for this is Post-Quantum Cryptography (PQC). The US National
Institute of Standards and Technology (NIST) is in the process of selecting new standards which will be
used for decades to come. The process has reached its third round with four finalist candidates and five
alternate candidates in the KEM/PKE category. The main security target of evaluation for these schemes
until now has been IND-CCA security. This was appropriate as a starting point because it suffices for many
important use cases. But we argue that the time has now come for a broader study of the candidates’ fitness
for emerging applications where security properties other than IND-CCA are required.

Two important security properties that go beyond IND-CCA security are anonymity (or key privacy)
and robustness. Anonymity was first formalised in the public key setting by [9]. Roughly, a PKE scheme is
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anonymous if a ciphertext does not leak anything about which public key was used to create it; strong forms
of anonymity equip the adversary with a decryption oracle. Anonymous PKE is a fundamental component
of several deployed anonymity systems, most notably anonymous cryptocurrencies like Zcash [11]. It is also
important in building anonymous broadcast encryption schemes [7,30], anonymous credential systems [13]
and auction protocols [36]. Robustness for PKE, first formalised in [2], goes hand-in-hand with anonymity.
Suppose a party equipped with a private key receives a ciphertext for an anonymous PKE scheme. In the
absence of other information, how does a party decide that it is the intended receiver of that ciphertext?
The standard approach is to perform trial decryption. Robustness provides an assurance that this process
does not go wrong — that the receiver is not fooled into accepting a plaintext intended for someone else.
Robustness is also important for maintaining consistency in searchable encryption [1] and ensuring auction
bid correctness [36]. Various robustness notions for PKE were studied in [2], while stronger notions were
introduced in [17]; the symmetric setting was treated in [18,22, 16, 29].

To date, there is almost no work that shows how to build anonymous, robust post-quantum PKE schemes.
Nor is it known whether the NIST candidates meet these extended notions. The only directly relevant work is
by Mohassel [33], who showed a number of foundational results on anonymity and robustness of hybrid PKEs
built via the KEM-DEM paradigm (“DEM” being an abbreviation for “data encapsulation mechanism”). Our
work is influenced by Mohassel’s general approach; however, Mohassel only considers KEMs that are directly
constructed from strongly-secure PKEs via sampling a random message from the PKE scheme’s message
space and then PKE-encrypting it. This makes the results of [33] inapplicable to NIST candidates, for a few
reasons. First, the NIST candidates are all KEMs, not PKEs, so there is a basic syntactic mismatch. Second,
the base PKEs used within the candidate KEMs are only weakly (e.g. OW-CPA) secure, but [33] relies
on the starting PKE having (e.g.) IND-CCA security. Finally, [33] only analyzes explicit-rejection KEMs,
for which decapsulation can fail, but all the NIST candidates except the alternate candidate HQC [32] are
actually implicit-rejection KEMs that never output 1. This means, e.g., the NIST finalist KEMs cannot be
even weakly robust, while the constructions of [33] all start from robust KEMs.

One of the negative results of [33] is that even if a KEM enjoys a strong anonymity property, the hybrid
PKE scheme that results from applying the standard KEM-DEM construction may not be anonymous. This
is concerning, since it indicates that if one only focuses on KEMs in the NIST competition, rather than the
PKE schemes that will inevitably be built from them using the standard KEM-DEM approach, then there
is no guarantee that desired security properties will actually carry over. Thus, one must dig into a KEM’s
internals if the target is to achieve anonymous hybrid PKE.

In fact, all the NIST candidates in the KEM/PKE category are constructed using variants of the Fujisaki-
Okamato (FO) transform [19-21]. The FO transform takes a weakly secure PKE scheme (e.g. one that is
OW-CPA or IND-CPA secure) and elevates it to a KEM that is IND-CCA secure. The FO transform and
variants of it have recently been heavily analysed, [24,35,27,38,25], in the Random Oracle Model (ROM)
and the Quantum ROM (QROM) [12], but insofar as we are aware, only with a view to establishing IND-CCA
security of the resulting KEMs. Only one prior work [23] studies the relationship between FO transforms
and anonymity; it shows that the original FO transform enhances anonymity in the ROM. But this result
does not tell us whether the modern FO variants used by the NIST finalists also enhance (or even preserve)
robustness and anonymity properties; notably, the results of [23] are not in the QROM.

Anonymity and robustness for the KEM-DEM paradigm. Our first main contribution is a modular theory
of anonymity and robustness for PKE schemes built via the KEM-DEM paradigm. This extends the work
of [33] to general KEMs (instead of those built only from PKEs). An interesting aspect that emerges is a
fundamental separation between our results for implicit- and explicit-rejection KEMs. At a high level, KEMs
that perform implicit rejection do not in general transfer anonymity and robustness to PKEs obtained via
the KEM-DEM paradigm from the KEM component, whilst KEMs that offer explicit rejection, and that also
satisfy a mild robustness property, do. Our positive result for explicit rejection KEMs relies on a relatively
weak anonymity notion for KEMs which we introduce here, wANO-CCA security. Our negative results for the
implicit rejection case are proved through the construction of specific counterexamples and are surprisingly
strong. For example, an implicit rejection KEM cannot be robust, but can achieve a strong form of collision
freeness (SCFR-CCA, that we define here). This is in some sense the next best thing to robustness. We
show that even this property is not sufficient, by exhibiting an implicit rejection KEM that is ANO-CCA,
IND-CCA and SCFR-CCA secure, and a DEM that is AE (authenticated encryption) secure and satisfies a
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strong robustness property (XROB, from [18]), but where the PKE scheme resulting from composing this
KEM and DEM is not ANO-CCA secure.

Anonymity and robustness from FO transforms. Since all the NIST finalists are KEMs of the implicit
rejection type and we have a strong negative result there, we must dig deeper if we wish to assure ourselves
that anonymity and robustness will be obtained for PKEs built from those KEMs. This introduces our
second main contribution, wherein we analyse how the FO transform (and its variants) lift anonymity and
robustness properties from a starting weakly-secure PKE scheme, first to the strongly-secure KEM built by
the FO transform, and then to the hybrid PKE scheme constructed using the KEM-DEM paradigm.

For explicit-rejection KEMs, we show that for a slight variant of the HFOL transform of [24], the base
PKE’s weak anonymity and robustness are enhanced to strong (ANO-CCA) anonymity and strong (SROB-
CCA) robustness, as long as an intermediate deterministic PKE used in the transform is collision-free. For
implicit-rejection KEMs, we show that the FO# transform of [24] similarly enhances anonymity and collision-
freeness. The culmination of this analysis is showing that KEMs and PKEs built via FO-type transforms
can bypass our negative result for implicit rejection KEMs.

Application to NIST candidates. We then apply our above generic analysis for implicit-rejection KEMs to
specific schemes related to the NIST PQC competition which employ a transform close to FO#. In particular,
we focus on the NIST finalist Classic McEliece [3], a simplified version of the NIST finalist Saber [8] from [15]
that we call “proto-Saber”, and the NIST alternate candidate FrodoKEM [4]. The reason we consider proto-
Saber instead of the actual Saber scheme is that the IND-CCA security claims made for Saber in its NIST
third round specification [8] seem to have been taken from those of proto-Saber in [15] without modification.
However, the actual technical specification of Saber in [8, Section 8] and the reference implementation of
Saber differ from proto-Saber in crucial ways that impact on its formal security analysis. We return to this
issue in more detail below and in Section 5.

For Classic McEliece, we show that the hybrid PKE resulting from applying the standard KEM-DEM
construction is not strongly robust (in the sense defined in [2]). In fact, we can show that, for any plaintext m,
it is possible to construct a single ciphertext ¢ such that ¢ always decrypts to m under any Classic McEliece
private key. The construction of ¢ does not even need the public key! We stress that this property does not
indicate any problem with IND-CCA security of Classic McEliece, but it does expose its limitations as a
general-purpose KEM for the broad set of applications that can be envisaged for NIST public key algorithms.
Since our FO#-related results on anonymity of KEMs and PKEs built from them depend on robustness
properties, Classic McEliece’s limitations in this regard present a barrier to establishing its anonymity using
our techniques (but do not preclude a direct proof).

For proto-Saber, the news is better. We provide positive results on anonymity and robustness properties
of its KEM and the hybrid PKE schemes derived from it. Towards these results, we have to adapt our
analysis on FOZ to the actual transform used by proto-Saber. In doing so, we were also able to obtain an
explicit proof of IND-CCA security for proto-Saber in the QROM that matches the tightness claimed in [15].
This is relevant because despite claims to the contrary in [15], we find that even the IND-CCA security of
proto-Saber cannot be directly proved using any of the known results concerning the FOZ transform. This
is due to low-level details of how proto-Saber applies hash functions to intermediate values in its internal
computations. These details are crucial given the delicate nature of QROM proofs and invalidate the direct
application of known results on “standard” FO transforms in the QROM.

FrodoKEM uses an FO-type transform that is identical to that of proto-Saber. Hence, our positive results
on tight IND-CCA security, anonymity and robustness of proto-Saber also apply to FrodoKEM in a similar
fashion.

Saber and Kyber [6] both implement the same transform, one which hashes even more intermediate values
than proto-Saber does. This creates barriers in applying the proof strategies that we used for proto-Saber
when trying to establish anonymity of Saber and Kyber. Interestingly, as we explain in detail, these extra
hashes also act as barriers in proving even the IND-CCA security of these two finalists in the QROM with
the bounds as claimed in their respective specifications. We consider this an important finding given the
centrality of IND-CCA security as the design target in the NIST competition. On a positive note, we show
that our robustness analysis of proto-Saber can be extended to Saber and Kyber, which implies that these
two NIST finalists lead to strongly robust hybrid PKE schemes. Finally, we suggest small modifications to
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Saber and Kyber that would bring their FO-type transforms closer to that of proto-Saber and allow us to
overcome the aforementioned problems.

Subsequent Work. The NIST finalist NTRU [14] uses altogether a different transform, namely FOZ, [24],
that differs from FO in a way which makes it difficult to extend our analysis of FO* to NTRU. However,
in subsequent work to ours, Xagawa [41] has established the anonymity and robustness properties of NTRU
by utilizing a stronger property of its base PKE scheme, namely the so-called strong disjoint-simulatability.

Paper organisation. Section 2 contains preliminary definitions. Section 3 contains our anonymity and ro-
bustness definitions for KEMs, and analysis of generic KEM-DEM composition. Section 4 contains our study
of anonymity and robustness enhancement for FO-type transforms, and the security of hybrid PKE built
from FO-type KEMs. Section 5 contains our study of the NIST candidate KEMs.

2 Preliminaries

In this section, we briefly define the preliminaries necessary for the main body. We begin with defining the
syntax of primitives of interest.

Primitives. A key encapsulation mechanism (KEM) KEM = (KGen, Encap, Decap) is a tuple of algorithms.
The randomized key generation algorithm KGen takes no input and outputs a pair (pk,sk) of a public
encapsulation key pk and a private decapsulation key sk. The randomized encapsulation algorithm Encap
takes as input the encapsulation key pk, and outputs a pair (C,k) where C is a ciphertext and k is a
bit string. The determinstic decapsulation algorithm Decap takes as input the encapsulation key pk, the
decapsulation key sk, and the ciphertext C'. If decapsulation can output either a key k or an error symbol
1, we call the KEM an explicit-rejection KEM. If decapsulation can only output a key k, we call the KEM
an implicit-rejection KEM.

A public-key encryption (PKE) scheme PKE = (KGen, Enc, Dec) is a tuple of algorithms. The algorithm
KGen is the same as above for KEMs. (It is conventional to call KGen’s outputs the encryption/public
and decryption/private key, respectively, instead of “encapsulation” /“decapsulation” keys.) The randomized
encryption algorithm Enc takes as input the public key pk, and message m, and outputs a ciphertext C'. Below,
we will sometimes use a modified syntax for encryption, where instead of sampling internal randomness, the
algorithm is deterministic and takes random coins as an additional input. Letting r be a string of random
bits, we will write Enc(pk,m;r) to denote the output of Enc when run with randomness r. Finally, the
deterministic decryption algorithm Dec takes as input the public key pk, the secret key sk, and a ciphertext
C, and outputs a message m or an error symbol L.

In Appendix A, we define the syntax for authenticated encryption with associated data (AEAD or AE)
schemes and message authentication codes (MACs), along with the correctness and «y-spreadness properties
of PKE schemes and KEMs.

Associated to each algorithm that comprises a primitive above is one or more input spaces (e.g. sets of
possible keys K and messages M) and an output space (e.g. the set of possible ciphertexts C). We assume
each algorithm checks that each of inputs is in this set, and aborts if not. To reduce notational clutter, we
will not make these input/output spaces explicit below, except where necessary.

The KEM-DEM framework. Composing a KEM and a data encapsulation mechanism (DEM) is a standard
way to build PKE. Schemes built this way are often called “hybrid” PKE. For completeness, we describe
the hybrid PKE built via KEM-DEM composition. Let KEM be a KEM, and DEM be an authenticated
encryption scheme. (Below, we will use “DEM” and “AEAD” synonymously.) The hybrid PKE PKEYW =
(KGen, Enc, Dec) is built as follows. The algorithm PKE™ .KGen is the same as KEM.KGen. The algorithm
PKE™ .Enc takes as input the encapsulation key pk and a message m. It first runs (Co, k) s KEM.Encap(pk),
the computes C; s AEAD.Enc(k,m) and outputs ciphertext (Cy, C;). The algorithm PKE™.Dec first uses
sk to decapsulate Cy and get k or possibly an error symbol L. Unless decapsulation failed, the algorithm
completes by running AEAD.Dec(k, Cy), outputting either m or an error symbol L.
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The Fujisaki-Okamoto transform. Classical results of Fujisaki and Okamoto [19-21] show how to amplify
(in the random oracle model, or ROM) the security of public-key encryption, from one-wayness (OW)
or indistinguishability (IND) under chosen-plaintext attack (CPA) to indistinguishability under chosen-
ciphertext attack (IND-CCA). In this work we will mostly be interested in modern variants of this so-called
“FO transform” studied first by Hofheinz et al. [24] in the classical ROM and QROM; extensions in the
QROM were then given by [27, 38, 35]. Details of these transforms can be found in Section 4.

2.1 Security Definitions

Next we state several standard security notions which we will use below. In this work we use the “concrete”
security paradigm, which explicitly measures the success probability and resource usage of specific adver-
saries, which we specify using the code-based game-playing framework of Bellare and Rogaway [10]. We will
not relate quantities of interest, such as runtime or oracle queries, to a security parameter. We define relevant
security notions for PKE (upper box), AEAD and MAC (lower box) in Figure 1.

PKE security notions are given for chosen-ciphertext attacks. All adversaries have access to a decryption
oracle D that takes a ciphertext and (where relevant) a bit that selects which secret key to use. In ANO-
CCA and IND-CCA games, the decryption oracle D¢ disallows queries for the challenge ciphertext. For each
PKE notion, the corresponding definition for chosen-plaintext attacks can be obtained by simply removing
the decryption oracle. In INT-CTXT, the adversary has an encryption (resp., decryption) oracle that takes
associated data and a message (resp., ciphertext); flag win is set to true if the adversary submits a query to
its decryption oracle that returns non-_1, but was not returned from an encryption query. In SUF-CMA, the
oracle TagQO’s inputs and outputs are stored in the table T after each query. In otROR-CCA, the oracles
E1,$; are one-time encryption and random-bits oracles, respectively. The many-time security definition
ROR-CCA is identical to otROR-CCA, but without this restriction. As for PKE above, CPA variants can
be obtained by removing decryption oracles.

For any game G in Figure 1, we define an associated advantage measure for an adversary A and primitive
P, denoted Advg(A), to be either Pr [Gﬁ = true] or the absolute difference between that quantity and 1/2,
if the game G is a bit-guessing game like IND-CCA.

3 Anonymity and Robustness of KEMs

In [33], Mohassel studied the anonymity and robustness of KEMs. However, all of his definitions and results
apply only to the special case of KEMs that are constructed from PKE schemes in a restricted way, namely
KEMs in which the encapsulation algorithm selects a random message for the PKE scheme and encrypts
it using the PKE scheme’s encryption algorithm. With this limitation, Mohassel provided a number of
interesting results (positive and negative) concerning the anonymity and robustness of KEMs and of PKEs
constructed from them via the KEM-DEM framework.

In this section, we bridge the definitional gap left by Mohassel’s work by first considering fully general
definitions for KEM anonymity and robustness, and then revisiting his results on these properties in the
context of the KEM-DEM framework. As we shall see, how much can be recovered depends in a critical way
on the KEM’s behaviour with respect to rejection of invalid encapsulations.

We first define ANO-CCA security of a KEM KEM = (KGen, Encap, Decap) via the security game between
an adversary and a challenger, as described in Figure 2. Note that the security game differs from the Al-
ATK game defined for so-called general encryption schemes in [2], where in the latter, an adversary can have
access to multiple public-keys (and some corresponding secret keys which will not result in a trivial win for
the adversary). Since we are only considering PKE schemes and KEMs in this paper, it is not hard to show
that the two security notions are equivalent up to a factor depending on the number of secret key queries an
adversary could make (as already discussed in [2]).

An analogous ANO-CPA definition can be obtained simply by removing decapsulation queries in the
above game. An adversary A’s advantage in the ANO-{CPA,CCA} game is then defined to be:

Advigy PO (4) = [PriGA = 1] - 1/2]

where G4 refers to A playing in the appropriate version of the anonymity game,
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ANO-CCA# e
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(pky,sky) s KGen

C s .AD("‘)(pk07 pk,)

mo < PKE.Dec(pky, sky, C)
my < PKE.Dec(pk,,sk;,C)

return mo # L ANDmy # L

SCFR-CCApe

(pkg, sky) <3 KGen

(pky, sky) <—s KGen

(m, b) <= AD(A“)(PkO: pky)
C' s PKE.Enc(pk,, m)

my < PKE.Dec(pk;_,,sk;_;,C)

return m; # L

WCFR-CCA#Ye

(pkg, sky) s KGen
(pky,sky) s KGen
b+s{0,1}

(m, st) <—$./¢lD<”'>(pk07 pky)
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return b = b’

IND-CCApKe

(pkg, skg) <—s KGen
(pky,sk;) <—s KGen

C s AP (pky, pky)

mo < PKE.Dec(pk,, sky, C')
m1 < PKE.Dec(pk,,sk;,C)

return mo =my # L

(pkg, skg) <—s KGen
(pky,sk;) <—s KGen

(m, b) < AD(H‘)(Pko: pky)
C' <—s PKE.Enc(pk,, m)

m' < PKE.Dec(pk,_j,sk;_;,C)

return m’ =m # L

(pk, sk) <—s KGen
b+s{0,1}

(mo, ma, st) <s AP0 (pk)
C' <—s PKE.Enc(pk, ms)

bV s AP20) (O st)

return b =0

FROB4gAD

XROBAEAD

INT-CTXT4sAD

(C,AD, kg, k;) +s.A

mo < AEAD.Dec(k,, AD, C)
my < AEAD.Dec(k,, AD, C)
b mo#LAmg # L
return (b A (kg # ky))

otROR-CCA4EAD

(mO, k07 RO, AD(), |(1,AD17 Cl) —s A
Co < AEAD.EnC(kO,mo;Ro)
mi < AEAD.DeC(kl, ADl, 01)

b+ mo#LAms # L
br ko 7# ky

be — Co=C1 # L

be < ADg = AD; # L

else b s A% )10

return b = b

k <s AEAD.KGen; b +s{0,1}
if b=0 then b’ «sAZ1():DC)

return (b A by Abe Abg)

k <s AEAD.KGen
win < false
AE(".)’D("')

return win
SUF-CMA{iac

k +—s MAC.KGen

T + []

(m,T) + AT00)
b+ MAC.Vf(k,m, T)
by « (m,T) ¢ T

return b A b,

Fig. 1. Security games used in this paper. See Section 2.1 for details.
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ANO-CCA¥em wANO-CCAem

(pkg, skg) s KGen (pkg, skq) <—s KGen

(pky, sky) «s KGen (pk, sky) <—s KGen
b<s{0,1} b+s{0,1}

(C*, k™) < Encap(pk,) (C™, k™) s Encap(pk,)

b s AP0 (pko, pky, (C7,K%)) b 45 AP (pky, pky, C)
return b =0 return b = b’
SROB-CCA{em WROB-CCAem

(pkg, sky) <3 KGen (pkg, sky) <3 KGen

(pky,sky) <3 KGen (pky,sky) <3 KGen
C’e$AD("‘)(pkO,pk1) b%ssAD("')(pkO,pkl)

ko < Decap(pky, skq, C) (C, ks) s Encap(pk,)

k1 < Decap(pk,,sk;,C) k1—p < Decap(pky_;,sk;_p,C)
return ko #% 1L AND ky # L return ki, # L
SCFR-CCAikm WCFR-CCA{em

(pkg, sky) <3 KGen (pkg, sky) <—s KGen

(pky, sky) <—s KGen (pky, sky) <—s KGen

C s AP (pkg, py ) b= AP0 (pky, pky)

ko < Decap(pkg, skq, C) (C, kp) <s Encap(pk,)

k1 < Decap(pky, sk, C) ki—p + Decap(pky_p,sky_p, C)
return ko = k1 # L return ky = k1, # L

Fig. 2. KEM security notions for chosen-ciphertext attacks. All adversaries have access to a decryption oracle D
that takes a ciphertext and (where relevant) a bit that selects which secret key to use. In ANO-CCA and wANO-
CCA games, the decryption oracle disallows queries for the challenge ciphertext. For each notion, the corresponding
definition for chosen-plaintext attacks can be obtained by simply removing the decryption oracle.
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In the context of KEM-DEM framework for constructing PKE schemes, we will find it sufficient to work
with an even weaker notion of anonymity for KEMs, that we refer to as weak anonymity. Here, the security
game above is modified by giving the adversary only C* in response to its challenge query, instead of (C*, k*);
see Figure 2. We then refer to wANO-{CPA,CCA} security and define adversarial advantages as above.

We also define weak robustness (WROB) and strong robustness (SROB) security notions for general
KEMs. The security games described in Figure 2 define both notions via two different finalisation steps.
Note that the security game for WROB has a subtle difference from the corresponding WROB-ATK game
defined for general encryption schemes in [2] (in addition to the fact that, in the latter game, an adversary
can have access to multiple public-keys). The difference is that in our notion, an adversary outputs a bit
b that determines which of the two public-keys (pkg, pk;) will be used for encapsulation. This is required
because the weak robustness notion is inherently asymmetric w.r.t. the two challenge public-keys, since one
key is used for encapsulation (resp. encryption in case of PKE schemes) and the other for decapsulation
(resp. decryption in case of PKE schemes).

Again, analogous WROB-CPA and SROB-CPA definitions can be obtained simply by removing decap-
sulation queries in the above games. The advantage of an adversary A in the {WROB,SROB}-{CPA,CCA}

game is then defined as:
Adv{K\é/'\;{OB,SROB}—{CPA,CCA}(A) — Pr[GA = 1
where GA refers to A playing in the appropriate version of the robustness game.

Note that these robustness definitions apply mainly for KEMs that have explicit rejection on decapsulation
errors. KEMs that offer only implicit rejection can never satisfy even the WROB-CPA notion.

With these anonymity and robustness notions in hand, it is straightforward to extend the result of [33,
Claim 3.3] concerning anonymity preservation from the specific case of KEMs constructed directly from
PKE:s to fully general KEMs (with a non-zero decapsulation error probability); in fact, we can also show the
robustness of hybrid PKE schemes constructed from robust KEMs via the KEM-DEM framework. Namely,
we have the following;:

Theorem 1. Let PKE" = (KGen, Enc",Dec™) be a hybrid encryption scheme obtained by composing
a KEM KEM = (KGen,Encap, Decap) with a one-time secure authenticated encryption scheme DEM =
(Enc, Dec). If KEM is d-correct, then:

1. For any ANO-CCA adversary A against PKE" | there exist wANO-CCA adversary B, IND-CCA ad-
versary C and WROB-CPA adversary D against KEM, and INT-CTXT adversary £ against DEM such
that

AdvARGCOM(A) SAAVIRI N (B) + 2AdviRR A (€)

+ Advigy T OPA(D) + Advpey CTRT(E) + 6.

The running times of B, C and & are the same as that of A. The running time of D is independent (and
less than that) of the running time of A.

2. For any WROB-ATK (resp. SROB-ATK) adversary A against PKE", there exists WROB-ATK (resp.
SROB-ATK) adversary B against KEM such that

AdVIEOBATE (1) < AdvIROB-ATE (3),

AQVEEZETI ) < AdVEERATH 8
where ATK € {CPA, CCA} and the running time of B is that of A.

Proof (sketch). The proof of Theorem 1.1 closely follows that of [33, Claim 3.3] in terms of the sequence of
game-hops. Also for certain game-hops, we rely on security notions that are weaker than the corresponding
notions considered in the proof of [33, Claim 3.3] (e.g., WROB-CPA, instead of WROB-CCA, security of
the underlying KEM). The full details of the proof can be found in Appendix C.1.

To sketch a proof for Theorem 1.2, note that an adversary A wins the WROB-ATK game w.r.t. PKE™
if it returns a pair (m,b) such that Dec™(ski_;,C) # L where C(= (Ckem,Cpem)) <sEnc™ (pky, m).
Let (Ckem, k») < Encap(pk,) and Decap(sk;_;, Ckem) = ki—p. It is easy to see that ki_, # L, since
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Dec™(sk, ,,C) # L. This implies that we can return bit b to win the WROB-ATK game w.r.t. KEM.
We can use a similar argument for the SROB-ATK case as well. The full details can again be found in
Appendix C.1.

Note that Theorem 1 is only meaningful for KEMs with explicit rejection, since for implicit rejection KEMs,
the term Advyen B AT (L) in the above security bounds can be large.

3.1 Generic Composition for Implicit Rejection KEMs

Robustness: We first consider what can be said about robustness for PKE schemes built from KEMs offering
implicit rejection. We begin with a relaxed notion of robustness, namely collision freeness (as introduced
for the specific case of KEMs obtained from PKEs in [33]). Informally, a scheme is said to be collision-free
if a ciphertext always decrypts to two different messages under two different secret keys. We consider two
variants, weak (WCFR) and strong collision freeness (SCFR). The security games defined in Figure 2 define
both notions via two different finalisation steps.

As usual, analogous WCFR~CPA and SCFR-~CPA definitions can be obtained by removing decapsulation
queries in the above games. Adversary A’s advantage in the {WCFR,SCFR}-{CPA,CCA} game is defined

to be:
AdViIETISCPI-CPACER) (g priA =

where G4 refers to A playing in the appropriate version of the CFR game.

Now suppose we have a KEM that is SCFR-CCA (resp. WCFR-CCA) secure and a DEM that is FROB
(resp. XROB) secure. (Recall that FROB and XROB are robustness notions for symmetric encryption
schemes introduced in [18] and defined in Figure 1.) Then we can show that the hybrid PKE scheme obtained
by composing these KEM and DEM schemes is SROB-CCA (resp. WROB-CCA) secure. More formally,

Theorem 2. Let PKE™ = (KGen, Ench‘y, Dechy) be a hybrid encryption scheme obtained by composing a
KEM KEM = (KGen, Encap, Decap) with a DEM DEM = (Enc,Dec). Then for any SROB-CCA (resp.
WROB-CCA ) adversary A against PKE™, there exist SCFR-CCA (resp. WCFR-CCA ) adversary B againt
KEM and FROB (resp. XROB) adversary C against DEM such that

Advpel 9N (A) < Advigy ™ N (B) + AdviEn ™ (C)

Adviil> YA (A) < Advigy OO (B) + AdvEE(C),
where the running times of B and C are the same as that of A.

Proof (sketch). Note that an adversary A wins the SROB-CCA game w.r.t. PKE™ if it returns a ciphertext
C (= (Ckem, Cpem)) such that Dec™ (sko, C') # L and Dec™(ski,C) # L. Let Decap(sky, Ckem) = ko and
Decap(sky, Ckem) = k1. It is easy to see that kg # L and k; # L. Now if kg = k1, we can return Ckgm
to win the SCFR-CCA game w.r.t. KEM. If ko # k1, we can return (Cpgm, ko, k1) to win the FROB game
w.r.t. DEM. We can do a similar case-distinction to argue about WROB-CCA security as well. The full
details of the proof can be found in Appendix C.2.

Note that Farshim et al. [18] provide efficient constructions of FROB- and XROB-secure AE schemes,
meaning that the requirements for the above theorem can be easily met. At the same time, they showed that
a symmetric AE scheme that achieves the standard ROR-CCA notion of security is also inherently robust,
albeit w.r.t. some weaker notions compared to FROB. Namely, such ROR-CCA secure AE schemes were
shown to satisfy the so-called semi-full robustness (SFROB) notion in [18]. The SFROB notion of robustness
for symmetric AE schemes is a (potentially) weaker variant of FROB where, in the corresponding security
game, the adversary does not get to choose any keys. Instead, two keys are honestly generated and the
adversary is given oracle access to encryption and decryption algorithms under both keys. The adversary is
also given access to one of the keys, and the game is won (similar to that of FROB) if the adversary returns
a ciphertext that decrypts correctly under both honestly generated keys.

The following theorem shows that a DEM that is only ROR-CCA secure — and that lacks the stronger
robustness properties from [18] — is incapable of generically transforming strongly collision-free implicit
rejection KEMs to strongly robust hybrid PKEs.
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Theorem 3. Suppose there exists a KEM that is simultaneously SCFR-CCA, IND-CCA and ANO-CCA
secure. Suppose that there exists a SUF-CMA-secure MAC scheme and an ROR-CPA secure symmetric
encryption scheme (such schemes can be built assuming only the existence of one-way functions). Suppose
also that collision-resistant hash functions exist. Then there exists an implicit-rejection KEM that is SCFR-
CCA, IND-CCA and ANO-CCA secure and a DEM that is ROR-CCA secure, such that the hybrid PKE
scheme obtained from their composition is not SROB-CCA secure.

Proof (sketch). Let MAC = (Tag, Vf) be an SUF-CMA secure MAC. We construct MAC = (Tag, Vf) where
the only difference from MAC is that we fix a “faulty” key k chosen uniformly at random from the original
MAC key-space such that Vf(k,-) = 1. Note that MAC is also SUF-CMA secure. So by composing MAC with
an ROR-CPA secure symmetric encryption scheme SE that never rejects invalid ciphertexts via the “Encrypt-
then-MAC” construction, we get an AE-secure DEM. Now let KEM = (KGen, Encap, Decap) be a KEM that
is SCFR-CCA, IND-CCA and ANO-CCA secure, and H be a collision-resistant hash function with its range
being the key-space of SE. We construct KEM = (KGen, Encap, Decap) where the only difference from KEM is
that the ciphertext space is augmented by a “special” bitstring ¢ such that Decap(sk,¢) = H(pk)||k, for any
KEM key-pair (pk, sk). It is not hard to see that KEM is also IND-CCA, ANO-CCA secure, and SCFR-CCA
secure (relying on the collision-resistance of H). Now the composition of KEM and DEM will not result in an
SROB-CCA secure hybrid PKE. Specifically, an adversary can return the ciphertext (¢, c||o’), where ¢/||o”
is an arbitrary DEM ciphertext, to win the corresponding SROB-CCA game with probability 1. Full details
of the proof can be found in Appendix C.3.

Anonymity: Now we turn to the question of what can be said about anonymity for PKE schemes built from
KEMs offering implicit rejection. We prove a negative result that strengthens an analogous result of [33].
That result showed that there exist KEMs that are ANO-CCA (and IND-CCA) secure and XROB-secure
authenticated encryption schemes, such that the hybrid PKE scheme resulting from their composition is
not ANO-CCA secure. Thus anonymity is not preserved in the hybrid construction. However the KEM
construction that was used to show this negative result in [33] is not SCFR-CCA secure, which might lead
one to think that the strong collision freeness of implicit rejection KEMs might be sufficient to preserve
anonymity. Here, we show this not to be true.

Theorem 4. Suppose there exists a KEM that is simultaneously SROB-CCA, IND-CCA and ANO-CCA
secure, a claw-free pair of permutations with domain and range being the encapsulated key-space of the KEM,
and a collision-resistant hash function. Suppose also that there exists a DEM that is ROR-CCA and XROB-
secure. Then there exists an implicit-rejection KEM that is SCFR-CCA, IND-CCA and ANO-CCA secure
and a DEM that is ROR-CCA and XROB-secure, such that the resulting hybrid PKE is not ANO-CCA

SECure.

Proof (sketch). Let KEM = (KGen, Encap, Decap) be a KEM that is IND-CCA, ANO-CCA and SROB-CCA
secure. Let H be a collision-resistant hash function that maps the space of public-keys of KEM to its en-
capsulated key-space. We now construct KEM = (KGen, Encap, Decap) as follows. For the public parameters
of KEM, we first generate a pair of claw-free permutations with corresponding fixed public-key PK (see [12,
Section 4.2] for a more formal definition) f;(PK,-) and f3(PK, ) with domain and range being the encap-
sulated key-space of KEM. Now Encap(pk) returns (C, k) where (C,k) +—sEncap(pk) and k := f;(PK, k).
Decap(sk, C) returns E where, for k' Decap(sk, C), E = fi(PK,E') if & # L and E = f2(PK, H(pk)) if
k' = L. Using straightforward reductions, it is not hard to show that KEM is also IND-CCA and ANO-CCA
secure. In addition, we can show that KEM is SCFR-CCA secure by relying on the SROB-CCA security of
KEM, collision-resistance of H and claw-freeness assumption w.r.t. fi(PK,-) and fo(PK, ).

Now let DEM = (Enc, Dec) be an ROR-CCA secure AEAD which is additionally XROB-secure. We now
describe an adversary A against the ANO-CCA security of the hybrid PKE scheme w.r.t. the composition of
KEM and DEM. Upon receiving two public-keys pk, and pk; (along with the public-parameters f;(PK, -) and
f2(PK, ), A selects an arbitrary message m and forwards m to the ANO-CCA challenger. It then receives
the ciphertext C' = (Ckem, Coem) where (Ckem, k) <—s Encap(pk,) and Cpem <—s Enc(k, m), for bit b < {0, 1}.
Then, A asks for the decryption of ciphertext €' = (Ckem, Chgy) W-I-t. sky where Chgyy = Enc(k, m) with

k= f2(PK, H(pkg)). If the response is L, then A outputs 0; else, it outputs 1. We use similar arguments
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Encap(pk) Decap(sk, ¢)

1: m<+sM 1: Parse ¢ = (c1,c2)

2:  c1 < Enc(pk,m;G(m)) 2: m' + Dec(sk,c1)

3: o H'(m) 3: ¢} < Enc(pk,m’; G(m))

40 |ea H'(m,e1) 4: ifci =c1 AH'(m') = co then

5: ¢+ (c1,c2) 5: |if ¢t =c1 AH'(m',c1) = c2 then
6: k=H(m,c) 6: return H(m’,c)

7: return (k) 7: elsereturn L

Fig. 3. The KEM HFO* [PKE, G, H, H']. Boxed code shows modifications to HFO* [PKE, G, H, H'] required to obtain
scheme HFO*' [PKE, G, H, H']. Both constructed schemes reuse algorithm KGen from PKE.

as that of [33, Claim 3.1] to show that 4 succeeds with a high probability. Full details of the proof can be
found in Appendix C.4.

The consequence of the above theorem (and its counterexample) is that, for implicit rejection KEMs, we
cannot hope to transfer anonymity properties of the KEM to those of the hybrid PKE scheme resulting from
the standard KEM-DEM construction in a fully generic manner. To make further progress in this direction,
then, we need to look more closely at specific KEM constructions.

4 Anonymity and Robustness of KEMs Obtained from Fujisaki-Okamoto
Transforms in the QROM

Fujisaki and Okamoto [19-21] introduced generic transformations that turn weakly secure PKE schemes (e.g.
OW-CPA or IND-CPA secure PKE schemes) into IND-CCA secure KEMs and PKE schemes. Several distinct
transforms have emerged, each with slightly different flavours; we broadly follow the naming conventions
in [24]. One main distinction is whether the constructed KEM offers implicit rejection (FO*) or explicit
rejection (QFO,J;I/). As we have already seen, this distinction is important in considering robustness, and we
divide our analysis of the FO transforms in the same way. Since all NIST PQC candidates in the KEM/PKE
category except one alternate candidate offer implicit rejection, we mainly focus on the corresponding FO*
transform. Also, since we are mainly concerned with the post-quantum setting, our analysis that follows will
be in the QROM.

4.1 KEMs With Explicit Rejection

Before we focus on the FO# transform, we briefly discuss our results related to explicit-rejection KEMs. The
paper [28] presents a variant of the Fujisaki-Okamato transform, namely HFO™, that results in IND-CCA
secure KEMs in the QROM. Given a PKE scheme PKE = (KGen, Enc, Dec) (with message space M) and hash
functions G, H and H’, the resulting KEM* = HFO* [PKE, G, H, H'] = (KGen, Encap, Decap) is described in
Figure 3.

We introduce a slight variant of the above transform, namely HFOL,, as shown in Figure 3. The only
change is that the co component of the ciphertext—used for so-called plaintext confirmation—is derived as
¢y < H'(m, cy) instead of as ca + H'(m). However, this seemingly minor change not only allows the HFO*
transform to result in IND-CCA secure KEMs, but also strongly anonymous (ANO-CCA secure) and robust
(SROB-CCA secure) KEMs in the QROM. In Appendix D, we formally state and prove the corresponding
theorems.

4.2 KEMs With Implicit Rejection

Given a PKE scheme PKE = (KGen, Enc, Dec) with message space M and hash functions G and H, the
KEM KEM* = FO*[PKE, G, H] is shown in Figure 4. As described in [24], the FO* transform “implicitly”
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KGen’ Encap(pk) Decap(sk’, c)

=

1:  (pk,sk) < KGen 1: m<+sM
2: s<+sM 2: 1+« G(m)
3: sk’ = (sk,s)

4: return (pk,sk’)

Parse sk’ = (sk, s)
m’ < Dec(sk, c)
r +— G(m)

¢’ < Enc(pk,m’;r")

¢ < Enc(pk,m;7)
k < H(m,c)

5: return (ck)

W

if ¢ = c then

return H(m’,c)

N O Ot s W N

else return H(s,c)

Fig. 4. The KEM FO*[PKE, G, H].

uses a modular transformation T that converts a OW-CPA/IND-CPA secure PKE scheme PKE into a
deterministic PKE scheme PKE; = T [PKE, G] = (KGen, Enc’, Dec’) that is secure in the presence of so-called
plaintext-checking attacks. The deterministic encryption Enc’(pk,m) returns ¢ where ¢ < Enc(pk, m; G(m)).
The decryption Dec’(sk, c) first computes m’ < Dec(sk,c) and then returns m’ if the re-encryption check
“Enc(pk, m’; G(m')) = ¢” succeeds; otherwise, L is returned.

It was proved in [27] that the FO* transform lifts IND-CPA security of PKE to IND-CCA security
of KEM# in the QROM. We provide some further enhancement results for FO*. They demonstrate that,
provided the starting PKE scheme PKE and the derived deterministic scheme PKE; satisfy some mild security
assumptions on anonymity (wANO-CPA3) and collision-freeness (SCFR-CPA) respectively, then FO# confers
strong anonymity (ANO-CCA) and collision-freeness (SCFR-CCA) to the final KEM* in the QROM. (In
Appendix B, we present lemmas related to the QROM that are used in proving our results.)

Theorem 5. Suppose PKE = (KGen, Enc, Dec) is d-correct and has message space M. Then for any ANO-
CCA adversary A against KEM* = FO’K[PKE,G, H) issuing at most qg (resp. qm) queries* to the quantum
random oracle G (resp. H) and at most qp queries to the (classical) decapsulation oracles, there exist
wANO-CPA adversary B and OW-CPA adversary C against PKE, and SCFR-CPA adversary D against
PKE; = T[PKE, G] issuing at most g queries to G, such that:

Advig OO (A) < AdvEET A (B) + 2046 + an)y/ AdVEE T (C)

4
+qp - Advipge, PA(D) + ff/” +2¢c(qp +2)V24 .

Moreover, the running times of B, C and D are the same as that of A.

Proof (sketch). In a reduction from ANO-CCA security of KEM* to wANO-CPA security of PKE, note that
we need to simulate two different decapsulation oracles consistently without possessing the corresponding
secret keys. Our approach is to generalize the simulation trick of [27,35] in the QROM from a single-
key setting (in the context of IND-CCA security) to a two-key setting (ANO-CCA). Namely, given two
public-keys pkg, pk;, note that the encapsulation algorithm for both of them uses a common key-derivation
function (KDF) “k = H(m,c)” (see Fig. 4). So we associate this KDF with two secret random functions
Hy and H; as follows: given an input (m,c), if ¢ = Enc(pk;, m; G(m)) (i.e., ¢ results likely from Encap(pk;)),
then replace the KDF with “k = H;(c)”. Note that in this case, we can simply simulate the decapsulation
oracles as Decap(sk;,c) = H;(c) without requiring the secret keys. Now to argue that this replacement
of KDF is indistinguishable w.r.t. an adversary, we require the functions Enc(pk,,- ; G(-)) to be injective.

3 The wANO-CPA security notion for PKE is a weaker variant of ANO-CPA where, in the corresponding security
game, the challenger encrypts a uniformly random secret message under either of the two honestly generated
public-keys and only provides the resulting ciphertext to the adversary, along with the generated public-keys.

4 Following [24,27], we make the convention that the number qo of queries made by an adversary A to a random
oracle O counts the total number of times O is executed in the corresponding security experiment; i.e., the number
of A’s explicit queries to O plus the number of implicit queries to O made by the experiment.
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Thus, following [27], we first replace oracle G with G’ where G’ only returns “good” encryption randomness
w.r.t. (pkg,sky) and (pkq, sky) —i.e., Vm, Dec(sk;, Enc(pk;, m; G'(m))) = m, for ¢ € {0,1}. We again generalize
the argument of [27] from a single-key setting to a two-key setting to show that this replacement of G is
indistinguishable, relying on the J-correctness of PKE.

However, note that we additionally have to account for pairs (m,c) which satisfy Enc(pkgy, m; G'(m)) =
Enc(pky, m; G'(m)) = ¢; in this case, the reduction does not know which public-key was used to generate ¢
during key-encapsulation. So we rely on SCFR-CPA security to argue that it is computationally hard for
an adversary to ask for the (classical) decapsulation of such “peculiar” ciphertexts c. Such a ¢ results in
Dec(sko, c) = Dec(sky,c) = m, thereby breaking the SCFR-CPA security of T[PKE, G'], and hence, that of
PKE; = T[PKE,G] (up to an additive loss). Full details of the proof can be found in Appendix C.5. Note
that it is similar in structure to that of [27, Theorem 1] in terms of the sequence of game-hops. But for the
sake of completeness, we provide a self-contained proof.

To establish strong collision-freeness of the implicit-rejection KEMs constructed using FO*, we require
the following claw-freeness property of quantum random oracles.

Lemma 1 ([41, Lemma 2.3]). There is a universal constant o (< 648) such that the following holds: Let
Xo, X1 and Y be finite sets. Let Ng = |Xo| and Ny = |Xy|, with Ng < Ny. Let Hy: Xo — Y and Hy : X1 — Y
be two random oracles.

If an unbounded time quantum adversary A makes a query to Hy and Hy at most q times, then we have

a(g+1)°

Pr[Ho(x0) = Hi(21) : (0, 21) ¢ AT0M] < v

where all oracle accesses of A can be quantum.

For the following result, we in-fact need a weaker property than the one described in the above lemma;
namely, it’s hard for an adversary to return a value x € Xy N X such that Ho(z) = Hy(x). We leave the
derivation of the corresponding upper-bound as an open problem.

Theorem 6. Suppose PKE = (KGen, Enc, Dec) is d-correct. Then for any SCFR-CCA adversary A against
KEM* = FO’K[PKE,G, H] issuing at most qp queries to the (classical) decapsulation oracles, at most qc
(resp. qu) queries to the quantum random oracle G (resp. H), there exists an SCFR-CPA adversary B
against PKE; = T[PKE, G] issuing at most q¢ queries to G such that

1 3
AV O () < g - AdvEREI O () + ML
4qn

M|

+ +2¢c(qp +2)V26 .

Here K denotes the encapsulated key-space of KEM* and o (< 648) is the constant from Lemma 1. The
running time of B is the same as that of A.

Proof (sketch). Here we reduce the SCFR-CCA security of KEM* to the hardness of claw-finding w.r.t. QROs.
The proof is similar in structure to that of Theorem 5. Namely, we start with an SCFR-CCA adversary A
and do a similar sequence of game-hops until the point where the decapsulation oracles don’t require the
corresponding secret keys — namely, Decap(sk;,c) = H;(c) for (secret) random functions Hy, H; : C — K,
where C denotes the ciphertext space of PKE/KEM’K. Now A wins this modified SCFR-CCA game if it
returns ¢ such that Decap(skg,c) = Decap(sky,c), or equivalently, Ho(c) = Hi(c). Note that (c,c¢) is then
a claw w.r.t. the pair of QROs (Hy, H1). Hence, we can bound A’s winning probability using Lemma 1. A
complete proof can be found in Appendix C.6.

From Theorems 5 and 6, we see that by applying the FO* transformation to weakly secure (i.e., OW-CPA)
and weakly anonymous (i.e., wANO-CPA) PKE schemes, with an additional assumption of strong collision-
freeness (against chosen plaintext attacks) of the deterministic version of the underlying PKE scheme (PKE;
= T[PKE, G]), not only do we obtain strongly secure KEMs (i.e., IND-CCA security) but also KEMs that
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are strongly anonymous (i.e., ANO-CCA) and are strongly collision-free against chosen ciphertext attacks
(SCFR-CCA) in the QROM.

At the same time, we showed a negative result in Theorem 4. It essentially shows that starting from
a KEM that is IND-CCA, ANO-CCA and SCFR-CCA secure does not generically result in a strongly
anonymous (ANO-CCA) hybrid PKE scheme via the KEM-DEM composition. Nonetheless, we are able to
show the following positive result for KEMs obtained via the FO* transform. We only need a weak additional
property of the underlying PKE scheme, namely that it be y-spread (as defined in Appendix A).

Theorem 7. Let PKE™ = (KGen’,Enc"Y,Dec™) be a hybrid encryption scheme obtained by composing
KEM# = FO’L[PKE, G, H] with a one-time authenticated encryption scheme DEM = (Enc®”™ Dec®”™). Sup-
pose PKE is §-correct and y-spread (with message space M ). Then for any ANO-CCA adversary A against
PKE™ issuing at most q¢ (resp. qu) queries to the quantum random oracle G (resp. H), there exist ANO-
CCA adversary B and IND-CCA adversary C against KEM*, WCFR-CPA adversary D against PKE; =
T[PKE, G], and INT-CTXT adversary £ against DEM such that:

Advin M (A) < AdvitiZOA (B) + 2Adviin £ (C) + AdviiE T OPA (D)

4
+ 2AdvINTOTXT gy | fjf/” +dgaVo+277.

Moreover, the running times of B, C and £ are the same as that of A. The running time of D is independent
(and less than that) of the running time of A.

Proof (sketch). We use the proof of Theorem 1. Let (pkg, sky) and (pk,,sk}) be two key-pairs generated in
the ANO-CCA security game w.r.t. PKE", and b<s{0,1} be the challenge bit. Let ¢* = (¢}, ¢}) be the
challenge ciphertext given to an adversary A; i.e., (¢}, k*) < KEM* .Encap(pk;) and ¢ < Enc®™ (m) where
m is chosen by A upon first receiving pkg, pki. In the proof of Theorem 1, we make some initial game-hops
to modify the Dechy(sk’lfb7 -) oracle such that if the query is of the form (c7,cz), the oracle returns L.
There we rely on the WROB-CPA security of the underlying KEM to justify this modification. However,
KEM?* is trivially not WROB-CPA secure. Nevertheless, we show that by relying on 7-spreadness of PKE,
WCFR-CPA security of PKE; and INT-CTXT security of DEM, we can still make the above modification
of the Dechy(sk’l_b7 -) oracle. From that point on, we essentially use the same game-hops as in the proof of

Theorem 1 in our reduction to ANO-CCA security of KEM*. Full details can be found in Appendix C.7.

5 Anonymity and Robustness of NIST PQC Candidates

After analyzing the anonymity and robustness enhancing properties of the “standard” FO transforms in
Section 4, we extend our analysis to the specific instantiations of these transforms used by Classic McEliece,
proto-Saber (the simplified version of Saber in [15]) and FrodoKEM. We conclude this section by discussing
some limitations of our techniques w.r.t. analyzing Saber and Kyber.

5.1 Classic McEliece

Classic McEliece (CM) as defined in its third round NIST specification [3] applies a slight variant of the
FO* transform to its starting deterministic PKE scheme (see Fig. 5). It can easily be shown that our generic
transformation results on FO* , namely Theorems 5 and 6, apply to the FO*-like transformation used by CM,
while accounting for the additional “Dent hash”. Hence, the only thing that would remain to be analyzed
is whether the base PKE scheme used by CM satisfies the pre-requisite security properties of Theorems 5
and 6, namely wANO-CPA and SCFR-CPA. As we show next, the base PKE scheme used by CM fails to
be collision-free in a striking way that rules out the application of these results. This failure also propagates
to PKE schemes built from the CM KEM via the standard KEM-DEM construction.
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KGen’ Encap(pk) Decap(sk’, (c, h))
1: (pk,sk) < KGen 1: m<+sM 1: Parse sk’ = (sk, pk, s)
s s M ¢ < Enc(pk,m) m' < Dec(sk, c)

sk’ < (sk, pk, s)
return (pk,sk’)

2
h + Hz(m) 3: ¢ ¢ Enc(pk,m’)
k< Hi(m,(c,h)) 4: if ¢ =cA Ha(m')=h then
5
6

= W N
g W N

return ((c, h), k) return H;(m/, (c, h))

else return Hy(s, (¢, h))

Fig. 5. Classic McEliece uses a slight variant of the FO* transform that starts with deterministic PKE schemes. Here
Hy and H; are two different hash functions. The so-called “Dent hash” Hs is used as an additional component in the
KEM ciphertext [3].

The base CM scheme: The base CM scheme is deterministic. To encrypt a message m, first encode m
as a binary column vector e of some fixed length n and fixed Hamming weight ¢. Then compute ciphertext
¢ = He € Fy where H is an (n — k) x n matrix of the form H = (I,_; |T), where T is some (n — k) x k
matrix whose value is unimportant below. Matrix H is the parity check matrix of an error correcting code
whose error correcting capacity is at least t. Decryption is done by using the private key to rewrite matrix
H in such a way that efficient decoding can be performed to recover e with perfect correctness. The base
CM scheme is closely related to the Niederreiter variant of the McEliece PKE scheme.

Collision-freeness of the base CM scheme: Recall that we would require the base CM scheme to satisfy
the SCFR-CPA property in order to make use of our generic results concerning the FO4 transform. This
property is crucial in the CPA — CCA security proofs where we have to simulate the decapsulation oracles
under two different secret keys without access to the keys. As we will show now, the base CM scheme is not
SCFR-CPA secure, nor even WCFR-CPA secure. In fact, we can go further and exhibit a strong robustness
failure of the base CM scheme, and explain how it leads to robustness failures in the CM KEM and hybrid
PKE schemes built from it.

Consider any weight ¢ error vector e in which the ¢ 1’s in e are concentrated in the first n — k bit positions
of e (in all the parameter sets used in Classic McEliece, n — k = mt > t, for a positive integer m, so this is
always possible). We call such an e concentrated. Note that any concentrated e can be written e = (()’6;’“)
with e, of length n — k and 0y being the vector of k zeros. Since encryption is done by computing ¢ = He,
and H is of the form (I,_|T), it is easy to see that ¢ is a fixed vector independent of the T part of H:
namely, He = e,,_j; which depends only on the first n — k bit positions of e.

Note that this property holds independent of the public key of the base CM scheme (which is effectively
the matrix H). Thus there is a class of base CM messages (of size (";k)) for which the resulting ciphertext
¢ can be predicted as a function of the message without even knowing the public key. By correctness of the
base CM scheme, such ciphertexts must decrypt to the selected message under any base CM scheme private
key.

It is immediate that this property can be used to violate SCFR-CPA and WCFR-CPA security of the base
CM scheme. This presents a significant barrier to the application of our general theorems for establishing
robustness and anonymity of the full CM KEM.

Robustness of the CM KEM and Hybrid PKEs derived from it: The base CM scheme is used to
construct the CM KEM according to procedure described in Figure 5. This means that the CM KEM encap-
sulations are also of the form ¢ = (He, Haz(e)) where Hy(+) is a hash function; meanwhile the encapsulated
keys are set as Hj(e,c) where Hy(+) is another hash function. The CM KEM performs implicit rejection, so
one cannot hope for robustness. However, one might hope for some form of collision-freeness. Our analysis
above shows that the CM KEM does not provide even this, since when e is concentrated, ¢ = (He, Ha(e))
decapsulates to Hj (e, c) under any CM private key.

Finally, one might ask about the robustness of PKE scheme built by combining the CM KEM with a
DEM in the standard way. Again, such a PKE cannot be strongly collision free (and therefore not strongly
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robust either), since it is trivial using our observations to construct a hybrid PKE ciphertext that decrypts
correctly under any CM private key to any fixed choice of message m (without even knowing the public
key). To see this, simply consider hybrid ciphertexts of the form (He, Hy(e), AEAD.Enc(K,m;r)) where e
is concentrated, K = Hi(e,c¢) is the symmetric key encapsulated by the KEM part ¢ = (He, Ha(e)) of the
hybrid ciphertext, and 7 is some fixed randomness for the AEAD scheme. Such ciphertexts decrypt to the
freely chosen message m under any CM private key.

Robustness could plausibly be conferred on this hybrid PKE scheme by including a hash of the public key
in the key derivation step. However CM keys are large, so this would have a negative effect on performance.
Robustness is not conferred in general by replacing the DEM with an AEAD scheme and including the hash
of the public key in the associated data to create a “labelled DEM”. This is easy to see by adapting the
counter-example construction used in the proof of Theorem 3.

Further remarks on CM: The analysis above shows that we cannot hope to establish anonymity or
robustness of the CM KEM or PKEs built from it via the standard KEM-DEM construction using the
sequence of results in this paper. But this does not rule out more direct approaches to proving anonymity.
For example, Persichetti [34] has analysed the anonymity of a scheme called HN (for “hybrid Niederreiter”)
that is rather close to the natural hybrid scheme one would obtain from CM. However, the analysis is in
the ROM rather than the QROM. We are not aware of any further analysis of the anonymity properties of
schemes that are close to CM and that might be easily adapted to CM.

In the context of the NIST PQC process, it remains an important open problem to establish anonymity
of the CM scheme.

5.2 proto-Saber

KGen' Encap(pk) Decap(sk’, c)
1:  (pk,sk) < KGen 1: m<+sM 1: Parse sk’ = (sk, pk, F(pk), s)
2: s4sM 2. (k,r) < G(F(pk),m) 2: m' « Dec(sk,c)
3: sk < (sk,pk, F(pk),s) 3: c < Enc(pk,m;r) 3:  (K,7") < G(F(pk),m)
4: return (pk,sk’) 4: k< H(k,c) 4: ¢ < Enc(pk,m’;7")
5: return (c k) 5: if ¢ =cthen
6: return H(k' c)
7: else return H(s,c)

Fig. 6. pSaber uses a variant of the FO* transform. Here G, F' and H are hash functions.

The scheme “proto-Saber” (pSaber for short) is a KEM that was introduced in [15] and which is included
in the NIST third round specification document for Saber [8]. Saber and pSaber use the same base PKE
scheme but apply different FO-type transforms to obtain their respective KEMs. The QROM IND-CCA
security claims for Saber [8, Theorem 6.5] seem to have been taken directly from those for pSaber [15,
Theorem 6] without any modification. However, as we will explain below, there are issues with pSaber’s
IND-CCA security claims, and yet further issues for Saber’s.

Now pSaber uses a transform that differs significantly from the standard FO* one (see Fig. 6). These
significant deviations act as an obstacle to applying our generic results on anonymity and SCFR enhancement
of FO* to pSaber. The nature of these deviations also led us to ask whether they also act as a barrier in
applying the results of [27] to establish the IND-CCA security of pSaber, as claimed in [15]. We believe this
to be the case, as we explain next.

IND-CCA security of pSaber in the QROM: We claim that the specific proof techniques used by [27],
to obtain relatively tight IND-CCA security bounds for the standard FO* transform in the QROM, do not
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directly apply to pSaber’s variant of the FO transform. An important trick used by [27] in their security
proofs of FO* is to replace the computation of the key “k < H(m,¢)” with “k « H'(g(m))(= H'(c))” for
function g(-) = Enc(pk,-;G(-)) and a secret random function H’(-); note that in this case, we simply have
Decap(sk, ¢) = H'(c) leading to an “efficient” simulation of the decapsulation oracle without using the secret
key sk. To justify this replacement, the authors of [27] then argue about the injectivity of g(-), relying on
the correctness of the underlying PKE scheme to establish this.

But in pSaber, the keys are computed as “k < H (lAc,c)” where the “pre-key” k is derived as a hash of
the message m (to be specific, (k,r) < G(F(pk),m)). So there is an extra layer of hashing between m and
the computation of k. Hence, to use a similar trick as [27], we would require some additional injectivity
arguments. Thus, strictly speaking, the proof techniques of [27] do not directly apply to pSaber.

Nevertheless, we are able to overcome the above barrier by adapting the analysis of FO* in [27] to obtain
an explicit IND-CCA security proof for pSaber in the QROM, with the same tightness as claimed in [15].
The formal proof can be found in Appendix E. We give a high-level overview of our approach below.

First, note that we can replace the step “(l%,r) + G(F(pk),m)” in pSaber’s encapsulation by “ho«—
Gj(m)” and “r < G,(m)” for two fresh random oracles G;, G, : {0,1}*¢ — {0,1}*% Now our key
observation is that the extra layer of hashing “G;(-)” between m and k is actually length-preserving, i.e.,
the hash function has the same domain and range. So following [24,38], we can replace the random oracle
G}.(+) with a random polynomial of degree 2qg — 1 over a finite field representation of {0, 1} (i.e., a 2qg-
wise independent function). Here ¢¢ is the number of queries made to oracle G in the IND-CCA security
reduction for pSaber. Because of Lemma 2 in Appendix B, this change is perfectly indistinguishable to an
adversary making at most gg queries to Gj. This will allow us to recover m from a corresponding pre-

key value k by computing roots of the polynomial G} (z) — k. Hence we can invert this “nested” hashing

of m in order to apply the trick of [27]. Namely, we can now replace the key derivation “k < H (/%,c)”
with “k < H'(g(m))(= H'(¢))” for function g(-) = Enc(pk,-;G.(:)), where in addition, m is a root of the

polynomial G (z) — k.

Anonymity and Robustness of pSaber in the QROM: Our approach to repairing pSaber’s IND-CCA
proof also allows us to derive proofs of anonymity and SCFR enhancement for pSaber with similar tightness.

Now pSaber, and Saber, is a KEM whose claimed security relies on the hardness of the module learning-
with-rounding problem, or mod-LWR for short (see [8,15] for a precise description of the assumption). In
the following, we prove the ANO-CPA security of the base PKE scheme Saber.PKE that is used by pSaber,
and also currently used by Saber (as per [8]). The result relies on the hardness of mod-LWR. The proof can
be found in Appendix C.8. The proof adapts the proof of [15, Theorem 3] showing IND-CPA security of
Saber.PKE.

Theorem 8. For any ANO-CPA adversary A against Saber.PKE, there exists a distinguisher By (resp.,
Bs) between | (resp. 1+ 1) samples from a mod-LWR distribution from that of a uniform distribution, with
corresponding parameters I, u,q and p, such that

ANO-CPA d-1 d-1
Advg,per pre (A) <2 AdV?f‘z‘?u,qV,Z.f(Bl) + Advﬁ%,lﬁfq,p(&)-

Moreover, the running times of By and By are the same as that of A.

Now we establish anonymity and strong collision-freeness of pSaber KEM, which we will denote as
“pSaber.KEM” in the following to contrast the scheme with Saber.PKE. We use similar proof strategies
that were used to show the same properties for FO* in Section 4 (Theorems 5 and 6). A major difference
is that instead of relying on the SCFR-CPA security property of Saber.PKE (specifically, its deterministic
version), we again rely on hardness of the claw-finding problem in a quantum setting (see Lemma 1).

In our next results, we show that the stronger properties of ANO-CCA and SCFR-CCA hold for
pSaber.KEM. Below we define CollL,, ., pxe as the probability of the event “F(pk,) = F(pk,)” where pk, and
pk, are two honestly-generated Saber.PKE public-keys. Given the space of Saber’s public-keys is sufficiently
large (of size greater than 22°6), if the hash function F is sufficiently collision-resistant, then CollS,, .. pxe
can be considered to be negligible. The proofs of Theorems 9 and 10 can be found in Appendices C.9 and
C.10 respectively.



18 Paul Grubbs, Varun Maram, and Kenneth G. Paterson

Theorem 9. Given Saber.PKE = (KGen, Enc, Dec) is §-correct, for any ANO-CCA adversary A against
pSaber.KEM = (KGen’, Encap, Decap) issuing at most qp classical queries to the decapsulation oracles, at
most qg (resp. qu ) quantum queries to the random oracle G (resp. H), there exist ANO-CPA adversary
B, OW-CPA adversary C against Saber.PKE and a distinguisher By between | samples from a mod-LWR
distribution and a uniform distribution with corresponding parameters l, i, q and p, such that

ANO-CCA ANO-CPA OW-CPA
Advpsljber.KEM(A) < Adviparke (B) +2(qc + qi)\/ Advenapre(C)

@ +1 s mod-lwr 2 4
% + Adv] e (By) + i R VRN

F
+ Collg,per pre + 9256 | 9128

Here o (< 648) is the constant from Lemma 1. The running times of B and C are the same as that of A.
The running time of By is independent (and less than that) of the running time of A.

Theorem 10. Given Saber.PKE = (KGen, Enc, Dec) is §-correct, for any SCFR-CCA adversary A against
pSaber.KEM = (KGen', Encap, Decap) issuing at most qp queries to the (classical) decapsulation oracles, at
most g (resp. qu ) queries to the quantum random oracle G (resp. H), we have

alge+1)° | olqu+1)* | 4qm
9256 9256 9128

SCFR-CCA F
Adv gper kem (A) < Collg,per pre +

Here o (< 648) is the constant from Lemma 1.

Regarding hybrid PKE schemes obtained from pSaber.KEM via the KEM-DEM composition, we addi-
tionally show that such PKE schemes satisfy the stronger ANO-CCA notion of anonymity, in a similar vein
to Theorem 7 w.r.t. FO*-based KEMs. The proof can be found in Appendix C.11.

Theorem 11. Let pSaber.PKE™ = (KGen’, Enc, Dec"?) be a hybrid encryption scheme obtained by com-
posing pSaber.KEM = (KGen’, Encap, Decap) with a one-time authenticated encryption scheme DEM =
(Enc®™™, Dec™™). Given Saber.PKE = (KGen, Enc, Dec) is §-correct, then for any ANO-CCA adversary A
against pSaber.PKE"Y issuing at most qi (resp. qi ) queries to the quantum random oracle G (resp. H ), there
exist ANO-CCA adversary B, IND-CCA adversary C against pSaber.KEM, INT-CTXT adversary £ against
DEM and distinguisher By between | samples from a mod-LWR distribution and a uniform distribution, with
corresponding parameters I, u,q and p, such that

ANO-CCA ANO-CCA IND-CCA F
Adv g per prery (A) < AdVisaperkem (B) + 2AdV saper kem (C) + Collg,per pre
1

1
+ 28avhECTYT(E) + AQVI (BL) + S + 806V + 5

Llp,g,p 2128
and the running times of B, C and & are the same as that of A. The running time of By is independent (and
less than that) of the running time of A.

At the same time, from Theorems 2 and 10, we note that if the DEM component is also FROB secure,
then the corresponding hybrid PKE scheme will be strongly robust (i.e., SROB-CCA secure). Hence, our
above results give a complete picture of anonymity and robustness properties of pSaber as well as the hybrid
PKE schemes derived from it.

5.3 FrodoKEM

FrodoKEM uses an identical FO-type transform, described as “FO*" in the specification document [4], as
pSaber does (see Fig. 6) on its base PKE scheme “FrodoPKE”. Hence, our positive results on tight IND-CCA
security, anonymity and robustness of pSaber should also apply to FrodoKEM in a similar fashion; instead
of relying on hardness of mod-LWR problem, we have to rely on hardness of the learning-with-errors (LWE)
problem.

For example, when it comes to establishing anonymity of FrodoKEM, we only need to prove the ANO-
CPA security of FrodoPKE and then rely on the “ANO-CPA — ANO-CCA” enhancement property of FO*’
(LWE variant of Theorem 9). The ANO-CPA security of FrodoPKE can be shown in a similar manner as
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that of Saber.PKE (Theorem 8): namely, by adapting the IND-CPA security proof of FrodoPKE. To be more
precise, it is shown in [4, 31] w.r.t. FrodoPKE = (KGen, Enc, Dec) that given (pk,sk) <—sKGen and any valid
message m, the distribution (pk, Enc(pk,m)) is computationally indistinguishable from (pk, ¢*) where ¢* is a
uniformly random ciphertext, relying on the LWE hardness assumption. Hence, in the ANO-CPA security
game w.r.t. FrodoPKE, given two honestly-generated public-keys pkg, pk; and a message m chosen by an
adversary, it cannot distinguish the encryption of m under pk, from a uniformly random ciphertext that is
independent of pk,. Similarly, the adversary also cannot distinguish the uniformly random ciphertext from
the encryption of m under pk;. It follows that the adversary cannot distinguish between the encryptions of
m under pk, and pk;, thereby establishing the ANO-CPA security of FrodoPKE.

5.4 Saber and Kyber

It turns out that Saber and Kyber implement a transform that deviates even further from the FO* transform
than pSaber does (see Fig. 7). Specifically, the keys in Saber are computed as “k + F(k, F(c))” where the
“pre-key” k is derived as a hash of the message m (to be specific, (k,r) < G(F(pk), m)). Again there is an
extra hashing step between m and the computation of k, as we have seen for pSaber. But at the same time,
there is also a “nested” hashing of ciphertext in the key-derivation (i.e., Saber uses “F(c)” in place of just

(3P

¢”) as opposed to the standard “single” hashing in FO* and pSaber.

KGen' Encap(pk) Decap(sk’, c)
1:  (pk,sk) < KGen 1: m<+sM 1: Parse sk’ = (sk, pk, F(pk), s)
2: s¢+sM 2: m+« F(m) 2:  m + Dec(sk,c)
31 sk ¢ (sk,pk, F(pk),s) 3: (k1) < G(F(pk),m) 3. (K1) « G(F(pk),m’)
4: return (pk,sk’) 4: ¢+ Enc(pk,m;r) 4: ¢ < Enc(pk,m’;7")
5: k< F(k,F(c)) 5: if ¢ =cthen
6: return (c k)

return F(k', F(c))
7: else return F(s, F(c))

[=2]

Fig. 7. Saber uses a variant of the FO* transform. Here G and F are hash functions [8].

This “extra” hash of the ciphertext is a significant barrier to applying the techniques we used to prove
anonymity of pSaber. It also acts as a barrier when trying to apply the generic proof techniques of [27] towards
establishing the IND-CCA security of Saber in the QROM, with the same bounds as was claimed in its NIST
third round specification [8]. At least for pSaber, as discussed above, we were able to account for the “nested”
hashing of message because it was length-preserving. However, this is not the case for “F(¢)” in Saber. We
believe that an IND-CCA security reduction for Saber, along the lines of [27], in the QROM would need
to rely on the collision-resistance of F(-) when modelled as a quantum random oracle. But a corresponding
additive term is missing in the IND-CCA security bounds claimed in the Saber specification. We have shared
these observations with the Saber team. A representative of the team [40] accepted our findings on the IND-
CCA security of pSaber. Regarding Saber, they maintain that the nested hash of ciphertext F(c¢) should not
pose a security problem for Saber as ¢ is “deterministically derived from limited entropy”. However, they do
not know if this allows a security proof to go through in the QROM [40].

When it comes to robustness however, the news is better. Namely, we can apply similar proof strategies
used to establish strong collision-freeness of FO*-based KEMs (Theorem 6) and pSaber (Theorem 10) to show
SCFR~CCA security of Saber in the QROM. The corresponding proof, presented in detail in Appendix C.12,
on a high-level uses the fact that the hash of public-keys are included in Saber’s key-derivation step (in
contrast to Classic McEliece). This allows us to establish the SCFR-CCA security of Saber KEM by mainly
relying on properties of quantum random oracles G and F', namely collision-resistance and claw-freeness.
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Theorem 12. For any SCFR-CCA adversary A against the scheme Saber. KEM = (KGen', Encap, Decap)
issuing at most qg (resp. qr) queries to the quantum random oracle G (resp. F), we have

algg +1)%  da(qr +1)%  4qr
9256 9256 9128

SCFR-CCA F
Advisperkim (A) < Collg,pe, pre +

Here o (< 648) s the constant from Lemma 1.

Kyber uses an FO-type transform which is essentially the same as that of Saber (see Fig. 7). Hence,
the issues we identified with Saber above w.r.t. IND-CCA security claims in the QROM as described in the
specification document, as well as establishing anonymity of the scheme, apply to Kyber too. We have shared
these observations with the Kyber team. At the 3rd NIST PQC Standardization Conference, a representative
of the Kyber team [37] acknowledged that the nested hash of ciphertext F(¢) could make it “tricky” to prove
the security of Kyber in the QROM, while removing this nested hash would overcome this issue.

But on the positive side, our result on strong collision-freeness (SCFR-CCA security) of Saber—namely,
Theorem 12 above—also applies to Kyber in the same fashion, because of the similarity in their respective
FO-type transforms. In other words, the current versions of Kyber and Saber also lead to strongly robust
hybrid PKE schemes in the QROM.

In conclusion, we consider the concrete IND-CCA security—as claimed in [8,6]-and anonymity (ANO-
CCA security) of Saber and Kyber to remain open. We also suggest a modification to Saber and Kyber:
namely, to apply the same FO-type transform as pSaber uses (as in Figure 6) to the relevant base PKE
scheme, thus replacing the “nested” hashing of ciphertext in key-derivation with single hashing. In doing so,
not only would the two NIST finalists then enjoy the same provable IND-CCA security guarantees of FO*-
based KEMs in the QROM as established in the literature [27, 35], but this would also allow our techniques
establishing anonymity of pSaber to be extended to Saber and Kyber.?

6 Conclusions and Future Work

In this work, we initiated the study of anonymous and robust KEMs and PKE schemes in the post-quantum
setting. We resolved several core technical questions, and showed that proto-Saber, a simplified version of
Saber, and FrodoKEM can be used to build anonymous, robust hybrid PKE schemes. We also pointed out
gaps in the current IND-CCA security analyses of Saber and Kyber. Both NIST finalists do lead to robust
hybrid PKE from our analysis. Finally, we highlighted a surprising property of Classic McEliece (CM)
showing that it does not lead to robust PKE schemes via the standard KEM-DEM construction.

Important questions remain about the anonymity and robustness of the NIST finalists and alternate
candidates. For example, it is plausible that the anonymity of CM could be proven by a direct approach;
the same applies for Saber and Kyber. Notable among the alternate schemes is SIKE, which uses radically
different algebraic problems to build a KEM; extending our work to SIKE would be interesting. One broader
question about post-quantum PKE which has not been widely studied is multi-receiver hybrid PKE (with or
without anonymity/robustness). Such schemes would have applications in group-oriented end-to-end secure
messaging.
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A Extra Preliminaries

Authenticated encryption scheme (with associated data). An authenticated encryption with associated data
(AEAD or AE) scheme AEAD = (KGen, Enc, Dec) is a triple of algorithms. Key generation KGen takes no
input and outputs a single symmetric key k. The randomized symmetric encryption algorithm Enc takes as
input a symmetric key k, a message m, and optionally some associated data AD, and outputs a ciphertext C'.
(When there is no associated data, it is standard to omit that argument to Enc and Dec.) The deterministic
decryption algorithm Dec takes as input a key k, ciphertext C', and optionally some associated data AD, and
outputs a message m or an error symbol L. Symmetric encryption (SE) schemes are very similar to AEADs,
except they do not accept associated data in Enc or Dec.

Message authentication code. A message authentication code (MAC) MAC = (KGen, Tag, Vf) is a triple of
algorithms. Key generation KGen works as AEAD’s key generation above. The deterministic tag algorithm
Tag takes as input a key k and a message m, and outputs a tag T. The deterministic verification algorithm
Vf takes as input a key k, message m, and tag T, and outputs a bit. (Deterministic MACs have a canonical
verification algorithm, which simply re-runs Tag and returns the result of comparing this internally re-
computed tag to T.)

Correctness properties. We will briefly re-define three correctness notions from [24]: a correctness property
of a KEM and two correctness properties of PKE. We say that KEM is d-correct if

Pr[KEM.Decap(sk, C') # k | (pk,sk) +—s KEM.KGen ; (k,C') <—s KEM.Encap(pk) | < ¢ .

We say that a public-key encryption scheme PKE is §-correct if

E | max Pr[PKE.Dec(sk,C') # m | C < PKE.Enc(pk,m)]| < ¢

me

where the expectation is taken over the output distribution of PKE.KGen.

~v-spreadness. We now define ~-spreadness of a PKE: we say that PKE is v-spread if for every key pair
(pk, sk), message m € M, and ciphertext C' € C,

Pr, <sr [C' = PKE.Enc(pk,m;7)] < 277

where R is the set of all possible random strings that can be sampled in PKE.Enc.
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B QROM Lemmas

The following lemma allows a perfect simulation of a quantum random oracle against an adversary.

Lemma 2 (Simulating a QRO [42]). Let H(:) be an oracle drawn from the set of 2q-wise independent
functions uniformly at random. Then the advantage any quantum algorithm making at most q quantum
queries to H(-) has in distinguishing H(-) from a truly random oracle is identically zero.

The second lemma intuitively states that a quantum random oracle can be used as a quantum-accessible
pseudo-random function, even if the distinguisher is given full access to the quantum random oracle in
addition to the PRF oracle.

Lemma 3 (PRF based on a QRO). Let 2y be the set of all functions H : K x X — Y and Qg be
the set of all functions R : X — Y. Let H <2y, k+sK and R <«s§2r. Define the oracles Fo = H(k,)
and Fy = R(-). Consider an oracle algorithm /distinguisher A™-Fi that makes at most q queries to H and F;
(i € {0,1}). If (“the PRF key”) k is chosen independently from AH:Fi’s view, then we have

2
|Pr[l « AHPo) — pr[l  AHP < 2L
VIKI
The third lemma provides a generic reduction from a hiding-style property (indistinguishability) to a
one-wayness-style property (unpredictability) in the QROM.

Lemma 4 (One-Way to Hiding (OW2H) [39]). Let 2y be the set of all functions H : X — Y and let
H <52y be a quantum random oracle. Consider an oracle algorithm A® that makes at most q queries to
H. Let B be an oracle algorithm that on input x does the following: picks i +s{1,...,q} and y <sY, runs
AH (x,y) until (just before) the i-th query, measures the argument of the query in the computational basis
and outputs the measurement outcome (if A makes less than i queries, B outputs 1 ¢ X ). Let,

Pl=Pi[t) =1: H s 2y, 2+ X, b « A (2, H(z))]
Pi=Pr[t) =1:H<sQy,x¢sX,ys), b« AT (2, y)]
Pp =Prla) =x: H<+sQy, x+sX, 2’ < B (2,i)]

Then, we have | P} — P5| < 2q\/Pg.

The following lemma gives a lower bound for a decisional variant of so-called generic quantum search
problem.

Lemma 5 (Generic Search Problem [5,26]). Let v € [0,1] and Z be a finite set. Define N1 : Z — {0,1}
to be the following function: for each z € Z, N1(z) = 1 with probability p, (p. < =), and N1(z) =0 else. Let
Ny be the function with No(z) = 0 Vz € Z. If an oracle algorithm A (possibly unbounded) makes at most q
quantum queries to N1 (or Na), then

|Prb=1:b+ AM] —Prlb=1:b+ AM2]| < 2¢\/7.
The following lemma describes the collision-resistance of quantum random oracles.

Lemma 6 ([43, Theorem 3.1]). There is a universal constant o (< 648) such that the following holds:
Let X and Y be finite sets. Let H : X — Y be a random oracle. If an unbounded time quantum adversary A
makes a query to H at most q times, then we have

a(qg+1)3

Pr[H(zo) = H(z1) Az # 21 : (z0,21) < AT < I

where all oracle accesses of A can be quantum.
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C Omitted Proofs

C.1 Proof of Theorem 1

Theorem 1. Let PKE"Y = (KGen, Enc", Dec™?) be a hybrid encryption scheme obtained by composing a KEM
KEM = (KGen, Encap, Decap) with a one-time secure authenticated encryption scheme DEM = (Enc, Dec). If
KEM is §-correct, then:

1. For any ANO-CCA adversary A against PKE", there exist wANO-CCA adversary B, IND-CCA ad-
versary C and WROB-CPA adversary D against KEM, and INT-CTXT adversary £ against DEM such
that

AdvARD O (A) SAdVEENOCOA(B) + 2AdviR A (€)

T AdVIROPCPA(D) 1 AdVRICTYT(€) + 5

The running times of B, C and & are the same as that of A. The running time of D is independent (and
less than that) of the running time of A.

2. For any WROB-ATK (resp. SROB-ATK) adversary A against PKE", there exists WROB-ATK (resp.
SROB-ATK) adversary B against KEM such that

Adv I EOB-ATK (4) < AdviiiOBATK () |

Advien T (A) < Advign T (B)
where ATK € {CPA,CCA} and the running time of B is that of A.

Proof (of Theorem 1.1).

Let A be an adversary in the ANO-CCA game for PKE™. Consider the sequence of games Gy — Gy
described in Figure 8.

Game Gy: The game Gy is exactly the ANO-CCA game for PKE". Hence,

1 -
Pr{Gy = 1] - 5| = Advigani O (A)

Game G;: In game Gy, we first make some “cosmetic” changes. Namely, the pair (c¢f, k*) is generated by
running Encap(pk,) for a uniformly random bit b before the adversary A gets to choose a message m. This
change does not affect A’s view in any way.

Next, we modify the oracle Dec™(sk,,-) such that if the decryption query is (c1,cs) where ¢; = ¢} (and
ca # ¢5), then the oracle uses k* to decrypt cq, instead of first decapsulating ¢ to recover a session key k'. It
is not hard to see that the games Gy and G; are equivalent unless there is a decapsulation error w.r.t. KEM.
Therefore, we have

|Pr[G; = 1] — Pr[Goy = 1]| < ¢

Game Gs: In game Gy, we modify the oracle Dec™ (sk;_,,-) such that if the decryption query is (¢1, c2)
where ¢; = ¢, then the oracle returns L. Again it is not hard to see that the games G; and Gg are equivalent
unless the following event occurs: Decap(sk;_;,cf) = k' # L (and Dec(k’,c3) # L) where Encap(pk,) =
(cf,k*). And we can bound the probability of this event occurring by the advantage of an adversary D in
the WROB-CPA game of KEM. The adversary D, upon receiving public-keys pk, and pk;, simply samples a
bit b uniformly at random, i.e., b <= {0, 1}, and returns the bit to the WROB-CPA challenger. Hence,

|Pr[Ge = 1] — Pr[Gy =1]| < Adv\é\gu/lOB—CPA(D)

Game Gs: In game Gs, we compute ¢ in the setup as “c; = Enc(k,m)”, instead of “ci = Enc(k*,m)”
as in Gg, for a uniformly random key k (i.e., k +s K, where K is the encapsulated key-space of KEM) that
is independent of k*. We make the appropriate modification in the Dec™ (sky, ) oracle as well, i.e., if the
decryption query is (c1, c2) where ¢; = ¢}, then the oracle uses k (instead of k*) to decrypt cs.

We now show that the difference in A’s success probabilities in games Gy and Gz can be bounded by
the advantage of an adversary C in the IND-CCA game of KEM. Upon receiving the input (pk,c*, k) from
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Games Go - Gy Dec"(sky, c)

1: (pkgssky), (pky,sky) « KGen(1) 1: Parse ¢ = (c1,c2)

2: b<+s{0,1}) G —Ga 2: ifb=0Ac1i=ci)/ G -G
3: (ci,k”) < Encap(pk,)/ Gi1 — G4 E <« k) G -Gy

4: k<+sK/ Gs -Gy 4: K <k Gs

5. m < ADechy(skow)Dechy(Shr)(pkm pk,) B return L/ G,

6: b<s{0,1}/ Go 6: elseif b=1Aci=cl/ Gs—Gau
7:  (c1,k") < Encap(pk,)/ Go & return L/ G, - Gs

8: ¢« Enc(k*,m)/ Go—Gs 8: else k' + Decap(sky,c1)
9: ¢+ Enc(k,m)/ Gs—Gu 9: m « Dec(k',c2)

10: return m’

10: ¢ =(cf,c3)

b e AP (S0 Do sk )

Dec"¥ (sky, c)

12: return (b’ = b)

1:

10 :

© 00 N O Ut

Parse ¢ = (c1,c2)
ifb=1Aci=clJ G -Gy
K < k) 61 -Gy
K «— kj Gs
return 1/ G,
elseif b=0Ac1 =c]// G2 — G
return 1/ G, — Gy
else k' + Decap(sky,c1)
m’ + Dec(k', c2)

!
return m

Fig. 8. Games Gy — G4 for the proof of Theorem 1.
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its IND-CCA challenger, where (c*, k*) < Encap(pk) and k «s {k*, k} for a uniformly random key k that is
independent of k*, C proceeds as described in Figure 9. Note that if k is a “real” (respectively, “random”)
key, i.e., k = k* (resp., k = IAc), then C perfectly simulates game Gy (resp., G3) towards A (also note that, to
answer A’s decryption queries, C never has to make the forbidden query c*(= ) to its decapsulation oracle
Decap(sk, -)(= Decap(sky, -)). Therefore, we have

| Pr[Gs = 1] — Pr[Gy = 1]] = | Pr[1 « CPe2P) (pk, ¢ k) | k = K]
_ Pl"[l — C»Decap(sk,‘)(}:)k7C>s<7 ]f) | k= k*H < 2AdVIK1\ITEI'\D/|—CCA(C)

CPeeaP(ke) (b ¢* k) Dec"¥(sk,, )

1: b+s{0,1} 1: Parse c=(c1,c2)

2:  pk, = pk ifb=0Ac1=c]

3:  (pky_, sky_,) < KGen(1%) K~k

4: cf=c" elseif b=1Ac1 =¢]
5 m ‘/4Dechy(sko,-),Dech’y(sk1,4)(pk07 Pkl) return |

6: c5 <« Enc(k,m) else k' < Decap(sky, c1)

70 ¢ = (c],ch) m' « Dec(k’, c2)

w N O o ke W N

hy . hy . return m’
- b/ <_./4Dec (skg,-),Dec (skl,)(c*) m

. g
9: return (b' =b) Dec¥(sk,, c)

—

Parse ¢ = (c1, ¢2)
ifb=1Aci=c]
E <+ k
elseif b=0Ac1 =¢]
return |
else k' + Decap(sk,,c1)
m’ < Dec(k', c2)

[ R B e A V]

I
return m

Fig. 9. IND-CCA adversary CP*®) for the proof of Theorem 1.

Game Gy: In game G4, we modify the oracle Dechy(skb7 -) such that if the decryption query is (c1,¢2)
where ¢; = ¢, then the oracle returns L. It is not hard to see that the games Gz and G4 are equivalent
unless the following event occurs: A makes a decryption query (c%,¢z) to the oracle Dec™(sk,, -) such that
Dec(l%, cg) # L, for a uniformly random key k. And we can bound the probability of this event occurring by
the advantage of an adversary £ in the INT-CTXT game of DEM. In the INT-CTXT game, we are implicitly
defining k to be the random secret key chosen by the challenger. The adversary £ proceeds as described in
Figure 20. Note that if the aforementioned event occurs, then £ wins its corresponding game (also note that,
& only makes a single encryption query to the one-time AE-secure DEM, namely “cj = Enc(l%m)”, and it

never makes the forbidden query ¢} to its decryption oracle Dec(k, -)). Hence, we have
|Pr[Gy = 1] = Pr[G; = 1]| < Adv{)l\éll\“/l—CTXT(g)

Finally, we show that A’s success probability in game G4 can be bounded by the advantage of an adversary
B in the wANO-CCA game of KEM. Upon receiving public-keys pk, and pk; along with the ciphertext c*,
where (¢*, k*) < Encap(pk,) for a uniformly random bit b chosen by the challenger, the adversary B proceeds
as described in Figure 11. Observe that B perfectly simulates the game G4 towards A (also note that, to



Anonymous, Robust Post-Quantum Public Key Encryption 27

5Enc(l},<),Dec(l§;,<)(1)\) Dechy(skm c)

1:  (pkg,skg), (pky,sky) < KGen(lA) 1: Parse c= (c1,c2)

2: b+s{0,1} 2: ifb=0Aci=c]

3:  (ci,k") < Encap(pk,) query Dec(l%,@)

41 m< ADechy(Sk‘J")’Dech”Skl")(pko7 pk,) return |

5: 5 <+ Enc(k,m) elseif b=1Ac1 =c]
6: ¢ =(c,c3) return |

7 b/ - ADechy (sko,»),Dech'?/(skl,-)(c*) else k;/ — Decap(skmcl)

8: return L m’ < Dec(k’, c2)

© o N O ot ok~ W

/
return m

Dec"¥(sk,, c)

1: Parse c= (c1,c2)

2: ifb=1Ac1=c]
query Dec(k, ¢2)
return |

elseif b=0Ac; =c]
return |

else k' + Decap(sk,,c1)

m’ < Dec(k’, c2)

© o N O ot oA~ W

!
return m

Fig.10. INT-CTXT adversary gEne(k.).Dec(k) for the proof of Theorem 1.
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answer A’s decryption queries, BB never has to make the forbidden query c¢*(= ¢}) to its decapsulation oracles
Decap(sky, -) and Decap(sky, -)). Therefore, we have | Pr[Gy = 1] — 1/2| = Advigy, O 4 (B).
Collecting all of the above bounds, we finally arrive at
Advpn A (A) < Advidgy @ 99N (B) + 2Adviy “9M(C) + Adviey OPA(D)

+ AdvEILCTXT () 4+ 6

BDecap(sk0,~),Decap(sk1,»)(pko’ pkl,C*) Dechy(sko, C)

1: k+sk

2: ¢ =c"

=

Parse ¢ = (c1, ¢2)
if ¢c; = ¢} return L

3. m e ADech'y(skO,-),Dechy(shv‘)(pko, pky) else k' < Decap(sky, c1)

4: ¢+ Enc(k,m) m’ < Dec(k’, c2)

(S NV I V)

’
>k * *
5: ¢ =(cy,c3) return m

. ’ Dec"¥ (skg ,-),Dec”Y (sky,-) 1 x
6: b+ A (c") Dec™(sk,, ¢)

7: return b

—

Parse ¢ = (c1, ¢2)

if ¢y = ¢} return L
else k' + Decap(sk,,c1)
m' < Dec(k', c2)

[S NV I V)

!
return m

Fig. 11. wANO-CCA adversary BP=P(sko.):Decap(sk1,) o1 the proof of Theorem 1.

Proof (of Theorem 1.2).

Let A be an adversary in the WROB-ATK game for PKE". Upon receiving two (honestly-generated)
public-keys pk, and pk;, A wins the game if it returns a message and a bit, namely (m,b), such that
Dec™(ski_y, C') # L where C(= (Ckem, Coem)) < Enc™ (pky, m). Let (Ckem, ks ) <—s Encap(pk,) and Decap(sk, _,, Ckem) =
k1_p. It is easy to see that k;_j, # L, since Dec™(sk, ,,C) # L implies Dec(ki_y, Cpem) # L. The proba-
bility of A winning the game can then be bounded by the advantage of an adversary B in the WROB-ATK
game for KEM. Upon receiving two public-keys pk, and pk; from its WROB-ATK challenger, B forwards
the keys to A and simulates the WROB-ATK game w.r.t. PKE™ (note that if ATK = CCA, then B can
simulate the Dec"(sk;,-) oracles since it has access to the Decap(sk;,-) oracles in its WROB-CCA game).
Once A finally submits the pair (m,b), B forwards the bit b to the WROB-ATK challenger. Note that a win
for A implies a win for B.

Similarly, let A be an adversary in the SROB-ATK game for PKE™. Upon receiving two (honestly-
generated) public-keys pk, and pk;, A wins the game if it returns a ciphertext C' (= (Ckem, Coem)) such
that Dechy(sko, C) # 1 and Dechy(slcl7 C) # L. Let Decap(sky, Ckem) = ko and Decap(sky, Ckem) = k1. It is
again easy to see that kg # L and k; # L since we have Dec(kg, Cpem) # L and Dec(k1, Cpem) # L. Hence
we can bound the winning probability of A by the advantage of an adversary B in the SROB-ATK game
for KEM. Upon receiving two public-keys pk, and pk; from its SROB-ATK challenger, B forwards the keys
to A and simulates the SROB-ATK game w.r.t. PKE"™ (note that if ATK = CCA, then B can simulate the
Dec(sk;, -) oracles since it has access to the Decap(sk;, -) oracles in its SROB-CCA game). Once A submits
the final ciphertext C' = (Ckem, Cpem), B forwards Ckem to the SROB-ATK challenger. Again, a win for A
implies a win for B.

C.2 Proof of Theorem 2

Theorem 2. Let PKE™ = (KGen, Enc", Dec™) be a hybrid encryption scheme obtained by composing
a KEM KEM = (KGen, Encap, Decap) with a DEM DEM = (Enc, Dec). Then for any SROB-CCA (resp.
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WROB-CCA) adversary A against PKE™, there exist SCFR-CCA (resp. WCFR-~-CCA ) adversary B againt
KEM and FROB (resp. XROB) adversary C against DEM such that

AdVEROE COM (A) < AdVEERTCON(B) + AdvBER® ()

Advpifl OO (A) < Advigy O (B) + AdvEE®(C),
where the running times of B and C are the same as that of A.

Proof. Let A be an adversary in the SROB-CCA game for PKE"™. Upon receiving two (honestly-generated)
public-keys pk, and pk,, A wins the game if it returns a ciphertext C' (= (Ckem, Cpem)) such that Dec™ (skg, C') #
1 and Dechy(skl,C’) # L. Let Decap(sky, Ckem) = ko and Decap(sky, Ckem) = k1. It is easy to see that

ko # L and ki # L. Now we consider two (disjoint) sub-events w.r.t. this winning event:

— ko = k1. It is easy to see that the probability of this winning sub-event can be bounded by the advantage
of an adversary B in the SCFR-CCA game for KEM. Upon receiving two public-keys pk, and pk; from
its SCFR-CCA challenger, B forwards the keys to A and simulates the SROB-CCA game w.r.t. PKE™
(note that B can simulate the Dec(sk;,-) oracles since it has access to the Decap(sk;,-) oracles in its
SCFR-CCA game). Once A submits the final ciphertext C' = (Ckem, Cbem), B forwards Ckem to the
SCFR-CCA challenger. Note that ky = k; implies a win for .

— ko # k1. The probability of this winning sub-event can be bounded by the advantage of an adversary
C in the FROB game for DEM. C generates two key-pairs (pkg,skg), (pky, sky) honestly using KGen and
forwards (pkg, pky) to A. C then simulates the SROB-CCA game w.r.t. PKE™ towards A (again note
that C can simulate the Dec™ (sk;, -) oracles since it has access to the corresponding secret keys sk, sk; ).
Once A submits the final ciphertext C' = (Ckem, Cpem), C first computes ko, k1 as above and forwards
(Cbewm, ko, k1) to the FROB challenger. Note that A winning implies Dechy(ski, C) # L which in turn
implies Dec(k;, Cpem) # L. Therefore, the (sub-)event that ko # k; implies a win for C.

Similarly, let A be an adversary in the WROB-CCA game for PKE". Upon receiving two (honestly-
generated) public-keys pk, and pk;, A wins the game if it returns a message and a bit, namely (m,b), such
that Dec™(ski_y, C') # L where C(= (Ckem, Cbem)) s Enc™ (pky, m). Let (Ckem, ks) <s Encap(pk,) and
Decap(sky_, Ckem) = ki1—p. It is easy to see that ki, # L, since Dechy(sk'l,mC’) # 1. Now we consider
two (disjoint) sub-events w.r.t. this winning event:

— ky = k1_p. It is easy to see that the probability of this winning sub-event can be bounded by the advantage
of an adversary B in the WCFR-CCA game for KEM. Upon receiving two public-keys pk, and pk; from
its WCFR-CCA challenger, BB forwards the keys to A and simulates the WROB-CCA game w.r.t. PKE™
(note that B can simulate the Dec™(sk;,-) oracles since it has access to the Decap(sk;,-) oracles in its
WCFR-CCA game). Once A finally submits the pair (m,b), B forwards the bit b to the WCFR-CCA
challenger. Note that k, = ki_; implies a win for B.

— ky # k1—p. The probability of this winning sub-event can be bounded by the advantage of an adversary
C in the XROB game for DEM. C generates two key-pairs (pkg, skg), (pk;,sk;) honestly using KGen and
forwards (pkg, pk;) to A. C then simulates the WROB-CCA game w.r.t. PKE™ towards A (again note
that C can simulate the Dechy(ski, -) oracles since it has access to the corresponding secret keys sk,
sk;). Once A submits the pair (m,b), C first computes k; and ki_p as (Ckem, kp) <—s Encap(pk;) and
k1_p + Decap(sk;_;, Ckem) respectively. Then it samples uniform random coins 7 to be used in the DEM
encryption of m and forwards (m, ky, r, Coem, k1—p) to the XROB challenger. It is not hard to see that
A winning its WROB-CCA game coupled with the sub-event kg # k; implies a win for C.

C.3 Proof of Theorem 3

Theorem 3. Suppose there exists a KEM that is simultaneously SCFR-CCA, IND-CCA and ANO-CCA
secure. Suppose that there exists a SUF-CMA-secure MAC scheme and an ROR-CPA secure symmetric
encryption scheme (such schemes can be built assuming only the existence of one-way functions). Suppose
also that collision-resistant hash functions exist. Then there exists an implicit-rejection KEM that is SCFR-
CCA, IND-CCA and ANO-CCA secure and a DEM that is ROR-CCA secure, such that the hybrid PKE

scheme obtained from their composition is not SROB-CCA secure.
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Proof. We focus on the “Encrypt-then-MAC” (EtM) construction of a DEM. Namely, let MAC = (Tag, Vf) be
an SUF-CMA secure message authentication code. We construct MAC = (Tag, Vf) where the only difference
from MAC is that a fixed special key k is chosen uniformly at random from the original MAC key-space
such that the verification of any tag under k verifies successfully, i.e., Vf(k,-) = 1. Note that MAC is also
SUF-CMA secure because the probability of sampling & uniformly at random from the key-space can be
considered to be negligible. So by composing MAC with an ROR-CPA secure symmetric encryption scheme
that never rejects invalid ciphertexts via the EtM construction, we get an AE-secure DEM.

Now let KEM = (KGen, Encap, Decap) be a KEM that is SCFR-CCA, IND-CCA and ANO-CCA secure.
Also let H be a collision-resistant hash function with its range being the key-space of the ROR-CPA sym-
metric encryption scheme used to obtain DEM. We construct KEM = (KGen, Encap, Decap) where the only
difference from KEM is that the ciphertext space is augmented by a special bitstring ¢. With respect to ¢,
the decapsulation operation works as follows: Decap(sk,¢) = H(pk)||k, for any key-pair (pk,sk) generated
by KGen and the fixed MAC key k described above. It is not hard to see that KEM is also IND-CCA and
ANO-CCA secure. To argue for the SCFR-CCA security of KEM, the only additional case to consider is
when the adversary returns the final ciphertext ¢. Note that Decap(sk,, ¢) = Decap(sk;, ¢), or equivalently,
H(pky)||k = H(pk,)||k, happens with a negligible probability because of the collision-resistance of H.

Now the resulting hybrid PKE scheme obtained by composing KEM and DEM is not SROB-CCA secure.
This is because an SROB-CCA adversary, upon receiving two public-keys pkg, pk;, could simply output the
ciphertext (¢, c'||o’) where ¢/||o” is an arbitrary DEM ciphertext. The adversary wins the SROB-CCA game
because when decrypting (, c/||o’) under sk; (i € {0,1}) we have Decap(sk,,¢) = H(pk;)||k. Since the use of
key k always leads to successful verification of the DEM ciphertext and the underlying ROR-CPA symmetric
encryption never rejects, we thus have that the final decryption of (¢, c'||o’) does not return L under either
of the secret keys sk, skj.

C.4 Proof of Theorem 4

Theorem 4. Suppose there exists a KEM that is simultaneously SROB-CCA, IND-CCA and ANO-CCA
secure, a claw-free pair of permutations with domain and range being the encapsulated key-space of the KEM,
and a collision-resistant hash function. Suppose also that there exists a DEM that is ROR-CCA and XROB-
secure. Then there exists an implicit-rejection KEM that is SCFR-CCA, IND-CCA and ANO-CCA secure
and a DEM that is ROR-CCA and XROB-secure, such that the resulting hybrid PKE is not ANO-CCA

SECUTE.

Proof. Let KEM = (KGen, Encap, Decap) be a key encapsulation mechanism that is IND-CCA, ANO-CCA
and SROB-CCA secure. Let (F1, F2) be a claw-free pair of permutations, with the domain and range being
the encapsulated key-space of KEM, and let H be a collision-resistant hash function that maps the space of
public-keys of KEM to the encapsulated key-space. We now construct KEM = (KGen, Encap, Decap) that is
IND-CCA, ANO-CCA and SCFR-CCA secure, but when composed with an XROB-secure DEM, does not
result in an ANO-CCA secure hybrid PKE scheme.

We first generate public parameters for KEM which are related to the instantiation of (Fi, F2). Recall
that F; = (G, fi, fi_l) where G = G; = G4 is the generator for the pair of claw-free permutations. Hence,
we generate the public parameters fi(PK,.) and f2(PK,.), where PK is the public-key of the pair of claw-free
permutations. The subsequent key generation algorithm of KEM (which is independent of the generation of
public parameters) is the same as that of KEM. The Encap and Decap algorithms of KEM are described in
the Figure 12.

It is not hard to see that KEM is also ANO-CCA secure. To argue about the IND-CCA security of KEM
based on the IND-CCA security of KEM, we need to observe in the reduction that when the IND-CCA
challenger of KEM returns a uniformly random key & (in the real-or-random experiment), f1(PK,k) is a
uniformly random key as well, since f;(PK,.) is a permutation. To show the SCFR-CCA security of KEM,
consider an SCFR-CCA adversary that, after receiving two KEM public-keys pkg, pk;, wins the corresponding
security game by returning the ciphertext C such that Decap(sk,, C) = Decap(sk;, C). There are 3 cases to
consider:

— Case 1: If Decap(sky, C') # L and Decap(sk;,C) # L, then we can break the SROB-CCA security of
KEM via a straightforward reduction.



Anonymous, Robust Post-Quantum Public Key Encryption 31

Encap(pk) Decap(sk, C)

(C, k) +—sEncap(pk) k' < Decap(sk, C)

F < f1(PK, k) if k' = L then
return (C, k) E « f2(PK, H(pk))

else & « f1(PK, k')

=/
return k

Fig. 12. Encap and Decap algorithms of KEM for the proof of Theorem 4.

— Case 2: If Decap(sky, C') = L and Decap(sk;,C) = L, then this would mean that fo(PK, H(pk,)) =
f2(PK, H(pk;)). This would break the collision-resistance of H as f3(PK,.) is a permutation, and with
high probability, pk, # pk;.

— Case 3: Without loss of generality, let Decap(sky,C) = k # L and let Decap(sk;,C’) = L. This would
mean that f1(PK, k) = fo(PK, H(pky)). But then the pair (k, H(pk,)) is a claw w.r.t. fi1(PK,.) and
f2(PK,.) which breaks the underlying claw-freeness assumption of (Fy, Fa).

Now let DEM = (Enc,Dec) be an ROR-CCA secure AEAD which is additionally XROB-secure. We
describe and then analyse an adversary A for the ANO-CCA security game against the hybrid PKE scheme
resulting from the composition of KEM and DEM.

Upon receiving two public-keys pk, and pk; (along with the public parameters f;(PK,-) and f3(PK, ")), A
selects an arbitrary message m and forwards the challenge message m in the ANO-CCA game. It then receives
the ciphertext C = (Ckem, Cpem) where (Ckem, k) <—s Encap(pk,) and Cpgm s Enc(k, m), for a uniformly
random bit b <—s{0,1}. Then, A asks for the decryption of ciphertext C' = (Ckem, Chgm) W-I.t. skg where
Chey = Enc(k,m) with k = fo(PK, H(pk,)). If the response is L, then the adversary A outputs 0; else, it
outputs 1.

To see why A breaks the ANO-CCA security of the hybrid PKE scheme, consider the following 2 cases:

— b = 0: In the decryption of C" = (Ckem, Chgy) W.r.t. sky, we have that Decap(sky, Ckem) = k' where
f1(PK, k') = k. Therefore, we have f;(PK, k') = k # fo(PK, H(pky)) (i.e., k # k) with a high probability
owing to the claw-freeness of (F1, Fy). Since DEM is XROB-secure, we also have Dec(k, Enc(k,m)) = L
with a high probability. Hence, the adversary guesses correctly by outputting 0.

— b = 1: In the decryption of C" = (Ckem, Chgy) W-r.t. sky, we have that Decap(sky, Ckem) = L with a
high probability because the underlying KEM is SROB-CCA secure (note that Encap(pk;) = (Ckem, k')
where f1(PK, k") = k). Because of the way KEM was constructed, we thus have Decap(skg,, Ckem) =
f2(PK, H(pky))(= k). Therefore, we have Dec(k, Enc(k, m)) = m # L. Again, the adversary guesses
correctly by outputting 1.

C.5 Proof of Theorem 5

Theorem 5. Suppose PKE = (KGen, Enc, Dec) is d-correct and has message space M. Then for any ANO-
CCA adversary A against KEM* = FO’K[PKE, G, H] issuing at most qc® (resp. qm) queries to the quantum
random oracle G (resp. H) and at most qp queries to the (classical) decapsulation oracles, there exist
wANO-CPA adversary B and OW-CPA adversary C against PKE, and SCFR-CPA adversary D against
PKE; = T[PKE, G] issuing at most g queries to G, such that:

Advigei“H (A) < Advie TP B) + 2(a6 + an)y/ Advie T (C)

4
+qp - AdvRERPA(D) + ff/” + 2qa(qp + 2)V26.

5 Following [24,27], we make the convention that the number qo of queries made by an adversary A to a random
oracle O counts the total number of times O is executed in the corresponding security experiment; i.e., the number
of A’s explicit queries to O plus the number of implicit queries to O made by the experiment.
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Moreover, the running times of B, C and D are the same as that of A.
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Decap(sky, c)

(Pko, skj), (pky,sk;) « KGen'(1*)
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H, Hy Hy™  HY s Qu
Ho <5 255 Hs <5 Qg0
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c" < Enc(pk,,m";r")

k* < H(m™,c")/ Go — Gg

k" +sK/ Gr — Gg

inp < (pko, pky, (¢, k7))
i<s{l,...,qc +qu}/ Gs
un AG,H,Decap(ské,»),Decap(sk'l,4)(
i-th query to G X H3// Gs
measure the i-th query and let the
outcome be M/ Gg

return (i =m")/ Gs

% <_AG,H,Decap(sk(),4),Decap(sk'1,-)(Z-np)
return (b’ = b)

inp) until

[SX IS N - V]

if ¢ = c" return H3(m)/ Gs - Gg

if Enc(pky, m; G(m)) = ¢/ Gs - Gs
return Hi(c)/ Gs - Gg

if Enc(pk,,m;G(m)) =c¢/ Gs - Gs
return Hi°°(c)/ Gs - Gs

return Hz(m,c)

Decap(ski, c)

N O o s W N

return Hi(c) // Gss - Gs

Parse sk = (skg, s0)

m’ = Dec(sky, c)

if Enc(pky,m’,G(m)) = c then
return H(m’,c)

else return H(so,c)/ Go

else return H(c)/ Gos - Gs

N O O s W N

return Hi°°(c)/ Ga - Gs

Parse sk} = (sky, s1)

m’ = Dec(sk,, c)

if Enc(pk,,m’',G(m)) = c then
return H(m’,c)

else return H(s1,¢)/ Go - Go.s

else return Hi%(c)/ Gy - Gs 5

Fig. 13. Games Gy — Gg for the proof of Theorem 5.

Proof. Denote Q¢, 2, 25 and 2 to be the set of all functions G : M = R, H:C — K, H’

space of KEM?* and C is the ciphertext space of PKE/KEM’Z.

Let A be an adversary in the ANO-CCA game for KEM* issuing at most ¢gp (classical) queries to the
oracles Decap(skg, <) and Decap(sk},-), and gg (resp., qu) quantum queries to the random oracles G (resp.

H). Consider the sequence of games Gy — Gg described in Figure 13.

Game Gy The game Gy is exactly the ANO-CCA game for KEM* (= FO’K[PKE, G, H]). Hence,

1

Pr[Go = 1] — 3= AdvANOCOA(4)

MxC =K
and H” : M — K respectively, where R is the set of random coins used in Enc, K is the encapsulated key-
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Game Gg 5 In game Gq 5, we modify the decapsulation oracle Decap(skg, -) such that Hée'i(c) is returned
instead of H(sg,c) for an invalid ciphertext c. That is, pseudo-random decapsulation of invalid ciphertexts
(w.r.t. sky) are replaced by truly random outputs. Define an oracle algorithm A#2fi (i € {0,1}) as described
in Figure 14. Let Fy(-) = Ha(so, -) for secret s <—s M and Fy(-) = Hy(-), where Hy and Hj¥ are chosen in the
same way as in Gg and Gg 5. Then note that, Pr[Gy = 1] = Pr[l + A2f°] and Pr[Gy 5 = 1] = Pr[l < A1),

Since the uniform secret s is chosen independently from AH2:%’s view, we use Lemma 3 to obtain
IPr[Gos — 1] — Pr[Go — 1]| < —24
M|

Az Fi () Decap(sky, c)

1: (pky,sky) < KGen(1Y)/ so implicitly defined 1:  m' = Dec(sky,c)

2:  (pky,sk;) < KGen'(1%)/ sk, = (sky,51) 2:  if Enc(pky, m’,G(m')) = ¢
3: G<sf¢ 3: return H(m’,c)

4: b<«s{0,1} 4: else return Fi(c)

5: m"«sM

6: ¢+ Enc(pk,,m*;G(m™)) Decap(sk;, )

7: k"« H(m",c") 1: Parse sk = (skq, s1)

3. b o AG,H,Decap(skf),4),Decap(sk'1,-)(pkm pk,, (0*7 k*)) 2 m’ = Dec(skl, c)

9: return (b’ =) 31 if Enc(pk,,m’,G(m')) = ¢

4: return H(m’,c)

H(m,c) 5: else return H(si,c)

1: return Hz(m,c)

Fig. 14. Algorithm A2 Fi for the proof of Theorem 5.

Game G; In game G;, we modify the decapsulation oracle Decap(sk}, -) such that H|%(c) is returned
instead of H(s1,c¢) for an invalid ciphertext ¢. Using Lemma 3 in a similar manner as the previous “game-
hop”, it is not hard to obtain
2qu

|PI‘[G14 —1] - Pr[GEﬁ5 = 1] < W

Game Gy In game Gg, we change the random oracle G such that it uniformly samples “good” random
coins w.r.t. the key-pairs (pkg, sky) and (pky,sk; ). To be specific, given a PKE key-pair (pk, sk) and a message
m € M, define

Reood ((pk,sk), m) = {r € R | Dec(sk, Enc(pk, m;r)) = m}

and Rpada((pk,sk),m) = R \ Rgood((pk,sk), m). Now w.r.t. the key-pairs (pkg,sky) and (pk;,sk;), denote
¢eooa to be the set of all random functions G&°°? such that G&°°4(m) is sampled according to a uniform
distribution in (Rgood(PKgs Sko, M) N Reood (Pk1,Sky,m)). Hence in Gg, we replace the oracle G with G&°°4.
Note that the task of distinguishing between G and Gy is equivalent to that of distinguishing between the
oracles G and G&°°4. To be specific, we can construct a distinguisher BY((pky,sky), (pk;,sk;)) between G
and G&°°Y that simulates the adversary A’s view in games G; or G, by using the oracle G. That is, for any
two fixed key-pairs (pkg, sky), (pky,sk,) generated by KGen, if G = G, BE((pky, sk), (pky, sk, )) simulates Gy,
and if G = G2°°4 BY((pky, sky), (pky,sk;)) perfectly simulates Gy. Therefore,

| Pr[G2 = 1| (pkg, skg), (Pkq,sky) < KGen] — Pr[Gy; = 1] (pkg,skg), (pky,sk;) + KGen]|
good
= |PI‘[1 — BG ((pkOaSkO)a (pkla Skl))] - PI‘[l A BG((pkO7Sk0)v (pklaSkl))H
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Now any distinguisher between G and G&°°Y can be converted to a distinguisher between N; and N, where
N is a function such that Np(m) is sampled according to the Bernoulli distribution B ((pkg.sko ), (pky ssky )ym)
Le., Pr[Ni(m) = 1] = 6((pko,sko), (Pky,sky),m) (resp. Pr[Ni(m) = 0] = 1 — 6((pko,sky), (pky,sk,),m)),
where

_ |Rbad(pk07 Sk07 m) U Rbad(pk17 Skla m)‘

IR
and N is a constant function that always outputs 0 for any input m. Specifically, for any distinguisher
B ((pkg, skg), (pky, sk, )), we can construct a distinguisher CN ((pky, sk ), (pky, sk, )) that is described in Fig-

ure 15. Sample()) is a probabilistic algorithm that returns a uniformly distributed y <—s ) and Sample(Y; f(m))
denotes the deterministic execution of Sample()) using explicit randomness f(m).

6((pk07 SkO)a (pklv Skl)? m)

CN((Pko: sko)s (Pky,sky))

1: Pick a 2g¢-wise function f

20 b e BY((pko,sky), (Pky,sky))

3: return b”
G(m)

1: if N(m)=0

2: é(m) = Sample(Rgood (Pky, sk, m) N Rgood (Pky,sky, m); f(m))
3: else

4: G(m) = Sample(Ruaa (pkg, skg, m) U Rbad (pky, sky, m); f(m))

5: return G(m)

Fig. 15. Algorithm CV for the proof of Theorem 5.

Note that if N = Ny, then G = G, and if N = N,, then G = G&°°4. Therefore, for any two fixed
key-pairs (pkg,sky), (pk;,sk;) generated by KGen, we have Pr[l < CNi((pky,skg), (pkq,sk;))] = Pr[l «+
good
BG((pkOvSkO)v(pklekl))] and Pr[l — CNz((pkOaSkO)v(ka’Skl))} = Pl"[l — BG ((pkO’SkO)v(pklvskl))]'
Hence, from Lemma 5, we have

| Pr[l « BG%OOd((PkOaSko)a (pky,sk;))] — Pr[L <= BS((pkg, skg), (pky,sky))]]
=|Pr[l « CN2((Pk075k0)a (pky,skq))] = Pr[l <= CNl((PkOa sko)s (Pky,sky))]]
< 296/0((pky, sko), (P, k)

where §((pkg, skg), (Pkyi,sky)) = max,ea 0((pky,skg), (pkq, sky),m). Hence, conditioned on two fixed key-
pairs (pkg, skg), (pkq,sk;) generated by KGen, we obtain

| Pr[Go = 1| (pkg, skg), (pkq,sky) < KGen] — Pr[Gy; = 1] (pkg,sky), (pky,sk;) + KGen]|
< 2QG\/5((pkOa Sk0)7 (pk17 Skl))

Averaging over (pkg,sky) < KGen, (pkq,sk;) < KGen, and applying Jensen’s inequality w.r.t. the square
root function, we get

| Pr[Gy = 1] — Pr[Gy = 1]| < 2q6v/E[6((pko. sky), (Pky, sk;))]

where the expectation is taken over (pk,sky) <— KGen, (pk;,sk;) <— KGen. From the notion of d-correctness,
note that for a single key-pair (pk, sk) < KGen, E[§((pk,sk))] = 6, where d((pk, sk)) = max,,cr 6((pk, sk), m)

and d((pk,sk), m) = W We now show that for two key-pairs, §((pkg, skg), (Pkq,sky)) < 24. First
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note that, for a particular message m, d((pky,skg), (pky,sky),m) < 8((pky,skg),m) + 6((pky,sk;), m), and
hence, §((pkg,skg), (pkq,sky)) < d((pky,skg)) + 0((pky,sky)). We now have the following

E[6((pko,sko), (Pky,sky))] = Z Pr[(pko, sko)] Pr(pky, sky)]0((pko, sky), (Pky, sky))
(o5
< Z Pr[(pky, sko)] Pr[(pky, sky )] (6((pko, sko)) + 6((pky, sky)))

(Pkgssko)
(pkyq,skq)

= > (2 Pellpko, sk)la((pko, ko)) ) Pri(pky, sk, )]

(pky,sky)  (Pkgsskg)

+ >0 (30 Prleky sk)la((pkyssk)) ) Prl(pkos sky)

(Pko»Sko) (pk1)5k1)
= > §-Prf(pk;sky)]+ > & Pr[(pkg,sko)] =26

(pkyq,kq) (Pko,Sko)

where Pr[(pk;, sk;)] denotes the probability of the fixed key-pair (pk;,sk;) being generated by KGen. We also
used the fact that the key-pairs (pkg,skq), (pk;,sk;) are generated independently. Thus, we finally obtain

| Pr[Gy = 1] — Pr[Gy = 1]| < 2¢¢V26

Game G; In game Gs, we implicitly divide the H-queries (m,c) into three disjoint categories: (1)
Enc(pky, m; G(m)) = ¢, (2) Enc(pky,m;G(m)) # ¢ = Enc(pky,m;G(m)), and (3) Enc(pky, m; G(m)) #
¢ A Enc(pky,m; G(m)) # c¢. We then respond to the queries from the respective categories with H§(c),
H?°(c) and Ha(m,c) respectively, where H§ and H{® are internal random functions not directly accessi-
ble to the adversary A. Because G samples “good” random coins, it is not hard to see that the encryption
functions Enc(pkg,.; G(+)) and Enc(pk,,.; G(:)) are injective, and hence, the output distributions of the H-
oracle in the games Gy and Gz are equivalent. Therefore,

PI‘[G3 = 1] = PI'[GQ = ].]

Game G35 In game Gz 5, we change the Decap(skg,-) oracle such that there is no need for the secret
key skj. Namely, H5(c) is returned for the decapsulation of ciphertext ¢ w.r.t. skj. Let m’ = Dec(skg, c).
Consider the following two cases:

— Enc(pkg,m’; G(m')) = c. In this case, the Decap(sky, ) oracles in games Gz and G35 return the same
value H3(c).

— Enc(pky,m’; G(m')) # ¢. In game Gg, as the random function H.% is independent of all other oracles,
the output Héej(c) is uniformly random in the adversary A’s view. In game Gz 5, the only way A gets
prior access to the function H3 is if it made a H-query (m”,c) such that Enc(pky, m”;G(m") = c.
But because G samples good random coins, we have Dec(sky,c) = m” = m’ leading to a contradiction

acc

of “Enc(pkqy, m’; G(m’)) # ¢”. Therefore, such a prior access is not possible and H§(c) will also be a
uniformly random value in A’s view.

As the output distributions of the Decap(skg, -) oracle in Gz and Gs 5 are the same in both cases, we have
PY[G3.5 = 1] == PI‘[Gg = 1]

Game G, In game G4, we change the Decap(skj, -) oracle such that H2°(c) is returned for the decapsula-
tion of any ciphertext ¢ w.r.t. sk;. The analysis here follows quite similarly to that of the previous game-hop
except that this simulation of the Decap(sk}, -) oracle — without the secret key sk} — will fail if A asks for the de-
capsulation of a ciphertext ¢ such that m’ = Dec(sky, ¢) and Enc(pkgy, m'; G(m')) = Enc(pky, m’; G(m')) = ¢é.
In this peculiar case, Hj(¢) is returned in Gs and H{°(¢) is returned in Gy.

We bound the probability of this peculiar event (i.e., A asking for the decapsulation of such an above
ciphertext ¢ w.r.t. ski) by the advantage of an SCFR-CPA adversary D against the deterministic scheme
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PKE%OOd = T[PKE, G#°°d]. First note that, because G&°°? samples good random coins, for such ciphertexts
¢ we have Dec(sko, ¢) = Dec(sk;,¢) = m’ and Enc(pky, m’; G&°°4(m’)) = Enc(pky, m’; G&°°d(m')) = é. Note
that such a ¢ corresponds to winning the SCFR-CPA game of PKES°?. So we can construct a corresponding
SCFR-CPA adversary D that has access to the (non-ideal) “good” random oracle G&°°4. Upon receiving two
public-keys pk, and pk;, D simulates G4 for the adversary A and maintains a list of A’s classical queries to
the oracle Decap(ski, ) (note that D can simulate the two decapsulation oracles as in G4 even with no access
to the corresponding secret keys sk, and sk;). Then D chooses a ciphertext uniformly at random from the
list and forwards it as the final message to the SCFR-CPA challenger of PKES°°4,

Let Pr[P] be the probability of this peculiar event, denoted as P, occurring. We have the games G35 and
G4 to be equivalent unless the event P occurs. From the construction of the SCFR-CPA adversary D above,
it is not hard to see that Advi%%?;ocdpA(D) > q% - Pr[P]. Hence, we have

[Pr[Gy = 1] = Pr[Gss = 1]| < Pr[P] < ¢p - Advy o™ (D)
Using a similar analysis as the game-hop G; — Gy, by replacing G&°°? with an ideal random oracle G
w.r.t. the SCFR-CPA adversary D, we obtain

[Pr[G3' — 1] = Pr[G3ls — 1]| < ¢p - (Advig, (D) + 246 V29)

Game G5 In game Gy, we answer H-queries of the form (m, ¢*) with Hz(m), where H3 is an independent
random function. Since G samples good randomness, there are at most two H-queries worth considering,
namely (mg, c¢*) and (mq, ¢*), where Enc(pky, mo; G(mg)) = ¢* and Enc(pky,m1;G(mq)) = ¢* (for the other
H-queries (m/, ¢*), where m’ ¢ {mg, m1}. we are replacing the oracle outputs Ha(m/', ¢*) in G4 with Hs(m’) in
Gs). W.r.t. these two queries, the H oracle would return H§°(c*), Hf°°(c*) respectively in Gy, and Hs(my),
Hs(mq) respectively in Gs. The adversary A’s view would be identical even after this change because the
random values H§(c*), H?°(c*) are only accessible to A via the H-oracle in G4, and in particular, not
through the Decap(sk}, -) oracles since c* is a forbidden decapsulation query. Hence in Gs, we are effectively
replacing (at most) two uniformly random values that can only be accessed via the H-oracle by A with
two other uniformly random values (the simpler case of mg = m; would follow similarly). Since the output
distributions of the H-oracle in the games G4 and Gj are equivalent, we have

PI‘[G{, = 1} = PI[G4 = 1]

Game Gg In game Gg, we reset G to be an ideal random oracle, i.e., G(m) now returns uniformly random
coins from R instead of returning only “good” random coins. Since this change, in a sense, is the “inverse”
of the game-hop G; — Gg, by using a similar analysis, it is not hard to obtain

| Pr[Gg = 1] — Pr[Gs = 1] < 2¢5V/20

Game G;7; In the setup of game G7, we replace the hash evaluations “r* <« G(m*)” and “k* <«
H(m*,c*)(= Hsz(m*))” with “r* <sR” and “k* <-sK” respectively. That is, r* and k* are now uniformly
random values that are generated independently of the random oracles G and Hs. We use Lemma 4 to bound
the difference in the success probabilities of A in Gg and G7. Let A be an oracle algorithm that has quantum
access to the random oracle G x Hs, where (G x H3)(m) = (G(m), H3(m)). Figure 16 describes A%*Hs’s
operation on input (m*, (r*, k*)). Note that the algorithm A%*H3 makes at most qg + ¢ number of queries
to the random oracle G x Hj to respond to A’s oracle queries’.

Let B be an oracle algorithm that on input m* does the following: picks i <= {1,...,qg + qu }, generates
r* s R and k* <5 K, runs ASXHs (m* (r* k*)) until the i-th query, measures the argument of the (G x H3)-
query in the computational basis and outputs the measurement outcome (if A%*H3 makes less than i queries,
B outputs L). With this construction of A4, note that P} = Pr[Gs = 1] and P3 = Pr[G; = 1], where P} and
P2 are as defined in Lemma 4 w.r.t. the algorithm A“*Hs. Therefore, we now define game Gg (see Fig. 13)
such that Pg = Pr[Gg = 1], where Pg is as defined in Lemma 4 w.r.t. the algorithm B“*#3, From Lemma
4, we thus have

| Pr[Ge = 1] — Pr[Gy = 1]| < 2(g¢ + qu )/ Pr[Gs = 1]

7 For example, if A9*H3 wants to respond to A’s H-query, then AS*3 prepares a uniform superposition of all
states in the output register corresponding to G (see [38] for particulars of this “trick”).
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AT (m”, (r, k7)) H(m,c)

1: (pky,sky), (pky,sk;) < KGen'(1) 1: if ¢ = c"return H3(m)
2:  HE, HY < Qpu; Ho s Qg 2 if Enc(pky, m; G(m)) =c¢
3: b<s{0,1} 3 return H;(c)

4: "+ Enc(pk,,m";r") 4: if Enc(pk,,m;G(m)) =c¢
5. b« AG,H,Decap(sk6,~),Decap(sk/l,~)(pko’ pky, (c* k%)) 5 return H{*(c)

6: return (b’ =) 6: return H(m,c)
Decap(sky, c) Decap(ski, c)

1: return Hy"(c) 1: return H{°(c)

Fig. 16. Algorithm A%**3 for the proof of Theorem 5.

We now bound the success probability of A4 in G; by the advantage of an adversary B in the wANO-
CPA game of PKE. Upon receiving public-keys pk, and pk; along with the ciphertext c¢*, where ¢* <+
Enc(pky, m*; r*) for uniformly random bit b( < {0, 1}), (secret) message m*( <—s M) and randomness r*( +—sR)
chosen by the challenger, B proceeds as follows:

— Runs A as a subroutine as in game Gr.

— Uses a 2¢gg-wise independent function and four different 2qp-wise independent functions to perfectly
simulate the random oracles G, H§°°, H*°, Hy and Hj respectively in A’s view, as noted in Lemma 2.
The random oracle H is simulated in the same way as in Gy.

— Answers decapsulation queries using the oracles H2¢ (i € {0,1}) as in Gy.

— For A’s challenge query, samples a uniformly random key k* «<—s K and responds with (pkg, pky, (¢*, k*)).

— After obtaining a bit b’ from A, forwards b’ to its wWANO-CPA challenger as the final message.

It is easy to see that |Pr[G; = 1] — 1| = AdvERNO-“PA(B). Now we bound the success probability of
A in Gg by the advantage of an adversary C in the OW-CPA game of PKE. Upon receiving a public-key pk
along with a ciphertext ¢*, where ¢* < Enc(pk, m*;r*) for uniformly random (secret) message m*( <—s M)
and randomness 7*( <= R) chosen by the challenger, C proceeds as follows:

— Runs A as a subroutine as in game Gg.

— Uses a 2gg-wise independent function and four different 2¢y-wise independent functions to perfectly
simulate the random oracles G, H§°, H{°°, Hy and Hj respectively in A’s view, as noted in Lemma 2.
Also evaluates A’s G- and H-queries using the oracle G x Hg; the random oracle H is simulated in the
same way as in Gg,

— Answers decapsulation queries using the oracles H2*° (i € {0,1}) as in Gg.

— For A’s challenge query, first samples a uniformly random bit b+<s{0,1} and sets pk, = pk. Then
generates a key-pair (pk;_,,sk;_;) + KGen(1*), samples a uniformly random key k* <K and responds
with (pkg, pkq, (¢, k*)). (By doing this, note that we have ¢* < Enc(pk,, m*;7*) in A’s view.)

— Selects i s {1,...,qc + qu }, measures the i-th query to oracle G x Hj and returns the outcome rh.

Again, it is not hard to see that Pr[Gs = 1] < AdvpRe CF*(C). Hence by collecting all of the above bounds,
we arrive at

Adviei“H (A) < Adviie TP (B) + 2(a6 + an)y Advie T (C)

4
+qp - AdvEREPA (D) + fj]/” +246(qp +2)V23

C.6 Proof of Theorem 6

Theorem 6. Suppose PKE = (KGen, Enc, Dec) is §-correct. Then for any SCFR-CCA adversary A against
KEM* = FO’K[PKE,G, H] issuing at most qp queries to the (classical) decapsulation oracles, at most qa
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(resp. qu) queries to the quantum random oracle G (resp. H), there exists an SCFR-CPA adversary B
against PKE; = T[PKE, G] issuing at most q¢ queries to G such that

alqy +1)°

AdvigiF M A) < gp - AdVRREROPA(B) + <

4
+ I 946 (gp + 2V

VIM|

Here K denotes the encapsulated key-space of KEM* and a (< 648) is the constant from Lemma 1. The
running time of B is the same as that of A.

Games Go - Gs H(m,c)

1: (pko,sky), (pky,sk;) < KGen'(1%) 1: if Enc(pky,m; G(m)) = ¢/ Gs - Gs
2: G<sq 2: return Hi(c)/ Gs - Gs

30 G s Qpgooa; G = G5 Gy -Gy 3:  if Enc(pk,,m; G(m)) = ¢/ Gs - Gs
4: HEC, HP HY H s Qu 4: return H°°(c)/ Gs - Gs

5: Hy<+sQy 5: return Hz(m,c)

6: inp < (pko, pky)

4+ AG,H,Decap(sk(/),-),Decap(skll,-)(Z-np)

return (Decap(skg,c) = Decap(sk},c))

Decap(skg, ¢) Decap(ski, c)

1: return H;(c) / Gs.s - Gs 1: return H{(c)/ Gs - Gs

Parse sk;, = (skg, s0) Parse sk} = (sky, s1)

m' = Dec(sk,, c)

if Enc(pk,,m’,G(m)) = c then
return H(m’,c)

else return H(s1,¢)/ Go - Go.s

else return H%(c)/ G, - Gs.5

m’ = Dec(sky, c)
if Enc(pky, m’, G(m)) = ¢ then
return H(m’,c)

else return H(so,c)/ Go

N O O s W N
B > B N VU ]

else return H(c)/ Gos - Gs

Fig. 17. Games Gy — G5 for the proof of Theorem 6.

Proof. Denote ¢, 25, 25+ to be the set of all functions G : M - R, H:C = K, H : M xC = K
respectively, where R is the set of random coins used in Enc, K is the encapsulated key-space of KEM?* and
C is the ciphertext space of PKE/KEM’Z.

Let A be an adversary in the SCFR-CCA game for KEM# issuing at most ¢p (classical) queries to the
oracles Decap(sky, ) and Decap(sk},-), and gg (resp., qg) quantum queries to the random oracles G (resp.
H).

The structure of the proof is very similar to that of Theorem 5. Basically we do the same sequence of
game-hops as in the proof of Theorem 5 until the point where we can simulate the decapsulation oracles
Decap(sk;, ) (i € {0,1}) without requiring the corresponding secret keys sk/. In the final game-hop, we reset
G to be an ideal random oracle.

To be specific, we do the sequence of game-hops Gy — Gy as described in Figure 17. By a similar analysis
as that of the proof of Theorem 5 w.r.t. these game-hops, it is not hard to obtain

4
| Pr[Go = 1] — Pr[Gs = 1]| < gp - Advige v PA(B) + |qf/z| +2q6(qp +2)V26

Note that the game Gy is exactly the SCFR-CCA game for KEM*. Hence, we have
Pr[Gy = 1] = AdviCER-CCA (1)
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Coming to the game Gz, note that the adversary A wins the game if it finally outputs a ciphertext ¢
such that Decap(skg, c) = Decap(sk], ¢). Because of the modification of the Decap(sk;, -) oracles, this winning
condition translates to H§(c) = H?°(c), where H§ and H2° are independent quantum-accessible random
functions. Note that in this case, (c,c) is a claw w.r.t. the pair of QROs H3* : C — K and H : C — K.
Hence we can bound the success probability of A in G5 by the advantage of an adversary C against the
claw-finding problem w.r.t. the instance (H§, H°). C proceeds as follows:

— Runs A as a subroutine as in game Gs.

— Uses a 2q¢g-wise independent function and a 2gg-wise independent function to perfectly simulate the
random oracles G and Hy in A’s view, as noted in Lemma 2. Also uses the pair of functions fy : C = K
and f; : C — K — which is the instance of the claw-finding problem — to simulate the oracles H3°® and
H$°¢ respectively.

— Answers decapsulation queries using the oracles f;(-) (i € {0,1}) as in Gg.

— After obtaining a final ciphertext ¢ from A, forwards (c, ¢) as the claw w.r.t. (fo, f1).

Note that C makes at most gg queries to the pair (fo, f1). It is easy to see that Pr[G; = 1] < “(q‘HTTUS
from Lemma 1. Hence, we finally get

1 3
AV N () < g - AdvEREIO () + S
4qn
+ W +2qc(gp +2)V29

C.7 Proof of Theorem 7

Theorem 7. Let PKEWY = (KGen’,Enchy,Dechy) be a hybrid encryption scheme obtained by composing
KEM# = FO*[PKE, G, H] with a one-time authenticated encryption scheme DEM = (Enc®¥™, Dec®¥™). Sup-
pose PKE is d-correct and v-spread (with message space M ). Then for any ANO-CCA adversary A against
PKE™ issuing at most q¢ (resp. qu ) queries to the quantum random oracle G (resp. H), there exist ANO-
CCA adversary B and IND-CCA adversary C against KEM*, WCFR-CPA adversary D against PKE; =
T[PKE, G|, and INT-CTXT adversary £ against DEM such that:

Advprgn, M A) < Advipi M (B) + 2Adviin s A (C) + AdviiE A (D)

4
4 2AdVETOTXT (6 4 f;‘ dgaV/E 42

Moreover, the running times of B, C and £ are the same as that of A. The running time of D is independent
(and less than that) of the running time of A.

Proof. The structure of the proof is quite similar to that of Theorem 1, except for some initial game-hops.
Here we will be focusing on these hops.

Denote 2¢, 25 and 25 to be the set of all functions G: M — R, H: M xC — K and H : C — K
respectively, where R is the set of random coins used in Enc, K is the encapsulated key-space of KEM* and
C is the ciphertext space of PKE/KEM*. Let A be an adversary in the ANO-CCA game for PKE" issuing
at most qg (resp. qp) quantum queries to the random oracles G (resp. H). Consider the sequence of games
Gg — Gg described in Figure 18.

Game Gg: The game Gy is equivalent to the ANO-CCA game for PKE™ (the only “cosmetic” change is
that the uniform random bit b is sampled before the adversary A gets to choose a message m). Hence,

1 ;
Pr[Go =1] - 5| = AdvARQCOA (A)
Game Gg 3: In game Gy 3, we first make some “cosmetic” changes. Namely, the pair (¢}, k*) resulting

from running Encap(pk,) for a uniformly random bit b is generated before the adversary A gets to choose a
message m. This change does not affect A’s view in any way.
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Games Go - Gs Dec(sk}, c)

1: (pko,sko), (pky,sky) « KGen(1) 1: Parse ¢ = (c1,c2)

2:  sg4sM; s s M 2:  Parse sk = (sky, 55)

3:  sky = (sko, 50), skj = (sk;,s1) 3: if ¢1 =ci/ Gos — Gs

4: G+4sQ¢g; H<+sNy;H sy 4: k/ek*// Go.¢ — Gs

5: b<s{0,1} 5: else ) Gog—Gs

6: G Rggooa; G = GgOOd// Goz — Gog 6 m' < Dec(sky, c1)

7 m+sMJ Goz—Gs 7 if Enc(pk,, m’;G(m)) = &1

8: ¢ + Enc(pk,,m";G(m™))/ Go.s —Gs 8: E « Hm', c1)

9: k"< H(m",cl)/ Gos—Gs 9: else k' «+ H(sp,c1)

10: k™« H(s1_p,¢1)/ Ga 10: m' < Dec®™ (k' c2)

11: k™« H'(¢})/) Gs —Ga 11: return m'

25 m e ACHOI D i i)

13: m"+sMJ G

145 ¢ « Enc(pky,m*;G(m"))/ Go 1+ Parse c = (c1,¢2)

15: K« H(m", e/ Go 2: Parse sk|_, = (sk;_,51-1)

161 ¢« Enc™™(k*,m)/ Go G 30 fa=c/G-G

17 ¢ = () 4: k/<—krej// Gy — Gs

e o e AG,H,Dec}‘y(sk6,~),Dechy(Skllf)(c*) 5 : return 1/ Gy — Gs

19: return (b' =) 6 else,// Co.6 =~ Cs
7 m' < Dec(sky_;,c1)
8: if Enc(pk,_,,m';G(m')) = c1
9: E <« H(m', c1)
10 : else k' < H'(c1)/] Gs — G4
11: else k' < H(s1_p,c1)
12: m' < Dec®"™ (k' c2)
13: return m’

Fig. 18. Games Gy — G5 for the proof of Theorem 7.
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Next, we change the random oracle G such that it uniformly samples “good” random coins w.r.t. the
key-pair (pk,,sk;,), as seen in the proof of Theorem 5. Specifically, denote 2ggo0a to be the set of all random
functions G&°°¢ such that G&°°4(m) is sampled according to a uniform distribution in (Rgeod(pky, sky, m).
Hence in G 3, we replace the oracle G with G&°°d. By using a similar analysis as the game-hop (G; — Gg)
in the proof of Theorem 5 (in fact, the analysis would be simpler in this case since we have to consider a
single key-pair (pk,, sk,) instead of two), it is not hard to obtain

| Pr[Go.3 = 1] — Pr[Gy = 1]| < 2¢¢Vd

Game Gg g: In game Gy g, we modify the oracle Dech?”(skg7 -) such that if the decryption query is (c1, ¢2)
where ¢; = ¢ (and ¢y # ¢}), then the oracle uses k* to decrypt cq, instead of first decapsulating ¢} to recover
a session key k. It is not hard to see that the games Gy and G; are equivalent since G samples good random
coins, and hence, there is no decapsulation error w.r.t. KEM. Therefore, we have

PI‘[GOﬁ = 1] = PI‘[GO.g = 1]

Game G: In game Gy, we reset G to be an ideal random oracle, i.e., G(m) now returns uniformly random
coins from R instead of returning only “good” random coins. Since this change, in a sense, is the “inverse”
of the game-hop Gy — Gg.3, by using a similar analysis, it is not hard to obtain

| Pr[Gy = 1] — Pr[Gyg = 1]| < 2¢c V6

Game Gy: In game Gy, we modify the oracle Dec"(sk)_,,-) such that if the decryption query is (¢, ¢2)
where ¢; = ¢, then the oracle uses k' (= H(s1_p,c})) to decrypt co. Here k' is the key returned if
Decap(sk]_;, ¢;) would have resulted in an “implicit rejection”. Thus, it is not hard to see that the games G;
and Gy are equivalent unless ¢} is not (implicitly) rejected by the Decap(sk)_,,:) operation, or in other
words, if the following event occurs: Enc(pk,_,,m’;G(m’)) = ¢ where Enc(pk,, m*;G(m*) = ¢}) and
Dec(sky_p, ) =m' (for m* <—s M).

There are two sub-events to consider w.r.t. the above event:

1. m’ # m™*: In this case, the random oracle G on a new query m’ will return uniformly random coins r <—sR.
Since PKE is y-spread, for the key-pair (pk;_;,sk;_;) and message m’, we have the re-encryption check,
namely “Enc(pky_;,, m’;7) = ¢1”, to hold with probability < 277, for uniformly random r.

2. m' = m*: In this case, we can bound the probability of the sub-event occurring by the advantage of
an adversary D in the WCFR-CPA game of PKE; (= T[PKE, G]). The adversary D, upon receiving
public-keys pk, and pk;, simply samples a bit b and message m* uniformly at random, i.e., b<s{0,1}
and m* < M, and returns (m,b) to the WCFR-CPA challenger (note that only a single query is made
to G on m* in the security experiment).

Hence,
| Pr[Gy = 1] — Pr[G; = 1]| < AdviiE T OPA(D) + 277

Note that for the ANO-CCA security of KEM*, we anyway rely on the SCFR-CPA security of the deter-
ministic PKE;.

Game Gs: In game Gg, we modify the decryption oracle Dec (sk _,,-) such that the key H’(c;) is used
to decrypt the DEM ciphertext co instead of H(s1—_p, ¢1) where the KEM ciphertext ¢; was implicitly rejected
by the Decap(skj_,, ) operation (H' is an internal random oracle not directly accessible by the adversary A).
We also generate the key k™ as “k™ < H'(c})” (instead of “k™ <— H(s1_p,c})”). Define an oracle algorithm
ARFE: (7€ {0,1}) as described in Figure 19. Let Fy(-) = H(s, ) for secret s <—s M and Fy(-) = H'(-), where
H and H' are chosen in the same way as in Gy and Gz. Then note that, Pr[Gy = 1] = Pr[l + A#:F] and
Pr[Gs = 1] = Pr[l + A®:F1]. Since the uniform secret s is chosen independently from A™:Fi’s view, we use

Lemma 3 to obtain
2qH

M

Game G,: In game Gy, we modify the oracle Dec"(sk, ,,-) such that if the decryption query is (i, ¢2)
where ¢; = ¢}, then the oracle returns L. It is not hard to see that the games Gz and G4 are equivalent

IPr[Gs = 1] — Pr[Gy = 1]| <
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ATF (1Y) Dec"¥(sk}, c)

1: b+s{0,1} 1: Parse c = (c1,c2)

2 (pky,sky), (Pky_p, sky_,) < KGen(1%) 2:  Parse sk, = (sky, sp)

3:  8p4+sMJ s1_, = s is set implicitly 3: if ¢y = ¢} then k' + k*

4: G<=sl¢g 4: else

5: m" s M 5: m’ < Dec(sky, c1)

6: c; < Enc(pk,,m";G(m™)) 6: if Enc(pk,,m’;G(m")) = 1

71 kT« H(m" cl) 7: kK <« H(m',c1)

8: K Fy(c)) 8: else k' + H(sp,c1)

9: m <« _AG,HVDech”(Skf),')ﬁDech’”(Skiv)(pkw pk,) 9 m’ + Dec®¥™ (K, c2)

10: ¢« Enc®™(k*, m) 10: return m’

1: ¢ =(c,ch) o o Dec¥(sk, . c)

120 B o AGHHDeE (50,0, Dec Y (8 )

13: return (b’ =b) 1: Parse c = (c1,¢2)
2:  if 1 =cj then k' + k™
3: else
4: m' < Dec(sk,_,,c1)
5: if Enc(pk,_,,m’;G(m')) =1
6: K« H(m' e1)
7 else k' + Fi(c1)
8: m' <« Dec®™™ (K, ca)
9: return m’

Fig. 19. Algorithm A™F for the proof of Theorem 7.
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unless the following event occurs: A makes a decryption query (¢}, ) to the oracle Dec™ (sk; _,, ) such that
Dec®¥™ (k™ cy) # L. And we can bound the probability of this event occurring by the advantage of an
adversary £ in the INT-CTXT game of DEM (see Figure 20).

First note that, the internal random oracle H’ is only used to process classical queries ¢; (because we
consider only classical decryption queries in the QROM). Hence £ simulates H' classically towards A, e.g.,
via “lazy sampling” (and uses a 2¢qg-wise and a 2gy-wise independent function to simulate the quantum
random oracles G and H respectively). Also note that in games Gz and Gy, H’ is never queried on ¢}
(particularly, in the Dec™(sk;_,,-) oracle) except for defining k*(«— H'(c%)) in the setup. This is equivalent
to having k™ to be a uniformly random key independent of the oracle H’, i.e., k™ < K.

Now in the INT-CTXT game, we are implicitly defining £ to be the random secret key chosen by
the challenger. The adversary £ proceeds as described in Figure 20. Note that if the aforementioned event
occurs, then £ wins its corresponding game (also note that, £ makes no encryption queries to the one-time
AE-secure DEM w.r.t. the secret key k™). Hence, we have

|Pr[Gy = 1] — Pr[G3 =1]| < Advlljl\llz"l’\“/l—CTXT(g)

gEncSym(kTe.i ,),DecSY™ (ke ) (1>\) Dechy(sk'b, c)

1: b<s{0,1} 1: Parse c=(c1,c2)

2:  (pky,sky), (pky_,,sky_,) < KGen(1*) 2: Parse sk, = (sk;, sp)

3:  spsM 3: if ¢; =c} then k' + k*
4: GsQc; HsQu; H s Qp 4: else

5: m" s M 5: m' < Dec(sky, c1)

6: ¢ + Enc(pk,,m";G(m")) 6 if Enc(pk,, m’;G(m)) = &1
7: k"« H(m", cl) 7: K« Hm', c1)

8: m < AG,H,Dechy(Skév),Dechwski7-)(pko’ pk,) 8: else k' < H(sp,c1)
9: ¢+ Enc®(k", m) 9: m' « Dec™" (K, c2)
10: ¢ =(c,ch) 10: return m’

’ G,H,Dec¥ (skl},-),Dec¥ (sk! ,-) 1 x
11: b« i 0" v (c
A () Dec™¥(sk)_,,c)

12: return L
1: Parse ¢ = (c1,c2)

2: ifecp=c]
query Dec™™ (k™ ¢y)
return |
else
m' < Dec(sk,_,,c1)
if Enc(pk,_,,m';G(m)) = ¢
k'« H(m',c1)
else k' + H'(c1)

10: m' < Dec®"™ (k' c2)

© o N O ot A~ Ww

11: return m’

Fig.20. INT-CTXT adversary gEne(k).Dec(h) for the proof of Theorem 1.

Game G; In game G, we (re-)modify the decryption oracle Dec™(sk)_,,-) such that the key H(s1_s,c1)
is used to decrypt the DEM ciphertext co instead of H'(c¢;) where the KEM ciphertext ¢; was implicitly
rejected by the Decap(sk]_,, ) operation. In a sense, we are reverting the changes introduced in the Gy — G3
hop. Hence, by using a similar analysis as that hop (and note that now, the key k' is not used anymore),
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it is not hard to obtain
2qu
M|

Compared to the proof of Theorem 1, we have effectively used the sequence of games Gg — G5 to arrive at
a point where we modified the oracle Dec"(sk)_,,-) such that if the decryption query is (¢}, ¢2), the oracle
returns |; this particular point is the hybrid game “Gy” in the proof of Theorem 1. Now doing a similar
sequence of game-hops from that point on, namely “Gy — G4”, in the current setting starting from Gs, we
arrive at

|P1“[G5 = 1] — PI‘[G4 = 1]| <

Advien O (A) < Advih O (B) + 2Adviin £ A (C) + Advpie, VA (D)

4
+ 2AdVINDOTXT oy | Py g0 /5 4 97

VIM|

C.8 Proof of Theorem 8

Theorem 8. For any ANO-CPA adversary A against Saber.PKE, there exists a distinguisher By (resp.,
Bs) between 1 (resp. | + 1) samples from a mod-LWR distribution from that of a uniform distribution, with
corresponding parameters l, i, q and p, such that

ANO-CPA mod-lwr mod-lwr
Adeaber.PKE ('A) <2 Advl,l,u,q,p (61) + Advl+1,l,u,q,p(82)'

Moreover, the running times of By and By are the same as that of A.

Games Gog — Gy

1: (pkg,sky) <—sKGen/ pky = (Ao, bo)

(pky,sky) s KGen/ pk, = (A1, b1)

m < A(pkg, pk;)

s s ﬁu(Rf;d)

5: b = ((Aos +h) mod q) >> (¢ — ) € RV Go — Gy
6: b +sRY) G

70 b = ((A1s' +h)mod q) >> (eq — €,) € RV 65— G4
8: v =bg(s' modp) € Ry Go

9: v <sR,/[ G —Gs

= W N

10: v =bi (s modp) € Ry Ga
11: em= W +h —27 'mmodp) >> (¢, — er) € Rr
12: b+ A(cm,b)

Fig. 21. Games Gg — G4 for the proof of Theorem 8.

Proof. Game Gg In game G, the adversary A always receives the encryption of its chosen message m under
the public-key pk,.

Game G; In game g1, we replace v’ with a uniformly random value in R,. As explained in [15], on
a higher level, Saber.PKE can be seen as a variant of ElGamal public-key encryption. Then in [15], the
“Diffie-Hellman key-exchange” counterpart of Saber.PKE — namely pSaber.KE’ — was shown to satisfy the so-
called key-indistinguishability property based on the hardness of the module learning-with-rounding problem
(mod-LWR). This effectively means that the distribution (pky,d’,v") as generated in Gy is computationally
indistinguishable from (pkg, &', v”) where v” <—s R,,. More concretely, it was shown in [15, Theorem 3] that,

| Pr[Gy = 1] — Pr[Go = 1]| < Adv) " (By) + Adv]iy ! (Be)
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where Advz‘?f}::"q’fp(li’) denotes the advantage of an adversary B in distinguishing between m samples from
a mod-LWR distribution from that of a uniform distribution, with corresponding parameters [, i, ¢ and p.

Game G, In game Gy, we replace b’ with a uniformly random vector in RL*!. Since (Ag,d’) forms a
mod-LWR sample (recall that Ay s RgXl) in Gg, it is computationally indistinguishable from (Ag,b"”) for
b s Ré“ based on the hardness of the mod-LWR problem. More concretely, we have

| Pr[Gy = 1] — Pr[Gy = 1]| < Adv] a7 (By).

Game G3 In game Gg, we (re-)compute b’ as b’ = ((A1s’ + h) mod q) >> (¢, — €,) € RL*!. Since this
game-hop is, in a sense, the inverse of the (G; — Gz) hop but w.r.t. a different uniformly random matrix
A1 (s RLX1), it is easy to see that

| Pr[Gs = 1] — Pr[Gy = 1]| < Adv o (By) .

Game G, In game G4, we recompute v’ as v’ = b (s’ mod p) € R,. Since this game-hop is, in a sense,
the inverse of the (Gg — G1) hop but w.r.t. a different public-key pk, (= (A1, b1)), it is again easy to see that

| Pr[Gy = 1] — Pr[Gs = 1]| < Adv°I Y (By) + AdvPoh ™ (Bs).

Llp,q,p I+1,l,p,9,p

Now note that in G4, the adversary A receives the encryption of its chosen message m under the public-key
pk;. Therefore, we have

1
Advsgepie (A) = 5 - [Pr(Gs = 1] = Pr(Go = 1]]

< 9. Advmod—lwr(Bl) +Ade0d_lwr (62)

Ll pm,q,p I+1,0,p,9,p

C.9 Proof of Theorem 9

Theorem 9. Given Saber.PKE = (KGen, Enc,Dec) is d-correct, for any ANO-CCA adversary A against
pSaber.KEM = (KGen’, Encap, Decap) issuing at most qp classical queries to the decapsulation oracles, at
most qc (resp. qm) quantum queries to the random oracle G (resp. H), there exist ANO-CPA adversary
B, OW-CPA adversary C against Saber.PKE and a distinguisher By between | samples from a mod-LWR
distribution and a uniform distribution with corresponding parameters l, u,q and p, such that

AdvSinkem(A) < Advisaiie (B) +2(g6 + an)\/ Adveibepit (C)
2 4qn

1 3
a(qG+ ) —‘y—AdeOd_lwr(Bl)-i-i—‘ri—FBQG\/g

P
+ Collgper pre + — 5356 Llp,q,p 9256 ' 9128

Here o (< 648) is the constant from Lemma 1. The running times of B and C are the same as that of A.
The running time of By is independent (and less than that) of the running time of A.

Proof. The structure of the proof is quite similar to that of Theorem 5.

Denote 2g,, ¢, 2y and 2 to be the set of all functions G : {0,1}* — {0,1}%12 G : {0,1}?°¢ —
{0,1}°¢, H : {0,1}* — {0,1}?56 and H' : C — {0,1}?°¢ respectively, where C is the ciphertext space of
Saber.PKE/pSaber. KEM.

Let A be an adversary in the ANO-CCA game for pSaber.KEM issuing at most gp (classical) queries
to the oracles Decap(sky, -) and Decap(sk], ), and go (resp., ¢g) quantum queries to the random oracles G
(resp. H). Consider the sequence of games Gy — G12 described in Figures 22 and 23.

Game Gy The game G is exactly the ANO-CCA game for pSaber.KEM. Hence,

1
Pr[Go = 1] — 3= Advﬁsljt?e_r(.jlgE?/l (A).

Game G; In game Gy, we modify the decapsulation oracles Decap(sky, -) (resp. Decap(sk], -)) such that
Hy%(c) (resp. H{"(c)) is returned instead of H(sg,c) (resp. H(s1,c)) for an invalid ciphertext c¢. Since this
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Games Gg — Gs 5

G(f,m) [ Ifl+|m| =512

10 :
11
12
13:
14 :
15
16 :
17
18 :
19 :

(pk07 Sk6)7 (pkla Skll) A KGen/
Ga s ng ; Gor, Gir s8¢

d d
G%io <—$ chood; G()r = G%:O // Gg.5 - Gg.5

d d
G%:O <3 QG%OOd; Glr = G%:O // Gy - Gg 5

Gy Gyp, <5826/ Go - Gs

Goi» G <5 {poty [/ Gs.s

Hy s Qp; HiY HY s Q0

Hj s 0Qg; HE, HYC <s Qg
b+s{0,1}

m* «s{0,1}%°

(k*, 1) + G(F(pks), m") /| Go - Gs
™ < Gor(m™) ) Gs — Gs.s

E* < Gp(m")) G5 —Gr

c* <+ Enc(pk,,m";r")

k* «— H(k* ¢") ) Go— Gr

k* < Hs(m")/ Gs — Gs.s

inp < (pko, pky, (¢, k7))

% <_AG,H,Decap(sk6,4),Decap(sk'1,-)(Z-np)
return (b’ = b)

Decap(sky, c)

1: if f = F(pky) then / G»-Gss

2: r < Gor(m)/ Gs - Gs.s
3: k<« Gyp(m)) G- Gss
4: elseif f = F(pk,) then / G.-Ggs
5: r <+ Gir(m)/ Gz - Gss
6: k<« G,p(m)) G- Gss

7: else (k,r) < Ga(f,m)

8: return (k,r)

G(f,m) [ Ifl+|m| # 512

1: return Ga(f,m)

H(k,c) /| ke{0,1}?% ceC

1:  m' = Dec(sky,c)/ Gs— Gss
2:  if Enc(pky,m’; Gor(m')) = cA
Go}%(m,) = fﬂ// Gs —Gs.s

3: if c=c"/) Gs —Gs.s
4: return Hz(m')/ G — Gs s
5: return Hi(c)/ Ga — Gs.s

6: m = Dec(sky,c)/ Gs—Gss
7:  if Enc(pk,,m’; G1r(m)) = cA
Gia(m') =k 6s—Gss

8: if c=c")/ Gs—Ggs
9: return Hz(m')/ Gs — Gs s
10 : return H{°(c)/ G4 — Gs.5

11: return Hs(k,c)

H(k,c) | k¢{0,1}*%orcgC

1: return H(k,c)

Decap(skf, c)

10 :

return Hi(c)/ Gas - Gs.s

Parse sky = (skg, s0, F'(pko))

m’ = Dec(sky, c)

(K',r") < G(F(pky),m')/ Go — Gs

' Gor(m') )] Gs — Ga

E — Gy(m')) 65— 64

if Enc(pko,m’;r") = c then
return H(k' c)

else return H(sg,c)/ Go

else return H;(c)/ G - Gs

1:

return H{°(c)/ Gs - Gs.s

Parse sk = (sk,,s1, F(pky))

m' = Dec(skj, c)

(K',r') < G(F(pky),m') ] Go —G»

r GM(ml)// Gz — Gas

E — G(m')) 65— 6as

if Enc(pk,,m’;7") = ¢ then
return H(k' c)

else return H(s1,c)/ Go

else return H%(c)/ Gy - Gus

Fig. 22. Games Go — Gg 5 for the proof of Theorem 9.
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Games Gg — Gi2

G(f,m) [ Ifl+|m| =512

© 0 N o o

10 :
11:
12
13 :
14 :
15
16 :

17 :

18 :

19 :

20 :
21 :

(pkg, sky), (pky, sk}) < KGen’

G2 <3 a,; Gor, G1r <3 2¢

GE°Y s Qgo0a; Gor = GE°1 ) G,
G%?Od 3 QG%ood; Gir = G%;)Od// Go
Goi» G 5 poly

Hy s Q2py; Hs <s Q¢

HE H s Qg

b<«s{0,1}

m* «s{0,1}°°

7" 4 Gor(Mm™) )| Go — Gio

™ «5{0,1}*°° ) G11 — Gia

c* <+ Enc(pk,,m";r")

k™ < Hs(m")/ Gy — Gio

E* +s{0,1}*°°) Gy, — G1»

inp < (pko, pky, (¢", k7))
i<+s{l,...,q9c¢ + qu}/ Gi2
run AG,H,Decap(sk6,»),Decap(sk'l,-)(
i-th query to Gor X Hs /| Gio
measure the i-th query and let the
outcome be M/ Gis

return (h = m")/ G2

I <_AG,H,Decap(sk6,),Decap(sk'l,-)(inp)
return (b’ = b)

Decap(sky, c)

1:

return Hi(c)

Decap(skf, c)

1:

return Hi(c)

1: if f = F(pk,) then

2: r < Gor(m)

3: k« Gyp(m)

4: elseif f = F(pk,) then
5 r + Gir(m)

6: k<« G,p(m)

7:  else (k,r) « Ga(f,m)
s: return (k)

G(f,m) [ Ifl+|m| # 512

1: return Ga(f,m)

H(l%,c) J ke{0,1}?°° ceC

inp) until

1: Compute set of roots Sp
of polynomial G (x) — k
2: if 3m' € Sy s.t.
Enc(pkgy, m'; Gor(m)) = ¢
if ¢ = ¢" then
return Hz(m')
return Hi(c)

Compute set of roots S1

D Ot s W

of polynomial G; (z) — k
7. if Im € S s.t.
Enc(pk,,m’; G1.(m")) = ¢

8: if c=c" then
9: return Hz(m')
10 : return H{(c)

11: return Hy(k,c)

H(l;,c) // k¢ {0,1}*®orcg¢C

1: return Hy(k,c)

Fig. 23. Games Gg — G2 for the proof of Theorem 9.
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change is similar to the sequence of game-hops “Gy — Gg.5 — G1” in the proof of Theorem 5, using Lemma
3, it is not hard to obtain
4qn

Pr{Gy = 1]~ PriGo = 1]l <~

(note that the message space of Saber.PKE is {0,1}2°¢).

Game G; In game Go, we implicitly divide the G-queries into at most three categories: (1) query is of
the form (f, m) with |f|+|m| =512 and f = F(pk,), (2) query is of the form (f, m) with |f|+|m| = 512 and
f = F(pky), and (3) the remaining queries. We then respond to the queries from the respective categories
with (Gy;(m), Gor(m)), (Gi(m),Gir(m)) and Ga(m, c) respectively, where G,;, Gy, (for i € {0,1}) are
internal random functions; note that we say “at most” three categories because of the (unlikely) possibility
that F(pky) = F(pk,). It is not hard to verify that the output distributions of the G-oracle in games G; and
Gg are equivalent. Therefore,

Pr[Gy = 1] = Pr[G; =1].

Game Gj3 In game Gs, we make the following changes w.r.t. the G-oracle evaluation. First, we generate
the values k*,7* in setup of the game as “k* G, (m*)” and “r* < Gy.(m*)” (effectively, replacing the
step “(k*,r*) < G(F(pky), m*)” in Gy). We then similarly generate the values &, r’ w.r.t. the decapsulation
oracles Decap(sk/,-) (i € {0,1}) as “k’ « G,p;(m')” and “r’ < Gi(m')” (replacing the step “(K 1)
G(F(pk;),m’)” in Gg).

Let bad denote the event where the public-keys pk, and pk; generated honestly in the setup satisfy the
following: F'(pky) = F(pk;). It is not hard to see that the games Gy and Gz are equivalent unless the event
“bad” happens. Hence, if CollL,, . pke is defined as the probability of the event “F(pk,) = F(pk;)” where
pko and pk; are two honestly-generated Saber.PKE public-keys, then we have

|Pr[Gs = 1] — Pr[Gy = 1]| < Prlbad] < CollL,, ., pxe-

Game G4 In game G4, we implicitly divide the H-queries into three disjoint categories: (1) query is of
the form (k,c) with k& € {0,1}2%, ¢ € C, and which satisfies Enc(pk,, m; Go,(m)) = ¢ and Goi(m) = k,
where m = Dec(sky, c), (2) query is of the form (k,c) with k& € {0,1}?° ¢ € C and which does not
fall under “category (1)”, while at the same time, satisfies Enc(pk,, m; G1,(m)) = ¢ and G,;,(m) = k, where
m = Dec(sky, ¢), and (3) the remaining queries. We then respond to the queries from the respective categories
with H3<(¢), H*(c) and Hy(k, ¢), where H3°° and H? are internal random functions not directly accessible
to the adversary A.

Focusing on H-queries in “category (1)”, note that it is not possible for two distinct queries (I;:' ,¢) and
(k",¢) to result in the same output Ha(c). Note that Dec(sky,-) and G ;i (-) are deterministic functions.

2

Hence w.r.t. the queries (K, ¢) and (k”, ¢), there can only exist a unique value m such that m = Dec(skg, ¢).
At the same time, G ;. (m) can take at most one value. The same reasoning applies to “category (2)” as well,
and hence, the output distributions of the H-oracle in the games G3 and G4 are equivalent. Therefore,

PI‘[G4 = 1] = PI‘[G3 = 1]

Game Gy 5 In game G, 5, we change the Decap(skg,-) oracle such that there is no need for the secret
key skj. Namely, H3(c) is returned for the decapsulation of ciphertext ¢ w.r.t. sky. Let m’ = Dec(skg, c),
" = Gor(m') and k' = G;(m'). Now consider the following two cases:

1. Enc(pky, m’;7") = c. In this case, the Decap(sk,-) oracle returns H(k',¢) in game G4 and H@%(c) in
game Gy 5. Hence, it is not hard to see that we have H(lAc’, ¢) = H§(c) in Gy, since the query (l;:’, c) falls
under “category (1)” w.r.t. oracle H. Therefore, Decap(sky, -) oracles of games G4 and Gy 5 return the
same value H§(c).

2. Enc(pky, m’;7") # c. In this case, the Decap(skg,_~) oracle returns Héej(c) in game Gy and H§(c) in game
Ga5. In game Gy, as the random function H;” is independent of all other oracles, the output H,(c)
is uniformly random in the adversary A’s view. In game G, 5, the only way A gets prior access to the
function HZ is if it made a H-query (k”,¢) such that Enc(pk,, m”; Gor(m”)) = ¢ (and Gop(m') = k",
where m” = Dec(skg, ¢). But since Dec(skg,-) is a deterministic function, we have m’” = m’ leading to
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a contradiction of “Enc(pky,m’;r’") # ¢”. Therefore, such a prior access is not possible and H§(c) will
also be a uniformly random value in A’s view.

As the output distributions of the Decap(sky, ) oracle in G4 and G4 5 are the same in both cases, we have
PI“[G4,5 = 1] = Pr[G4 = 1]

Game Gj In game Gs, we change the Decap(sk},-) oracle such that H(c) is returned for the de-
capsulation of any ciphertext ¢ w.r.t. sky. The analysis here follows quite similarly to that of the previ-
ous game-hop except that this simulation of the Decap(sk},-) oracle — without the secret key skj — will
fail (w.r.t. case 1 in the above game-hop) if A asks for the decapsulation of a ciphertext ¢ such that
Enc(pky,m’; G1,.(m")) = ¢ = Enc(pkg, m”; Go,.(m")) and G;(m') = k= G (m”), where m’ = Dec(sky, &)
and m” = Dec(skg, ¢). In this peculiar case, H3°°(¢) is returned in G4 and HP(¢é) is returned in Gs.

We bound the probability of this peculiar event (i.e., A asking for the decapsulation of such an above
ciphertext é w.r.t. sk}) by the advantage of an adversary & against the claw-finding problem w.r.t. the instance
(Gyji» G11.)- Because note that the pair (m”,m) is a claw with G;(m") = G, (m’), where m” = Dec(sky, ¢)
and m’ = Dec(sky, ¢). More formally, £ proceeds as follows:

— Runs A as a subroutine as in game Gy 5, by creating the appropriate setup (starting with the generation
of two honest key-pairs (pkg, sky) and (pky,sk])).

— Uses three different 2¢g-wise independent functions to perfectly simulate the random oracles Ga, Gy,
and Gy, respectively, four different 2gy-wise independent functions to simulate the random oracles
Hgee, Hpee, Hi™ and Hj respectively in A’s view, as noted in Lemma 2. Also uses the pair of functions
fo : {0,1}?°¢ — {0,1}?5¢ and f; : {0,1}?5% — {0,1}?5% — which is the instance of the claw-finding
problem — to simulate the oracles G; and G}, respectively.

— Answers decapsulation queries the same way as in G4.5. Particularly, w.r.t. any query ¢ made by A to
the Decap(sk], -) oracle, checks if the query satisfies the above described peculiar event. If so, returns the
pair (m”,m’) as a claw w.r.t. (fo, f1), where m” = Dec(sky, ¢) and m' = Dec(sky, é).

Note that £ makes at most gg queries to the pair (fy, f1). Let Pr[P] be the probability of this peculiar event,

denoted as P, occurring. We have the games G4 5 and Gs to be equivalent unless the event P occurs. From
3

the construction of the claw-finding adversary £ above, it is not hard to see that Pr[P] < %7;;” from

Lemma 1. Hence, we have

alge +1)°

|Pr[Gs = 1] — Pr[Gy 5 = 1]| < Pr[P] < 9256

Game Gg In game Gg, we make a further modification to the evaluation of “category (1) and (2)” H-
queries (as introduced in the “Gg — G,” game-hop) of the form (k,c*) as follows, where ¢* is the challenge
ciphertext computed in the setup: respond to the corresponding “category (1)” queries with Hz(m), where
m = Dec(skg, ¢), and the corresponding “category (2)” queries with Hs(m), where m = Dec(sk,, c). Here Hj
is an internal independent random function.

Let mo = Dec(sky, ¢*) and m; = Dec(sk,, ¢*) which additionally satisfy Enc(pky,mo; Gor(mo)) = ¢* and
Enc(pky,m1; G1-(m1)) = ¢*. So to analyze this change to oracle H, there are only two H-queries worth
considering, namely “category (1)” query (ko,c*) and “category (2)” query (ki,c*) where ko = Goj(mo)
and ky = G, (m1). Wart. these two queries, the H oracle would return H§*(c*), H{°(c*) respectively in
Gs, and Hs(mg), Hs(mq) respectively in Gg. Conditional on mg # mq, the adversary A’s view would be
identical even after this change because the random values H§(c*), H?°(¢*) are only accessible to A via the
H-oracle in Gg, and in particular, not through the Decap(sk;, -) oracles since c¢* is a forbidden decapsulation
query. Hence in Gg, we are effectively replacing two uniformly random values that can only be accessed
via the H-oracle by A with two other uniformly random values. Hence, the output distributions of the H-
oracle in the games Gs and Gg are equivalent unless we have mg = mq, or in other words, the following
event occurs w.r.t. two honest Saber.PKE key-pairs (pkg,sky), (pkq,sky): Dec(sky,c*) = Dec(sky,c*) = m/
and Enc(pky, m'; Go,.(m')) = Enc(pky, m’; G1,.(m’)) = ¢*, where for m* < {0,1}?°¢ and b < {0, 1} we have
¢* = Enc(pk,, m*; Gp-(m™*)) (note that we are not assuming the correctness of Saber.PKE, i.e., m* may or
may not be equal to m/).



50 Paul Grubbs, Varun Maram, and Kenneth G. Paterson

We can bound the probability of the above event by considering the sub-event “Enc(pk; _,, m'; G(1_p)r(m)) =
c*”. Note that in the context of an experiment describing the above event, we have G(1_p),(m') resulting
in uniformly random coins r’ <= {0,1}*°%, since Gy, is used to compute the ciphertext ¢* and G(1_p), is a
random oracle independent to Gy,.. Borrowing the notation used to describe Saber.PKE (especially the KGen
and Enc algorithms), note that the public-key pk;_, results in a uniformly random matrix A;_; s RfIXl
(in the random oracle model). Similarly the Saber.PKE ciphertext ¢* (specifically, its second component)
contains a vector b*’ € R, Now considering the re-encryption check “Enc(pk,_;,m’;7’) = ¢*” and looking
at the Enc algorithm description, note that this implies “A;_,s’ +h mod ¢ = b*"” where h is a constant vec-
tor, Aj_p s R and s <—s B, (RL*") (specifically, s = B, (R,*!;r) for uniformly random 7’ <= {0,1}?%% as
discussed above). Since the distribution (A1_p, A1_ps" + h mod ¢) is computationally indistinguishable from
(A1_p,0") for a uniformly random vector b +s R]lgXl based on the hardness of mod-LWR, the probability of
the event “A;_ps’ +h mod g = b*’” will be negligible. More concretely, it is not hard to obtain the following:

1

| Pr[Gg = 1] — Pr[Gs = 1]| < AV} (B1) + 355

Llp,q,p

where Adv;“;,’ﬁ/ff;fp(&) denotes the advantage of an adversary B; in distinguishing between m samples
from a mod-LWR distribution from that of a uniform distribution, with corresponding parameters [, i, ¢ and
p. Also from the specification of pSaber, it can be shown that the size of the vector space Rﬁ,“ is at least
9256
Game Gg 5 In game Gg5, we change the random oracle Gy, such that it uniformly samples “good”
random coins w.r.t. the key-pair (pky, skg), as seen in the proof of Theorem 5. Specifically, denote {2 ,z00a to
or

be the set of all random functions GE°? such that G2°°%(m) is sampled according to a uniform distribution
in Rgood(pko, skg, m). Hence in Gg 5, we replace the oracle Gy, with G%ﬁ(’d. By using a similar analysis as
the game-hop (G; — Gg) in the proof of Theorem 5 (in fact, the analysis would be simpler in this case since
we have to consider a single key-pair (pkg,sk,) instead of two), it is not hard to obtain

| Pr[Ge.s = 1] — Pr[Gg = 1]| < 2¢a V5

Game G7 In game G7, we now change the random oracle G, such that it uniformly samples “good”
random coins w.r.t. the key-pair (pky,sk;). The analysis in this case would be similar (and simpler when
compared) to the game-hop (G; — Gg) in the proof of Theorem 5. But a thing worth noting is that the
distinguisher BY (for G € {G1,, G%2°!}) — as was used in the (G; — Gy) game-hop in the proof of Theorem

5 — will have a single key-pair (pky,sk;) as input, and will need to simulate A’s view in the games Gg 5 and

G7. But since the distinguisher BE can be unbounded, it can simulate the “non-ideal” random oracle G%ﬁOd

that is used in Gg 5 and G7. Again, it is not hard to obtain
| Pr[G; = 1] — Pr[Ggs = 1]| < 2¢a Vs

Game Gg In the setup of game Gg, we generate the value k* as “k* < Hz(m*)” (as opposed to “k* «+
H(k*,¢*)” in Gy). Also k* is not generated in the setup (i.e., removing the step “k* <« G,;.(m*)” in Gy)
as the value is not required anymore in the game. Note that Gg is equivalent to G7 w.r.t. this change
unless the following event occurs: for b = 1 if we have ¢* = Enc(pk,, m*; G1,(m*)) and k* < G;(m*) (for
m* < {0,1}?°%) in the setup, then Enc(pky,m'; Go.(m')) = ¢* and G;(m’) = k*, where Dec(sk, c*) = m’.
Note that in this case, the value k* computed in setup of the games will be equal to Hs(m/)(= H(k*,¢*)) in
G7 and Hsz(m*) in Gg.

We can bound the probability of such an event by considering the sub-event “G;(m’) = G1;(m*) (= k).
More formally, consider a (hypothetical) experiment which describes the above event as follows. First, it
generates (honestly) two Saber.PKE key-pairs (pkg, sky) and (pk;,sk}). Then it uniformly at random samples
a message m* s {0, 1}256 and computes ¢* = Enc(pk,, m*; G1,(m*)), k* G,;.(m*); one thing worth noting
here is that the hypothetical experiment can simulate the “non-ideal” random oracle G157, which only samples
“good” random coins, with an unbounded running time. Then it computes m’ = Dec(sk,c*) and finally
checks if “G;(m') = k*” . Note that in the context of this experiment, since this is the first invocation of the
oracle G;, (independent to G;), G (m’) results in a uniformly random value &’ s {0,1}25%. Therefore,
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the probability of this sub-event, or “G;(m’) = k*”, happening is at most 1/2256. Hence, it is not hard to

see that
1

[Pr(Gs = 1] = Pr{Gr = 1] < o5

Game Gg5 In game Ggs, we replace the random oracles G,; (i € {0,1}) with 2¢gg-wise independent
functions, following Lemma 2. Random polynomials of degree 2q¢ — 1 over the finite field representation of
the message space {0, 1}2% are 2¢g-wise independent. Let {2501y be the set of all such polynomials. We are
then replacing the step “G;, G; s 2¢” with “G;, Gj, <5 {2po1y” in Gg 5. From Lemma 2, as this change
is indistinguishable when the oracles G;, G,; are queried at most gg times, we have

PI‘[G&5 = 1] = PI’[Gg = 1]

Game Gy In game Gg, we change the H-oracle such that there is no need for secret keys skg, sk;.
Namely, we implicitly divide the H-queries into three disjoint categories: (1) query is of the form (I%, ¢) with
k € {0,1}?% ¢ € C and there exists m € {0,1}2%0 which is a root of the polynomial Goi(z) — k (recall
that Cfoz% and G,; are now polynomials) such that Enc(pkg,m; Go,(m)) = ¢, (2) query is of the form (k,c)
with k € {0,1}%%, ¢ € C and which do not fall under “category (1)”, while at the same time, there exists
m € {0,1}?5% which is a root of the polynomial G ;(x) — k such that Enc(pky,m; G1,(m)) = ¢, and (3) the
remaining queries. We then respond to queries from the respective categories as follows: (1) return Hz(m)
if ¢ = ¢*, otherwise return H3°(c), (2) return Hz(m) if ¢ = ¢*, otherwise return H?°(c), and (3) return
H2 (]21, C).

It is not hard to see that the input-output behavior of oracle H in games Gg s and Gg is identical. For
example, w.r.t. a query (k,c) if the oracle H in Gg 5 returns H3°(c), then we have Enc(pkg, m; Go,(m)) = ¢
(# ¢*) and Gj(m) = k, where m = Dec(sky, ¢). This implies that m is the only root of the polynomial
Gojp () — k which satisfies Enc(pky, m; Gor(m)) = ¢ (note that there cannot exist some other root m/ (£ m)
of Gyp(x) — k satisfying Enc(pkg, m’; Gor(m')) = ¢ because, as Go, samples “good” random coins, we must
then have Dec(sk,, ¢) = m’ = m — a contradiction), and hence on the same input (k, ¢), oracle H in Gg outputs
the value Hg(c) as well. In the other direction, w.r.t. a query (k,¢) if the oracle H in Gg returns H3<(c),
then there exists a root m of the polynomial G ; () —k such that it uniquely satisfies Enc(pky, m; Go,.(m)) = ¢
(# ¢*). Since Gg, samples “good” random coins, we must have Dec(skg, c¢) = m with m satisfying G ;.(m) = k
and Enc(pk,, m; Go,(m)) = ¢. Therefore, on the same input (k, ¢), oracle H in Gg 5 outputs the value H3(c)
as well. A similar reasoning applies to the outputs H{°(c) and Hg(fc, ¢) w.r.t. H-queries (12:, ¢), and also to
queries of the form (l%, ¢*), which finally leads to the equivalence of oracles H in Gg 5 and Gg. We thus have

PI‘[Gg = 1] = PI‘[GS,5 = 1]

Game Gjp In game Gg, we reset the random oracles G;,. (for i € {0,1}) so that they return uniformly
random coins from {0, 1}25% instead of returning only “good” random coins. Since this change, in a sense, is
the “inverse” of the game-hop Gg — Gy, by using a similar analysis, we obtain

| Pr[Gio = 1] — Pr[Gy = 1]| < 4¢a V6

Game Gi; In the set-up of game Gy;, we generate the values r* and k* such that they are uniformly
random values independent of any oracles, i.e., we replace the step “r* « Gy,.(m*)” with “r* <s{0,1}2°6”
and “k* < Hz(m*)” with “k* < {0,1}?56”. We use Lemma 4 to bound the difference in the success prob-
abilities of A in Gig and Gi;. Let A be an oracle algorithm that has quantum access to the random oracle
G, x Hz, where G, H3 +s {2¢ and (G, x H3)(m) = (G,.(m), H3(m)). Figure 24 describes A%~>*3’s operation
on input (m*, (r*,k*)). Note that the algorithm A% >3 makes at most go + ¢z number of queries to the
random oracle G, x H3 to respond to A’s G-oracle and H-oracle queries.

Let B be an oracle algorithm that on input m* does the following: picks i <= {1,...,qg + qu }, generates
7* <{0,1}2% and k* <= {0,1}2%% runs the algorithm A%*Hs(m* (r* k*)) until the i-th query, measures
the argument of the (G, X Hj)-query in the computational basis and outputs the measurement outcome (if
AGr>Hs makes less than i queries, B outputs L). With this construction of A, note that P} = Pr[Gyg = 1]
and P% = Pr[Gy; = 1], where P} and P2 are as defined in Lemma 4 w.r.t. the algorithm A%< Therefore,
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AGTXHfS (m*’ (’f’*, k)*))

H(k,c) J ke{0,1}%% ceC

=W N

t

© w 9 o

10 :

11:
12

(pko,skg), (pk1: Sk/l) + KGen’
Go s QGQ

Gois Grip <3 poly

Ho +s gy

HEC, HY < Qg1
b<«s{0,1}

Gb'r‘ = Gr

Gi—pyr +s82g

c* + Enc(pk,,m";r")

inp < (pky, pky, (", k7))

b/ — AG,H,Decap(sk6,~),Decap(sk/1,~)(inp)
return (b’ = b)

G(f,m) [ Ifl+Im| =512

1:

if f = F(pk,) then
r + Gor(m)
ke + Gyp(m)
elseif f = F(pk;) then
r < Gir(m)
ke Gp(m)
else (k,r) « Ga(f, m)

return (k,r)

G(f,m) [ Ifl + |m| # 512

1:

return Ga(f, m)

1: Compute set of roots Sp
of polynomial G () — k
2: if Im’ € Sy s.t.
Enc(pkgy, m; Gor(m')) = ¢
if c=c" then
return Hz(m')
return Hi(c)

Compute set of roots S1

(=2 IS B N )

of polynomial G (z) — k
7. if 3m' € S s.t.
Enc(pk,,m’; G1(m)) = ¢

8: if c=c" then
9: return Hz(m')
10 : return H{(c)

11: return Hy(k,c)

H(/;:,C) J k¢ {0,136 orcgC

1: return Ha(k,c)

Decap(sky, c)

1: return H;(c)

Decap(sk], c)

1: return H;(c)

Fig. 24. Algorithm A% >3 for the proof of Theorem 9.
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we now define game Gpa (see Fig. 23) such that Pp = Pr[Gjs = 1], where Pgp is as defined in Lemma 4
w.r.t. the algorithm B%~*H3 From Lemma 4, we thus have

| Pr[Gio = 1] — Pr[Gyy = 1]| < 2(g¢ + qr)/Pr[Gi12 = 1]

We now bound the success probability of A in Gi; by the advantage of an adversary B in the ANO-
CPA game of Saber.PKE. Upon receiving public-keys pk, and pk;, B submits a uniformly random message
m* +s{0,1}25 to the ANO-CPA challenger. It then receives a ciphertext c*, where ¢* < Enc(pk,, m*;r*)
for uniformly random bit b( <s{0,1}) and randomness r*( < {0,1}?5%) chosen by the challenger. B then
proceeds as follows:

Runs A as a subroutine as in game Gq.

— Uses five different 2gg-wise independent functions to perfectly simulate the random oracles Go, Gg,-, G1,
G, and G, respectively, four different 2¢z-wise independent functions to simulate the random oracles
Hgee, Hy, Hy and Hj respectively in A’s view, as noted in Lemma 2. The random oracles G and H
are simulated in the same way as in Gij.

— Answers decapsulation queries using the oracles H2*° (i € {0,1}) as in Gy;.

— For A’s challenge query, samples a uniformly random key k* <—s {0, 1}2%6 and responds with (pk,, pky, (c*, k*)).

— After obtaining a bit b’ from A, forwards b’ to its ANO-CPA challenger as the final message.

It is easy to see that |Pr[Gy = 1] — 3| = AdvEANO-SPA(B). Now we bound the success probability
of A in Gjo by the advantage of an adversary C in the OW-CPA game of Saber.PKE. Upon receiving a
public-key pk along with a ciphertext ¢*, where ¢* < Enc(pk, m*; r*) for uniformly random (secret) message
m*( < {0,1}2°%) and randomness r*( < {0, 1}256) chosen by the challenger, C proceeds as follows:

— Runs A as a subroutine as in game Gi2 (e.g., starting with sampling a uniformly random bit b <—s {0, 1}).

— Uses five different 2¢gg-wise independent functions to perfectly simulate the random oracles Ga, Gy,
G1r, Gy, and Gy, respectively, four different 2qy-wise independent functions to simulate the random
oracles H§°, H{°°, Hy and Hj respectively in A’s view, as noted in Lemma 2. Also evaluates A’s G-
and H-queries using the oracle Gy, x Hs; the random oracles G and H are simulated in the same way
as in Gya.

— Answers decapsulation queries using the oracles H2*° (i € {0,1}) as in Gs.

— For A’s challenge query, first sets pk, = pk. Then generates a key-pair (pk;_,,sk; ;) < KGen(1?),
samples a uniformly random key k* < {0,1}2°¢ and responds with (pkg, pky, (¢*,k*)). (By doing this,
note that we have ¢* « Enc(pk,, m*;r*) in A’s view.)

— Selects i <= {1,...,q¢ + qu }, measures the i-th query to oracle G}, x Hs and returns the outcome 7.

Again, it is not hard to see that Pr[Gis = 1] < Advane et (C). Hence by collecting all of the above bounds,
we arrive at

ANO-CCA ANO-CPA OW-CPA
Advisaper kem(A) < Advsape pre (B) + 2(q6 + qr)\/ AdVsaper pre(C)

1)3 2 4
alge +1)° FAdvEedr gy 2 T gl s

F
+ Collsaper pre + — 5356 Llpgp 9256 | oIz’

C.10 Proof of Theorem 10

Theorem 10. Given Saber.PKE = (KGen, Enc, Dec) is d-correct, for any SCFR-CCA adversary A against
pSaber.KEM = (KGen’, Encap, Decap) issuing at most qp queries to the (classical) decapsulation oracles, at
most qg (resp. qu ) queries to the quantum random oracle G (resp. H), we have

alge +1)°  algn +1)°  4qn
9256 9256 9128

SCFR-CCA F
Adv gper kem (A) < Collg,pe pre +

Here o (< 648) is the constant from Lemma 1.
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Games Gg — Gs

G(f,m) [ 1fl+|m| =512

[>T

(pko, skp), (pky,ski) + KGen’
G2 s 2a,;Gor, G1r <5 f2q
Goi, G <3¢

Hy s Q2p; HY H® s Qg0
HE, H2 s Qg

inp < (pky, pky)
c AG,H,Decap(sk6,~),Decap(sk’l,-)(

Decap(sky, c)

inp)
return (Decap(sky, c) = Decap(sk},c)) s:

oo

[=2]

10 :

return Hi(c)/ Gas - Gs

Parse sk; = (skg, S0, F(pkg))

m’ = Dec(sky, c)

(K"} + G(F(pky),m') [ Go - G

v Gor(m') )] Gs — Ga

E «— Gy(m')) 65— 64

if Enc(pk,,m’;7") = ¢ then
return H(k' c)

else return H(so,c)/ Go

else return H(c)/ G, - Ga

Decap(sk’, c)

6 :

7

if f = F(pk,) then / G.-Gs
r < Gor(m)/ Gz - Gs
k<« Gyi(m)/ G - Gs
elseif f = F(pk,) then / G>-Gs
r 4+ Gi,(m)/ G2 - Gs
k<« Gp(m)/] G - Gs
else (k,r) < Ga(f,m)

return (k,7)

G(f,m) [ Ifl+Im| # 512

1:

return Ga(f,m)

H(k,c) J ke{0,1}?% ceC

1:

10 :

return Hi°(c)/ Gs

Parse sk} = (sky, s1, F'(pk,))

m’ = Dec(sk;, c)

(K',r") < G(F(pk,),m) ] Go - G2

r Glr(m/)// Gs — Gas

E — G(m')) 65— Gas

if Enc(pk,,m’;7") = ¢ then
return H(kK  c)

else return H(s1,¢)/ Go

else return H}%(c)/ G - Gus

1:
2:

6 :
7

m' = Dec(sky, )/ Gs — Gs

if Enc(pky,m'; Gor(m')) = cA

Gop(m') =k G4 - Gs
return Hi(c)/ Gi — Gs

m' = Dec(sk,,c)/ Ga — Gs

if Enc(pky,m’; Gi.(m')) = c A

Gp(m') =k 61— Gs
return H{°(c)/ Gi4 — Gs

return H, (];77 c)

H(k,c) J k¢{0,1}*¢ orc¢C

1:

return Ha(k,c)

Fig. 25. Games Go — G5 for the proof of Theorem 10.
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Proof. Denote 2a,, 2a, 25 and 2 to be the set of all functions Gy : {0,1}* — {0,1}°'2, G : {0,1}?56 —
{0,1}?°¢, H : {0,1}* — {0,1}?56 and H' : C — {0,1}?°® respectively, where C is the ciphertext space of
Saber.PKE/pSaber.KEM.

Let A be an adversary in the SCFR-CCA game for pSaber.KEM issuing at most gp (classical) queries
to the oracles Decap(sky, -) and Decap(sk}, ), and gc (resp., ¢u) quantum queries to the random oracles G
(resp. H).

The structure of the proof is very similar to that of Theorem 9. Basically we do a similar sequence of
game-hops as in the proof of Theorem 9 until the point where we can simulate the decapsulation oracles
Decap(sk;, ) (i € {0,1}) without requiring the corresponding secret keys sk.

To be specific, we do the sequence of game-hops Gy — Gy as described in Figure 25. By a similar analysis
as that of the proof of Theorem 9 w.r.t. these game-hops, it is not hard to obtain

alge +1)% | 4qy

|PI‘[G0 = 1] - PI‘[G5 = 1]| < COllgaber.PKE + 9256 2128

Note that the game Gy is exactly the SCFR-CCA game for pSaber.KEM. Hence, we have
Pr[Gy = 1] = AdVygberkem (A)

Coming to the game G, note that the adversary A wins the game if it finally outputs a ciphertext ¢
such that Decap(sky, c) = Decap(sk}, ¢). Because of the modification of the Decap(sk}, -) oracles, this winning
condition translates to H§(c) = H(c), where H§ and H?° are independent quantum-accessible random
functions. Note that in this case, (c,c) is a claw w.r.t. the pair of functions H§* : C — {0,1}?55 and

Hpe : C — {0,1}?%6. Hence we can bound the success probability of A in Gs by the advantage of an

adversary D against the claw-finding problem w.r.t. the instance (H§, H3°®). D proceeds as follows:

— Runs A as a subroutine as in game Gy, by creating the appropriate setup (starting with the generation
of two honest key-pairs (pkg, sky) and (pky,sk)).

— Uses five different 2gg-wise independent functions to perfectly simulate the random oracles Ga, Go,., G1,
Go;, and G} respectively, four different 2(qg + qpr)-wise independent functions to simulate the random
oracles Go,, G1,, G; and G} respectively in A’s view, as noted in Lemma 2. Also uses the pair of
functions fo : C — {0,1}?°¢ and f; : C — {0,1}?5¢ — which is the instance of the claw-finding problem —
to simulate the oracles H{® and H{*° respectively.

— The random oracles G and H are simulated in the same way as in G5 (e.g., note that H can be simulated
as the claw-finding adversary D possesses the secret keys sk, and sk ).

— Answers decapsulation queries using the oracles f;(-) (i € {0,1}) as in Gs.

— After obtaining a final ciphertext ¢ from A, forwards (c, ¢) as a claw w.r.t. (fo, f1)-

3
Note that D makes at most gy queries to the pair (fo, f1). It is easy to see that Pr[Gs = 1] < 04(112;575-:1)

from Lemma 1. Hence, we finally get

alge+1)% | alqgg +1)% | 4qy
9256 9256 9128

SCFR-CCA F
Adv saper kem (A) < Collg,pe, pre +

C.11 Proof of Theorem 11

Theorem 11. Let pSaber.PKE™Y = (KGen', Enc, Dechy) be a hybrid encryption scheme obtained by com-
posing pSaber.KEM = (KGen’, Encap, Decap) with a one-time authenticated encryption scheme DEM =
(Enc®™™ Dec™™). Given Saber.PKE = (KGen, Enc, Dec) is §-correct, then for any ANO-CCA adversary A
against pSaber.PKEhy issuing at most qi (resp. qm) queries to the quantum random oracle G (resp. H ), there
exist ANO-CCA adversary B, IND-CCA adversary C against pSaber.KEM, INT-CTXT adversary £ against
DEM and distinguisher By between I samples from a mod-LWR distribution and a uniform distribution, with
corresponding parameters I, i, q and p, such that

ANO-CCA ANO-CCA IND-CCA F
Adv g e prers (A) < AdVisipe kem(B) + 2AdV saper kem (C) + Collg e, pre

1

4
+ 2AdVEL CTXT(E) + AdvIPE Y (By) + — 4 8go/5 + 5355

Llp,q,p 2128



56 Paul Grubbs, Varun Maram, and Kenneth G. Paterson

and the running times of B, C and & are the same as that of A. The running time of By is independent (and
less than that) of the running time of A.

Proof. The proof is quite similar to that of Theorem 7, except for some initial game-hops. Here we will be
focusing on these hops.

Denote 2¢,, 2 and 2y to be the set of all functions Gy : {0,1}* — {0,1}°'2, G : {0,1}?5¢ — {0,1}%56
and H : {0,1}* — {0,1}256 respectively. Let A be an adversary in the ANO-CCA game for pSaber.PKE"
issuing at most gg (resp. ¢g) quantum queries to the random oracles G (resp. H). Consider the sequence of
games Gg — G described in Figure 26.

Game Gj: The game G is equivalent to the ANO-CCA game for pSaber.PKE™ . except for some “cos-
metic” changes. Namely, the pair (¢}, k*) resulting from running Encap(pk,) for a uniformly random bit b is
generated before the adversary A gets to choose a message m. This change does not affect A’s view in any
way. Hence,

1 -
Pi(Gy = 1 1] = Adv R (4)

Game G;: In game Gp, we implicitly divide the G-queries into at most three categories: (1) query is of
the form (f, m) with |f|+|m| = 512 and f = F(pky), (2) query is of the form (f, m) with |f|+|m| = 512 and
f = F(pky), and (3) the remaining queries. We then respond to the queries from the respective categories
with (G (m), Gor(m)), (G.(m), G1(m)) and Ga(m,c) respectively, where G,;, Gy (for ¢ € {0,1}) are
internal random functions; note that we say “at most” three categories because of the (unlikely) possibility
that F'(pky) = F(pky). It is not hard to verify that the output distributions of the G-oracle in games Gy and
G; are equivalent. Therefore,

PI‘[Gl = 1] = PI‘[GO = 1]

Game Gy In game Gg, we make the following changes w.r.t. the G-oracle evaluation. First, we generate
the values k*,r* in setup of the game as “k* + G,i(m*)” and “r* < Gy.(m*)” (effectively, replacing the
step “(k*, ) < G(F(pk,), m*)” in G;). We then similarly generate the values &', 7’ w.r.t. the decapsulation
oracles Decap(sk}, ) (i € {0,1}) as “k’ + G,p(m')” and “r' < G;(m')” (replacing the step “(k',r')
G(F(pk;),m’)” in Gy).

Let bad denote the event where the public-keys pk, and pk; generated honestly in the setup satisfy the
following: F'(pky) = F(pk;). It is not hard to see that the games G; and Gy are equivalent unless the event
“bad” happens. As seen in the proof of Theorem 9 (specifically, the “Gy — G3” hop), we also have the
probability of the event bad occurring to be: Prlbad] < Collgaber.PKE. Hence, we get

|Pr[Gy = 1] — Pr[G; = 1]| < Pr[bad] < Coll&,,., pxe-

Game G3 In game Gz, we modify the oracle Dechy(skl_l77 -) such that if the decryption query is (c1, ¢2)
where ¢; = ¢, then the oracle uses k*(= H(s1_p,c})) to decrypt co. Here k' is the key returned if
Decap(sk]_,, ¢;) would have resulted in an “implicit rejection”. Thus, it is not hard to see that the games G
and Gz are equivalent unless ¢} is not (implicitly) rejected by the Decap(skj_,,:) operation, or in other
words, if the following event occurs: “Enc(pky_,,m’;7’) = ¢;” where for a uniformly random message
m* +s{0,1}%5¢ we have (k*,r*) s (Gyi.(m*), Gy, (m*)), Enc(pk,, m*;7*) = c}, Dec(sk;_y,ci) = m' and
(k ,7“/) A (G(lfb)]}(m/% G(lfb)r(m/))'

The analysis that follows is quite similar to the “G; — Gg” game-hop in the proof of Theorem 9.
Note that in the context of an experiment describing the above event, we have G1_p),(m’) resulting in
uniformly random coins 7’ < {0, 1}?°¢, since G}, is used to compute the ciphertext c¢j and Ga—pr s a
random oracle independent to Gy,.. Borrowing the notation used to describe Saber.PKE (especially the KGen
and Enc algorithms), note that the public-key pk;_; consists of a uniformly random matrix A;_p < RfIXl.
Similarly the Saber.PKE ciphertext ¢} (specifically, its second component) contains a vector b*' € R]lD“. Now
considering the re-encryption check “Enc(pky_,, m’;7") = ¢;” and looking at the Enc algorithm description,
note that this implies “A;_ps’+h mod ¢ = b*'” where h is a constant vector, Aj_p s Réxz and s’ s BM(RéM)
(specifically, s = 8, (RL*"; r) for uniformly random 7 <= {0, 1}?°6 as discussed above). Since the distribution
(A1_p, A1_ps’+h mod q) is computationally indistinguishable from (A4;_p,b") for a uniformly random vector
b’ s Ré“ based on the hardness of mod-LWR, the probability of the event “A;_;s’ + h mod q = b*"” will
be negligible. More concretely, it is not hard to obtain the following:
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Games Go - G3 Dec™¥(sk;, c)

1:  (pkg,skg), (pky,sk;) < KGen 1: Parse ¢ = (c1,¢2)

2: 50 ¢s{0,1}*% 51 s{0,1}*°° 2:  Parse sk = (sky, 55, F(pky))
3:  sky = (sko, S0, F'(pky)) 3:  m' « Dec(sky,c1)

4: ki = (sky,s1, F(pky)) a: (K ,r") «<sG(F(pky),m')) Go -G
5: Ga<s0a,; H <y 5: 1 Gpr(m')) G2 —Gs

6: Gor,Gir <s0q/ G —Gs 6 : ];/<—Gb,;(ml)// Gz — G3

7: Gop Gy 5026/ 61 - Gs 7:  if Enc(pk,,m’;r’) = c1

8: b<«s{0,1} 8: K+ H(m' 1)

9: m"s{0,1}*% 9: else k' + H(sp,c1)

10 : (k*: ") s G(F(pky), m") /] Go — G 10: m' < Dec®™ (K, c2)

1n: 7" Gor(m”) ) 62 -Gy 11: return m’

12: k" Gp(m")) 6 -Gy

13: ¢} < Enc(pk,,m";r") Dec"(sk’_y, ¢)

14: kK« HE ) 1: Parse c= (c1,c2)

15: K« H(s1_p,¢})) Gs 2: Parse sk]_, = (sk;_,, 51—, F(pk; _3))
16: m< AG,H,Dechy(skg,>,oech:!(sk/1,.)(pko,pkl) 3: ifa=q fhen / Gs
17: ¢ + Enc®¥™(k", m) 4: K — K9 6
18: ¢ =(cl,c5) 5: else / Gs
0: b« AG,H,Dec}‘y(sk6,~),Dechy(sk’l,»)(c*) 6: V’:b/ < Dec(sk;_y, 1)
20: return (b’ =b) T (K" 4= G(F (Pky ), m)

8: 7' Ga—pyr(m')) 62 -Gy

G(f,m) J 1f1+Im| =512 9: K« Gy_yi(m)) 6265
1: if f = F(pk,) then // G, —Gs 10 : if Enc(pk,_,,m’;r") = a1
2 r + Gor(m)/ G —Gs 11: E <« H(m',c1)

3 k4 Gyp(m)) 61— Gs 12 else k' + H(s1-p,c1)

4: elseif f = F(pk,) then / G, — Gy 13: m' < Dec®™™ (K, c2)

5 P Glr(m)// G, — Gs 14: return m’

6: k< Gy (m)) 6 —Gs

7:  else (k,r) « Ga(f,m)

8: return (k,r)

G(f,m) [ Ifl+Im| # 512

1:

return Gz (f,m)

Fig. 26. Games Go — G3 for the proof of Theorem 11.
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1

| Pr(Gs = 1] = Pr[Gp = 1]| < AdV5 0 (By) + 3355

Llp,q,p

where Advﬁf’ﬁ;}zfp(lgl) denotes the advantage of an adversary B; in distinguishing between m samples
from a mod-LWR distribution from that of a uniform distribution, with corresponding parameters [, i, ¢ and
p. Also from the specification of pSaber, it can be shown that the size of the vector space Ré“ is at least
2256'

The rest of the proof follows very similarly to that of Theorem 7, where we then do the game-hop
“Gg — G1” of Theorem 7, skip the “G; — Gy” hop — since effectively this is covered by our above Gy — G3
hop — and proceed from “Gz” of Theorem 7 from then on, and so on.

Hence, it is not hard to finally arrive at

ANO-CCA ANO-CCA IND-CCA F
Adv g e prery (A) < AdVisiperkem (B) + 2AdV saper kem (C) + Collg,per pre

- mod-lwr 4q11 1
+2Advpey O (E) + Advi T (By) + oizs 8qa Vo + 256

C.12 Proof of Theorem 12

Theorem 12. For any SCFR-CCA adversary A against the scheme Saber. KEM = (KGen’, Encap, Decap)
issuing at most qg (resp. qr) queries to the quantum random oracle G (resp. F), we have

alge+1)° | dalgr+1)° | 4qp
9256 9256 9128

SCFR-CCA F
Adveperkim (A) < Collg,pe, pre +

Here o (< 648) is the constant from Lemma 1.

Proof. Denote {2g,, {2 and 2y to be the set of all functions G : {0,1}* — {0,1}%1% G : {0,1}*°¢ —
{0,1}?56 and H' : {0,1}?5% — {0,1}2°° respectively.

Let A be an adversary in the SCFR-CCA game for Saber.KEM issuing at most ¢¢ (resp., ¢r) quantum
queries to the random oracle G (resp. F).

The structure of the proof is very similar to that of Theorem 9. Namely, we do the sequence of game-hops
Go — G3 as described in Figure 27. Since this sequence is similar to the game-hops “Gy — G3” in the proof
of Theorem 9, by a similar analysis we obtain

4qr

| Pr[Go = 1] — Pr[Gs = 1]| < Collgpe, pre + 9128

Note that the game G is exactly the SCFR-CCA game for Saber.KEM. Hence, we have
Pr(Go = 1] = Adviierkem (A)

Coming to the game Gz, note that the adversary A wins the game if it finally outputs a ciphertext
~ !
c such that Decap(skj,c) = Decap(ski,c). Let m{, = Dec(sky,c), mj = Dec(sky,c), ko « Gy(mf) and

~ !
ki1 < G,;(m}). There are four disjoint cases that need to be considered w.r.t. this winning condition:

— Decap(sky, ¢) = F(kAOI,F(c)) A Decap(sky, c) = F(kAll,F(c)):
. kAO/ + kAlI: The winning condition in this case translates to F(kAO/, F(e)) = F(kAll, F(c)), where kAO/ #

~
k1 . This implies a collision in the quantum random oracle F'. Hence using Lemma 6, we can bound

3
the probability of this sub-event by a(q;;i;;l) via a straightforward reduction to the collision-resistance

of the random oracle F'.
e kg =k; : In this sub-case, note that (mf,m}) is a claw w.r.t. the pair of random oracles G; and

3
G,;- Using Lemma 1, we can bound the probability of this event by 04‘12372;1) via a straightforward

reduction to the claw-finding problem w.r.t. the instance (G, Gy})-
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Games Gy — G3

G(f,m) [ Ifl+|m| =512

(Pko» 5k6)7 (Pkl,Skll) + KGen’
G2 <5 0a,;Gor, G1r <5 Qc
Gop, Gj 3 2a

HY H™ s Qg

inp < (pky, pky)

C AG,F,Decap(sk',J,Decap(sk’l,-)(inp)

return (Decap(sky, c) = Decap(sk], c))

Decap(sky, c)

Parse sk, = (skg, pko, F(pko), s0)

m' = Dec(sky, ¢)

(K';1") < G(F(pko),m') } 6o~ G»

7+ Gor(m') ) Gs

K« GO,;(m')// Gs

if Enc(pky,m';r’") = c then
return F(l%', F(c))

else return F(so, F(c))/ Go

else return Hsej(F(C))// Gy - G3

N =

[SLTN

7

8

if f = F(pky) then / G»-G3
r < Gor(m) /| Gz - Gs
k<« Gyp(m)) G- Gs
elseif f = F(pk,) then / G,-Gs
r < Gir(m)/ Ga - Gs
k<« Gp(m)) G- Gs
else (k,r) « Ga(f, m)

return (k,r)

G(f,m) [ Ifl + |m| # 512

1:

return Ga(f, m)

Decap(sk’, c)

Parse sk} = (sky, pko, F'(pk;), s1)

m’ = Dec(skj, c)

(F.1') — GE(pk,).m) ) 6o 62

v Gir(m) ) Gs

K« G, (m") ) Gs

if Enc(pk,,m’;7’) = c then
return F(k', F(c))

else return F(s1, F(c))/ Go

else return H{ej(F(C))// Gy - G3

Fig. 27. Games Go — G3 for the proof of Theorem 12.
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Encap(pk) Decap(sk, ¢)

1: m<+sM 1: Parse ¢ = (c1,c2)

2:  ¢1 < Enc(pk,m;G(m)) 2: m' « Dec(sk,c1)

3: ca H'(m,c1) 3: ¢} < Enc(pk,m’; G(m))

4: c+ (c1,¢2) 4: if ¢t =ci AH'(m',c1) = c2 then
5: k= H(m,c) 5 return H(m’,c)

6 : 6 :

return (c, k) else return L

Fig. 28. The KEM HFO'' [PKE, G, H, H'].

— Decap(sky, c) = F(k:Ao/, F(c)) A Decap(sk}, ¢) = Hi (F(c)): In this case, the winning condition translates
to F(kjo/, F(c)) = H{(F(c)). Note that then ((150/, F(c)), F(c)) is a claw w.r.t. the pair of random oracles

. 3
F and H;®. Using Lemma 1, we can bound the probability of this event by a(qf;iszl) via a straightforward

reduction to the claw-finding problem w.r.t. the instance (F, H}%).

— Decap(sky, c) = Hécj (F(c)) A Decap(sky, c) = F(k;ll, F(c)): The analysis here will be the same as the pre-
vious case. _ .

— Decap(skg, ¢) = Hy” (F(c)) A Decap(sky,c) = H;”(F(c)): In this case, the winning condition translates
to Hy(F(c)) = Hi% (F(c)). Note that (F(c), F(c)) is then a claw w.r.t. the pair of random oracles Hy"

. 3
and H{”. Using Lemma 1, we can bound the probability of this event by ‘“‘1227;” via a straightforward

reduction to the claw-finding problem w.r.t. the instance (H3%, H ).

From the above analysis, we have Pr[Gz = 1] < a(qQGQ;Zl)S + 4“(355#)3. Hence, we finally get

alge +1)° | dalgr +1)° | 4gr

SCFR-CCA F
Adveperkim (A) < Collg,pe, pre + 9256 9256 9128

D Analysis of the HFO' Transform

For the sake of convenience, we describe our HFO™" transform again in Figure 28.
We now formally state the three theorems that respectively capture the enhancement properties of HFO*
with regards to confidentiality, anonymity and robustness in the QROM.

Theorem 13. Suppose PKE = (KGen, Enc, Dec) is a §-correct scheme. Then for any IND-CCA adversary
A against KEM* = HFO* [PKE, G, H, H'] issuing at most qc°, qu and qm: queries to the quantum random

oracles G, H and H' resp., and at most qp queries to the (classical) decapsulation oracles, there exists an
OW-CPA adversary B against PKE such that:

AdvER-CON(A) < 2(ge + qu) - \/ AdvORECTA(B) + % + g3
2

Here |Cs| denotes the cardinality of the range of H'. Moreover, the running time of B is about the same as
that of A.

The proof for this theorem follows very similarly to that of the HFO transform given in [28, Theorem 2].
We do not discuss it further here. Instead, we focus on the anonymity and robustness enhancing properties
of HFO*.

8 Following [24,27], we make the convention that the number qo of queries made by an adversary A to a random

oracle O counts the total number of times O is executed in the corresponding security experiment; i.e., the number
of A’s explicit queries to O plus the number of implicit queries to O made by the experiment.
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Theorem 14. Suppose PKE = (KGen, Enc, Dec) is a -correct and ~y-spread scheme. Then for any ANO-
CCA adversary A against KEM* = HFOJ[PKE,G, H, H'] issuing at most qp queries to the (classical)
decapsulation oracles, and at most qg, qg and qg/ queries to the quantum random oracles G, H and H'
resp., there exist wWANO-CPA adversary B, OW-CPA adversary C against PKE and SCFR-CPA adversary
D against the deterministic PKE scheme PKEy = T[PKE, G| issuing at most qc queries to G such that:

AdVIRGICON (A) < AdVEROPA(B) + 2(q + ar + anr)y/ AdvRRECT(C)

2
+qp - Advpge, TA(D) + % +2qc(qp +4)V26 +277.
2
Here |Ca| denotes the cardinality of the range of H'. Moreover, the running times of B, C and D are the
same as that of A.

First, note that to obtain anonymous (ANO-CCA secure) hybrid PKE schemes from explicit rejection
KEMs via the KEM-DEM framework, Theorem 1 requires the KEM to satisfy a weaker notion of anonymity,
namely wANO-CCA. In this context, Theorem 14 proves something stronger: the KEM KEM™ obtained

from the HFO™ transform is strongly anonymous, i.e., ANO-CCA secure.

Proof. The structure of the proof is quite similar to that of Theorem 5.

Denote ¢, 2m, 2u/, Qn,, 5y, 5, and 2, to be the set of all functions G : M — R, H : C—K,
H' :Cy —Cy Hy: M xC — K, Hy: M xCy — Ca, H3 : M — K and H} : M — C3 respectively, where R
is the set of random coins used in Enc, M is the message space of PKE, K is the encapsulated key-space of
KEM™, C; is the ciphertext space of PKE and C(=Cy x Cy) is the ciphertext space of KEM*.

Let A be an adversary in the ANO-CCA game for KEM™ issuing at most qp (classical) queries to the
oracles Decap(sky, ) and Decap(sk},-), and qg, qu, qu quantum queries to the random oracles G, H, H’
respectively. Consider the sequence of games Gy — Gg described in Figure 29. (In Figure 29, w.r.t. changes
in the Decap(skj,-) oracle, G, = G3 if b = 0 and G, = G35 if b = 1. Similarly, w.r.t. changes in the
Decap(sk)_,, -) oracle, G, = G35 if b=0 and G, = G3 if b= 1.)

Game Gy The game Gy is exactly the ANO-CCA game for KEM* (= HFOL/[PKE, G, H, H']). Hence,

1
Pr[Gy = 1] - 5| = AdviDO9CA (A)

Game G; In game G, we change the random oracle G such that it uniformly samples “good” random
coins w.r.t. the key-pairs (pkg,sky) and (pk;,sk;), as seen in the proof of Theorem 5 (game “Go” to be
specific). A similar analysis applies to this particular game-hop as well, and we thus obtain

| Pr[Gy = 1] — Pr[Go = 1]| < 2¢¢V/26

Game G; 5 In game G 5, we implicitly divide the H’-queries (m,c;) into three disjoint categories: (1)
Enc(pkg, m; G(m)) = c1, (2) Enc(pky, m; G(m)) # c1 = Enc(pky,m;G(m)), and (3) Enc(pky, m; G(m)) #
c1 A Enc(pky,m; G(m)) # ¢1. We then respond to the queries from the respective categories with H{(c1),
Hj(c1) and Hj(m, c1) respectively, where H), and Hj are internal random functions not directly accessible to
the adversary A. Because G samples “good” random coins, it is not hard to see that the encryption functions
Enc(pkg, .; G(+)) and Enc(pk,,.;G(-)) are injective, and hence, the output distributions of the H’-oracle in
the games G; and G 5 are equivalent. Therefore,

PI‘[Gl_5 = 1] = PI‘[Gl = ].]

Game Gy In game Gg, we implicitly divide the H-queries (m,c) with ¢ = (¢1,c¢2) into three disjoint
categories again: (1) Enc(pky, m;G(m)) = c1, (2) Enc(pky, m;G(m)) # ¢1 = Enc(pky,m; G(m)), and (3)
Enc(pky, m; G(m)) # c1 A Enc(pky,m; G(m)) # c¢1. We then respond to the queries from the respective
categories with Hy(c), Hi(c) and Hy(m,c) respectively, where Hy and H; are internal random functions
not directly accessible to the adversary A. Because G samples “good” random coins, the encryption func-
tions Enc(pkg,.;G(-)) and Enc(pk,,.;G(-)) are injective, and hence, it is not hard to see that the output
distributions of the H-oracle in the games G; 5 and Gy are equivalent. Therefore,

PI‘[GQ = 1] = PI[G1_5 = 1]
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Games Go - Gg H(m,c)

1: (pko,skp), (pk,,sk;) < KGen'(1%) 1: if ¢=c" return H3(m)/ Gs - Gg
2: G<+sq 2: Parse ¢ = (c1,¢2)

30 G s Qggood 3:  if Enc(pky,m; G(m)) = ¢1/ Go-Gs
4: G= GgOOd// Gi - Ga.25; G - Gs 4: return Ho(c)/ G»-Gs

5: Ho, Hy s Qp; H), Hy s Qg 5: if Enc(pk,,m;G(m)) = c1// G2-Gs
6: Ho<sQ2mu,; H3 s 2m, 6: return Hi(c)/ G2-Gs

7. Hj<s QHé;Hé s -QH{,) 7: return Hz(m,c)

8: b<s{0,1} )

9: m"+sM H (m, 1)

10: 7"+ G(m")/ Go—Gs 1:  if ¢1 = ¢] return Hi(m)/ Ga.5-Gs
11 " +sR/ Gr — Gs 2:  if Enc(pky,m; G(m)) = c1// Gi.5-Gs
12: ¢} « Enc(pk,, m*;r") 3: return Hy(c1)/ Gi.5-Gs

13:  c5 + H'(m*,cl)/ Go—Ge 4: if Enc(pky,m;G(m)) = c1// G1.5-Gs
14: ¢35 +sCaff Gr —Gs 5 return Hi(c1)/ Gi.5-Gs

15: ¢ =(cl,c5) 6: return Hi(m,ci)

16: k¥ <+ H(m",c")) Go—Gs

1 K sk G- G Decap(sky,c) / Ga.s - Gs

18: inp + (pkg, pky, (¢*, k7)) 1: Parse c= (c1,c2)

19: i<s{l,...,q9¢c +qu +qu}/ Gs if ¢1 = ¢j return L
20 : run AG,HVH',Decap(sk'ov)yDecap(sk’l,»)(mp) if Hy(c1) = c2 then

until i-th query to G x Hs X Hé// Gs return Ho(c)

21 : measure the i-th query and let the

g WwN

else return |

outcome be M/ Gg

22: return (m=m")/ G
( , 4 , : , Decap(sky,c) / Ga - Gg

23 b/ « AG,H,H ,Decap(sko,-),Decap(skl,4)(inp)

24: return (b’ =) 1:  Parse c = (c1,¢2)
2: if ¢ =cjreturn L
3. if H{(cl) = ¢ then
4: return Hi(c)
5: else return L

Decap(sky,c) / Go - G, Decap(sk)_;,¢) / Go - G,

1: Parse c=(c1,c2) 1: Parse ¢ = (c1,c2)

2: ifcg =cireturn L/ Goos -G, 2: if g =clreturn L Gors -G,

3:  m' = Dec(sky,c1) 3: m' = Dec(sk]_,,ci-p)

4: if Enc(pk,,m’,G(m")) =c1 A 4: if Enc(pk,_,,m,G(m")) =c1 A
H'(m',q) = ¢y then H'(m',cl) = ¢ then

5: return H(m’,c) 5 return H(m’,c)

6: elsereturn L 6: elsereturn L

Fig. 29. Games Go — Gg for the proof of Theorem 14.
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Game Gy o5: In game Gg o5, we modify the oracle Decap(skj,-) such that if the decapsulation query is
(c1, c2) where ¢; = 7, then the oracle returns L. This is because, querying (c7, ¢2) to the (unchanged) oracle
Decap(sky, -) of game Gy would not result in a | response if and only if c; = c; as G samples good random
coins, Dec(sk,, i) = m*, and hence, to get a non-L response, it must be the case H'(m*, c})(= ¢b) = cs.
But since (¢}, ¢3) is a forbidden query, we have the games Go and G5 to be equivalent. Hence,

PI‘[G2425 = 1] = PI‘[GQ = 1]

Game Gg5: In game Gy 5, we reset G to be an ideal random oracle, i.e., G(m) now returns uniformly
random coins from R instead of returning only “good” random coins. Since this change, in a sense, is the
“inverse” of the game-hop Gy — Gj, by using a similar analysis, it is not hard to obtain

| Pr[Gas = 1] — Pr[Ga.os = 1]| < 2920

Game Gy 75: In game Go 75, we modify the oracle Decap(sk)_,,-) such that if the decapsulation query
is (e1,c2) where ¢ = ¢}, then the oracle returns 1. We can see that the games Gg 5 and Gs 75 are equiv-
alent unless Decap(sk}_;, (¢}, c2)) (c2 # ¢5) does not result in a L in game Gg 5, or in other words, if the
following event occurs: Enc(pk,_,, m’; G(m')) = ¢ and H'(m/, c¢}) = c2 where Enc(pk,, m*; G(m*)) = ¢f and
Dec(sky_;,ci) =m’ (for m* <—s M).

There are two sub-events to consider w.r.t. the above event:

1. m’ # m™*: In this case, the random oracle G on a new query m’ will return uniformly random coins r <sR.
Since PKE is 7-spread, for the key-pair (pk;_p,sk;_;) and message m’, we have the re-encryption check,
namely “Enc(pk;_,, m’;7) = ¢}”, to hold with probability < 277, for uniformly random r.

2. m’ = m*: In this case, note that the additional hash check, namely “H’(m/, ¢}) = ¢2”, succeeds if and only
if cg = ¢ (since m' = m*, we have H'(m™*,¢}) = ¢3). But because (c7,c}) is a forbidden decapsulation
query, the probability of this sub-event occurring is zero.

Hence,
|Pr[Ga7s = 1] — Pr[Ges =1]| <277

Game Gs: In game Gz, we (re)-modify the random oracle G such that it uniformly samples “good”
random coins w.r.t. the key-pairs (pkg,sk,) and (pky,sk;). A similar analysis as the Go — Gy hop shows that

| Pr[Gs = 1] — Pr[Ga.75 = 1]| < 2¢6V/20

Game G35 In game G35, we change the Decap(sky, -) oracle such that there is no need for the secret
key skj. When A queries the Decap(sky, -) oracle on ¢ = (c1,¢2) (1 # ¢}), the key k = Hp(c) is returned if
the check “H{(c1) = ¢o” is satisfied; otherwise L is returned. Let m’ = Dec(sk, ¢1). Consider the following
three cases:

1. Enc(pky,m'; G(m')) = ¢ A H'(m’,c1) = c. In this case, it is not hard to verify that the Decap(skg, -)
oracles in games Gz and Gs 5 return the same value Hy(c). (Note that in this case, H'(m/,¢1) = H{(c1).)

2. Enc(pky,m'; G(m')) = c; AH'(m/, ¢1) # co. In this case, it is again not hard to verify that the Decap(skg, -)
oracles in games Gz and G35 return L.

3. Enc(pkg, m'; G(m')) # ¢1. In game Gs, the Decap(skg, -) oracle returns L. In game Gg 5, the only way A
gets prior access to the function HY is if it made a H'-query (m”, ¢1) such that Enc(pky, m”; G(m')) = ¢;.
But because G samples good random coins, we have Dec(sk,, ¢1) = m” = m’ leading to a contradiction of
“Enc(pky,m’; G(m’)) # c1”. Therefore, such a prior access is not possible and H{(c1) will be a uniformly

random value in A’s view. As a result, the probability that the “H{(c1) = cy” is satisfied is 2, and

Ca
1

hence, the Decap(sky, -) oracle in Gg 5 returns | with probability 1 — =
2

From applying a union bound over (at most) ¢p number of decapsulation queries made by A, we obtain

|Pr[Gys = 1] — Pr[Gs = 1]] < 22
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Game G, In game G4, we change the Decap(sk], ) oracle such when A queries the Decap(sk, -) oracle
on ¢ = (c1,¢2) (1 # ), the key k = Hi(c) is returned if the check “Hj(c1) = ¢o” is satisfied; other-
wise L is returned. The analysis here follows quite similarly to that of the previous game-hop except that
the games Gs 5 and G4 could additionally differ if, w.r.t. the analogous cases of 1 and 2 above (namely
“Enc(pky, m'; G(m')) = c1 A H'(m/,¢1) = ¢o” and “Enc(pky, m'; G(m')) = c1 A H'(m/, ¢1) # c2” respectively,
where m’ = Dec(sky, ¢1)), A asks for the decapsulation of a ciphertext ¢ = (é1, é2) such that m’ = Dec(sky, é1)
and Enc(pky, m'; G(m')) = Enc(pky, m’; G(m’) = é;; in such a peculiar event, H'(m’, é1) = H((é1), and hence,
has no clear relation with the check “H{(é;) = ¢é” in game G4. We bound the probability of this peculiar
event (i.e., A asking for the decapsulation of such an above ciphertext ¢ w.r.t. sk}) by the advantage of an
SCFR-CPA adversary D against the deterministic scheme PKE; = T[PKE, G], as was done similarly in the
“(G3.5 — G4)” hop in the proof of Theorem 5. Hence, by a similar analysis, it is not hard to see that

| Pr[Gy = 1] — Pr[Gs5 = 1]| < gp - (AdvEZET “"A(D) + 296 v26) + %D
2

where the additional term “%—D” in the above bound is because of the difference in games G35 and Gy

2
w.r.t. the analogous case of 3 above (namely “Enc(pk,,m’; G(m’)) # ¢1”, where m’ = Dec(sk;, ¢1), and the
Decap(skj, -) oracle returns | in Gz 5, but does not return a L in G4 with probability %)
2

Game G5 In game Gy 5, we answer H'-queries of the form (m,c}) with H}(m), where H} is an in-
dependent random function. Since G samples good randomness, there are at most two H’-queries worth
considering, namely (mg, ¢}) and (mq,c}), where Enc(pky, mo; G(mg)) = ¢f and Enc(pk,,m1; G(m1)) = ¢}
(for the other H'-queries (m/,ct), where m’ ¢ {mg, m1}. we are replacing the oracle outputs Hj(m',c}) in
G4 with Hi(m') in Gy5). W.r.t. these two queries, the H' oracle would return H{(c}), Hj(c}) respectively
in G4, and Hj(mg), Hi(mq) respectively in Gy 5. The adversary A’s view would be identical even after this
change because the random values H{(c7), Hj(c}) are only accessible to A via the H'-oracle in G4, and in
particular, not through the Decap(sk;, -) oracles since decapsulation queries of the form (¢}, c2) result in a L.
Hence in G4 5, we are effectively replacing (at most) two uniformly random values that can only be accessed
via the H'-oracle by A with two other uniformly random values (the simpler case of my = m; would follow
similarly). Since the output distributions of the H’-oracle in the games G4 and G4 5 are equivalent, we have

PI"[G4,5 = ].] = P]."[G4 = 1]

Game G5 In game Gs, we answer H-queries of the form (m, ¢*) (where ¢* = (¢}, ¢3)) with Hs(m), where
Hj is an independent random function. Since G samples only good randomness, there are at most two H-
queries worth considering, namely (mq, ¢*) and (my, ¢*), where Enc(pk, mo; G(mg)) = ¢} and Enc(pk,, m1; G(my)) =
¢ (for the other H-queries (m/,c*), where m’ ¢ {mg, m1}. we are replacing the oracle outputs Ha(m’, c*)
in Gy5 with Hz(m') in G5). W.r.t. these two queries, the H oracle would return Hy(c*), Hy(c*) respectively
in Gu5, and Hs(mg), Hs(my) respectively in Gs. The adversary A’s view would be identical even after this
change because the random values Hy(c*), Hi(c*) are only accessible to A via the H-oracle in G45, and in
particular, not through the Decap(sk, -) oracles since ¢* is a forbidden decapsulation query. Hence in Gs, we
are effectively replacing (at most) two uniformly random values that can only be accessed via the H-oracle
by A with two other uniformly random values (the simpler case of mg = m; would follow similarly). Since
the output distributions of the H-oracle in the games G4 5 and Gs are equivalent, we have

PI‘[G5 = 1] = PI‘[G4,5 = 1]

Game Gg In game Gg, we reset G to be an ideal random oracle, i.e., G(m) now returns uniformly random
coins from R instead of returning only “good” random coins. Since this change, in a sense, is the “inverse”
of the game-hop Gy — G1, by using a similar analysis, we obtain

| Pr[Gg = 1] — Pr[Gs = 1]| < 2¢¢V/26

Game G7 In the setup of game G7, we replace the hash evaluations “r* < G(m*)”, “c; < H'(m*,c})(=
Hi(m*))” and “k* < H(m*,c*)(= Hz(m*))” with “r* <sR”, “cj +sCy” and “k* +—s K" respectively. That
is, *, k* and c3 are now uniformly random values that are generated independently of the random oracles G,
Hs and Hj. We use Lemma 4 to bound the difference in the success probabilities of A in Gg and G7. Let A be
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’
ACHHI (e (1 K c3))

H(m,c)

1: (pk075k/0)a (pklaSkll) A KGenl(l)\)

if ¢ = ¢" return H3(m)

2:  Ho, Hy s Qp; H), Hy s Qg 2: Parse ¢ = (c1,c2)
3:  Ha s Qu,; Hy < Qpy 3: if Enc(pky, m;G(m)) = c1
4: b+s{0,1} 4: return Hy(c)
5: ¢} + Enc(pk,,m";r") 5: if Enc(pky,m;G(m)) = c1
6: ¢ =/(ci,c3) 6: return Hi(c)
7:  inp < (pkg, pky, (¢, k7)) 7: return Ha(m,c)
3. b o AG,H,H’,Decap(skg,-),Decap(sk’l,»)(
9: return (b’ =) H'(m, 1)
1: if ¢ = ¢} return H5(m)
2: if Enc(pky, m;G(m)) = a1
3: return Hj(c)
4: if Enc(pky,m;G(m)) = 1
5 return H{(cl)
6: return Hs(m,ci)
Decap(sky, c) Decap(sk’, c)
1: Parse ¢ = (c1,c2) 1: Parse ¢ = (c1,c2)
2: if ¢ = ¢l return L if ¢; = c] return L

if H(/)(Cl) = C2 then

return Hy(c)

W

5: else return L

if H{ (Cl) = C2 then

return Hi(c)

[S2 B SV )

else return |

Fig. 30. Algorithm AGXHsxHs for the proof of Theorem 14.
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an oracle algorithm that has quantum access to the random oracle G x Hs x H}, where (G x H3 x H})(m) =
(G(m), Hs(m), Hs(m)). Figure 30 describes AG*H3xHa’g operation on input (m*, (r*, k*, ¢4)). Note that the
algorithm AGXHsxHj 1akes at most qc + qu + g number of queries to the random oracle G x Hz x H} to
respond to A’s oracle queries®.

Let B be an oracle algorithm that on input m* does the following: picks i <-s{1,...,9¢ + qug + qu'},
generates 1* <s R, k* s K and ¢} < Cq, runs AGHsxHa (m* (1% k* ¢5)) until the i-th query, measures the
argument of the (G x Hz x H})-query in the computational basis and outputs the measurement outcome (if
AGXHsxHj 1akes less than i queries, B outputs 1). With this construction of A4, note that P} = Pr[Gg = 1]
and P2 = Pr[G; = 1], where P} and P2 are as defined in Lemma 4 w.r.t. the algorithm AG*H#sxH3_Therefore,
we now define game Gg (see Fig. 29) such that Pp = Pr[Gg = 1], where Pp is as defined in Lemma 4 w.r.t. the
algorithm BGxHsxH; From Lemma 4, we thus have

| Pr[Gg = 1] — Pr[Gy = 1]| < 2(q¢ + qu + qu)/Pr[Gs = 1]

We now bound the success probability of A in G; by the advantage of an adversary B in the wANO-
CPA game of PKE. Upon receiving public-keys pk, and pk; along with the ciphertext ¢}, where ¢ <
Enc(pk,, m*; r*) for uniformly random bit b( < {0, 1}), (secret) message m*( <—s M) and randomness r*( s R)
chosen by the challenger, B proceeds as follows:

— Runs A as a subroutine as in game Gr.

— Uses a 2gg-wise independent function to simulate the random oracle G, uses four different 2¢qy-wise
independent functions to simulate the random oracles Hy, Hy, Hy, H3 respectively, and uses four different
2qp-wise independent functions to simulate the random oracles H),, Hy, HS, Hj respectively in A’s view,
as noted in Lemma 2. The random oracles H and H’ are simulated in the same way as in Gr.

— Answers decapsulation queries the same way as in Gy by using the oracles H;, H] (i € {0,1}).

— For A’s challenge query, samples a uniformly random key k* <—s K and a ciphertext component ¢4 <—sCa,
and responds with (pkg, pky, (¢*, k*)) where ¢* = (¢}, c5).

— After obtaining a bit b’ from A, forwards b’ to its wWANO-CPA challenger as the final message.

It is easy to see that |Pr[G; = 1] — 3| = AdvERNO-CPA(B). Now we bound the success probability of

A in Gg by the advantage of an adversary C in the OW-CPA game of PKE. Upon receiving a public-key pk
along with a ciphertext ¢}, where ¢f < Enc(pk, m*;r*) for uniformly random (secret) message m*( <—s M)
and randomness r*( <—sR) chosen by the challenger, C proceeds as follows:

— Runs A as a subroutine as in game Gg.

— Uses a 2qg-wise independent function to simulate the random oracle G, uses four different 2qg-wise
independent functions to simulate the random oracles Hy, H1, Ho, H3 respectively, and uses four different
2qy-wise independent functions to simulate the random oracles H{,, H1, H}, H} respectively in A’s view,
as noted in Lemma 2. Also evaluates A’s G-, H- and H'-queries using the oracle G x Hjz x Hj; the
random oracles H and H' are simulated in the same way as in Gg.

— Answers decapsulation queries the same way as in Gg by using the oracles H;, H! (i € {0,1}).

— For A’s challenge query, first samples a uniformly random bit b+<s{0,1} and sets pk, = pk. Then
generates a key-pair (pk;_;,sk;_,) < KGen(1*), samples a uniformly random key k* < KC, a ciphertext
component ¢} <—sCa, and responds with (pkg, pky, (¢*, k*)) where ¢* = (¢}, ¢3). (By doing this, note that
we have ¢} < Enc(pk,, m*;r*) in A’s view.)

— Selects i <s{1,...,q¢ + qu + qu’}, measures the i-th query to oracle G x Hs x Hj and returns the
outcome 1.

Again, it is not hard to see that Pr[Gs = 1] < Advope CF2(C). Hence by collecting all of the above bounds,

we arrive at

Advigi“ M (A) < Advie " B) + 26 + an + am) | AdvRE TH(C)

2qp

[

9 For example, if AGXHsxHy wants to respond to A’s H-query, then AG > Hsx H prepares a uniform superposition of
all states in the output registers corresponding to G and Hj (see [38] for particulars of this “trick”).

SCFR-CPA

+4qp - AAdVPKE1 (D) + + 2QG(QD + 4)\/% +277
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Regarding robustness of KEMs constructed using HFOL/, we have the following.

Theorem 15. Suppose PKE = (KGen, Enc, Dec) is d-correct. Then for any SROB-CCA adversary A against

KEM* = HFOJ[PKE,G,H, H'] issuing at most qp queries to the (classical) decapsulation oracles, and at
most qa, qu, qu queries to the quantum random oracles G, H, H' resp., there exists an SCFR-CPA
adversary B against the deterministic PKE scheme PKEy = T[PKE, G| issuing at most g queries to G such
that:

Clqu +1)3
AQVEROB-CCA(4) < g, - AdvSCER-CPA () 4 ““H )

24p
+ == ol D 4 2g6(ap +2)V25.
2

Here |Cs| denotes the cardinality of the range of H' and C is the constant from Lemma 1. Moreover, the
running time of B is the same as that of A.

Games Gg - G H(m,c)

1: (pko,sky), (pky,sk;) < KGen'(1%) 1: Parse c = (c1,c2)

2: G+sq 2: if Enc(pky, m;G(m)) = c1/] G2-Gy
31 GEY s Qpgooa 3: return Ho(c)/ G2-G4

1: G=G* G -Gs 4: if Enc(pky,m; G(m)) = c1// Go-Ga
5: Ho,Hi +s2n 5: return Hi(c)/ Gz-Ga

6: H), Hi s Qpy 6: return Hzx(m,c)

7: Hs H$QH2;H£ ess.QHé ,

8: inp < (pkg, pky) H'(m, c1)

0: e AGyH,H’,Decap(sk',-),Decap(sk’lﬁ(mp) 1: if Enc(pky,m; G(m)) = c1// G1.5-Ga

10: return (Decap(sky,c) #L

A Decap(ski,c) #1) if Enc(pky,m; G(m)) = c1// G15-Ga

(
2 return Hj(c1)/ Gi.5-Ga
3 (m
4: return Hi(ci)/ Gi.5-Ga
5

return Hj (m,c1)

Decap(sky, ¢) Decap(ski, c)

1: Parse c=(c1,c2) 1: Parse c = (c1,c2)

2 if Hj(c1) = co then [}/ Gy - Gy 2: if Hi(c1) = c2 then J Gs- G4

3 return Ho(c) / Gas - Ga 3: return Hi(c) / Gs - Ga

4: elsereturn L )/ Gos- Gy 4: elsereturn L // Gs- Gy

5: m' = Dec(sky,c1) 5: m' = Dec(sk},c1)

6: if Enc(pky,m’,G(m')) =c1 A 6: if Enc(pk,,m’,G(m")) =ca A
H'(m',cl) = ¢ then H’(m/,cl) = ¢y then

7 return H(m', c) 7 return H(m’,c)

8: elsereturn L 8: elsereturn L

Fig. 31. Games Go — G4 for the proof of Theorem 15.

Proof. Denote ¢, 2u, 2n+, 2n,, 25 to be the set of all functions G: M — R, H : C—K,H :C, = Co,
: M xC — K, Hy : M x C; — Cq respectively, where R is the set of random coins used in Enc, M is

the message space of PKE, K is the encapsulated key-space of KEM™, C; is the ciphertext space of PKE and
C(= C; x Cy) is the ciphertext space of KEM™.
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Let A be an adversary in the SROB-CCA game for KEM™ issuing at most ¢p (classical) queries to the
oracles Decap(sky, ) and Decap(sk},-), and qg, qm, qu quantum queries to the random oracles G, H, H’
respectively.

The structure of the proof is quite similar to that of Theorem 14. Basically we do a similar sequence of
game-hops as in the proof of Theorem 14 until the point where we can simulate the decapsulation oracles
Decap(sk;, ) (i € {0,1}) without requiring the corresponding secret keys sk;. In the final game-hop, we reset
G to be an ideal random oracle.

To be specific, the sequence of game-hops Gy — G4 as described in Figure 31 is similar to the sequence
“Gog = Go7, “Gz5 — G4” and “Gs — Gg” w.r.t. the proof of Theorem 14 (i.e., we do not consider the
intermediate sequence “Gy — Gs5”). By a similar analysis as that of the proof of Theorem 14 w.r.t. these
game-hops, it is not hard to obtain

2
| Pr(Go = 1] — Pr(Gy = 1]| < gp - AdvESER-CPA(B) 4 % + 206 (qp + 2)V20
2

Note that the game G is exactly the SROB-CCA game for KEM'. Hence, we have
Pr[Gy = 1] = AdviROB-COA( y)

Coming to the game G4, note that the adversary A wins the game if it finally outputs a ciphertext ¢
such that Decap(sky,c) # L and Decap(sk},c) # L. Because of the modification of the Decap(sk}, ) oracles,
this winning condition translates to H{(c1) = c2 and H{(c¢1) = ca, or in other words, H)(c1) = H{(c1) where
H|, and Hj are independent quantum-accessible random functions. Note that in this case, (¢1,¢1) is a claw
w.r.t. the pair of functions Hy : Ciy — Cy and Hi: C, — Cy. Hence we can bound the success probability of
A in G4 by the advantage of an adversary C against the claw-finding problem w.r.t. the instance (H}, Hj).
C proceeds as follows:

— Runs A as a subroutine as in game Gy.

— Uses a 2¢g-wise independent function to perfectly simulate the random oracle G, uses three different
2qp-wise independent functions to perfectly simulate the random oracles Hy, H; and Hy respectively,
and uses a 2qg/-wise independent function to perfectly simulate the random oracle Hj in A’s view, as
noted in Lemma 2. Also uses the pair of functions fy : C; — Cs and f; : C1 — C; — which is the instance
of the claw-finding problem — to simulate the oracles Hj and Hj respectively.

— Answers decapsulation queries the same way as in G4 using the oracles f;(-), H;(-) (i € {0,1}).

— After obtaining a final ciphertext ¢ (= (¢1,¢2)) from A, forwards (c1,¢1) as a claw w.r.t. (fo, f1).

3
Note that C makes at most gg+ queries to the pair (fo, f1). It is easy to see that Pr[Gy = 1] < %

from Lemma 1. Hence, we finally get

Clgur +1)3

AdviROB A (A) < gp - AdvE(KJElR'CPA(B) + ol

9
n % +296(qp + 2)V26
2

E An IND-CCA Security Proof of proto-Saber in the QROM

We restate the IND-CCA security theorem for proto-Saber in the QROM from [15].

Theorem 16. Given pSaber.PKE = (KGen, Enc, Dec) is d-correct, for any IND-CCA adversary A against
pSaber.KEM = (KGen', Encap, Decap) issuing at most qp queries to the decapsulation oracles, at most qg
(resp. qur) queries to the quantum random oracle G (resp. H ), there exists an IND-CPA adversary B against
pSaber.PKE such that

29

+ =52 +4qG\/S

IND-CCA IND-CPA
Advsaper kem(A) < 2(gc + CIH)\/AdeSaber.PKE(B) + 5356 T 3128

and the running time of B is that of A.
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Games Gog — G131

G(f,m) [ If]+|m| =512

10 :
11:
12
13 :
14 :
15 :
16 :
17
18 :
19 :
20 :
21 :

22

23 :

24 :

25 :

26 :

(pk, sk) < KGen’

G2 s 2a,; Gr <3 2a

GEeod Q00

G, = G2 G, - Gs

Gy, <3826/ Go — Gy

G}, s poly [/ G5 — G11

Hy s Qp; H™ s Qg

H3 s Q¢; H*® +s Qg
b+«+s{0,1}

m* «s{0,1}%°°

(K, 77) < G(F(pk),m") /| Go - G
" = Gr(m") [ Gs - Gg

r* «s{0, 1}256// Gio — G11

k* ch(m*)// Gs — Gr

c" <+ Enc(pk,m";r")

ke« H(E™,¢*) /) Go— Gr

ko < Hs(m™)/ Gs — Go

kg <5{0,1}°°° ) Gio — G

ki +s{0,1}%%¢

inp  (pk, (", ky))
i<+s{l,...,qc}/ Gn

run AG,H,Decap(sk’,<)(
i-th query to G, X Hs// Gi,

measure the i-th query and let the

inp) until

outcome be M/ Gi;
return (. =m")/ G
b/ P AG,H,Decap(sk,<)(inp)

return (b’ = b)

Decap(sk’, c)

1:

w

oo

[=2]

10 :

return H*°(c)/ G — G

Parse sk’ = (sk, s, F'(pk))

m’ = Dec(sk, c)

(K',r") < G(F(pk),m')/ Go — G»

v Gr(m')) Gs— G

E «— Gp(m')) 6s -6

if Enc(pk,m’;r") = c then
return H(k' c)

else return H(s,c)/ Go

else return H™(¢)// G, — Gg

1: (k) < Gao(f,m)

2: if f = F(pk) then / G, — G,
3: r <« Gr(m)/ G2 — Gua

4: k<« Gi(m)) 6:—6u

return (k,r)

Tt

G(f,m) J |fl+|m| # 512

1: return Ga(f,m)

H(k,c) J ke{0,1}?¢ ceC

1: return Hg(/%,c)// Go — Gs

2: Compute set of roots S
of polynomial Gj(x) — k

3: if 3m’ € 9 st
Enc(pk,m’; G(m')) = ¢

4: if c=c" then J Gs — G
5: return Hs(m')/ Gs — Gna
6: return H*“(c)

7: return Hay(k,c)

H(k,c) J k¢ {0,135 orc¢ C

1: return Hy(k,c)

Fig. 32. Games Gog — Gi11 for the proof of Theorem 16.
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The proof that follows is structurally similar to that of [27, Theorem 1]. But the key component of this
proof that overcomes the barrier described in Subsection 5.2 is encapsulated in the “Gs — Gg” game-hops.

Proof. Denote 2q,, 2q, 2 and 2y to be the set of all functions Gy : {0,1}* — {0,1}°2, G : {0,1}?%° —
{0,1}2%6 H : {0,1}* — {0,1}?%% and H' : C — {0,1}255 respectively, where C is the ciphertext space of
pSaber.PKE/pSaber. KEM.

Let A be an adversary in the IND-CCA game for pSaber.KEM issuing at most gp (classical) queries to
the oracle Decap(sk, -), and g (resp., ¢i) quantum queries to the random oracles G (resp. H). Consider the
sequence of games Gy — Gy1 described in Figure 32.

Game Gy The game G is exactly the IND-CCA game for pSaber.KEM. Hence,

1
Pr[Go = 1] — 3= Advgﬁiﬁﬁém (A).

Game G; In game G;, we modify the decapsulation oracle Decap(sk’,-) such that H*®(c) is returned
instead of H(s,c) for an invalid ciphertext c. Since this change is quite similar to the game-hop “Gy — G;”
in the proof of [27, Theorem 1], it is not hard to obtain

29

/2256

[Pr[Gy = 1] — Pr{Go = 1]| <

(note that the message space of pSaber.PKE is {0, 1}2°°).

Game Gy In game Gg, we implicitly divide the G-queries into two categories: (1) query is of the form
(f,m) with |f| 4+ |m| = 512 and f = F(pk) and (2) the remaining queries. We then respond to the queries
from the respective categories with (Gj(m),G,(m)) and Ga(m,c) respectively, where G}, G, are internal
random functions. It is not hard to verify that the output distributions of the G-oracle in games G; and Go
are equivalent. Therefore,

PI‘[GQ = 1] = PI‘[Gl = 1]

Game Gj3 In game Gs, we make the following changes w.r.t. the G-oracle evaluation. First, we generate
the values k*, r* in setup of the game as “r G (m*)” and “r* <= G,.(m*)” (effectively, replacing the step
“(k*,r*) + G(F(pk),m*)” in Gy). We then similarly generate the values &', 7’ w.r.t. the decapsulation oracle
Decap(sk’, ) as “k’ G (m')” and “r’ < G,(m')” (replacing the step “(k',r") < G(F(pk),m’)” in Gy).

Since these changes are “cosmetic” in nature following our modification to oracle G in game Gy, we have

PI‘[Gg = 1] = PI‘[GQ = 1]

Game G4 In game G4, we change the random oracle G, such that it uniformly samples “good” random
coins w.r.t. the key-pair (pk,sk). To be specific, given a PKE key-pair (pk,sk) and a message m € M, define

Rgood ((pk,sk), m) = {r € R | Dec(sk, Enc(pk, m;r)) = m}.

Denote {20004 to be the set of all random functions G&°° such that G&°°d(m) is sampled according to

a uniform distribution in Rgooa(pk,sk,m). Hence in G4, we replace the oracle G, with G%"Od. Again, this
change is quite similar to the game-hop “G; — G3” in the proof of [27, Theorem 1]. Hence, it is not hard to
obtain

| Pr[Gy = 1] — Pr[Gs = 1]| < 2¢g V4.

Game Gs In game Gs, we replace the random oracle G, with a 2gg-wise independent function, following
Lemma 2. Random polynomials of degree 2qg — 1 over the finite field representation of the message space
{0,1}2°% are 2qg-wise independent. Let (2,01, be the set of all such polynomials. We are then replacing the
step “Gy, s §2¢7 with “G} <= {2501,” in Gs. From Lemma 2, as this change is indistinguishable when the
oracle G, is queried at most gg times, we have

PI‘[G5 = 1] = PI‘[G4 = ].]

Game Gg In game Gg, we implicitly divide the H-queries into two disjoint categories: (1) query is of
the form (k,c) with k € {0,1}25, ¢ € C and there exists m € {0,1}25 which is a root of the polynomial
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Gj.() — ki (recall that G}, is now a polynomial) such that Enc(pk,m;G,(m)) = ¢ and (2) the remaining
queries. We then respond to queries from the respective categories with H2°°(¢) and Hg(l%, ¢), where H?°¢ ig
an internal random function not directly accessible to the adversary A.

Focusing on H-queries in “category (1)”, note that it is not possible for two distinct queries (/%’ ,¢) and
(lAc” ,¢) to result in the same output H2°¢(¢). The reason is, as G, now samples “good” random coins, there
can exist at most one value m that satisfies Enc(pk,m;G,(m)) = c. And since Gj(-) is a deterministic
function, the above follows. Therefore, the output distributions of the H-oracle in the games G5 and Gg are

equivalent, and we get
PI‘[GG = 1] = PI‘[G5 = 1]

Game G; In game Gy, we change the Decap(sk’, ) oracle such that there is no need for the secret key
sk’. Namely, H2(c) is returned for the decapsulation of any ciphertext ¢ w.r.t. sk’. Let m’ = Dec(sk, c),
" =G,(m') and k' = G (m'). Now consider the following two cases:

1. Enc(pk,m’; ') = c. In this case, the Decap(sk’, -) oracle returns H(k, ¢) in game Gg and H?<¢(c) in game
Gy. It is not hard to see that we have H(l%’7 ¢) = H*°(¢) in Gg, since the query (l;:'7 ¢) falls under “category
(1)” w.r.t. oracle H. Therefore, Decap(sk’, -) oracles of games Gg and Gy return the same value H*(c).

2. Enc(pk,m’;7") # c. In this case, the Decap(sk’, -) oracle returns H*®(c) in game Gg and H*°°(c) in game
Gy7. In game Gg, as the random function H™ is independent of all other oracles, the output H™(c) is
uniformly random in the adversary A’s view. In game G, the only way A gets prior access to the value
H#<¢(c) is if it made a H-query (k”,c¢) such that Enc(pk,m”; G,(m")) = ¢ (and Gi(m") = k). But
since G, samples “good” random coins, we have Dec(sk,c) = m” = m/' leading to a contradiction of
“Enc(pk, m’;r") # ¢”. Therefore, such a prior access is not possible and H**°(¢) will also be a uniformly
random value in A’s view.

As the output distributions of the Decap(sk’, -) oracle in Gg and G are the same in both cases, we have
PI‘[G7 = 1] = PT[GG = 1]

Game Gg In game Gg, we make a further modification to the evaluation of “category (1)” H-queries
of the form (IAc, c*) as follows, where ¢* is the challenge ciphertext computed in the setup: respond to the
corresponding “category (1)” query with Hs(m), where m is a (lexicographically minimal) root of polynomial
Gi(x) — k that satisfies Enc(pk, m; G,.(m)) = ¢*. Here Hs is another internal independent random function.

Since we established in the “Gs — Gg” game-hop that there cannot be two distinct “category (1)” H-
queries (k*,¢*) and (K, ¢*), this further change to the H-oracle only affects the H-query (k*, ¢*), where k* =
G}.(m*) for the secret message m™* sampled uniformly at random in the setup (and Enc(pk, m*; G,.(m*)) = c*).
W.r.t. this query, the H oracle would return H2°(c¢*) in Gy, and H3(m*) in Gg. The adversary A’s view
would be identical even after this change because the random value H2°°(c*) is only accessible to A via the
H-oracle in G7, and in particular, not through the Decap(sk’, -) oracle since c¢* is a forbidden decapsulation
query. Hence in Gg, we are effectively replacing a uniformly random value that can only be accessed via the
H-oracle by A with another uniformly random value. Hence, the output distributions of the H-oracle in the
games G; and Gg are equivalent. Therefore, we have

Pr[Gg = 1] = Pr[G7; =1].

Following the above modification, we make a “cosmetic” change in the setup where the “real” key kg
defined in the setup is now generated as “k} < Hs(m*)” (instead of “kf < H(k*,c*)”). This change does
not affect the game in any way.

Game Gg In game Gg, we reset the random oracle G, so that it returns uniformly random coins from
{0, 1}256 instead of returning only “good” random coins. Since this change, in a sense, is the “inverse” of the
game-hop “Gs — G4”, by using a similar analysis, we obtain

| Pr[Gy = 1] — Pr[Gg = 1]| < 2¢aV6.

Game Gjg In the set-up of game Gig, we generate the values r* and kg such that they are uniformly
random values independent of any oracles, i.e., we replace the step “r* < G,(m*)” with “r* «s{0,1}256”
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ACTHS (1 (1, 5)

H(k,c) J ke{0,1}%¢ ceC

(pk, sk’) + KGen’
GQ <3 .QG2

[

ch <3 only

H2 <—$ QH

H* <5 Qs

b+<+s{0,1}

c" < Enc(pk,, m";r")
* 256

kl s {07 1}

inp < (pk, (c”, k)

© o N O s W N

b/ P AG,H,Decap(sk',»)(

—
[}

inp)
11: return (b' =b)

G(f,m) /| 1f1+|m| =512

1: if f = F(pk) then

2: 1+ Go(m)

31 ke Gi(m)

4: else (E, r) < Ga(f,m)

5: return (k,r)

G(f,m) [ 1f]+|m| # 512

1: return Ga(f,m)

1: Compute set of roots S
of polynomial Gj(z) — k
2: if 3m’ € S s.t.
Enc(pk, m’; G(m)) = ¢

3: if c=c" then
4: return Hz(m')
5: return H*“(c)

6: return Hy(k,c)

H(k,c) J k¢{0,1}*¢ orc¢C

1: return Hs(k, c)

Decap(sk’, c)

1: return H*(c)

Fig. 33. Algorithm A% > for the proof of Theorem 16.
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and “kg < Hs(m*)” with “kj < {0,1}255”. Note that in this game, both the “real” and “random” keys are
sampled uniformly at random from {0,1}2°¢ (i.e., both keys have the exact same distribution). Hence, the
challenge bit b is independent from A’s view and we get

1
Pf[GlO = 1] = 5

Now we use Lemma 4 to bound the difference in the success probabilities of A in Gg and Gig. Let A
be an oracle algorithm that has quantum access to the random oracle G, x Hs, where G,., H3 s {2 and
(G, x H3)(m) = (G,.(m), H3(m)). Figure 33 describes AS~*3’s operation on input (m*, (r*, k)). Note that
the algorithm A%~*H3 makes at most qg + gy number of queries to the random oracle G, x Hs to respond
to A’s G-oracle and H-oracle queries.'?.

Let B be an oracle algorithm that on input m* does the following: picks i <= {1,...,qq + qu }, generates
7* <{0,1}2% and kf < {0,1}2%5, runs the algorithm A% *Hs(m* (r* k#)) until the i-th query, measures
the argument of the (G, X Hj)-query in the computational basis and outputs the measurement outcome (if
AGr>Hs makes less than i queries, B outputs 1). With this construction of A, note that P} = Pr[Gg = 1]
and P2 = Pr[Gyo = 1], where P} and P3 are as defined in Lemma 4 w.r.t. the algorithm A%~*H3_Therefore,
we now define game Gi; (see Fig. 32) such that Pg = Pr[Gy; = 1], where Pp is as defined in Lemma 4
w.r.t. the algorithm B%~*H3 From Lemma 4, we thus have

| Pr[Gg = 1] — Pr[Gio = 1]| < 2(gc + qu)/Pr[G11 = 1]

We now bound the success probability of A in Gy; by the advantage of an adversary C in the OW-CPA
game of pSaber.PKE. Upon receiving a public-key pk along with a ciphertext ¢*, where ¢* < Enc(pk, m*; r*)
for uniformly random (secret) message m*( <s{0,1}25) and randomness 7*( s {0,1}?°®) chosen by the
challenger, C proceeds as follows:

— Runs A as a subroutine as in game Gi; (e.g., starting with sampling a uniformly random bit b <—s {0, 1}).
— Uses three different 2¢gg-wise independent functions to perfectly simulate the random oracles Gs, G,
and G, respectively, three different 2¢z-wise independent functions to simulate the random oracles H?°¢,
Hy and Hj respectively in A’s view, as noted in Lemma 2. Also evaluates A’s G- and H-queries using
the oracle G, x Hg; the random oracles G and H are simulated in the same way as in Gq.

Answers decapsulation queries using the oracle H?¢ as in Gy;.

— For A’s challenge query, samples a uniformly random key k* <s {0, 1}2°¢ and responds with (pk, (¢*, k*)).
Selects i «—s{1,...,q¢ + qu }, measures the i-th query to oracle G, x Hj3 and returns the outcome rh.

Again, it is not hard to see that Pr[Gy; = 1] < Advg)s‘;‘ﬁg.ll);ﬁE(C). Since we know that IND-CPA security of
a PKE scheme with a sufficiently large message space also implies its OW-CPA security, corresponding to
adversary C, there exists an IND-CPA adversary B against pSaber.PKE such that

1

OW-CPA IND-CPA
Advaaber.PKE(C) < Advaaber.PKE(B) + W

where the running time of B is that of C, and 22% is the message space of pSaber.PKE.
Hence by collecting all of the above bounds, we finally arrive at

1 2
+ “an +4qg\/g

IND-CCA IND-CPA
AdeSaber.KEM (A) < 2((]G + QH)\/AdeSaber.PKE(B) + 22% 9128

10 For example, if A9 *H3 wants to respond to A’s H-query, then A>3 prepares a uniform superposition of all

states in the output register corresponding to G, (see [38] for particulars of this “trick”).



