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Abstract. Revocable hierarchical identity-based encryption (RHIBE) is
an extension of hierarchical identity-based encryption (HIBE) support-
ing the key revocation mechanism. In this paper, we propose a generic
construction of RHIBE from HIBE with the complete subtree method.
Then, we obtain the first RHIBE schemes under the quadratic residuos-
ity assumption, CDH assumption without pairing, factoring Blum inte-
gers, LPN assumption, and code-based assumption, and the first almost
tightly secure RHIBE schemes under the k-linear assumption. Further-
more, by using pairing-based (dual) identity-based broadcast encryption,
we obtain the variants of the scheme with shorter ciphertexts or shorter
key updates.

1 Introduction

(Hierarchical) dentity-based encryption ((H)IBE) is an extension of the tradi-
tional public key encryption. (H)IBE can use any string as each user’s public
key and HIBE has delegatable secret keys. HIBE schemes have been constructed
based on pairing-based assumptions (e.g., [10,12,20,23,24,25 41,42]) and learning
with errors (LWE) assumption [1,2,5,7]. Moreover, since IBE implies HIBE [14],
IBE schemes under the quadratic residuosity (QR) assumption [13], CDH as-
sumption without pairing and factoring Blum integers [15], LPN assumption [6],
and code-based assumption [19] imply HIBE schemes based on the same assump-
tions. Among them, only pairing-based HIBE schemes [10,12,20,23,24,25,41,42]
satisfy adaptive security in the standard model. Furthermore, [23,24,25] achieve
almost tight security under the k-linear assumption.

Due to the absence of the public key infrastructure, the key revocation func-
tionality is indispensable property to use (H)IBE in practice. In particular, the
functionality enables the system to revoke malicious users dynamically and ef-
ficiently. Starting with the seminal work of Boldyreva et al. [4], several (non-
hierarchical) revocable IBE (RIBE) schemes have been proposed under various
assumptions such as pairing-based assumptions (e.g., [4,16,28,30,35,39]), LWE
assumption [11,38,22], CDH assumption without pairing and factoring Blum in-
tegers [21], and code-based assumption [8]. All the constructions utilize Naor
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et al.’s subset cover frameworks [33] such as the complete subtree method (CS)
and subset difference method (SD). Specifically, all the schemes use the CS ex-
cept that pairing-based scheme [28] used the SD. Ma and Lin [31] proposed a
generic construction of RIBE from IBE with the CS. Ma and Lin’s RIBE schemes
have shorter secret keys and larger ciphertexts than the other direct construc-
tions. By following Ma and Lin’s framework, Ma and Lin [32] and Lee [26]
proposed a generic construction of RIBE from wariants of IBE with the SD. Un-
fortunately, they could construct the variants of IBE based only on pairing-based
assumptions. Revocable HIBE (RHIBE) was introduced by Seo and Emura [36].
As opposed to RIBE, there are only a few constructions of RHIBE schemes based
only on pairing-based assumptions [17,18,29,34,37] and LWE assumption [22,40]
since there are no generic constructions of RHIBE* such as [31,32,26]. All the
constructions except [29] used the CS. Since only [29] used the SD, the scheme
has shorter key updates than the other RHIBE schemes; however, [29] satisfies
only selective revocation list security that is weaker than selective security under
a g-type assumption.

Our Contributions. In this paper, we propose a generic construction of RHIBE
from HIBE with the CS by extending Ma and Lin’s generic construction of
RIBE [31]. As a result, we obtain a result that HIBE with the CS implies
RHIBE. Therefore, we obtain the first RHIBE scheme under various assumptions
such as the QR assumption [13], CDH assumption without pairing and factor-
ing Blum integers [15], LPN assumption [6], and code-based assumption [19]
by combining with Doéttling and Garg’s technique [14]. The resulting RHIBE
scheme of our generic framework is a hierarchical extension of Ma and Lin’s
generic RIBE scheme with the CS [31]. Thus, we obtain the first adaptively se-
cure RHIBE scheme with short secret keys. Furthermore, since the reductions of
our framework are almost tight, we obtain the first almost tightly secure RHIBE
schemes with adaptive security under the k-linear assumption. Furthermore, we
use pairing-based hierarchical identity-based (dual) identity-based broadcast en-
cryption and propose adaptively secure RHIBE schemes with shorter cipehrtexts
or shorter key updates.

Independent and Concurrent Work. Recently, Lee and Kim [27] proposed
a generic construction of RHIBE. Their first result is a generic construction of
RHIBE from HIBE with the CS. Therefore, their construction is almost the same
as ours. Nevertheless, our scheme is slightly more efficient than Lee and Kim’s
scheme since we use one HIBE scheme for constructing RHIBE whereas Lee and
Kim used two HIBE schemes. Lee and Kim also proposed a shorter ciphertext
variant, while they did not propose a shorter key update variant. As opposed
to our shorter ciphertext variant from pairing-based hierarchical identity-based
identity-based broadcast encryption, Lee and Kim used HIBE with compact ci-
phertexts. Lee and Kim also proposed a generic construction of RHIBE with the
SD; however, the construction requires not familiar hierarchical identity-based

* Emura et al.’s construction [18] is a semi-generic construction from HIBE with a few
additional properties that several pairing-based HIBE schemes satisfy. The reduction
loss depends on the number of secret key queries made by an adversary.
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single revocation encryption. Indeed, they showed only one instantiation of a
hierarchical identity-based single revocation encryption scheme with selective
security from the DBDH assumption.

2 Preliminaries

Notations. Let A denote the security parameter. For non-negative integers a, b
with a < b, we define [a,b] = {a,a + 1,...,b} and [a] := [1, a]. For a finite set
S, let © < S denote sampling = from S uniformly at random. For a ki-bit
binary string 7 € {0,1}" and a ke-bit binary string ny € {0,1}72, let ny||n2 €
{0, 1}"1 %2 denote a concatenation of n; and 7. Similarly, let {0, 1}%1{0,1}"2 =
{0, 1} %2 Furthermore, let {0,1}*([{0} and {0,1}%[|{1} denote sets of (x+ 1)-
bit binary strings whose last bit is 0 and 1, respectively.

Hierarchical Identity and Time Period. Let 7 := {0, 1}"Z denote an element
identity space and T := {0,1}"7 denote a time period space. In this case, let
Z=L denote an identity space of RHIBE with hierarchical depth L. Let an ¢-
dimensional vector ID = (idy,...,id,) € Z* denote an identity at level £. Let
|ID| := ¢ denote a hierarchical level of ID. For notational convenience, we regard
kgc as a “root” user, and let Z° := {kgc} unless otherwise stated. We define
several notations for prefix of an identity ID = (idy,---,idp|). Let pa(ID) :=
(idy,- -+ ,idjpj—1) denote a direct ancestor of ID. In general, let IDy = (idy,
...,1dp) denote an ¢-dimensional prefix of ID for a non-negative integer ¢ < |ID|.
By definition, IDjq = kgc for any ID € T=" unless otherwise stated. As the case
of binary strings, let prefix(ID) := {IDyy}, IDjg, ..., IDjpj—1 = pa(ID)} a set of all
prefixes of ID and let prefix™ (ID) := prefix(ID) U {ID}.

2.1 HIBE

Let HIBE(L) denote the HIBE with the maximum depth L.

Syntax. HIBE(L) consists of the following four algorithms (HIBE.Setup,
HIBE.Enc, HIBE.KeyGen, HIBE.Dec):

HIBE.Setup(1*, L) — (HIBE.pp, HIBE.msk): The setup algorithm takes the se-
curity parameter 1* and the maximum hierarchical depth L as input, and
outputs a public parameter HIBE.pp and master secret key HIBE.msk.

HIBE.Enc(HIBE.pp, ID, M) — HIBE.ctyp: The encryption algorithm takes a
HIBE.pp, ID € Z=%, and plaintext M € M as input, and outputs a ciphertext
HIBE.CtID.

HIBE.KeyGen(HIBE.pp, HIBE. sk, ID) — HIBE.sk,: The secret key generation
algorithm takes a HIBE.pp, ID’s secret key HIBE.skip, and ID € Z<F as in-
put, and outputs a secret key HIBE.skyp. The algorithm can take HIBE.msk
as input in place of HIBE.skyp.

HIBE.Dec(HIBE.pp, HIBE.skip, HIBE.ct;p) — M or L: The decryption algorithm
takes HIBE.pp, HIBE.skp, and HIBE.ct;p as input, and outputs M or L.
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Init:
A
P({I;I‘I,EiE.Szp,_HQ;BE.msk) ¢ Setup(1%, L) Challenge Query on (IDList, Mg, M7):

if 3ID € RevList, ID € prefix ™ (ID*)
return L

else
coin < g {0, 1}

return HIBE.pp
Secret Key Reveal Query on ID:
if 3ID* € IDList, ID € prefix* (ID*)

elsl;etum - for ID* € IDList
HIBE.ct?y, «
HIBE.skp « w

HIBE.Enc(HIBE.pp, z*, M%)

HIBE.KeyGen(HIBE.pp, HIBE.msk, ID) return (HIBE.ctlp: )1+ coties

RevList < RevList U {ID}
return HIBE.skip

Fig. 1: Security game of HIBE(L)

Correctness. Roughly speaking, we define correctness for HIBE.KeyGen and
HIBE.Dec. The correctness for HIBE.KeyGen requires that for all A € N, L € N|
(HIBE.pp, HIBE.msk) < HIBE.Setup(1*,L), ID,ID’ € Z=% such that ID’ €
prefix(ID), it holds that two distributions HIBE.KeyGen(HIBE.pp, HIBE.msk, ID)
and HIBE.KeyGen(HIBE.pp, HIBE.skip/, ID) are statistically close. The cor-
rectness for HIBE.Dec requires that for all A € N, L € N,
(HIBE.pp, HIBE.msk) ¢ HIBE.Setup(1*,L), M € M, and ID € Z=%, it holds
that M = M’ with overwhelming probability after executing HIBE.ctyp <
HIBE.Enc(HIBE.pp, ID, M), HIBE.skyp < HIBE.KeyGen(HIBE.pp, HIBE.msk, ID),
and M’ + HIBE.Dec(HIBE.pp, HIBE.skyp, HIBE.ctzp).

Security. We define adaptive security of an HIBE scheme IT as the security
game between the challenger C and adversary A. A is allowed to make secret key
queries polynomially many times and challenge query only once. As opposed to
the standard security definition, .A makes a challenge query on multiple identities
with the same plaintexts. For this purpose, let IDList C Z=L denote a set
of identities. In Figure 1, we describe a behavior of C upon A’s queries. We
note that C runs Init upon A’s query on ID* in a selective security game. At
the end of the game, A outputs coin. In this game, A’s advantage is defined
by Advgff(m()\) = |Pr[&>—ﬁ1 = coin] — 1/2|. We say that II satisfies adaptive
security if Advz"iF(L)()\) is negligible for all PPT adversaries .A. We note that
any HIBE scheme with the standard security definition such as |IDList| = 1

achieves our security definition with |IDList| reduction loss.

2.2 RHIBE

We review the most strict Katsumata et al.’s definition [22].

Syntax. Let RHIBE(L) denote RHIBE with the depth L. An RHIBE(L) scheme
IT consists of the six algorithms (Setup, Enc, GenSK, KeyUp, GenDK, Dec) and a
revoke algorithm. All parent users pa(ID) € Z<E~! (including kgc € Z°) keep a
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revocation list RLy,(1p),r at time period T. When pa(ID) revokes their child user
ID, they update RLpa(ID),T < RLpa(ID),T U {ID}.

Setup(1*, L) — (pp, skkge) : The setup algorithm takes the security parameter
1* and the depth L as input, and outputs a public parameter pp and kgc’s
secret key skygc. pp implicitly contains the description of Z, 7, and plaintext
space M that are determined only by A.

Enc(pp, ID,T,M) — ctipr : The encryption algorithm takes a pp, identity ID €
Z=F, time period T € T, and plaintext M € M as input, and outputs a
ciphertext ctrp 1.

GenSK(pp, skpa(1p); ID) — skip : The secret key generation algorithm takes a pp,
pa(ID)’s secret key skpa(ip), and ID as input, and outputs a secret key skip.

KeyUp(pp, skip, KUpa(p),1» RLp,t, T) —+ kumpr : The key update generation algo-
rithm takes a pp, ID’s secret key skip, pa(ID)’s key update kupsp),r and
revocation list RL,,(1p),r at a time period T € T, and T as input, and outputs
an ID’s key update kurp r at T. In the special case, we define kup,(ige),r = L
forall TeT.

GenDK(pp, skip, kupa(tp),r) — dkmp,r or L : The decryption key generation algo-
rithm takes a pp, ID’s secret key skip, and pa(ID)’s key update kups(1pyr as
input, and outputs a decryption key dkip r if ID ¢ RLy,(1p),r and L otherwise.

Dec(pp, dkip,T, ctipr) = M : The decryption algorithm takes pp, dkip r, and ctp 1
as input, and outputs M or L.

Correctness. For all A € N, L € N, (pp,skeg) < Setup(1*,L), M € M,
ID € I%, T € T, and Rl r such that IDy ¢ Rlpy,)r for £ €
[|ID|], it holds that M = M’ with overwhelming probability after executing
ctm,r < Enc(pp, ID, T, M), skmm + GenSK(pp, skpa(mm), IDM) and kupa(mm” —
KeyUp(pp, skpa(mm), kupa(pa(mm)m7 RLpa(mo e]),TvT) for  =1,2,...,]ID|, dkpr ¢
GenDK(pp, skip, kUpa(tpy,1), and M < Decgpp7deD,T,ctID}T).

Security. We define adaptive security of an RHIBE(L) scheme IT as the security
game between the challenger C and adversary A. The game has the global counter
Ty initialized with 1 to denote the “current time period”. A is allowed to make
five types of queries. A can make secret key generation queries, secret key reveal
queries, and decryption key reveal queries polynomially many times, revoke &
key update queries |T| — 1 times, and challenge query only once. In Figure 2,
we describe a behavior of C which is controlled by T, upon A’s queries. We
note that C runs Init upon A’s query on (ID*,T*) in a selective security game.
At the end of the game, A outputs coin. In this game, A’s advantage is defined
by AdvIRijE(L)()\) = |Pr[(5ﬁ1 = coin] — 1/2|. We say that II satisfies adaptive

security if Adv?ﬁfE(L)(A) is negligible for all PPT adversaries A.

2.3 Complete Subtree Method

We review Naor et al.’s subset cover framework [33] called the complete subtree
method (CS).
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Init:
(pp, skge) < Setup(1*, L)
Tew = 1, SKList = {(kgc, Skkgc)}, RevList = ()
kukgc71 < KeyUp(MPK, Skkgc, J_, RLkgc,l = @,Tcu = 1)
return pp, Kukge,1

Secret Key Generation Query on ID:

if (ID, skp) € SKList V (pa(ID),skpa(mn)) ¢ SKList
return L

else
skip <— GenSK(pp, Skpa(1p), ID)
SKList « SKList U {(ID, skm)}
for T € [Teu)

kurpr < KeyUp(pp, skip, kupa(1p),1; RLp,r = 0,T)

return (Kum 1)re(re,]

Secret Key Reveal Query on ID:
if Tew > T* A ID € prefix(ID*) A ID & RLya (i) 1+
return L
else
RevList ¢ RevList U {ID}
return skip € SKList

Revoke & Key Update Query on RLry:
if RLr,,—1 € RLy,, V (31D € SKList, pa(ID) € RLr, A ID ¢ RLr,,)V
(31D € prefixt (ID*), Tey = T* — 1 A ID € RevList \ RLr,,)
return L
else
TCU <_ TCU + 1
for ID € (SKList N Z=Y71)\ RLr,,_1 in the breadth-first order on |ID|
RLID,Tcu — RLTcu71 ﬂIm
ku,r., < KeyUp(pp, skip, KUpa(1p),Tews RL1D, Ty » Teu)
return (kUID,Tcu)IDe(SKLiStmISL—l)\RLTC“,l

Decryption Key Reveal Query on (ID,T):
if T > Tey V ID € RLpa(py ¢ V (ID,T) = (ID*, T*)
return L
else
dkip,r <~ GenDK(pp, sk, kupa(ny,1, (ID, T))
RevList - RevList U {(ID,T)}
return deD,T

Challenge Query on (ID*,T*, Mg, M7):
if (31D € prefixt (ID*), ID € RevList \ RLps(my,r+) V (ID*, T*) € RevList
return L
else
coin <—r {0,1}
ct* < Enc(pp, ID*, T*, M%)
return ct®

Fig. 2: Security game of RHIBE(L)
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Binary Tree. Let BT denote a binary tree with 2 leaves. Each leaf node 1 has
a label as an integer in [0, 2" —1] as illustrated in Figure 3, e.g., the leftmost and
rightmost leaf nodes have labels 0 and 2 — 1, respectively. Since BT has 2P+1 —1
nodes, we assume that each node @ (including the leaf nodes) is expressed as a
(D + 1)-bit binary string and let V' := {0,1}P*+! denote a node space. For all
nodes 6 € NV, let 0 and 1 denote a path from 6 to its left and right child node,
respectively. In this section, we simply use a bit string which denotes a path
from the root to specify each node 6 as illustrated in Figure 3. As a special case,
let ¢ denote a root node. For every node 6, pa(f) denote a direct ancestor. Let
Path(n) denote all nodes 6 in a path from the root to the leaf 7. Please keep in
mind that all the descriptions are public information.

CS. Let H : T — N be a collision resistant hash function. CS consists of three
deterministic algorithms (Assign, Cover, Match):

Assign(ID) — PS(ID): The assign algorithm takes a hierarchical identity ID =
(idy,...,id|p|) as input, and outputs a private set PS(ID) := Path(H (ID)).°

Cover(RLpa(1p),r) = CoS(RLpa(ip),r): The cover algorithm takes a set of hier-
archical identities RLpympyr € Zpap) as input, and outputs a cover-
ing set CoS(RLpa(mny,r) = {0 | 0 ¢ UIDeRLpauD),T Path(H(ID)) A pa(f) €

UIDGRLpa(m),T Path(H (ID))}.

Match(PS(ID), CoS(RLpa(1py,1)) — 0 or L: The match algorithm takes an ID’s
private set PS(ID) and covering set CoS(RLpa(ip),r) as input, and outputs
6 € PS(ID) N CoS(RLpa(1py,r) if such a node exists and L otherwise.
By definition, PS(ID) consists of D + 1 nodes and let PS(ID) = {6,601,
...,0p}. Let Rpapy,r denote the number of nodes in CoS(RLy,(1p),r) and let

CoS(RLpa(mny,r) = {01,---,0R }. The CS satisfies the following three proper-
ties:

pa(ID),T

Correctness: The Match algorithm does not output L if ID ¢ RL,,(1p),r holds.
Security: The Match algorithm outputs L if ID € RLy,(1p),r holds.
Scala}bility: It hOldS that Rpa(ID),T - O(|RLpa(ID),T| IOg(2D/|RLpa(ID),T ))

Example. We use Figures 3 and 4 to illustrate the examples of the CS. As
illustrated in Figure 3, if H(ID) = 6, PS(ID) = {e¢,1,11,110}. As illustrated in
Figure 4, if H(ID) = 2 and H(ID) = 3 for ID € RLys(1p),1, CoS(RLpa(ny,r) =
{00,1}. Here, we use Figure 4 to show that CS satisfies the correctness and
security. See [33] for more information. If H(ID) = 6 for ID ¢ RL, PS(ID) and
CoS(RLpa(1p),r) share the common node 1. We note that CoS(RLpa(mp)r) = {€}
if RLpa(mpy,r = 0. If H(ID) = 2 and H(ID) = 3 for ID € RLy,(m),1, PS(ID) =
{€,0,01,010} and PS(ID) = {¢,0,01,011} do not share a common node with
CoS(RLpa(m),1)-

® Even when ID # ID', it holds that PS(ID) = PS(ID') if H(idjm) = H(idyy)
holds. Furthermore, since H(-) is a collision resistant hash function, we assume that
PS(ID) = PS(ID’) holds only when id|zp| = id{yy holds.
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Fig. 4: Example of CoS(RLy,(1p),r) output by Cover if H(ID) = 2 and H(ID) =3
for ID € RLpa(ID),T

3 Basic Scheme: Generic Construction from HIBE

In this section, we propose our generic construction.

Parameters and Construction. Let the element identity space and time pe-
riod space of RHIBE be Z = {0, 1}*Z||{0} and T = {0,1}*7||[{1} so that ZNT =0
and Zn{0, 1}11°e(L+DT||A7||T = 0. Let the element identity space HIBE.Z of HIBE
be {0, 1}"ee where 1 + max{xz, [log(L +1)] + (D + 1) + K7} < kuise so that
TU T U{0,1}1eeE+DTA/||T C HIBE.Z. We use HIBE(L + 1) for constructing
RHIBE(L) as described in Figure 5.

Overview. The spirit of our generic construction is similar to lattice-based
RHIBE schemes [22,40]. The RHIBE ciphertext ctypr consists of level-¢ ci-
phertexts ctypr ¢ that are encryptions of My for ¢ € [|ID|] U {L + 1}, where
M = ®€€[ID]U{L+1} My. In other words, the decryption succeeds only when
non-revoked user ID can decrypt all level-¢ ciphertexts and recover My for
¢ € [|ID|]]U{L + 1}. The level-¢ ciphertexts ctrp ¢ for £ € [|ID|] consist of D + 1
HIBE ciphertexts HIBE-Ct(IDM_l]7Z|\9g,d|\T) for 0,4 € PS(ID[@]) whereas the level-
(L +1) ciphertext ctipr 741 is a single HIBE ciphertext HIBE.ct(ip 1). To satisfy
the correctness of Dec, dkipr for non-revoked ID consists of level-¢ decryption
keys dkgp,1,¢ for £ € [|ID|]U{L + 1} so that dkp 1 can decrypt one of the HIBE
ciphertexts in ctyp ¢ for £ € [|ID|] and dkip 1 r+1 can decrypt the HIBE cipher-
text ctrpr,+1. For this purpose, the level-¢ decryption keys dkp 1 ¢ for £ € [|ID|]



Generic Constructions of Revocable Hierarchical Identity-based Encryption 9

Setup(1*, L):
(HIBE.pp, HIBE.msk) « HIBE.Setup(1*, L + 1)
return pp = HIBE.pp, skkgc = HIBE.msk
Enc(pp,ID,T,M) :
(Ml, ey MlID|) <R Mlml, ML+1 =M ®Z€[\IDH M,

for ¢ € [|ID]]
PS(ID[@]) = (9&0, Oe1,.-., eg’D) — ASSign(ID[g])
for d € [0, D]

HIBE-Ct(ID[e_l],L’Il9z,dIIT) < HIBE.Enc(HIBE.pp, (IDj;_1}, £||0¢,4]|T), M¢)
ctw,r,e = (HIBE.ctmw,_,, ¢16, 417))aco, D)
ctm,r,z+1 = HIBE.ct(pp 1y - HIBE.Enc(HIBE.pp, (ID, T), M 1)
return ctrp 1 := (Ctp1,e)re]||JU{L+1}
GenSK(pp, skpa(1p), ID):
HIBE.skip < HIBE.KeyGen(HIBE.pp, HIBE sk, (1), ID)
return skip := HIBE.skp
KeyUp(pp, T, sk, RLip, 1, kKUpa(1p),1):
(dkip,r,¢)eeqmpjuiz+1} < GenDK(pp, skip, kupa(1p) 1)
COS(RI:ID,T) = (0‘m‘+171, 9|ID|+1,27 ey ellDH’lyRID,T) < COVGF(RLID’T)
for d € [RID,T]
HIBE.sK 1p, (1104 1) 10 oy 4, all) )
HIBE.KeyGen(HIBE.pp, HIBE sk, (ID, (|ID| + 1)([01p)1.1,4IT))
return kuID’T = ((957deD,T,Z)ZEHIDH, (Q\IDH-LJ’ HIBE'Sk(IDa(\IDHl)HéJmHl,JHT))JE[RID,T])
GenDK(pp, skp, kupa(ipy,1):
if 1« MatCh(PS(IDHIDH), COS(RLpa(ID),T))
return L
else
Q\ID\ — MatCh(PS(IDHIDH),COS(RLpa(ID)’T))
dk,r, o] = HIBE.SK (5o 10), 11016, 1m)
dkip,r,z 41 := HIBE.sk(p 1) +— HIBE.KeyGen(HIBE.pp, HIBE. sk, (ID, T))
return dkmp 1 := ((0e, dkip,1,¢)eeqimo)), dKip,T,41)
Dec(pp, dkp,r, Ctp,T):
for ¢ € [|ID]]
M, < HIBE.Dec(HIBE.pp, dkm,1,¢, HIBE'Ct(ID[e,l],é\lélgHT))
ML+1 < HIBEDec(HIBEpp, dk1D7T7L+1, CtID,T,L+1)
return M = @ZG[ID]U{L+1} M,

Fig.5: RHIBE(L) scheme from HIBE(L + 1)

are HIBE secret keys HIBE.sk(IDM_
level-(L + 1) decryption key dkip 1,z 41 is an HIBE secret key HIBE.sk(1p ).

We set the RHIBE secret key skip as an HIBE secret key HIBE.skyp; thus, ID
can create the level-(L+1) decryption key dkp 1,7.41. Since ID’s level-£ ciphertext
ctp r,¢ for £ € [|ID| —1] depends only on (IDy,, T), we can set dkpa(1py,1,c = dkip 1,0
for £ € [|ID| — 1]. The parent user pa(ID)’s key update kup,(ip) r consists of ID’s
level-¢ decryption keys dkip ¢ for £ € [|ID| — 1] and Rpa(p),r HIBE secret keys

17,118e]|T) for some 6, € PS(ID,) whereas the
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HIBE sk (pa(n), | 1] 14,1 aflm) fOT 05,0 € CoS(RLpa(p),r) so that the HIBE secret
keys are level-|ID| decryption keys for all non-revoked users ID. Indeed, if ID
is not revoked, the correctness of the CS ensures that there is a node 6|15 €
PS(IDj1p;) N CoS(RLpa(p),r); thus, we set ID’s level-|ID| decryption key dkip r
as an HIBE secret key HlBE‘Sk(pa(IDLIID\HéumHT) € kupa(mp),t-

Correctness. Since pa(ID) € prefix(ID) and ID € prefix((ID, (J]ID| +
1)||0_‘ID‘+1’J||T)), the correctness of HIBE ensures that the GenSK and KeyUp
algorithms correctly output skyp and kugp r. If ID ¢ RLpa(1p),7> the correctness of
the CS ensures that the GenDK algorithm does not output L. Moreover, since
ID € prefix((ID, T)), the correctness of HIBE ensures that the GenDK algorithm
correctly outputs dkpr if ID & RLpa1p)r- Since dkip e = HIBE.Sk(IDWl],£|\ée|\T)
for ¢ € [|:|:DH7 deD,T,L—‘,—l = HIBE.Sk(IDJ-)7 and CtID,T,L+1 = I’”BE.C‘t(I]:)7-I-)7 the
correctness of HIBE ensures that the Dec algorithm correctly computes M, for
£ € [|ID|]JU{L + 1}. Thus, the Dec algorithm correctly outputs M.

Theorem 1. If the underlying HIBE scheme satisfy adaptive (resp. selective)
security, then the RHIBE scheme in Figure 5 satisfies adaptive (resp. selective)
security.

To prove Theorem 1, we divide an RHIBE adversary A’s attack strategy into
the following two types:

Type-1: A is called Type-I iff A makes a secret key reveal query on some ID €
prefix(ID*).
Type-II : A is called Type-II iff A does not make secret key reveal queries on
any ID € prefix(ID*).
Let ¢* € [|ID*|] denote an integer such that A of the Type-I strategy makes
a secret key reveal query on ID[*IZ*]’ while A does not make secret key reveal
queries on any ID € prefix(ID*Z*]). In this case, A of the Type-I strategy that
has Skm*e* = HIBE.skID*Z* can create all level-¢ decryption keys dkip~ 1+ ¢ for
¢ e [0*+1,|]ID*]] U {L + 1}. Although the security definition of RHIBE ensures
that IDFK*] is revoked by the challenge time period T*, pa(ID[*M) = ID[*K*_H
may not be revoked. Then, kupa(ID[*(*]),T* contains ID*’s level-¢ decryption keys
dkp« 1+ ¢ for £ € [¢*—1]. Therefore, A can decrypt all level-£ challenge ciphertexts
Ctrpx 1+ ¢ for £ € ([JID*|JU{L +1}) \ {¢*}. Nevertheless, we can prove Theorem 1
against A of the Type-I strategy since it does not have a way for decrypting the
level-¢* challenge ciphertext ctrp« 1+ ¢~ without breaking the security of HIBE.
Since A of the Type-II strategy does not make secret key reveal queries on
any ID € prefix(ID*), ID* may not be revoked by the challenge time period T*.
Then, kupa(rp+),r+ contains ID*’s level-¢ decryption keys dkps 1+ ¢ for £ € [|ID*[].
Therefore, A can decrypt all level-¢ challenge ciphertexts ctps 1+ ¢ for £ € [|ID*|].
Nevertheless, we can prove Theorem 1 against A of the Type-II strategy since
it does not have a way for decrypting the level-(L + 1) challenge ciphertext
Ctp~ 1+,r+1 Without breaking the security of HIBE.

Proof of Theorem 1. At first, we show a proof against A of the Type-I strategy.
For this purpose, we show that there is a reduction algorithm B for breaking the
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security of HIBE if there exists any PPT adversary A of RHIBE. B answers all A’s
key queries by making secret key queries on the corresponding hierarchical identi-
ties to the HIBE challenger C. Let ¢* € [|ID*|] denote an integer introduced above.
To answer A’s key queries, B makes HIBE secret key queries on hierarchical iden-
tities HIBE.ID € HIBE.ZS"*! such that HIBE.ID ¢ prefix" (IDf,. ), £*[|f¢+ 4[| T*)
for all 6y 4 € PS(IDE‘M). Upon A’s challenge query on (ID*,T*, M§, M}), B
guesses the value ¢* < [|ID*|] with the success probability at least 1/L. Then,
B samples (M¢) e+ [Ju{L+1})\{¢+} <R MI™"|makes multiple HIBE challenge
queries on

M*@ * * MZ7
IDY 11, O |00 all T )0,, epsiiarys o ol EUTDHIULLATHN{E"} )
<( -2 €10 alITDore sepsisay.) MY D e (s jugL1pn fery Me

to C, receives (HIBE.ctge*)d)9£*7deps(idg*), and  sets  ctip. . 4 =
(HIBE.ctj,, )o,. ,ePs(iaz,)- B computes HIBE.ctj for ( € [IID*]] \ {¢*} an
HIBE.ct* by itself as the encryptions of M, and My 1, respectively. Then,
B returns the RHIBE challenge ciphertext ct* = (ctip. 1+ o)eefjmo=|Ju{z+1}
to A. Let Mg* = Mz, ®£e([|ID.*\]u{L+1})\{1Z*} Mli, where the le.vel—
¢*  challenge ciphertext ctyp. ., is the encryption of Mg Given
(Mg)geqp)), they are distributed in MI™ uniformly at random. More-
ovlsr, it EOldS that M7, @ée[\m*\] My = ME, ® Mg ®€€[|ID*|]\{€*} M, =
MCoin © Moin @Ze([|ID*|U{L+1}])\{€*} M, @ee[l?n*n.\{e*} Mg = Mp1; therefore, the
RHIBE challenge ciphertext ct* is properly distributed.

Hereafter, we check that B made HIBE secret key queries on HIBE.ID only
when HIBE.ID ¢ prefix+(ID@*_1], 0|0+ 4| T*) for all 6+ q € PS(id}.) if the guess
of £* is correct by using the conditions ZNT = @ and ZN{0, 1} MesLADT AT =
0.

Secret Key Generation Query. Upon A’s queries on ID, B has to answer
(kurp,1)refr.,] Such that RLipr = 0. For this purpose, B made HIBE secret key
queries on (ID,|ID|+1||e||T) for T € [Tc|, where £ denotes the root node. Observe
that (ID,|ID| + 1||e]|T) € prefix+(IDf‘€*_1],€*||9g*7d\|T*) holds only when ID =
IDfy._yAe = Opa NT = T*. Here, we use the fact that id # 2]|0]|T holds
for all id € Z,¢ € [L],0 € N, and T € T since Z N [L]|N|T = 0 holds.
Since A made secret key reveal query on IDFK*]’ A revoked ID[* . before T*.
Moreover, A made secret key generation query on IDE}u1 before T*. Thus, it
holds that ID = IDj,. ;} = & # 04 g AT # T*. Therefore, (ID, |ID| + 1[|¢[|T) ¢
prefix""(ID@_l],€*||95*7d\|T*) holds for all T € [T¢y].

Secret Key Reveal Query. Upon A’s queries on ID, B has to answer skip.
For this purpose, B made HIBE secret key queries on ID. Observe that ID €
prefix+(ID@*_1],€*||05*,d\|T*) holds only when ID € prefix+(IDf£*_l]). Due to the
definition of ¢*, it holds that ID ¢ prefix+(ID[*€*_1]).

Revoke & Key Update Query. Upon A’s queries on RLy_, B increments the
time period T., < Tey + 1 and has to answer (kUID)TCu)IDe(sKListﬂISL71)\RLTcu71
such that RLipr, = RLr,—1 N Z5p. For this purpose, B made HIBE secret key
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queries on (ID, (|ID| 4 1)[|6)1p| 41 4, Tew) for all ID € (SKList NZ=L~1) \ RLy, 4
and 0414 € CoS(RLimpr,). Observe that (ID, (\Ilz| + DI01p+1,0 Tew) €
prefix+(ID[*€*_1], 0*]|6¢ 4]|T*) only when ID = IDfp _yy AOppj1,a = O g AT = T
Since A made secret key reveal query on ID@*], A revoked ID[*L,*] before T*. Thus,

the security of CS ensures that ID = DG _ANT=T"= é\IDHl,d_ # 0¢+ q holds.

Decryption Key Reveal Query. Upon A’s queries on (ID,T), B has
to answer dkipr. For this purpose, B made HIBE secret key queries on
((IDpe—11, £][0¢]T)) (o)) for some 6, € PS(ID) N CoS(RLpa(in,),r) and (ID,T).
At first, observe that (ID,T) € prefix+(IDf£*_1]J*HQKCIHT*) never holds for all
¢ € [|1D|] even when (ID,T) = (ID*,T*). Next, observe that (ID[g,l],KHt%HT) €
prefix+(ID@*_1], *|0¢+,al|T*) holds only when IDj,_q) = IDf,. Ay = g gAT =
T*. As we observed so far, A revoked IDE‘M before T*. Therefore, the security of
CS ensures that IDj._q) = ID[*Z*_H AT =T =0, # 0ps 4.

Summarizing the analysis so far, B made HIBE secret key queries on HIBE.ID
only when HIBE.ID ¢ prefix+(IDf[_1],€*||04*’d||T*) for all Oy« 4 € PS(id}.) if
the guess of £* is correct. Thus, we complete the proof against A of the Type-
I strategy.

Next, we show a proof against A of the Type-II strategy in the same way as
a proof against A of the Type-I strategy. The only exception of the reduction
algorithm B’s behavior is the way for creating the challenge ciphertext ct*. Upon
A’s challenge query on (ID*,T*, M, M7), B samples (M¢)ec(+)] <R ML
makes an HIBE challenge query on

(0%, 1), M P MeMi P M
£ef|1o*]] £ef|1o*]
to C, receives HIBE.ct’(kID*’T*)7 e
Ctip. 7 o for £ € [[ID*|] by itself as the encryptions of My, respectively. Then,
B returns the RHIBE challenge ciphertext ct* = (ctjy. 1+ o)eefjm|juiz+1} t0 A
Since ctip. 1. 1,44 is the encryption of Mg, ®€e[|ID* | Mg, the challenge ciphertext
ct* is properly distributed.

Hereafter, we check that B made HIBE secret key queries on HIBE.ID only
when HIBE.ID ¢ prefix®((ID*, T*)) by using the conditions ZN7T = ) and Z N
{0, 1} Tes VAT = 0.

Secret Key Generation Query. Upon A’s queries on ID, B made HIBE secret
key queries on (ID, (|ID| + 1)||¢||T) for T € [T..) as we explained in the proof
against A of the Type-I strategy. Since it holds that ZN{0, 1} e+ AT =
and 7 N{0, 1} MeeE+DT AT = 0, (ID, (|ID| 4 1)||e||T) ¢ prefix ™ ((ID*, T*)) holds
for all T € [T¢y) even when ID = ID* and T* € [Tqy].

Secret Key Reveal Query. Upon A’s queries on ID, B made HIBE secret key

queries on ID as we explained in the proof against A of the Type-I strategy.
Observe that ID € prefix™((ID*,T*)) holds only when ID € prefix™ (ID*) since

and sets ctfp. 1. ;41 = HIBE.ctfy,, ... B computes
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ZNT = { holds. Due to the definition of the Type-II strategy, it holds that
ID ¢ prefix " (ID*). Therefore, ID ¢ prefix* ((ID*, T*)) holds.
Revoke & Key Update Query. Upon A’s queries on RLr , B made HIBE
secret key queries on (ID, (|]ID|+ 1)H§HD|+LJ, Tey) for all ID € (SKListNZSE~1)\
RLr,—1 and g‘ID|+1’J € CoS(RLmpr,,) as we explained in the proof against A
of the Type-I strategy. Since it holds that Z N {0, 1}e+DI AT = 0 and
T {0, 138N T = @, (1D, (|ID] + 1)[10)1p)41,: Tew) & prefix” ((ID*, T%))
holds for all ID € (SKList NZ<L~1)\ RLy, ; and §|IDH_1,J € CoS(RLmp 1,,) even
when ID* € (SKList NZSE~1)\ RLy, 1 and T* = Te,.
Decryption Key Reveal Query. Upon A’s queries on (ID,T), B made
HIBE secret key queries on ((ID[Z,l],€\|9~4||T))£€[|IDH for some 6, € PS(IDyg) N
CoS(RLpa(ID[e])’T) and (ID,T) as we explained in the proof against A of the
Type-I strategy. Since it holds that Z N {0, 1}°eE+DIA|| T = § and T N
{0, 1} oeLADT AT = 0, (ID[Z,H,EHQHT) ¢ prefix™ ((ID*,T*)) holds for all
¢ € [|1D]] even when ID = ID* and T = T*. Moreover, (ID,T) € prefix* ((ID*, T*))
holds only when (ID,T) = (ID*, T*) since it holds that Z N7 = (. Due to the
security definition of RHIBE, A never made the query on (ID*,T*). Therefore,
(ID,T) ¢ prefix™ ((ID*, T*)) holds.

Summarizing the analysis so far, B made HIBE secret key queries on HIBE.ID
only when HIBE.ID ¢ prefix" ((ID*, T*)). Thus, we complete the proof against A
of the Type-II strategy. a0

4 Achieving Shorter Ciphertexts/Key Updates

Ma and Lin’s basic RIBE [31] is a generic construction from IBE and level-2 HIBE.
They suggested that by replacing IBE with identity-based broadcast encryption
(IBBE), there is a generic construction of RIBE with shorter ciphertexts. By
following the idea, we show that by replacing HIBE of our basic RHIBE scheme
in Section 3 with hierarchical identity-based IBBE (HIBBE), there is a generic
construction of RHIBE with shorter ciphertexts. Furthermore, we obtain a dual
construction of the variant. Specifically, we show that by replacing HIBE with
hierarchical identity-based dual IBBE (HDIBBE), there is a generic construction
of RHIBE with shorter key updates.

4.1 Hierarchical Identity-based (Dual) IBBE

An IBBE ciphertext IBBE.ctpy depends on a set of privileged users PU € 27
whereas an IBBE secret key IBBE.sk;jq depends on an element identity id € 7.
The secret key IBBE.sk;4 can decrypt IBBE.ctpy iff id € PU. Let IBBE(M) denote
IBBE with the maximum number M of privileged users in PU. By definition,
IBBE(1) = IBE. The dual IBBE (DIBBE) is the same as IBBE except that the
roles of PU and id are swapped such as DIBBE.ct;q and DIBBE.skpy.
HIBBE(L, M) is a conjunction of HIBE(L) and IBBE(M), where an HIBBE
ciphertext HIBBE.ctrp py depends on a hierarchical identity ID HIBE.Z<" and
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set, of privileged users PU € 2!BBE.T gch that |PU| < M whereas an HIBBE secret
key HIBBE.skip ;4 depends on a hierarchical identity ID € HIBE.Z<Z and element
identity id € IBBE.Z. The secret key HIBBE.skip 14 can decrypt HIBBE.ctip pu
if ID' € prefix+(ID) A id € PU. There is a special case, where HIBBE.ctrp py and
HIBBE.skip, ;4 may not depend on any hierarchical identity ID. In this case, we use
the notations HIBBE.ctygc py and HIBBE.skygc 14. There is another special case,
where HIBBE.ctyp py and HIBBE.skyp 14 may not depend on any set of privileged
users PU and element identity id, respectively. In this case, we use the notation
HIBBE.skip, . that can be used for creating HIBBE.skip 14 for any id € IBBE.T if
ID € prefix(ID'). HDIBBE(L, M) that is a conjunction of HIBE(L) and DIBBE(M)
is defined in the same way.

We can obtain adaptively secure pairing-based HIBBE(L, M) schemes with
compact ciphertexts and HDIBBE(L, M) schemes with compact secret keys under
the k-linear assumption through the predicate encoding framework [3,9,10,43]. It
is well known that (M +1)-dimensional (pairing-based) inner product encryption
(IPE(M + 1)) is sufficient for constructing IBBE(M) and DIBBE(M). The predi-
cate encoding schemes of HIBE(L) and IPE(M + 1) with compact ciphertexts and
compact secret keys are summarized in [9]. Based on the conjunction of predicate
encoding schemes in [3], we obtain predicate encoding schemes of HIBBE(L, M)
with compact ciphertexts and HDIBBE(L, M) with compact secret keys. Finally,
we obtain adaptively secure pairing-based schemes under the k-linear assumption
through the generic compilers for predicate encoding schemes [9,10].

4.2 Variants with Shorter Ciphertexts

We replace HIBE(L + 1) by HIBBE(L + 1, M) with compact ciphertexts for con-
structing RHIBE(L) with shorter ciphertexts than the scheme in Section 3, where
the spirit is almost the same.® The level-¢ ciphertexts ctp,1,¢ of the scheme in
Section 3 for £ € [|ID[] consist of D + 1 HIBE ciphertexts HIBE.ct(ip,_,, ¢0, ()
for d € [0,D]. In other words, the information for each 64 is used to cre-
ate a single HIBE ciphertext. In turn, we use the information for each M-
tuple (0, (m—1)01> 01, (m—1)M+15 - - - » Oe.mar—1) to create a single HIBBE ciphertext.
Thus, we replace the D + 1 HIBE ciphertexts of the level-¢ RHIBE ciphertext by
[(D +1)/M] HIBBE ciphertexts HIBBE.ctm,_,, pu, ., Where

PUetm = (U0, (m—1)m ITs 00, m—1yps 51 I Ts - -+, |06, mar—1]T)
for m € [[(D+1)/M] — 1] and
PUsr (o111 = UlOe, o1y -1)m Ty - - -5 £]|0e,D[|T).
The level-¢ decryption keys dkip 1 for ¢ € [|ID|] are HIBBE'SkID[Z,H,@H@HT such
that 0, € PS(IDyy) ﬂCoS(RLpa(ID[[])J). The level-(L+1) ciphertext ctrp 1,41 and

5 Ma and Lin [31] only suggested that by replacing IBE with IBBE(D + 1), there is a
generic construction of RIBE with shorter ciphertexts. Since we introduce a flexible
parameter M € [D+1], we achieve an efficiency trade-off between the sizes of pp, sk,
and kup,r and the size of ctip 7.
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Setup(1*, L):
(HIBBE.pp, HIBBE.msk) «+ HIBBE.Setup(lA, L+1,M)
return pp = HIBBE.pp, skkgc = HIBBE.msk
Enc(pp,ID,T,M) :
(Ml, ey MlID|) <R Mlml, ML+1 =M ®Z€[\IDH M,
for ¢ € [|ID]]
PS(ID[@]) = (9&0, Oe1,.-., eg’D) — ASSign(idz)
forme [[(D+1)/M] —1]
PUs1.m = (£l|0¢,(m—1)m [T, £ll0¢,(m—1)pr41 [T, - - -, £l|0e,mar 1[I T)
HlBBECtID[[,l},PU[,T,m < HIBBE.Enc(HIBBE.pp, (IDj¢—1], PUsr,m), Me)
PUrr ro+1y/001 = (|02, (r(p+1) /801 -1)m T -, €]|02,p[T)
HlBBE'CtID[Z—l]vPUZ,T,((D+1)/A4] —
HIBBE.Enc(HIBBE.pp, (ID[@,”, PU[}TJ’(D#,I)/A{—' ), M¢)
Ctp,re == (HlBBE-CtID[g,l],PUL;,T,,,,L)me[((D-&-l)/]vﬂ]
ctm,r,z+1 = HIBBE.ct(p 1), <~ HIBBE.Enc(HIBBE.pp, ((ID,T), *), Mr41)
return ctrp 1 := (Ctp1.e)re]|0]JU{L+1}
GenSK(pp, skpa(1p), ID):
HIBBE.skip, « +— HIBBE.KeyGen(HIBBE.pp, HIBBE.sky,(1p),«, (ID, *))
return skyp := HIBBE.skip «
KeyUp(pp, T7 SkID, RLID,T, kupa(mm):
(dkip,r,e)eeqimmpuiz+1} + GenDK(pp, sk, kupa(1p) 1)
COS(RI:ID,T) = (Ojmoj+1,1> 041,25 - - -5 9|1D|+1,Rm,r) + Cover(RLip, 1)
for d S [RID,T]
HIBBE'SkID,(\IbH»l)Hé‘m‘+1,deT — ~
HIBBE.KeyGen(HIBBE.pp, HIBBE.skp,«, (ID, (|ID| + 1)[|6)|1p| 41,4(|T))
return kump,r = ((9£7dk1D,T,£)ée[\1D\]7 (e\IDH—l,Ja HIBBE'SkID,(‘ID|+1)“é‘ID‘+1’J“T)EE[RID,T])
GenDK(pp, sk, Kupa(ip),1):
if L« Match(PS(IDHmH)7 COS(RLpa(ID)’T))
return L
else
PUZ,T,ﬁLL; > 9‘1[)‘ — Match(PS(ID“ID”), COS(RLpa(ID);r))
deD,T,|ID\ = HlBBE'Skpa(ID),\ImHé‘m‘HT
dkp,r,+1 = HIBBE.sk(p 1)«
HIBBE.KeyGen(HIBBE.pp, HIBBE.skp «, ((ID, T), ))
return deD,T = ((PU&TV’;W ; deD,T,Z)éGHIDH’deD7T1L+1)
Dec(pp, dk;[];),'r7 CtID,T)I
for ¢ € [|ID|]
M, < HIBBE.Dec(HIBBE.pp, dkm 1,¢, HlBBE.ctIDM_”,pUZ’TﬁE)
ML+1 — HlBBEDeC(HlBBEpp7 deD,T,L+17 CtID,T,L+1)
return M = P, 1y M,

U{L+1}

Fig.6: RHIBE(L) scheme from HIBBE(L + 1, M)

level-(L + 1) decryption key dkipr,z+1 are HIBBE.ct(ip 1)« and HIBBE.sk(1p 1y «,
respectively. By definition of HIBBE, all the level-¢ decryption keys dkip ¢ can
be used to decrypt the level-¢ ciphertext ctrp 1, for £ € [|ID|]JU{L+ 1}. A secret
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key skip is an HIBBE secret key HIBBE.skyp ; thus, skip can be used for creating
level-(L + 1) decryption key HIBBE.sk(p ). and the elements of kurpr, i.e.,
HIBBE'SkIDa(llD‘+1)”é\mprl,(i”'r for 0|ID|+1,EZ S COS(RLID,T). Therefore, the RHIBE(L)
scheme from HIBBE(L + 1, M) is correct. We can prove security of the scheme
in the same way as the proof of Theorem 1. We describe the scheme as Figure 6.

4.3 Variants with Shorter Key Updates

We replace HIBE(L+1) by HDIBBE(L + 1, M) with compact secret keys for con-
structing RHIBE(L) with shorter key updates than the scheme in Section 3, where
the spirit is almost the same. The key update kup r other than level-¢ decryption
keys dkip 1,¢ for ¢ € [|ID|] of the scheme in Section 3 consists of Rpr HIBE secret
keys HIBE.Skrp, j1p| 1118,y gllm) fOT @ € [Rip,7]. In other words, the information
for each 0)1p| ;1 g Is used to create a single HIBE secret key. In turn, we use the in-
formation for each M tuple (G\ID|+17(m71)]W+la 9\1D|+1,(m71)M+1a ey 9\1D|+1,mM)
to create a single HDIBBE secret key. Thus, we replace the Ripr HIBE secret
keys by [Rm,r/M| HDIBBE secret keys HDIBBE.sk1p,pu s, 41 1., » Where

PUjmpj41,1,m = (IID] + L|0jmpj41,(m—1)ns41 1T, - - - 1ID] + 11010 41, | T)

for m € [[Rpr/M] — 1] and

PU|1p|41,1,[Rip.r /M
= (I1D] + |01+ 1,([ Rup.x /a1 1) M1 I T5 - -+, |ID] + 1[|0)10) 41, Rpp £ I T)-

The level-¢ ciphertexts ctypre for ¢ € [|ID|] are HDIBBE.ctip, ;0,4 for
d € [0,D]. The level-(L 4+ 1) ciphertext ctipr r+1 and level-(L + 1) decryp-
tion key dkmpr r+1 are HDIBBE.ct(;p 1) . and HDIBBE.sk(ip )., respectively.
By definition of HDIBBE, all the level-¢ decryption keys dkip 1, can be used
to decrypt the level-¢ ciphertext ctypry for ¢ € [|ID|]] U {L + 1}. A secret
key skp is an HDIBBE secret key HDIBBE.skip .; thus, skip can be used
for level-(L + 1) decryption key HDIBBE.sk(1p,1),« and the elements of kurp r,
i.e., HDIBBE.skp, (|10[+1)[|PU; (415 [T fOT &1pj+1,4 € COS(RLp 7). Therefore, the
RHIBE(L) scheme from HDIBBE(L + 1, M) is correct. We can prove security of
the scheme in the same way as the proof of Theorem 1. We describe the scheme
as Figure 7.

5 Comparison

In this section, we compare our proposed schemes and previous RHIBE schemes.
Table 1 compares our proposed adaptively secure RHIBE schemes with the other
adaptively secure schemes proposed by Emura et al. [18] and Lee and Kim’s
scheme [27]. Specifically, we compare the space efficiency of ctrp 1, skip, kup 1,
and dkp r in terms of the number of group elements. We use Chen and Gong’s
HIBE scheme [10] and Gong et al.’s HIBE scheme [20] to instantiate Emura et
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Setup(1*, L):
(HDIBBE.pp, HDIBBE.msk) < HDIBBE.Setup(1*, L + 1)
return pp = HDIBBE.pp, skkge = HDIBBE.msk

Enc(pp, ID, T, M) :
(M17 ceey MIID\) <R Mlmlv MLy =M eale[\m\] M,

for ¢ € [|ID|]
PS(ID[@]) = (9@70, Oea,.--, QE,D) — ASSign(idg)
for d € [0, D]
HDlBBE-CtIDM,l],ZHOZ,dHT — HD|BBE.EnC(HD|BBE.pp, (ID[gfl],KH@gdeT), M[)

Ctmp,1,0 == (HDIBBE.ct<m[€7U,zngmnT))de[o,D]
ctm,r,z+1 = HDIBBE.ct(ip 1),» +— HDIBBE.Enc(HDIBBE.pp, ((ID,T), *), Mr41)
return ctrp 1 := (Ctp1.0)re]|0)JU{L+1}

GenSK(pp, skpa(1p), ID):
HDIBBE.skip, « <— HDIBBE.KeyGen(HDIBBE.pp, HDIBBE.skp, (1), «, (ID, *))
return skyp := HDIBBE.sk1p,«

KeyUp(pp, T, sk, RLip,t, KUpa(1p),1):
(deD,T,E)EE[\ID\]U£L+1} — §enDK(pp, Slﬁlm kUpa(ID),T)
COS(RLID,T) = (9\1D|+171, 9|ID|+1’2, ey QIIDHLRID,T) < Cover(RLID,T)
for m c H—RID,T/M] — 1]
PUjmpj+1,1,m = (|ID] 4 1|01, (m—1)ar+1 /I T, - - -, |ID] 4 1{|0}1p|+-1,m s [|T)
HDIBBE.skippuygp 11 5.0
HDIBBE.KeyGen(HDIBBE.pp, HDIBBE.skip_.., (ID, PUj1p(1.7.0m))
PU\ID\‘FI,TafRID,T/N” =
(IID[ + L1610 +1,(T Rep x /1 —1) M+ T, - -+, [ID] + 1|00 41, o £ | T)
HDIBBE.skio,pu; 1 1. [5pp /001 <
HDIBBE.KeyGen(HDIBBE.pp, HDIBBE. sk« (1D, PUjrp[41.1. 0 +/0171))
(0, dkip,1,¢) ecqimo|]5

return kup t =
T <(PU|ID\+1,T,W7 HDIBBE'SkIDA,PU\mHl,T‘m)’me”Rm,T/M”

GenDK(pp, skp, kupa(mpy,1):

if 1« MatCh(PS(IDHIDH), COS(RLpa(ID),T))
return L

else
PU\ID\VTﬁL\m ) 0‘1[,‘ — Match(PS(ID“ID”), COS(RLPQ(ID)YT))
dkip,1, 10| = HDIBBE.skpa(m),PUmmm‘m‘
dkm,1,z+1 = HDIBBE.sk(ip 1), <

HDIBBE.KeyGen(HDIBBE.pp, HDIBBE.skip,«, ((ID, T), %))

return dkp 1 == (e, dkip,1.0) ecmo)); dKip,T,L4+1)

Dec(pp7 deD,T, CtID,T)C
for ¢ € [|ID|]
M ¢ HDIBBE.Dec(HDIBBE.pp, dku.r.¢, HDIBBE.ctyy, . yy,r)

My 41 < HDIBBE.Dec(HDIBBE.pp, dkipr,0+1, Ctior, 1)
return M = ¢ o113 Me

Fig.7: RHIBE(L) scheme from HDIBBE(L + 1, M)
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al.’s scheme, Lee and Kim’s scheme, and our proposed scheme in Section 3.
Therefore, all the schemes are based on the same SXDH assumption. Here, let
|ID| = ¢ and let Ripr denote the number of identities in the revocation list
RLip . As described in Section 2.3, |CoS| = O(Rip 1 log(2P /Rip1)); however, we
simply write |CoS| ~ O(Rmp,D’) and |CoS| ~ O(Rm,rD). We note that there
are no adaptively secure RHIBE schemes with the SD.

Table 1: Comparison of adaptively secure RHIBE(L) schemes

Scheme pp |ctop 1| |skp| |kuzp r| |dkap,z|
ETW20 [18] o) o) O(|DelKp|(L —¢))  O(Rp1D) oQ)
+ [10,12] +O(D(L - ¢)) xO(L — )
ETW20 [18] o) o) O(|DelKp|€) O(RwsDl)  O®)
+ [20] +0(DY)
LK21 [27]
+ [10,12] O(L) O(¢D) O(L -1 O(RwtD+4) 0O(0)
(basic)
LK21 [27]
+ [20] Oo(1)  O(?D) o(¥) O(Rw 1Dl 4+ £2) O(£?)
(basic)
LK21 [27]

+[10,12] |O(L+ D) O(¢) OL+D -0  O(RwprD*+1¢) O()
(shorter ct)

Section 3
+ [10,12] O(L) O(D) O(L - ¢t) O(RpxD + 1) O()
(basic)
Section 3

+ [20] 0o(1) O(£*D) o(0) O(Rmp 1Dl + £2) O(¢?)
(basic)
Section 4.2

O(L+M) O(tE£) OL+M-{) O(RpiMD+10) O(()
(shorter ct)

Section 4.3
CHORT O+ MY O(UMD)  O(L+M—1t) O (f22 40) o)
(shorter ku)
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Comparison with ETW20. Let DelK;p denote the number of delegation keys
in Emura et al.’s scheme. When instantiated by the same HIBE schemes
such as [10,12,20], Emura et al.’s scheme has larger skyp and kugpt, while
our scheme has larger ctyp 1 and dkgp 1. Since |DelKip| grows when ID creates
their children’s secret keys and their revocation list RL1p 1 is updated, the size
is not static. Therefore, we believe that our proposed scheme is practically
more efficient than Emura et al.’s scheme.

Comparison with LK21. When instantiated by the same HIBE schemes such

as [10,12,20], Lee and Kim’s basic schemes and our basic schemes in Section 3
have the same asymptotic efficiency. Nevertheless, the concrete efficiency of
our schemes is better than Lee and Kim’s schemes since we use one HIBE
scheme while Lee and Kim used two HIBE schemes for constructing RHIBE
as we claimed at the end of Section 1.
We can set the parameter M € [D] in our shorter ciphertext variant in
Section 4.2 whereas we can set the parameter M as an arbitrary non-negative
integer in our shorter key udpate variant in Section 4.3. When M = 1,
both variants achieve the same asymptotic efficiency as Lee and Kim’s basis
scheme and our basic scheme instantiated by [10,12]. When M = D, our
shorter ciphertext variant has the same asymptotic efficiency as Lee and
Kim’s shorter ciphertext variant; however, our shorter cipehrtext variant can
take flexible choice of the parameter M € [D] as opposed to Lee and Kim’s
scheme. Needless to say, our shorter key update variant has the shortest
kurp,r than any other adaptively secure schemes. What is more, although we
do not summarize in Table 1, our shorter key update variant with a large
M achieves the shorter key updates than selectively secure RHIBE schemes
with the SD [27,29].

Acknowledgement. We would like to thank anonymous reviewers of Asiacrypt
2019 and PKC 2020.
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