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Abstract— This paper proposes a new ultra lightweight cipher
RAGHAV. RAGHAV is a Substitution-Permutation (SP)
network, which operates on 64 bit plaintext and supports a
128/80 bit key scheduling. It needs only 994.25 GEs by using
0.13um ASIC technology for a 128 bit key scheduling. It also
needs less memory i.e. 2204 bytes of FLASH memory , which is
less as compared to all existing S-P network lightweight ciphers.
This paper presents a complete security analysis of RAGHAYV,
which includes basic attacks like linear cryptanalysis and
differential cryptanalysis. This paper also covers advanced attack
like zero correlation attack, Biclique attack, Algebraic attack,
Avalanche effect, key collision attack and key schedule attack. In
this cipher,use of block permutation helps the design to improve
the throughput. RAGHAY cipher uses 8 bit permutations with S-
Box which results in better diffusion mechanism. RAGHAV
consumes very less power around 24mW which is less as
compared to all existing lightweight ciphers. RAGHAYV cipher
scores on all design metrics and is best suited for applications like
IoT.

Index Terms— Lightweight cipher, SP Network, Block cipher,
Encryption standards, Embedded security, Ubiquitous
computing, IoT (Internet of Things).

I. INTRODUCTION

Lightweight cryptography is an emerging filed which
represents the family of lightweight ciphers that are suitable
for constrained environment. Many lightweight ciphers over a
decade have been designed for applications where memory
space, Gate Equivalents (GEs) is the major constraints.
PRESENTI[1], TWINE[4], PICCOLO[3], LED[6],
MIDORI[29], PICO[22], ANU[26], BORON[27], SIMON and
SPECK][28] are the popular lightweight cipher designs. All
these ciphers have GEs ranging from 1000-2000. The most
lightweight design in terms of Gate Equivalents is SIMON and
SPECK, but there security is not guaranteed. PRESENT
cipher is the most trusted and versatile lightweight design till
date. No attacks are reported on PRESENT cipher. Most of
these ciphers lack on one of the design metrics. In case of
PRESENT cipher, it lacks throughput. PRESENT cipher has a
very less throughput while BORON [27] which is latest S-P
network and has highest throughput, but its power
consumption is also high. There is need to design the block
cipher which should score on all metrics as block ciphers are

considered to be the workhorse in the -cryptographic
environment. The most ignored metric in design of a
lightweight cipher is power dissipation which is a very crucial
in the environments like IoT and Wireless Sensor Networks
(WSN). In Wireless Sensor Network, most of the nodes are
battery powered and there is a need to protect these nodes
against external attacks. The versatile cipher like AES, Triple
DES fails in such kind of environment as they need huge
memory space as well as they dissipated more power. There is
urgent need to secure these nodes without incurring more
power to make the technologies like IoT feasible. This paper
presents a cipher RAGHAYV which has less GE’s, needs less
memory space, dissipates less power and have competitive
throughput as compared to existing lightweight ciphers.

II. DESIGN CHOICES AND OUR CONTRIBUTION

First aim to design cipher is to reduce the Gate Counts so that

the cipher should result in small hardware implementation.

Moreover power consumption should also be less as the cipher

design is aimed at providing security to battery powered

nodes. Flash memory size of cipher should be very less as
targeted processor would be of 8 bit, which generally has very
less memory space. The designed cipher should perform
efficiently both on hardware as well as on software platforms.

By maintaining all these metrics, throughput of the cipher

design also should be competitive.

Design Strategies:

e RAGHAV cipher has adopted 8-bit permutation. This
result in minimum memory requirement as other S-P
network ciphers operates on 64 bit and have 64 bit
permutation layer. In RAGHAV cipher we made a
successful attempt to minimize memory requirement by
using a bit permutation with high diffusion mechanism.
Bit permutation layer is designed in such a way that that
bit distribution results in maximum number of active S-
box in minimum number of rounds.

e RAGHAV cipher has used Robust S-box, which have
CARic = 2 & CARpc = 2 and it is highlighted in the
Difference Distribution Table in section II. This property
of S-box helps to improve diffusion layer with bit
permutation layer and block permutation.



e RAGHAV cipher design has bit and block permutation
with circular shifting that consumes very less GEs as
shifting operators and bit permutation only needs wires in
hardware implementation.

e RAGHAV cipher design also used 16-bit block
permutation which results in good throughput as
compared to SP network cipher tabulated in Table 13.

e RAGHAV mainly needs GE’s only for S-Box, XOR
gates, and fewer registers for storing plain text and key.

e In the cipher design at software level, care is taken to use
minimum number of local and global variables which
results in less memory requirement.

e Due to the use of a mesh kind of network in the cipher
design and the reuse of limited registers in programming,
the power dissipation of RAGHAYV cipher is less.

e Different units of shift operators are used in the
RAGHAV cipher design which results in more number of
active S- boxes in minimum number of rounds.

RAGHAV cipher design aim is to provide rich encryption

standards for those environments where power dissipation is

critical.

III. THE BLOCK CIPHER RAGHAV
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Figure 1: The Block Cipher RAGHAV

RAGHAYV is a S-P network based cipher design which has the
round function as shown in the Figure 1. This cipher design
supports 128/80 bit key scheduling algorithm. In RAGHAV
design 4bit block of data is grouped together and permuted as
shown in Figure 1. In the design we have also used 8 bit
permutation layer i.e. 8-P blocks. After permuting the bits, the
non linear layer is applied i.e S- box. RAGHAYV cipher has
strong S-Box which act as a nonlinear layer which has

CARLC =2 and CARDC = 2. CARLC and CARDC represent
cordiality property of linear and differential attacks which are
discussed in next sections.

The output of non linear layer is XOR-ed with the subsequent
sub keys. Cipher design also uses circular shifts which shift
the LSB 32 bits by 27 and right shifts MSB 32 bits by 13.
RAGHAV cipher uses this shifting to spread input data such
that it will help the cipher design to increase number of active
S-Box in minimum number of rounds. Circular shifted total 64
bits are grouped as 16 bits and cross permuted in the last layer
before generation of cipher text. This round function runs 31
times to generate final cipher text. Key scheduling algorithm
is used to generate subsequent sub keys for subsequent rounds.

A. S—Box

In the cipher design S — Box is only the component which
has introduced the non linearity in the design. This has been
helpful for increasing the complexity in any cipher. This layer
substitutes the new value to its input value according to
prefixed Table 1. RAGHAYV cipher has used the same S - box
which is given in the table 1 and satisfies all the criteria
required for strong S — Box[1][5].

S-box S: F24 e F24

x [o]1]2]3]4]s]e]7]8]o]Aa[B]c]D[E]F
slt]2]4]ple[r[Blsals][E]3]o]c]7]0

Table 1: S-box of RAGHAV cipher

Design Criteria and properties of S — Box for RAGHAV
cipher is the same which are used while designing PRESENT
[1] and RECTANGLE [5]. But this S- box is having strong
properties as compared to the S- box used in PRESENT and
RECTANGLE.

B. Permutation P Layer (8 bit)

Permutation layer increase the strength of the round
ciphers and introduces the more complexity. The main use of
the Permutation is that it needs only wires for designing so
which has not required GE’s. RAGHAYV also used the block
shuffling and circular shifting which have used to increase the
number of active S — Box. For designing the strongest
permutation layer, the following criteria we have followed
which is mentioned in paper [8]

1] At round 1, the output of S-box is distributed in such a way
that two of them affect the middle bits of S-box at round r+1
and other two affects the end bits.

2] The four bit output of each S — Box affect the next four
different S — boxes.
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Table 2: Bit permutation table of RAGHAV cipher

C. Key Scheduling of RAGHAV - 128

The key scheduling of RAGHAYV cipher is motivated by
key scheduling of PRESENT cipher because till date no
attacks are reported on the key scheduling of PRESENT
cipher. The input key is stored into the KEY register which is
given as Ki»7 Kizs Kizs...Ko Ki Ko ,and from that for
RAGHAYV ,64 leftmost bits as key K' = Kg3 Keo... Kz K Ko is
applied to the initial round of cipher. For next round, the KEY
register is updated as per the following key scheduling steps:

1) KEY register is circularly left shifted by 13
KEY <<<13

2) The leftmost 8 bits i.e. K7 K ..... Kj Ko are passed
through the S — Box of RAGHAV.
[K3 Kz K Ko] «S [K3 K> K Ko
[K7 Ko K5 K4] S [K7 K¢ K5 K4]

3) Apply the round counter. i.e. XOR the round counter
RC' of respective round with the key bits K¢z Kez Kei
Ko Kso.
[Kes Kez Ko Koo Kso] < [Kes Koz Ko Koo Kso] @ RC!

D. Encryption Algorithm

Input-
Plain text: Asq — a%a% a® a® ... &® a’ a'a’ S-Box [16], P [8],

Output-
Cipher text: Cgy

Fori=0to 31 do

P,‘L — a63 a62 a61 a60

PiR — a31 a30 a29 a28

a35 a34 a33a32

Ladala

Ptl — (P &OxfOf0f0f0) >> 4) | (( P &OxOfOf0f0f) << 4)
Pt2 — P [Pt]l]
Pt3 «— S-Box [Pt2]

Pt «— (P& &O0xfOf0f0f0) >> 4) | (( PR &O0x0f00f0f) << 4)
Pt2 — P [Ptl]

Pt4 — S-Box [Pt2]

Pt5 — [Pt3 @ (RKi & 0x00000000f11)]
Pt6 — [Pt4 & (RKi & Oxfffif{f00000000)] >> 32

Pt7 — RCS (Pt5, 27)
P18 — LCS (P16, 13)

Pt9— RCS ((Pt7 &0xfff0000), 16) | LCS ((Pt7&0x0000fp),
16)

Pt10— RCS ((Pt8 &0xfiif0000), 16) | LCS ((Pt8&0x0000f),
16)

Asg—  Pictt || PR
i=itl

End
Cos—  Ass— P/ || P3/R

IV. SECURITY ANALYSIS

Security analysis consists of different cryptanalysis
technique that every cipher should resist [26]. Cryptanalysis is
the scientific way to test the strength of cipher. This paper
shows the result of basic cryptanalysis attacks like linear and
differential cryptanalysis and also covers advanced attack like
zero correlation and Biclique attack. Non-linear layer i.e. S-
box in the RAGHAV cipher design plays a very important role
in security analysis.

A. Linear and Differential Cryptanalysis

The Linear and Differential Cryptanalysis are the basic
cryptanalysis techniques [10]. The maximum number of active
trails in minimum number of round shows the good resistance
against linear and differential attacks for any cipher. These
trails can be found out from the minimum number of active S-
Boxes with the help of Difference Distribution Table (DDT)
and Linear Approximation Table (LAT). The Linear
cryptanalysis depends on the high probability of occurrence of
linear expression where as Differential cryptanalysis depends
on the occurrence of every difference pair with high
probability in DDT.

Linear Cryptanalysis

The linear cryptanalysis is also known as known plain text
attack [27], which is in the form of linear expressions having
the plaintext, cipher text and key bits. The maximum bias can
be calculated by using the linear approximation. In case of the
RAGHAV cipher, the maximum bias is 22 based on S- box
used in the cipher design. Matsui's Piling-up lemma [Howard]
is used to calculate the probability bias for ‘n’ rounds.
Consider the example, for the round 2, the following figure 2
shows the minimum number of active S — Boxes in RAGHAV
cipher for linear trails. Computer generated algorithms are
used to find out minimum number of active S- boxes for ‘n’
rounds.
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Figure 2: Linear Trails

Red arrow indicates the active trails in the respective round.
The total numbers of red boxes are 2, which depicts minimum
two active S — Boxes. Table 3 shows the minimum number of
active S — Boxes for linear trials.

#Round # Min. active S-boxes
1 1
2 2
3 4
4 6
5 12

Table 3: Minimum number of active S-box from Linear Trail
For round 5, the total number of minimum active S — boxes

are 12. Maximum bias for RAGHAV S — Box is 2. So as per
the piling up lemma principle the total bias for round 5 is[26]:

— 2(N0A of active S — Box - 1) X (Max BiaS)(NO‘ of Active S - Box)
— 2(12 -1 X (2-2)(12)
— 2-13

Hence to find the total number of minimum active S — Boxes
for RAGHAYV cipher, one have to consider 25 rounds and

calculated the minimum number of active S —Boxes. This can
be given by piling up lemma principle:

For 25 rounds the bias will be
&= 24>< (2-13)5 = 2-61

The complexity of linear attack can be given by formula N =
1/ (g) 2, So for RAGHAYV, the linear complexity is given as
below:

Ni=1/(g)2= 1/ (2?2
NL 2122

Thus one can conclude that the 25 rounds of RAGHAYV, gives
the sufficient security against linear cryptanalysis.

Differential cryptanalysis:

Differential cryptanalysis [12] [13] 1is applied
successfully by Biham and Shamir on DES (1990). The
minimum number of active trails can be found out by using
difference distribution table (DDT). In this attack, one has to
consider the input and output difference with high probability
occurrence from DDT. The S — box which has non-zero input
differences and non-zero output differences are to be
considered as active S — Box [26]. Consider the example, for
the round 2, the following figure 3 shows the minimum
number of active S — Boxes in RAGHAV cipher for
differential trails.
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Figure 3: Differential Trails




Red arrow indicates the active trails in the respective round.
The total numbers of red boxes are 2, so there are minimum
two active S — Boxes. Table 4 shows the minimum number of
active S —Box for differential analysis.

#Round # Min. active S-boxes
1 1
2 2
3 4
4 6
5 9

Table 4: Minimum number of active S-boxes from Differential
Trail

The maximum bias can be calculated by using the differential
distribution table and in case of the RAGHAV cipher; the
maximum bias is 22. The differential probability is given by
Pq:

Pd = (2—2) No. of active S — Box

In case of RAGHAV cipher, for 5 rounds, 9 minimum number
of active S — Boxes are present, so for 25 rounds there will be
minimum of 45 active S — Boxes. The total differential
probability Pq is given as:

(2 2) 45 — =)- -90

The complexity of the differential attack can be calculated as
Nag=C/Pq. Where C =1 and Pg=2".

Ny =% =2,

Thus, we conclude that the differential complexity is greater
than the defined limit i.e. 2%, hence RAGHAV cipher gives
the sufficient security against differential cryptanalysis.

B. Biclique Attack

The complexity of the block cipher can be improved
with the help of Biclique attack. Biclique attack is an
extension of Meet In The Middle (MITM) attack [15]. It is a
theoretical attack. The RAGHAV-128 cipher successfully
resists against the Biclique attack and gives the maximum data
complexity i.e. 2% which is comparatively greater than other
existing ciphers. The attack is mounted on rounds 28 ~ 31
with 4 — dimensional Biclique. The selection of the key is very
important in the biclique and MITM attacks. These keys are
selected from key scheduling algorithm and the position of the
keys is given below:

Round 28 = K83, | Kso

Round 29 = K70, | 7 T K5
Round 30= K57, K56,. . .KQ,K127 K122
Round 31 = K44, K43,. . .K(),K127 ..... Koo

From above keys position, by selecting the specific keys (Ksa,
Kss, Kse, K37) and (Ka7, Kag, Kao, Kso) ,gives the highest data
and computational complexity for RAGHAV-128. Where
K34, Kss, K36, K37 are the Ai-deferential i.e. forward path key
selection which is denoted by red color and K7, Kas, Ko, Kso
are the Vj-deferential i.e. reverse path key selection which is
denoted by blue color. The forward and backward path for
Biclique is shown in the figure 4. Care should be taken that the
both red and blue keys should not activate the same bit or
same S- box. This will led to attack failure.
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Figure 4: Biclique attack on RAGHAV-128 (4-Dimensional)




Meet In The Middle attack

Meet in the Middle attack helps to analyze complete
computational complexity of the block cipher. The key
selection is also important for the MITM and this is in totally
coordination with the Biclique attack [26]. There are some
crucial rules that should follow in case of selecting the 4
dimensional keys while mounting the Biclique attack. These
selection of keys in Biclique helps in MITM also which are
given below:

1) Red key selected in Biclique should be same as the red
key required for backward computation in MITM.

2) Blue key selected in Biclique should be same as the blue
key required for forward computation in MITM.

3) While mounting the Biclique or MITM the red trails and
blue trials should not be mixed as stated in Biclique.

The total computational complexity can be calculated by using
the following formula [15]:

— aK-Id
CTDEI:E =12 {Cbiriique + Cpreromp + Crernmp + C,r'cisepm

Where, K is the length of key, in this case it is 128. d is
Biclique dimension, in this case its 4.

Chiclique 18 Biclique computational complexity can be calculated
as follows:

No. of rounds im Biclique

Total No.of Rounds in cipher

Chprecomp 18 Pre — computational complexity can be calculated as
follows:

No.of rounds in P:rgcump-
'y = 24 »
Precomy

Total No.of Rounds in cipher

Crecomp 18 Re — computational complexity can be calculated as
follows:

c h2d No.of active 5§ — Box in precomp
8 = 27 X
recemy Total No.of § — Box

Craisepos 18 falsepos computational complexity can be calculated
as follows:

Efcsispm = p2d-Noaof matching bits

The computational complexity of the RAGHAV — 128 is Ciotal
= 212708 Table 5 shows the data and computational

complexity comparison between RAGHAV-128 and other
existing lightweight ciphers.

Cipher Rou C](?::ltale Computational | Refere

Name nds <i t)lr) Complexity nce
RAGHA This

31 240 9127028

V-128 Paper
PRTFiggN 31 23 279.54 [Jfg]lg,
Pl%l.ilsz%N 31 21 2127.42 [Jfg]lg,
PISSz(SL 25 24 27913 [Jfg]lg,
PICCOL 24 12735 [Jeong,

o128 | °! 2 2 ]
LED-64 48 264 263.58 [Ji(;]lg,
LED-80 48 264 979.37 [Ji(;]lg,
LED-96 48 264 995.37 [Jel(;]g’
LED-128 48 064 2127.37 [Jel(;]lg’

Table 5: Biclique Attack Comparison

C. Zero Correlation Attack

Zero — correlation technique is mounted on the block
ciphers and which is the extended part of linear approximation
and impossible differential cryptanalysis [14]. Zero -—
Correlation is technique to find the correlation with value zero
and for mounting the attack, in this paper, matrix method has
been applied. There are some principles one should follow
while mounting the zero — correlation which has been
explained by the following figures 5 [14].

v2 v2
vi
A
vi vi i
- — ]
v3 V3 I v2
(2) (b) ()

Figure 5: (a) XOR operation (b) Branching Operation (c) F —
function

In figure 2 (a) V3 = V| = Vy, it shows that whenever there is an
XOR operation, then always all the values should be equal. In
figure 2 (b) V3 = Vi+ V,, it shows the summing point gives
the actual addition of remaining two branches as per the
operation given in table no. --. In figure 2 (c) it shows that
whenever there is F — function then it should be always
operate at reverse direction but in RAGHAYV cipher deign we
have not used the F — function .There are different rules for



arithmetic addition in the matrix method for that some specific
notations are used like, 0 denotes zero mask, denotes an
arbitrary non zero mask, a denotes non zero mask with fixed
value, denotes an arbitrary non zero mask, * denotes any
other mask. Table 6 shows the arithmetic rules for matrix
addition for zero — correlation.

* 0 0 a a *
00 0 a a *
olo * 3 %
b|b b ath el
bls * = ¢ =
* * * * * %

Table 6: Zero correlation arithmetic

By applying (0000 0000 0000 0000 0000 0000 0000 aaaa)
from initial round 0 and stepping further in forward direction
according to the RAGHAV cipher design, one should get
following trails. By applying (bbbb 0000 0000 0000 0000
0000 0000 0000) from round 5 in backward direction,
following trails can be derived as shown in the table . The
trails for zero correlation attack for RAGHAYV cipher is shown
in the table 7 and contradiction is achieved at round number 3
represented in terms of 0 and 0.

#Rounds Trails

0000000000000000
0000000000000000
0000000000000000

000000000000aaaa

0000000000000000
0000000000000000
0000000000000000

0000000000000000

0000000000000000
0000000000000000
0000000000000000

0000000000000000

3 0000000000000000

0000000000000000

0000000000000000

0000000000000000O0

0000000000000000
0000000000000000
0000000000000000

0000000000000000
bbbb000000000000

0000000000000000
0000000000000000
0000000000000000

Table 7: Trails for zero-correlation for RAGHAV cipher

D. Key Schedule Attack

For designing the key scheduling algorithm there is no
set of rules or guidelines available, hence there are many
versions of key scheduling algorithms present in cipher
designing. Such types of algorithms are tested by using the
key related attacks. Related key attack [17] and slide key
attack [18] are the two attacks which focus on weakness of
cipher’s key scheduling. Related key attack is successfully
applied on AES-256[19].

In this paper, key scheduling algorithm which is used in
the RAGHAV cipher design is motivated by the PRESENT
cipher because there is no key related attack mounted on
PRESENT cipher till date. The key scheduling used here is
having the nonlinear element S — Box which gives the high
diffusion property and XOR operation of 5 — bits from the key
register with round constant RC; to introduce more complexity
in the algorithm.

E. Avalanche Attack

When a single bit of plaintext or key bits is changed,
then after completion of all rounds, cipher text bits should be
changed by more than 50 % with +/- negligible deviation, this
phenomenon is known as Avalanche effect. The block cipher
is known to have poor randomization and cryptanalytic
properties, if cipher does not follows the Avalanche effect.
Those ciphers who has poor Avalanche effect, the plain text of
such ciphers are easily predictable and cipher can be cracked.
For testing the Avalanche effect the help of computer
generated algorithm found to be fruitful. In RAGHAV cipher
design, almost all cipher text have changed more than 50%
with negligible deviation for one bit in plaintext as well as in
key. Table 8 shows the some of the results of Avalanche
effects of RAGHAV-128.



Plaintext 0000 0000 0000 0000 # Bits
changes
Key 0000 0000 0000 0000 -
0000 0000 0000 0000
Cipher text 0f7d8e1d5184d11a
Key 0000 0000 0800 0000 32
0000 0000 0000 0000
Cipher text 7302811fc81ce9b6
Key 0000 0000 0004 0000 33
0000 0000 0000 0000
Cipher text €e9476d76673591b

Table 8: Avalanche Effect For RAGHAV-128

V. HARDWARE AND SOFTWARE PERFORMANCE OF RAGHAV

A. GE’s

The area requirement is the main concern in hardware
performance for any cipher design for application like WSN
and IoT. The RAGHAV Cipher has very less number of
requirements of Gate Equivalents and also less flash memory
size which results in good hardware as well as software
performance. In this design for computation of Gate
Equivalent we used standard library of IBM 8RF with 0.13
um technology. The areas of some basic gates in this library
are: NOT 0.75, AND 1.25, OR 1.25, XOR 2.00, 2-1 MUX
2.25, D flip-flop 4.25. Figure 6 shows the data path for
RAGHAV-128 which is based on the serial ASIC
implementation [21]. The key point of the serial ASIC
implementation is that it uses only one S — Box repeatedly for
complete round so it saves the most of the GE’s [26]. In
RAGHAV-128 the use of permutation block and bit — bit
permutations are more so it results in only use of wires which
has not required any GE’s. So the RAGHAV-128 has very less
number of GE’s i.e. 1226.5 compared to other existing
ciphers. Figure 6 shows the Serial ASIC data path of the
RAGHAV-128. In the design use of circle A, B, A’, B’ are the
connectors.

4 DATAIN

FIGURE 6: DATA PATH FOR RAGHAV-128

According to the IBM 0.13 pm library, we have calculated the
GEs for RAGHAV-128 [22]. Table no 9 gives the complete
required GE’s for each section i.e. data section and key section
of RAGHAV-128.

Data , Key )
Layer GE’s Layer GE’s
D Reg. 96%4.25 D Reg. 128x4.25
2:1 MUX | 40x2.25 | 2:1 MUX 2x2.25
XOR 4x2 XOR 5%2
SBOX 28 Shift 0
Operator
Shift 0 FSM 134
Operator
Total 534 Total 692.5
Total No. of gates required for 128 bit key =
1226.5

Table 9: Calculation of GEs for RAGHAV-128

The comparison of the GE’s of RAGHAYV and other existing
ciphers are given in the table 10. Figure 7 shows the graphical
comparison of the GE’s for RAGHAV-128 and other existing
ciphers. Table 11 shows that the RAGHAV cipher is 8.36%
compact than PRESENT, 48.87 % compact than AES and so
on.

Seriali
. BLOC K.ey Efg ;; arzctl:lcilte Round
Algonthm size s1ze Type used cture based
[Bit] [Bit] inpm | based GEs
GEs
SEA 64 128 | Feistel | 0.13 - 3758
HIGHT 64 128 GFN 0.35 - 3048
AES 128 | 128 SPN 0.13 | 2400 -
DESX 64 128 | Feistel | 0.18 | 2629 -
CLEFIA 64 128 GFN 0.13 | 2488 -
TEA 64 128 | Feistel - 3872 -
DESXL 64 128 | Feistel | 0.18 | 2168 -
PRESENT | 64 128 SPN 0.13 | 1339 | 1884
SIMON 64 128 | Feistel | 0.13 | 954 -
SPECK 64 128 | Feistel | 0.13 | 996 -
LED 64 128 SPN 0.18 | 1265 -
RECTAN
GLE 64 128 SPN 0.13 | 1787 -
PICCOLO | 64 128 GFN 0.13 | 818 1362
RAGHAV | 64 128 SPN 0.13 | 1227 | 1458

TABLE 10: COMPARISON OF GES WITH EXISTING CIPHERS
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FIGURE 7: GES COMPARISON WITH EXISTING LIGHTWEIGHT

CIPHER
AES LED | RECTANGULAR | PRESENT
RAGHAYV | -4887% | -3% -31.33% -8.36%

Table 11: GEs Comparison of RAGHAV

From above comparison and analysis it is concluded that the
RAGHAYV cipher achieves the best results in requirement of
Gate Equivalent compared to other existing ciphers.

B. Memory Requirement

The RAGHAYV cipher results in the less FLASH memory size
which results in the better software performance. In this
design for software performance RAGHAYV has been tested on
ARM 7 - LPC2129 processor. So the same processor has been
considered for other existing ciphers also to calculate their
memory size. Figure 8 shows the graphical comparison of the
RAGHAV with other existing ciphers in terms of flash
memory and RAM.

510 ik 4708

3000

HFLASHMEMORY M RAM MEMORY

Figure 8: Flash memory and RAM memory Comparison of
Standard algorithms with RAGHAV Cipher implemented on
LPC2129

In terms of memory requirement the RAGHAV has 20.03 %
superior than PRESENT, 43.13 % superior than LED and so
on. Table 12 shows comparison of requirement of a flash
memory of RAGHAV cipher with other existing ciphers.

PRESENT LED SIMON | TWINE | CLEFIA

RAGHAV -20.03% -43.13% -5.16% -7.39% -53.18%

Table 12: A Memory Requirement Comparison Of RAGHAV
Cipher With Existing Ciphers

C. Throughput

Throughput decides the speed of the execution of the
algorithm as the speed increases the throughput is also more.
Here the execution time taken as the time required to execute
complete 24 round of RAGHAYV cipher. As the execution time
increase the throughput decreases. In the RAGHAYV cipher the
execution time required for 25 round is 1043.77 usec and the
throughput is 61.31 Kbps so this is the highest throughput in
all other existing ciphers. Table 13 shows the comparison of
the throughput with SP network.

Ciphers Block | Key | Execution | Throughput No.

Size | Size Time (In Kbps) of
(In uSec) Cycles

SP NETWORK
LED 64 128 7092.86 9 425572
KLEIN 64 96 887.51 72 10650.12
RAGHAV 64 128 1043.77 61.31 12525.24
HUMMINGBIRD- 16 128 316.51 51 3798.12
2

PRESENT 64 128 2648.65 24.16 31783.8

Table 13: Calculation of throughput for RAGHAV-128




D. Power Consuption

We have calculated the power consumption by using X-
power analyzer tool available in ISE design suit 14.2. Power is
calculated with 10MHz frequency and on VIRTEX VI family.
Figure 9 represents dynamic power consumption of standard
ciphers with comparison of RAGHAV; RAGHAV Cipher
consumes 24mw power which is lesser than other lightweight
ciphers.
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Figure 9: Comparison of power consumption for RAGHAV-
128 with existing lightweight ciphers.

Table 14 shows the comparison of the power consumption for
RAGHAV-128 with existing lightweight ciphers. Table 15
shows the comparison in percentage. In terms of percentage
RAGHAV-128 is 76 % superior than LED, 36.84% superior
than PRESENT and so on. So it is conclude that RAGHAV
cipher has very less power consumption as compared to other
existing lightweight ciphers.

Ciphers Block Key Power
Size Size Consumption
(In mW)

LED 64 128 100
PRESENT 64 128 38
SPECK 64 128 35
RECTANGLE 64 128 31
SIMON 64 128 31
RAGHAV 64 128 24

Table 14: Calculation of power consumption for RAGHAV-

VI. CONCLUSION

In this paper, we have proposed the robust S-P
network cipher named as “RAGHAV” which results in good
linear and differential complexity, and also results in more
number of active S-Box for minimum number of rounds.
RAGHAYV cipher needs only 1227 GEs for 128 bit key
scheduling which is less, as compared to most of the existing
lightweight ciphers. We believe that RAGHAV is the smallest
S-P design till date in terms of Gate Equivalent, Memory
requirement and power consumption. In addition to
constrained metrics like GEs, Memory and Power, RAGHAV
also proves its strength by resisting basic as well as advanced
attacks. This design will prove to be a crusader in making the
technologies like IoT feasible and will have a positive impact
in the field of lightweight cryptography.

TEST VECTOR OF LICI WITH 128 BIT KEY

128
LED | PRESENT | SPECK | RECTANGLE | SIMON
RAGHAYV | -76 % -36.84 % -31.42 % -22.58 % -22.58%

Table 15: GEs comparison of RAGHAYV in percentage

Plaintext Key Cipher text
00000000 00000000 00000000 00000000 0f7d8e1d5184d11a
00000000 00000000
00000000 00000000 FFFFFFFF FFFFFFFF 4cf9eeaf5bbad078
FFFFFFFF FFFFFFFF
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