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Abstract

We introduce a class of interactive protocols, which we call sumcheck arguments, that establishes a
novel connection between the sumcheck protocol (Lund et al. JACM 1992) and folding techniques for
Pedersen commitments (Bootle et al. EUROCRYPT 2016).

We define a class of sumcheck-friendly commitment schemes over modules that captures many
examples of interest, and show that the sumcheck protocol applied to a polynomial associated with the
commitment scheme yields a succinct argument of knowledge for openings of the commitment. Building
on this, we additionally obtain succinct arguments for the NP-complete language R1CS over certain rings.

Sumcheck arguments enable us to recover as a special case numerous prior works in disparate
cryptographic settings (discrete logarithms, pairings, groups of unknown order, lattices), providing one
framework to understand them all. Further, we answer open questions raised in prior works, such as
obtaining a lattice-based succinct argument from the SIS assumption for satisfiability problems over rings.
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1 Introduction

Sumcheck protocols. The sumcheck protocol is an interactive proof introduced in [LFKN92] that has
played a fundamental role in the theory of probabilistic proofs in complexity theory (e.g., [BFL91; BFLS91;
GKRO8]) and, more recently, in cryptography. The sumcheck protocol has been used widely in a line of
works on succinct arguments [CMT12; VSBW13; Wah+17; ZGKPP17; WTSTW18; XZZPS19; Set20]. One
of the main benefits of the sumcheck protocol is that, in certain settings, the prover can be implemented in
a linear number of operations [Thal3] or as a streaming algorithm [CMT12]; this avoids operations such
as the Fast Fourier Transform (common in other succinct arguments) that are costly in time and in memory.
The sumcheck protocol also satisfies strong soundness properties that facilitate arguing the security of the
Fiat—Shamir transformation in the plain model [CCHLRR18], which is notoriously hard to analyze for other
interactive proofs. Moreover, variants of the sumcheck protocol have spawned lines of research: the univariate
sumcheck [BCRSVW19] was used in numerous succinct arguments [BCGGRS19; ZXZS20; CHMMV W20;
COS20; CFFQR20; BFHVXZ20]; and the sumcheck protocol for tensor codes [Meil3] was used to obtain
probabilistic proofs with linear-size proofs [BCGRS17; RR20] and linear-time provers [BCG20; BCL20].

Folding techniques. Separately, a line of works starting with [BCCGP16] constructs succinct arguments
based on folding techniques for Pedersen commitments in the discrete logarithm setting. Informally, to prove
knowledge of a long message opening a given Pedersen commitment, the prover engages with the verifier in
a reduction that halves the message length by folding the message “around” a verifier challenge. This can be
repeatedly applied until the message length is small enough to send the message directly. Beyond commitment
openings, [BCCGP16] give protocols for scalar-product relations, which lead to succinct arguments for NP
languages such as arithmetic circuit satisfiability. These succinct arguments can be realized via a linear
number of group scalar multiplications, or alternatively as streaming algorithms [BHRRS20].

Folding techniques, subsequently improved in [BBBPWM18], have been deployed in cryptocurrencies
(Monero [Mon] and PIVX [Piv]) and are widely used thanks to popular open-source libraries [dalek18; Adj].
These practical applications have motivated careful analyses of concrete security [JT20], which facilitates
setting security parameters in applications.

Folding techniques have been adapted to work in other cryptographic settings, such as bilinear groups
[LMR19], unknown-order groups [BFS20], and lattices [BLNS20]. They have also been formulated in more
abstract settings: [BMMTV19] study sufficient properties of commitment schemes that enable folding tech-
niques; and [AC20; ACF20; ACR20; BDFG20] study folding techniques for general group homomorphisms.

Folding techniques for Pedersen (and related) commitments are arguably not fully understood, despite the
numerous works and applications mentioned above. For example, they are typically used as non-interactive
arguments after the Fiat—Shamir transformation is applied to the (public-coin) interactive argument. Yet
the security of this non-interactive argument, even in the random oracle model, has only been proven via a
superpolynomial-time extractor [BMMTV19] or in the algebraic group model [GT20]. Moreover, almost all
succinct arguments are obtained via some type of probabilistic proof (and there are settings where this is
inherent [RV09; CY20]) but no such probabilistic proof is evident in folding techniques.

A connection? The sumcheck protocol and folding techniques seem rather different protocols but they
share several common features. Both protocols have a prover that can be realized via a linear number of
operations [Thal3; BCCGP16], or alternatively as a streaming algorithm [CMT12; BHRRS20]; moreover,
both protocols satisfy similar notions of strong soundness [CCHLRR18; GT20], which facilitate proving
useful security properties. Are these similarities mere coincidences?



1.1 Our results

We introduce a class of interactive protocols, sumcheck arguments, that establishes a novel connection
between the sumcheck protocol and folding techniques for Pedersen commitments. This provides a single
framework to understand numerous prior works in disparate cryptographic settings (prime-order groups,
bilinear groups, unknown-order groups, lattices) and also enables us to answer open questions raised in prior
works. We elaborate on these contributions below, and summarize the underlying technical ideas in Section 2.

(1) Sumcheck arguments. Recall that the sumcheck protocol is an interactive proof for statements of the
form ) e p(w) = 7 for a given summation domain H, {-variate polynomial p, and claimed sum 7. While
typically stated for polynomials over finite fields, the sumcheck protocol works for polynomials over any
module M over aring R (given certain mild conditions).! Let Y[R,M,H, ¢, T,C,p| denote the sumcheck
protocol for the statement ) ;¢ p(w) = 7 when H C R, 7 € M,and p € M[X1,..., X, and the verifier
uses the challenge set C C R to sample each round’s challenge. (We explain later on in Section 2.1 why the
sumncheck protocol over modules involves a given challenge set for the verifier.)

A sumcheck argument is, informally, a sumcheck protocol used to succinctly prove knowledge of openings
for certain commitments (you run the sumcheck reduction followed by a cryptographic analogue of the
consistency check). We say that a commitment scheme CM is sumcheck-friendly if the statement “I know
m of length n such that CM.Commit (ck, m) = cm” can be rewritten as the statement “I know m of length
n such that ZHE%Lngn feu(Pm(W), pek(w)) = cm” where the message polynomial py,(X) is over an
R-module M, the key polynomial pk(X) is over an R-module K, and the combiner function fcy maps
M x K to an R-module C (and is such that fou(pm(X), pck(X)) is a polynomial over C). We observe that
commitment schemes of interest are sumcheck-friendly, including various forms of Pedersen commitments
(we elaborate on this later). Our main result is to construct a knowledge extractor for the sumcheck protocol
applied to such statements, provided CM is invertible (a certain property that we discuss later on).

Theorem 1 (informal). Let CM be a sumcheck-friendly commitment scheme that is invertible. Let cm be a
commitment to a message m using a commitment key ck. Then (a straightforward extension of)

Z[RaM = C7H = {_1> 1}a£ = IOgTL,T = Cmac7p = fCM(pmapck)]

is an interactive argument of knowledge for an opening to cm with respect to ck with knowledge error
O(I‘T%(L), where the polynomial in the numerator depends on CM. The round complexity is O(log n) and the
communication complexity is O(log n) elements in C. Moreover if fcy is a bilinear function, then the prover
and verifier complexity is dominated by O(n) operations in C.

The above informal statement omits many technical details, such as commitment randomness and relaxed
notions of commitment opening necessary to express settings over lattices. Moreover, the informal statement
fixes certain choices (such as choosing the summation domain H = {—1, 1} and ¢ = log n variables).

As we elaborate in Appendix A, well-known folding techniques from prior works can be viewed, perhaps
surprisingly, as special cases of a sumcheck argument. We remark that while the usual security notion of
the sumcheck protocol is an unconditional soundness guarantee, the security notion that we establish for a
sumcheck argument is a knowledge guarantee, proved from CM’s invertibility. In turn invertibility may hold
unconditionally or under certain hardness assumptions (we give examples of this in Section 2.3.2).%

(2) Succinct arguments for R1CS over rings. Building on sumcheck arguments, we obtain zero-knowledge
succinct arguments for satisfiability problems defined over rings. This is in contrast to most prior succinct

' A module is a mathematical structure the extends a vector space by allowing scalars to be from a ring rather than a field.
Thus sumcheck arguments are distinct from direct algebraic generalizations of the sumcheck protocol to rings [CCKP19].



arguments, which support satisfiability problems defined over prime-order fields (which are the “scalar
fields” associated to underlying cryptographic prime-order groups). This extension is motivated by the fact
that certain computations are more efficiently expressed over certain rings (e.g., approximate arithmetic
[CCKP19]), and parallels prior lines of work for secret-sharing schemes and multiparty computation protocols
[CFIKO03; CDESX18; ACDEY19; Abs+20] for supporting computations defined over rings.

We focus on the ring variant of the NP-complete problem known as rank-1 constraint satisfiability
(R1CS), which is a widely used generalization of arithmetic circuit satisfiability. We obtain a zero-knowledge
succinct argument for R1CS over any ring 1%, with suitable algebraic properties, assuming the hardness of
the bilinear relation assumption over a related ring, which is a natural generalization of assumptions such as
the DL assumption, the SIS assumption, and others.

Definition 1 (informal). The RICS problem asks: given a ring R, coefficient matrices A, B,C € R}*"
each containing at most m = €)(n) non-zero entries, and an instance vector x over R, is there a witness

vector w over Rq such that z :== (z,w) € R} and Azo Bz = Cz? (Here “o” denotes the entry-wise product
of vectors over R,.)

Theorem 2 (informal). Let R be a ring, M be an R-module, C C R a challenge space, and I C R an ideal.
If pairwise differences in C have suitable pseudoinverses in Ro := R/I and the bilinear relation assumption
holds over M, then there is a zero-knowledge succinct argument of knowledge for the RICS problem over R,.

For n X n coefficient matrices with at most m non-zero entries, the argument has knowledge error O( k"an ),

round complexity O(logn), communication complexity O(logn) elements of M and O(1) elements of R,
and prover and verifier complexity dominated by O(m) operations in R and O(n) operations in M.

One immediate application of our result is to lattice cryptography. Prior work used folding techniques to
obtain (zero-knowledge) succinct arguments of knowledge for lattice commitments [BLNS20], but left open
the question of obtaining succinct arguments for NP-complete problems relevant to lattices.

Our Theorem 2 directly implies a solution to this open question. This may be surprising because the
knowledge extractor for a sumcheck argument over lattices finds only a relaxed opening of a (sumcheck-
friendly and invertible) commitment; this relaxed extraction occurs in many other lattice-based arguments of
knowledge. This notwithstanding we still derive from it a knowledge extractor for the R1CS problem.

Corollary 1 (informal). Let R := Z[X]/(X 4 1) for d a power of 2. Let p and q be primes with q sufficiently
larger than p. Assuming hardness of the SIS problem over R/qR, there is an argument of knowledge for R1CS
over Ry := R/pR with knowledge-soundness error O( logn), round complexity O(logn), communication
complexity dominated by O(logn) elements of R/qR, and prover and verifier complexity dominated by

O(m) operations in Re and O(n) operations in R/qR.

Our new lattice-based argument system shows that one can succinctly prove general relations over rings
pertinent to lattice cryptography, despite the fact that most lattice-based proofs of knowledge suffer from
relaxed soundness properties. This allows users to prove statements about lattice-based encryption and
signature schemes directly over their native rings rather than having to convert them into statements tractable
for other proof systems, which often leads to computational overheads in practical schemes [BCOS20].

Moreover, Corollary 1 contributes a new succinct argument that is plausibly post-quantum, adding to a
surprisingly short list of such candidates. (Prior constructions of post-quantum succinct arguments are from
hash functions [CMS19; CMSZ21] or lattice knowledge assumptions [BISW17; BISW18; GMNO18].) An

3This differs from using lattices to instantiate the collision-resistant hash function in Kilian’s PCP-based protocol [Kil92], because
this would not lead to a succinct argument for computations expressed over relevant rings.



intriguing question left open by our work is whether the security reduction of the construction in Corollary 1
can be carried out against an efficient quantum adversary.

Finally, returning to Theorem 2, having a single construction of a zero-knowledge succinct argument
over general rings may simplify future practical applications. Our theorem enables having a single abstract
implementation that can be debugged and audited once and for all, and can then be instantiated over disparate
algebraic settings depending on an application’s needs, by simply specifying the desired ring.

(3) On instantiations. By instantiating the sumcheck-friendly commitment CM in Theorem 1 we obtain
succinct arguments of knowledge for different relations of interest, as we now explain.

As a simple example, the Pedersen commitment scheme can be formulated in an abstract setting where
messages and group generators are replaced by elements of appropriate rings or modules. This generalized
Pedersen commitment scheme satisfies the conditions in Theorem 1, either unconditionally or under the
same assumptions that imply its binding properties. Our sumcheck argument for the generalized Pedersen
commitment scheme thus yields succinct protocols for opening Pedersen commitments in different settings,
such as prime-order groups, bilinear groups, unknown-order groups, and lattices.

We also study instantiations that capture richer functionalities.

* Linear-function commitments: the commitment includes a commitment to the scalar product of a public
(query) message and a secret message. This draws inspiration from [AC20] which considers linear-function
commitments in the prime-order group setting, bilinear group setting, and strong RSA setting.

* Scalar-product commitments: the commitment includes a commitment to the scalar product of two secret
parts of the message. This draws inspiration from [BCCGP16; BBBPWMI18; BMMTV19] which consider
bilinear commitment schemes for prime-order or bilinear groups. Proving knowledge of an opening implies
that the commitment was correctly computed, and therefore in this case that a scalar-product relation is
satisfied. These scalar-product commitments in fact underlie our proof of Theorem 2 based on Theorem 1.

In Figure 1 we provide a comparison between succinct arguments with comparable efficiency in prior works,
classified by type of relation and algebraic setting. The table demonstrates that our sumcheck arguments
recover all prior types of relations and all algebraic settings as special cases, and additionally contribute new
combinations that were not achieved before.

prime-order groups bilinear groups unknown-order groups ideal lattices
(DL assumption) (double-pairing assumption) (order assumption) (SIS assumption)
basic commitment \ [BLNS20] |
linear-function commitment [ACR20; AC20] [BFS20] previously open
or polynomial commitment
scalar-product commitment [BCCGP16] \ B [LMR19] previously open
bilinear commitment - [BMMTV19] previously open
sumcheck-friendly commitment sumcheck arguments from this work

Figure 1: Comparison of prior works that use folding techniques to achieve succinct arguments of knowledge,
and also our sumcheck arguments. The rows from top to bottom indicate increasingly more general types of
commitment (and so a result in a row directly implies a result in all rows above it). The columns indicate
different cryptographic settings in which the commitments are constructed (along with corresponding sufficient
cryptographic assumptions). Results spanning multiple columns indicate an abstraction that simultaneously
captures all those settings. We see that our work captures all prior settings and types of commitments, and also

achieves functionalities and settings that were left open by prior works.



1.2 New connections and new opportunities

The novel connection between folding techniques and the sumcheck protocol, captured by our sumcheck
arguments, casts many aspects of prior works in a new light. Below we provide several examples.

* [BCCGP16] describes folding techniques for splitting a long vector into more than two pieces before
folding, to allow trading argument size for round complexity. This corresponds to running a sumcheck
argument using polynomials of fewer variables and higher individual degree.

* [BBBPWMI18] improves the efficiency of folding techniques via a more complicated use of verifier
challenges. This corresponds to running a sumcheck argument using a different evaluation domain, and
where the sumcheck prover sends polynomials expressed in a different monomial basis.

* [CHJKS20] gives weighted inner-product arguments to improve concrete efficiency. This corresponds to a
sumcheck argument for weighted-sums of polynomial evaluations (see Remark 4.2).

» [PLS19] gives a zero-knowledge version of folding techniques that achieves better concrete efficiency by
using less prover randomness. This relates to derandomizing a zero-knowledge sumcheck argument.

* [BMMTV19; BFS20] consider subprotocols for delegating expensive verifier computation to the prover.
This corresponds to delegating polynomial evaluation, to help the verifier outsource evaluating the com-
mitment key polynomial. Sumcheck arguments neatly conceptualize the role of polynomials in folding
protocols and simplify the task of applying delegation protocols in other settings (see Remark 4.8).

* Like [BMMTV19; ACF20; BDFG20], sumcheck arguments capture optimizations of folding techniques
that compress several target commitment values into one (e.g., the optimization from [BCCGP16] to
[BBBPWM18]) as sumcheck arguments applied to alternative commitment schemes.

We expect that other folding techniques such as [ACR20; Lee20] can also be viewed as sumcheck arguments.

Looking ahead, the new perspective offered by sumcheck arguments, with the sumcheck protocol at their
core, makes it easier to explore new design options and optimizations for succinct arguments, especially so
for those that have already been studied for the (information-theoretic) sumcheck protocol.

Existing analyses of the sumcheck protocol may also inspire analogous ones for sumcheck arguments.
For example, the sumcheck protocol can be made non-interactive via the Fiat—-Shamir transformation, where
the verifier’s messages are replaced by the outputs of a hash function. Jawale et al. [JKKZ20] show that the
result is a non-interactive argument provided the hash function is lossy correlation-intractable (and construct
such hash functions based on the LWE assumption). This seems to provide a starting point for studying the
security of sumcheck arguments under the Fiat—-Shamir transformation.

1.3 Related work

Folding techniques. Figure 1 summarizes the main relationship between sumcheck arguments for sumcheck-
friendly commitments and prior work that uses folding techniques. Below we additionally discuss the prior
works that have studied folding techniques for abstract commitment schemes and homomorphisms.

Biinz et al. [BMMTV19] present folding techniques for doubly-homomorphic commitments over prime-
order groups, which are both key-homomorphic and message homomorphic. These can capture non-linear
relations such as scalar-product relations under computational assumptions.

Attema, Cramer, and Fehr [ACF20] present folding techniques for pre-images of general group homomor-
phisms over prime-order groups. These were extended from prime-order groups to Z-modules in [BDFG20],
who also noted that a Z-module homomorphism could be phrased as a Pedersen-like function. These
techniques give proofs for homomorphisms and linear relations, without using computational assumptions.



Both general group homomorphisms and doubly-homomorphic commitment schemes are special cases
of sumcheck-friendly commitment schemes. Our work also finds the same distinction between proofs and
arguments: our sumcheck argument for “linear” commitment schemes such as the generalized Pedersen
commitment scheme (and linear-function commitments) do not require computational assumptions, whereas
our sumcheck argument for “quadratic” commitment schemes require computational assumptions.

Reductions from NP-complete problems. Attema and Cramer [AC20] construct zero-knowledge succinct
arguments for NP-complete relations by (i) using secret-sharing techniques to interactively reduce NP
statements to linear relations (under computational assumptions), and then (ii) relying on succinct arguments
for linear relations. This “linearization” requires the prover to perform polynomial arithmetic on high-
degree polynomials, and hence an efficient realization would likely rely on FFTs. FFTs require linear
space-complexity for the prover, and prevent the prover from being implemented in logarithmic space as in
the sumcheck protocol [CMT12] or other succinct arguments based on folding protocols [BHRRS20]. In
contrast, we reduce NP statements to bilinear relations such as scalar-product relations, and then rely on
succinct arguments for scalar products; this reduction can be performed via a linear number of cryptographic
operations, and without relying on FFTs.

1.4 Concurrent work

Attema, Cramer, and Kohl [ACK21] construct zero-knowledge succinct arguments for NP based on the SIS
assumption, using folding techniques for lattices. As with [AC20], their construction uses secret-sharing
techniques which are likely to rely on FFTs and lead to a prover with large space complexity. Moreover,
the techniques in [ACK21] are for lattices, while our techniques based on sumcheck arguments provide a
general framework in which lattices are a special case. Additionally, [ACK21] give a detailed analysis of the
knowledge error of their lattice-based folding techniques, which was not present in [BLNS20], and establish
that the knowledge error can be reduced using parallel repetition.

Albrecht and Lai [AL21] study a variant of the folding techniques in [BLNS20], instantiated in a different
choice of ring which offers exact proofs (rather than proofs with relaxed knowledge extraction) and various
efficiency advantages. Like [ACK21], they also analyze the knowledge error of their folding techniques,
and prove results relating relaxed extraction to ring structure. We are optimistic that their ideas can be
incorporated into our sumcheck-based framework.

Ganesh, Nitulescu, and Soria-Vazquez [GNS21] model NP relations over rings and give a generic
construction of designated-verifier zero-knowledge SNARKSs using techniques related to prior lattice-based
SNARK constructions [BISW17; BISW18; GMNO18].

Block et al. [BHRRS21] study a variant of the commitment scheme of [BFS20] in groups of unknown
order that is compatible with a streaming formalism, and give space-efficient arguments for NP languages.
We are optimistic that their ideas can be incorporated into our sumcheck-based framework.



2 Techniques

We summarize the main ideas behind our results. The first few subsections are dedicated to explaining
sumcheck arguments (Theorem 1) in several steps of progressive generality. In Section 2.1 we describe the
sumcheck protocol for polynomials over modules. Then in Section 2.2 we present a succinct zero-knowledge
argument for Pedersen commitments based on the sumcheck protocol. In Section 2.3 we show how to lift this
protocol to any “sumcheck-friendly” commitment, but still in the setting of prime-order groups. Finally in
Section 2.4 we explain the main considerations in generalizing further to commitments over rings, and in
Section 2.5 we give an example of how commitments can be formulated in this framework. After that we
turn our attention to our other contributions. In Section 2.6 we discuss a generic scalar-product protocol built
from sumcheck arguments, and then in Section 2.7 we explain how it enables us to obtain zero-knowledge
succinct arguments for R1CS over rings (Theorem 2 and in particular Corollary 1). Finally, in Section 2.8 we
discuss how we also obtain polynomial commitment schemes over rings from sumcheck arguments.

2.1 Sumcheck protocol over modules

The sumcheck protocol [LFKNO92] directly extends to work with polynomials over modules. The prover Pyc
and verifier Vs receive a sumcheck instance xsc = (R, M, H, ¢, 7,C), where R is a ring, M is a module
over R, H is a subset of R, £ is a number of variables, 7 € M is a claimed sum, and C C R is a sampling set
(more about this below). The prover Py additionally receives a polynomial p € M [X7, ..., X,] such that
> wert P(w) = 7. The protocol has £ rounds and works as follows.

1. Fori=1,...,¢:
(a) Psc sends to Vg the polynomial g; (X)) := Zwi+1,...,we€H p(riy. .. ric1, X, Wit1, ... we) € M[X];
(b) Vg sends to Py a random challenge r; < C.

2. Vic checksthat )| cyqi(wi) = 7and, fori € {2,..., 0}, that 3y qi(wi) = qi—1(ri-1)-

3. If the checks pass then Vi sets v := q¢(r¢) € M and outputs the tuple ((r1,...,7¢),v).

The security guarantee of the sumcheck protocol, which requires C to be a sampling set, is given below.

Definition 2.1. We say that C C R is a sampling set for the R-module M if for every distinct ¢y, co € C the
map that sends m € M to (c1 — c2) - m € M is injective.

Lemma 2.2. Let xgc = (R, M, H,{,7,C) be a sumcheck instance and a polynomial p € M[X1, ..., X, of
total degree d. If C is a sampling set for M then the following holds.

* Completeness. If > e e p(w) = 7 then Pr,._ce[(Psc(xsc, p), Vso(Xsoi 1)) = (1, p(r))] = 1.

* Soundness. If > e p(w) # T then, for every Py, Prﬁece[u%c, Veso(xse; 1)) = (r,p(r))] < %.
Above (A, Vso(xsc;r)) is the output of Vsc(xsc) when interacting with algorithm A using randomness .

The lemma directly follows from a generalization of the Schwartz—Zippel lemma over modules.

Lemma 2.3. Let R be a ring, M an R-module, and f € M[X;, ..., Xy] a non-zero polynomial of total

degree D. If C is a sampling set for M then Pr,, cc[f(r) = 0] < %.

The proof of Lemma 2.3 follows the same approach as the usual inductive proof of the standard Schwartz—
Zippel lemma. The properties of C are used to establish that a polynomial f € M[X] of degree D has at
most D roots in C, which in turn is used in the base case and in the inductive step.

The sumcheck protocol in the special case when M = R has been used before, e.g., in [CCKP19].



2.2 Sumcheck argument for Pedersen commitments

We describe a cryptographic protocol for proving knowledge of an opening of a Pedersen commitment, whose
main subroutine is the sumcheck protocol. We refer to such a protocol as a sumcheck argument. Note that for
now we ignore the goal of zero knowledge, and instead focus on achieving communication complexity that is
much smaller than (indeed, logarithmic in) the message whose knowledge is being proved.

Definition 2. We index the entries of a vector v of length n = 2 via binary strings (i1, . .. ,ip) € {0, 1},

and define the corresponding polynomial p,(X1, ..., X¢) =3, ie{0,1} Vi, i X1t X

Protocol 1: sumcheck argument for Pedersen commitments

For n = 2¢, the prover and verifier receive as input a commitment key G € G™ and commitment C € G.
The prover also receives as input an opening a € F" such that C = (a, G).
The prover and verifier engage in a sumcheck protocol for the instance

xsc = (R=F, M =G, H={-1,1}, £ =logn, T = 2°C, C = F)

where the prover uses the polynomial p(X) := p,(X) - pc(X). After the end of the sumcheck protocol,
the prover learns € F* and the verifier learns (r,v) € F¢ x G. Then the prover computes and sends
pa(r) € F to the verifier, and the verifier computes pg(r) € G and checks that p,(r) - pg(r) = v.

We begin by explaining why Protocol 1 is mathematically well-defined. The “multiplication” operation
implicit in the expression p,(X) - pg(X), which maps F[X1, ..., X/] x G[X1,..., X¢] = G[Xq,..., X],
is a natural extension of the scalar multiplication operation a - G which maps F x G — G. For example,
consider the polynomials p1(X) =a+a’ - X € F[X] and p2(X) =G+ X - G’ € G[X], and let r € F. The
product of p;(7) and pa(r) can be written as follows:

p1(r) - pa(r) = (a+adr) - (G+r-G)
=a-(G+r-G)+dr - (G+r-G)
=a-G+ar -G +dr -G+adr?* G
=a-G+7r-(a-G+d -G +r* (d-G),

where the second and third equalities follow from the bilinear properties of scalar multiplication.* This holds
for any r € F, and so it makes sense to define the “scalar multiplication” of p1 (X ) and pa(X):

(X)) p(X)=(a+dX)- (G+X -G):=a-G+X -(a-G+d -G)+X?-(d-G) .

The polynomial p,(X) - pg(X), whose coefficients lie in G, is defined this way.

Completeness of Protocol 1 follows from the fact that }° (1 130 Pa(w) - Pe(w) = 2%(a, G). Indeed,
each contribution to }°,c¢_; 13¢ Pa(w) - pe(w) corresponds to the monomials of pa(X) - p(X) of the
form X?1 ... X ? " The coefficient of X X 3 " in py(X) - pg(X) arises from a multiplication of the
monomials in the terms aihmﬂ-eXfl e X;‘ and Gil,_..ﬂX{l e X;é, which multiply to give a;, .. i, - Gi; .4, -
X X7 Thus, 3 e qye Pa(w) - po(w) = 2%(a, G).

*Forany a,a’ € Fand G,G' € Gwehave (a+a')-G=a-G+a' -Ganda-(G+G)=a-G+a-G.
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The security guarantee of Protocol 1 is different from that of the sumcheck protocol. The sumcheck
protocol has a soundness guarantee: if the polynomial p does not have the claimed sum 7 then the verifier
accepts with small probability. In contrast, Protocol 1 has a knowledge soundness guarantee: there exists
an extractor that, given a suitable collection of accepting transcripts for a given commitment key G and
commitment C, efficiently finds an opening a such that C = (a, G).

This difference makes sense: any given Pedersen commitment C can always be expressed as a scalar
product of some opening @ and the commitment key generators G; in fact, there are many different possible
openings a for which this is true! Therefore, soundness is not a meaningful notion for Protocol 1.

The security guarantee is summarized by the following lemma, whose proof we sketch in Section 2.2.1.

Lemma 2.4 (informal). Protocol 1 satisfies the following for every key G € G™ and commitment C € G.

 Completeness. For every a € F" such that C = (a,G), Pr[(P(G, C,a), V(G,C)) =1] = 1.

* Knowledge soundness. Given a suitable tree of accepting transcripts for V (G, C), one can efficiently
extract an opening a € F" such that C = (a, G).

Perhaps surprisingly, Protocol 1 is equivalent to the “split-and-fold” knowledge protocol for Pedersen
commitments introduced in [BCCGP16] (we describe this equivalence in Appendix A). Moreover, knowledge
soundness can be established without relying on any computational assumptions, a fact that was noted for the
“split-and-fold” knowledge protocol in [ACF20; BDFG20].

2.2.1 Proof sketch of Lemma 2.4

We discuss knowledge soundness. The extractor takes as input 3¢ accepting transcripts arranged in a 3-ary tree
of depth ¢, with each path from the root to the leaf identified by a choice of verifier randomness 71, ...,7, € F.
For i € [¢], the node at layer i — 1 corresponding to path ry, ..., r;_1 € F is labeled with the message sent by
the prover given challenges r1, ..., r;—1 and has three children nodes each corresponding to a distinct chal-
lenge rl(] ) € F. Fori € [], a prover message for the layer i — 1 is a quadratic polynomial ¢;[r1, ..., 7i—1] €
G[X] sent by the prover in the sumcheck protocol given challenges 1, . .., r;_1; and a prover message for the
layer £ is an opening w(ry, ..., r¢] € F sent by the prover after the sumcheck protocol. Since transcripts are
accepting, we know that: >°, ¢ 13 q1(w1) = 2C; fori € {2,...,4}, Dwe{-1,13 Gl - rict](w) =
gi—1[r1,- .. ric2|(ric1);and wiry, ... | - pa(r1, ..., re) = qelri, - ., Te—1](7e).

The extractor works inductively, processing each layer of the tree starting from the ¢-th layer and moving
upwards towards the root. Fori = /,...,1 and for every path (r1,...,7;_1) € F*~! in the transcript tree

with children {rgj ) }je[3)» the extractor works as follows.

1. LetG[ry,...,7mi—1] € G™2"™" be the coefficients of pg(ri,...,ri—1, Xi, ..., Xy),andlet Gy[ri, ..., ri—1]

and G,[r1,...,7i—1] be the coefficients for monomials without X; and with X; respectively. For j € [3],
let G'fr1,....ri 1,7 == Glri,.yria] + 1 Gy, ria] € G2 be the coefficients of
pg(rla"'7’ri—17r§j)7Xi+17~--,Xf). ‘ |
2. We inductively know, for each j € [3], an opening w[ry, ..., 7i-1, Tz(] )] € F*/?' to the commitment

gilr1, - - ,ri_l](ry)) € G with respect to the key G'[r1, ..., 7i_1, ry)]:

<w[T1’ EEERASS P Tz(l)}vg/[rlv s ,7’1'71,7’1(1)” == Qi[Tl, c. ,7"1'71](7"1(1)) ,

wlri, v, ), G, 7ri_1’T1(2)]> = qi[r1, ... ,Tz'—l](ﬁ@)) ;

@lre. - rica, ) G i) = gl i) ()
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3. Since the polynomial g;[r1, ..., r;—1] is quadratic, we can use linear algebra on the above three equations
to compute a quadratic polynomial 7[r1, ..., 7;_1] € F*/2"'[X] such that

<7T[7”1, e ,n_l](X),Q[rl, . ,Ti_1]> = qi[Tl, . ,Ti_l](X) .

Then we can obtain an opening w[ry, ..., 7i_1] € F7/2"" such that

(wlre, ..o rica], Gl - rical) = 2em @il - rica](w)

Observe that:

* If 7 > 1, the verifier’s checks imply that Zwe{—l,l} qil[r, - ri-1](w) = gi—1[r1, - . -, mi—2](ri-1), and
sow[ry,...,r;—1] is an opening to the commitment ¢; 1 [ry, ..., 7;—2|(r;—1) under the key G[r1, ..., 7i_1].

* If i =1 (this is the last iteration) then the verifier’s checks imply that 3, ¢, 13 q1(w1) = 2¢C, and
s0 w is an opening to the commitment 2°C under the key G. Dividing by 2¢ yields the desired opening.

A key ingredient of the knowledge extractor is the ability to double the length of known openings
by manipulating multiple transcripts for a given recursion round. The Pedersen commitment, being a
homomorphism into G, allows this unconditionally. Jumping ahead, this property of a commitment scheme,
which we call invertibility, may require computational assumptions, and is a central component of our
sumcheck argument for the general setting of sumcheck-friendly commitments (see Sections 2.3 and 2.4).

2.3 Sumcheck argument for sumcheck-friendly commitments

We explain how to formulate a sumcheck argument for proving knowledge of an opening for any commitment
scheme that satisfies certain functionality and security properties. We proceed in two steps: in Section 2.3.1
we focus on the special case of scalar product protocols under Pedersen commitments to gain intuition, and
then in Section 2.3.2 we extend this to apply to a sumcheck-friendly commitment.

2.3.1 Scalar-products under Pedersen commitments

In Section 2.2 we have seen how to construct a sumcheck argument for Pedersen commitments. We now
write a sumcheck argument that proves knowledge of openings of two Pedersen commitments such that the
scalar product of the two openings is a publicly-known value. That is, we obtain a knowledge protocol for the
commitment scheme CM that, given a commitment key (G, H ), maps a message (a, b) to

CM.Commit((Q,ﬂ), (Q,b)) = ({a,G), (b, H),(a,b)) .

Protocol 2: sumcheck argument for scalar-products under Pedersen commitments

For n = 2¢, the prover and verifier receive as input commitment keys G, H € G", commitments

Ca, Cp € G and target value t € F. The prover also receives as input openings a,b € F" such that

Ca=(a,G), Cy = (b,H) and t = (a,b). (Le., such that CM.Commit((G, H), (a,b)) = (Cq, Cp, t).)
The prover and verifier engage in a sumcheck protocol for the instance

xsc = (R=F,M =G x G xF,H = {-1,1},£ =logn, T = (2/Cy, 2/C,, 2%),C = F)

12



where the prover uses the polynomial

p(X) = (p@(i) pa(X), pp(X) - pr(X), pa(X) w(@) € (GXxGxF)[Xy,..., X(] .
After the end of the sumcheck protocol, the prover learns r € F¢ and the verifier learns (r,v) €
F* x (G x G x ). Then the prover computes and sends p, (), py(r) € F to the verifier, and the verifier

computes pc(r),pu(r) € G and checks that (pa(r) - pa(r), po(r) - pE (1), Pa(r) - Pu(1)) = .

Similarly to Section 2.2, the first and second components of the polynomial p(X) are well-defined
because of the bilinearity of scalar multiplication from [F x G to G; moreover, the third component of p(X)
is well-defined because it involves the product of two polynomials over F.

Protocol 2 is complete because

Y pawpew) =2%e,G), > pwpaw) =2"0H), D pawpsw) =2a,b) -

Ee{flzl}e ge{,Ll}Z He{flzl}é

Moreover, one can show that Protocol 2 satisfies the following knowledge-soundness property: there exists
an extractor that, given a suitable collection of accepting transcripts for a given commitment key (G, H) and
commitment C = (C,, Cy, t), efficiently finds an opening (a, b) such that C = CM.Commit((G, H), (a, b)),
assuming that the discrete logarithm problem is hard over G. Proving knowledge soundness follows a similar
approach to that for Protocol 1 sketched in Section 2.2.1. The main difference is that “inverting” from a level
to the previous one involves not only solving linear equations to find openings of commitments corresponding
to the first two components of the polynomial p(X), but also arguing that the scalar-product of these openings
equals the third component of the polynomial p(X). This step relies on the hardness of the discrete logarithm
problem over G (which one may have assumed anyway to make the commitment binding). This is different
from Protocol 1, where no assumptions were necessary to establish knowledge soundness, and intuitively is
because the commitment scheme involves a quadratic, rather than linear, computation on the message.

2.3.2 Extending to any sumcheck-friendly commitment

The commitments used in Protocols 1 and 2 are examples of a sumcheck-friendly commitment scheme. Below
we give an informal definition (which omits technicalities such as how commitment randomness is handled).

Definition 3 (informal). Let IF be a prime-order field and let M, K, C be F-linear spaces. A commitment
scheme CM is sumcheck-friendly if there exists an efficient function fcy: M x K — C such that for every
commitment key ck and message m it holds that CM.Commit (ck,m) = > ¢ fom(Pm(w), Dek(w)) where:
(i) H C Fis a domain and { € N a number of variables; (ii) pm(X) € M[X] can be efficiently obtained from
the message m (and, conversely, m can be efficiently obtained from pm(X)); (iii) pek(X) € K[X] can be
efficiently obtained from the commitment key ck; (iv) fom(pm(X), pek(X)) € C[X] is a polynomial.

We can obtain an opening protocol for CM via a sumcheck argument.

Protocol 3: sumcheck argument for sumcheck-friendly commitments

For n = 2¢, the prover and verifier receive as input commitment key ck and commitment cm. The
prover also receives as input an opening m such that cm = CM.Commit (ck, m).

13



The prover and verifier engage in a sumcheck protocol for the instance
xgc ' =(R=F,M=C,H,{,7 =cm,C =F)

where the prover uses the polynomial pp, ck(X) := fou(Pm(X), pek(X)). At the end of the sumcheck
protocol, the prover learns r € ¢ and the verifier learns (1, v) € F’ x C. Then the prover computes and
sends pm(r) to the verifier, and the verifier computes pck () and checks that fou(pm (), pek(r)) = .

The above opening protocol for the sumcheck-friendly commitment scheme CM has perfect completeness,
and also has knowledge soundness if CM is invertible (a property that we discuss shortly).

Theorem 3 (informal). Let CM be a sumcheck-friendly commitment scheme. If CM is invertible then
Protocol 3 is an opening protocol for CM: there exists an extractor that given a key ck, commitment cm, and a
suitable tree of accepting transcripts for (ck,cm), finds an opening m such that cm = CM.Commit (ck, m).

Completeness. The sumcheck-friendly property tells us that cm = 3 e fom(Pm(w), pek(w)), so the
completeness of Protocol 3 follows from the completeness of the sumcheck protocol.

Knowledge soundness. Since m can be efficiently obtained from py,(X), it suffices for the extractor to
recover, from the tree of transcripts, a polynomial pm(X) such thatcm = 3 e fom(Pm(w), pek(w)).

The proof strategy is similar to the one described in Section 2.2.1: the extractor proceeds layer by layer,
starting from the leaf layer of the tree of transcripts and continuing to the root; for each node in a particular
layer, the extractor computes a polynomial obtained from the polynomials associated to the node’s children.
The desired polynomial pp, (X) is the polynomial associated to the root of the tree.

The invertibility property facilitates progress from children to parents, and states that given enough
openings for a commitment of a layer one can find an opening of a commitment of the previous layer.

Definition 2.5 (informal). CM is K-invertible if there exists an efficient algorithm 1L satisfying the following.

Suppose that T receives i € [{), challenge vector (r1,. .. ,r;_1) € F'=1, distinct challenges rl(l), .. ,rl(K) €
F, opening polynomials p1, . ..,px € M[X;41, ..., Xy], and commitment polynomial q(X) € C[X] such

that

vje K], q(ri?) = > o (pj(wi+1a---a‘*%)»pck(rl,-~-77‘z’71a7}(j)awi+1>-~-7W€)) QY

Wit1,..,we€H

Then T outputs an opening polynomial p € M[X, ..., X/] such that

Z q(wi) = Z fan(p(wi,...,w(g),pck(rl,...,ri_l,wi,...,wg)> ) 2)

w;€H Wiy..ywyEH

The above definition omits technicalities such as the fact that the inputs to the inverter should be restricted
to be efficiently generated by an adversary (given the commitment key ck) and the fact that input and output
opening polynomials should be restricted to be “admissible” (partial evaluations of py, for some m).

The extractor receives a K-ary tree of accepting transcripts for (ck,cm). In more detail, for every
i € [f] and (r1,...,7i—1) € F71, gi[r1,...,mi—1] € C[X] is the polynomial corresponding to the path
(r1,...,7r;—1) in the transcript tree (the prover’s polynomial in the i-th round of the sumcheck protocol for
these challenges); moreover, for every (r1,...,7¢) € ¢, w(ry,...,r¢ € Cis the opening corresponding to
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the path (r1, ..., rp) in the transcript tree (sent by the prover after the sumcheck protocol for these challenges).

Every transcript is accepting, so we know that for every (rq,...,7;) € F¢ it holds that
Z qi(w1) =cm {Z gilr1, - - ri-1(w) = gi—afry, - .. ﬂ“i—ﬂ(ﬁ'—l)} )
wi€EH weH 1€{2,....0}
and fCM(w[Tla ceey rﬁ]apck(rlv S ,’f'g), 1) = (M(W) .

The extractor iterates over the whole tree, proceeding with ¢ = £,...,1. In the iteration for a path
(r1,...,m-1) € C*! with children {rl(] )}je[ k] the extractor uses the inverter Z to transform polyno-
mials {p[ri,... ,ri_l,rgj)]}je[;(] in M[X;41,...,X/| that satisfy Equation (1) into a new polynomial
plri, ..., ri1]in MXG, . . ., X] that satisfies Equation (2). The initial polynomials {p[r1, ..., 7]} rp)ect
are the constant polynomials corresponding to the opening values {w[r1, ..., r¢] }(,,17.”’74 ece- The fact that

transcripts are accepting ensures that the initial polynomials satisfy the required condition, and that each
produced polynomial satisfies the invertibility condition for the prior layer.

After all these iterations the extractor has found a polynomial pin MI[X7, ..., X/ suchthat >, z q1(w1) =

> went Jem(P(W), Pek(w)); again by the accepting condition we know that } | - ¢1(w1) = cm so we de-
duce that cm = Zwer fem(p(w), pek(w)), and the desired polynomial is p.
Whence invertibility? Invertibility is incomparable to the commitment’s binding property. For example,
the Pedersen commitment scheme is unconditionally invertible (see Section 2.2.1), whereas invertibility for
the scalar-product commitment scheme in Protocol 2 relies on the hardness of the discrete logarithm problem.
In Section 2.5 we elaborate on how to establish invertibility for different choices of commitment schemes.

Examples. Protocol 3 captures sumcheck arguments for several commitment schemes.

* The Pedersen commitment scheme (used in Protocol 1) is sumcheck-friendly because, for the func-
tion fou(a,G) := 27%a - G, for every commitment key G € G" and message a € F™ it holds that
CM.Commit(G,a) = >_ c gt fom(Pa(w), pe(w)), where H := {—1,1}, £ := logn, and p,(X), pe(X)
are the multilinear polynomials induced by a, G respectively. (See Definition 2.)

* The scalar-product commitment scheme (used in Protocol 2) is sumcheck-friendly because, for the func-
tion feu((a,b), (G, H)) := 27%(a-G, b-H, a-b), for every commitment key (G, H) € G™ x G™ and message
(a,b) € F"xF" itholds that CM.Commit((G, H), (a, b)) = >_,c ¢ feu((Pa(w), po(w)), (Pa(w), pa(w))),
where H := {—1,1}, £ := logn, and p,(X), pp(X), pc(X), pn, (X) are the multilinear polynomials in-
duced by a, b, G, H respectively. (See Definition 2.)

More generally, all inner-product commitments in [BMMTV19] are sumcheck-friendly; this includes pairing-
based commitment schemes appearing in works such as [LMR19]. Below we describe inner-product
commitments via the notion of sum-bilinear commitments, which is easier to work with in our setting.

Definition 4. A commitment scheme CM is sum-bilinear over a finite field F if the key, message, and
commitment spaces are F-linear spaces and the following properties hold for all commitment keys ckL, ckR €
K™, and messages mL, mR € M":

CM.Commit (ckL + ckR, mL + mR) = CM.Commit (ckL, mL) + CM.Commit (ckR, mL)
+ CM.Commit (ckL, mR) + CM.Commit (ckR, mR) and
CM.Commit (ckL||ckR, mL||mR) = CM.Commit (ckL, mL) + CM.Commit (ckR, mR)

Claim (informal). If CM is sum-bilinear then CM is sumcheck-friendly.

15



Proof sketch. The first property allows us to “lift” the commitment function to a polynomial. For the function
fem(a, G) = 2_ECM.Commit(§; a), it holds that for every message a € M" and commitment key G € K"

feu(pa(X), pe(X)) = 27“CM.Commit (pg(X), pa (X))
=2t Z CM.Commit (Ql-,gi) -Xilﬂl . '-Xgﬁ”
1,j€{0,1}*

where ¢ := logn, and p,(X), pg(X) are the multilinear polynomials induced by a, G via Definition 2. The
second property implies that | ¢ rre fom(Pa(w), pe(w)) = CM.Commit (ck, m) for H = {-1,1}. O

2.4 Extending sumcheck arguments to modules

We have so far discussed sumcheck arguments for sumcheck-friendly commitment schemes involving a
prime-order group and its scalar field. Yet sumcheck arguments can be formulated more generally to capture
commitments in other settings, such as groups of unknown order [BFS20] and lattices [BLNS20]. We explain
the changes for this generalization, and how they affect completeness and knowledge soundness.

Modules, norms, slackness. To motivate the considerations that arise, we find it helpful to first recall the
Pedersen commitment scheme in other cryptographic settings (ignoring for now randomness for hiding).

* Pedersen over groups of unknown order. Let G be a group of unknown order and let ¢, p > 2 be primes
that satisfy certain conditions (determined by the type of instantiation of G). A Pedersen commitment is
computed as CM.Commit(G, a) = (a, G) € G where the commitment key G equals (1-G, ¢-G, ..., ¢"1-G)

n

for a random group element G € G and the message a is a vector in ((—p%l, p%l) N Z)

* Pedersen over lattices. Let R be a normed ring and let Bgs be a norm bound of “short” ring elements; a
popular choice is R = Z,[X]/(X? + 1) and short ring elements in R(Bgs), i.e. elements of R with norm
at most By, for a suitable Bgs. A Pedersen commitment is computed as CM.Commit(G, a) = (a,G)
where G is a matrix of random ring elements and a is a vector of short ring elements.

These examples suggest that we need to consider algebraic structures that are not necessarily rings but whose
scalars are over a ring, and so we rely on the notion of modules over a ring. Moreover, we need to take
into account the norms of openings. Finally, we will only be able to extract a “relaxed” opening for a given
commitment, which differs from a regular opening in two ways: (i) the opening might have larger norm
than an honestly committed value; (ii) the opening might not satisfy the commitment equation but only a
related equation parametrized by a slackness ¢, which we model via an opening algorithm CM.Open that
additionally takes c as input. This is similar to what happens for Schnorr protocols in these settings, as we
explain in Section 2.5.

Extending the sumcheck-friendly property. We extend the definition of a sumcheck-friendly commitment
scheme (Definition 3) as follows: (i) the spaces M, K, C are modules over the same ring R; (ii) the summation
domain is a subset H of R; (iii) a message polynomial py,(X) is over the module M (iv) a key polynomial
pek(X) is over the module K; (v) the combiner function fcy maps M x K (and a slackness factor) to the
module C; (vi) the summation condition now involves an efficient predicate ¢, and is as follows:

CM.Commit (ck,m) = 3 e fom(Pm(w), Pek(w), 1) and for every slackness ¢
CM‘Open (Ck7 ma Cm7 C) = 1 = ¢sc(cm, ZngéfCM(pm(g)apck(Q%C)7 C) = ]- .
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(Thus Definition 3 is the special case where M, K, C are F-linear, R = F, ¢, checks equality of cm and the
sum, and there are no slackness factors.)

Extending sumcheck arguments. In the sumcheck argument for a commitment scheme that is sumcheck-
friendly according to the extended definition, we must additionally ensure that: (i) we use a challenge set
C C R for the sumcheck protocol that satisfies certain properties (discussed further below) that facilitate
proving knowledge soundness; (ii) we use norm bounds for commitment openings, so the underlying ring R
and the module M must be equipped with a norm. With these in mind, we now rewrite Protocol 3 for the
more general setting (differences in blue), which will allow us to capture the different cryptographic settings.

Protocol 4: sumcheck argument for sumcheck-friendly commitments (over modules)

For n = 2¢, the prover and verifier receive as input commitment key ck and commitment cm. The
prover also receives as input an opening m such that ||pm, (X)|| < B¢ and cm = CM.Commit (ck, m).
The prover and verifier engage in a sumcheck protocol for the instance

Xgo «— (R,M:C,H,‘€7T:Cm,c)

where the prover uses the polynomial pm, ¢k (X) := fou(Pm(X), pek(X), 1). At the end of the sumcheck
protocol, the prover learns » € R’ and the verifier learns (r,v) € R’ x C. Then the prover computes
and sends w := pm (1) to the verifier. Finally the verifier computes pcy (1), checks that ||w|| < Bsa (for
Bsa discussed in the completeness property below), and checks that fou(w, pek(r), 1) = v.

Completeness. This follows similarly as in the special case considered in Section 2.3.2, with the main
difference that the norm bounds must be set so that they hold for any valid execution of the protocol. We need
that for any message m (in the message space of the given commitment key ck) such that ||pm (X)|| < B¢
and challenge vector r € C’ it holds that |[pm (r)|| < Bsa. An explicit expression for Bsa can be computed
in a straightforward way from the maximum norm of a challenge in C, the number of variables ¢ of pm,(X),
the degree of pm,(X), and B¢ (a bound on the maximum norm of a coefficient in py, (X)).

Knowledge soundness. We wish to prove that Protocol 4 is an opening protocol for CM: given a tree
of accepting transcripts for the commitment key ck and commitment cm, we can extract a corresponding
(relaxed) opening m. Similarly to Section 2.3.2, we argue knowledge soundness based on an invertibility
property that generalizes the prior one (Definition 4.12); the challenge set C is now part of the property.

Definition 2.6 (informal). CM is (K, N, §)-invertible if there exists an efficient algorithm T satisfying the

following. Suppose that T receives i € [{), challenge vector (r1,...,7;_1) € C*~1, distinct challenges

r(l), .. ,TZ(K) € C, opening polynomials p1, . ..,px € M[Xit1,. .., X¢|, commitment polynomial q¢(X) €

7

C[X], and slackness c such that

vjelK], 6. | ar?), > feu (pj(wz‘+1,---,wz),pck(ﬁa---,Tz'—hm(j),wwl,---,wz)70> =1.

Wit we€H

Then T outputs an opening polynomial p € M[X;, ..., Xy| of norm at most N - max ¢k ||p;|| such that
¢sc Z q(wl)) Z fCM(p(wiv"'7w€)apck(’rla"'a’riflawi)"'?we)ag'c) =1.
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Theorem 4. If the sumcheck-friendly commitment scheme CM is (K, N, §)-invertible then Protocol 4 is an
opening protocol for CM: there exists an extractor that given a commitment key ck, commitment cm for a

message with norm bound B¢, and a K -ary tree of accepting transcripts for (ck,cm), finds an opening m
with norm ||pm(X)|| < N*Bsa such that CM.Open (ck,cm, m, ££) = 1.

Note that since the extractor works over a tree of depth /, the final loss in norm and slackness involves £
factors of NV and ¢ respectively. Technical details for our sumcheck argument are in Section 4. The definition
of invertibility there (Definition 4.12) has an extra parameter B,yy, which is an absolute upper bound on the
norm of a relaxed opening for which invertibility can hold.

The slackness loss £ depends on the cryptographic setting, and in the settings that we consider, £ # 1 in
the lattice and in the GUO setting.

2.5 Instantiations of sumcheck-friendly commitments

Our main theorem on sumcheck arguments (Theorem 1) applies to any sumcheck-friendly commitment that
is invertible. Below, we summarize how to construct such commitment schemes; details are in Section 5.

* In Section 2.5.1 we introduce secure bilinear modules.

* In Section 2.5.2 we explain how to construct a (generalized) Pedersen commitment scheme from a secure
bilinear module, and give intuition for why it is sumcheck-friendly and invertible. In the technical sections,
we also discuss other commitment schemes, which capture linear functions and scalar products.

* In Section 2.5.3 we outline how to instantiate secure bilinear modules in different cryptographic settings:
(i) prime-order groups; (ii) bilinear groups; (iii) unknown-order groups; and (iv) lattices.

2.5.1 Secure bilinear modules

A bilinear module M = (R, My,, My, M, e) consists of a ring R, three modules My, My, My over R, and
a non-degenerate bilinear map e: M x My — My; moreover, R and My are equipped with norms. For
notational simplicity we denote e(a, G) as (a, G) and define M (B) := {m € M such that |m| < B}.

A bilinear-module generator is a tuple BM = (Setup, KeyGen) where: BM.Setup (given a security
parameter and length parameter n) samples a bilinear module M, integer ~ € N, and auxiliary string aux;
and BM.KeyGen (given BM.Setup’s output) samples a vector G = (G, G;) in MRt

A bilinear-module generator BM is secure if it satisfies the following.

* It satisfies the bilinear relation assumption: for a norm bound Bgra specified in aux and given G <
BM.KeyGen, it is hard to find a non-zero a € ML"”L(BBRA) such that (a,G) = 0. (This is a natural
generalization of the discrete logarithm assumption, the SIS assumption, and others.)

* The integer h is hiding: there is a distribution /57, on M such that, for every a € M, the following two
random variables are statistically close:

G + BM.KeyGen G + BM.KeyGen
{6106+ 6) e L {(6 | € BN |

* The string aux specifies a norm bound B¢ such that B¢ < Bgga.

* The string aux specifies pseudoinverse parameters (C, &, N) for (R, My): for every m, m* € My, a € R,
and distinct ¢1, co € C, if (¢; — co)m = am™ then there exists (and one can efficiently find) » € R such
that {m = rm* and ||r|| < N|al|.

18



2.5.2 Sumcheck-friendly commitments over bilinear modules

We use secure bilinear-module generators to construct several sumcheck-friendly commitment schemes that
are invertible: a generalized Pedersen commitment scheme (Section 5.2), as well as commitment schemes
that capture linear functions (Section 5.3) and scalar products (Sections 5.4 and 5.5). Below we restrict our
technical overview to discuss the Pedersen commitment scheme.

Definition 2.7 (informal). Ler BM = (Setup, KeyGen) be a secure bilinear-module generator and consider
an output (M, h,aux) of BM.Setup (for a message length n) and an output G = (G,,G,) € M x M}
of BM.KeyGen. The (generalized) Pedersen commitment scheme for messages of length n has messages
of the form a € M[*(Bc), and a commitment is computed as C := (a, Gy) + (p, G;), where p is sampled
appropriately from M!(Bc). An opening with slackness ¢ € R for a commitment C € My under the
commitment key (Gg, G;) € M x M is a vector (a, p) € M (Bgga) X M["(Bgga) such that

c-C= <Q7§0>+C' <Qv§1> :

The Pedersen commitment scheme is binding under the bilinear relation assumption (which holds because
BM is secure) and is hiding by the property of h (which also holds because BM is secure). Moreover, the
Pedersen commitment scheme is (unconditionally) sumcheck-friendly; this can be argued in a similar way as
for the usual Pedersen commitment scheme (over prime-order groups).

Establishing invertibility, however, is more challenging. Rather than specifically discussing invertibility
of the Pedersen commitment, in this informal overview we describe how the fact that BM is secure enables
us to (straightforwardly) obtain an extraction algorithm for the (suitably generalized) Schnorr protocol. This
protocol is a simple zero-knowledge argument of knowledge for a commitment opening of a given Pedersen
commitment, and the extractor is asked to produce a (possibly relaxed) opening for the commitment given
two accepting transcripts sharing the same first message. The considerations that arise when establishing
knowledge soundness of the (non-succinct) Schnorr protocol are loosely related to, though technically simpler
than, those that arise when establishing invertibility for the Pedersen commitment scheme (which in turns
leads to succinct arguments of knowledge via our sumcheck arguments).

Definition 2.8 (informal). In the Schnorr protocol for the (generalized) Pedersen commitment scheme, the
prover and verifier receive a key G = (G, G;) € M£+h, commitment C € My and norm bound Bc; and the
prover additionally receives as witness a message a € M (Bc) and randomness p € M]*(Bc) such that
(a,Gg) + (p,G;) = C. The prover and verifier interact as follows:

« the prover samples b € M " (k||C||Bc), where ||C|| := max,ec ||
* the verifier sends a random challenge r € C;

« the prover sends the response s == 1 - (a, p) +b € M if ||s|| < (k — 1)||C|| Bc (otherwise aborts);
* the verifier accepts if (s,G) =r-C+tand ||s| < (k —1)||C||Bc.

, and sends t := (b, G) € My,

The parameter & is chosen such that b “masks” (a, p). We discuss how to choose « in Section 2.6, where
similar considerations arise in other protocols; here, instead, we focus on discussing knowledge extraction.
The extractor recovers an opening of C from two accepting transcripts (¢, 71, s;) and (¢, 2, o) sharing the
same first message ¢ but with distinct challenges r; and 5. First, subtracting the verification equation for
one transcript from that of the other transcript shows that (s; — sy, G) = (r1 — r2) - C. The fact that BM
is secure implies that (C, &, N) are pseudoinverse parameters for (R, M), so we can compute an 7 € R
such that £ - C = r(s; — $5,G) with ||r|| < N. Therefore, the extractor has found a relaxed opening
(d,p') :=1r(sy — sy) such that (d’, Gy) + (¢, G;) = £ - Cwith ||(d, p')|| < N2(k —1)||C|| Bc. (And we see
that the norm B¢ must satisfy N2(x — 1)||C||Bc < Bgga-)
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The norm computations above ignore expansion factors that appear when computing the norms of
expressions that involve the multiplication of ring and module elements (see Definitions 3.1 and 3.2).

2.5.3 Instantiations of secure bilinear modules

We summarize how to instantiate secure bilinear-module generators BM = (Setup, KeyGen) in different
cryptographic settings. Technical details can be found in Section 5.6.

Prime-order groups. BM.Setup samples a group G of prime order ¢ and outputs: (i) the bilinear module
(R, My, My, My, e) := (F,,Fy, G, G, e) where e is scalar multiplication (e sends a € F, and G € G to
a-G € G) and F, is equipped with the trivial norm (zero has norm 0 and all non-zero elements have norm
1); (i1) the norm bound Bgga := 00 (every element in [F, has trivial norm at most co); (iii) the norm bound
Bc := 1 (which is at most Bgga = 00); (iv) the hiding constant & := 1 (Uyy, is the uniform distribution over
[F, as discussed below); (v) the pseudoinverse parameters (C,{, N) := (Fy, 1,1). BM.KeyGen samples a
random element G € M +h = Gnth,
The bilinear-module generator BM above is secure, as outlined below.

* The bilinear relation assumption corresponds to the discrete logarithm assumption. (Indeed, since [ is
equipped with the trivial norm, M; (Bggra) = F4(1) = F,, which means that the assumption states that,
given G € Gnth sampled by BM.KeyGen, it is hard to find a non-zero @ € IFZ*h such that (a,G) = 0.)

* h = 1is a hiding constant because for every a € Fy the random variables (G, (a,Gy) + 7 - Gy) and
(G, r - Gy) are identical for random G = (G,, G1) € G™*! (as sampled by BM.KeyGen) and secret random
r € IFy (as sampled by Uy, ).

* (C,¢,N) = (IF4, 1, 1) are pseudoinverse parameters because, for every distinct c1, ca € Fy, m,m* € G
and a € Fy, if (¢ — co)m = am*, then m = (c; — c2) "tam* and ||(c1 — c2) 71| = 1.

Bilinear groups. BM.Setup samples groups G, G2, G of prime order ¢ equipped with a non-degenerate bi-
linear map e: G xGo — G and outputs: (i) the bilinear module (R, M;,, My, M+, e) := (Fy,G1, G2, Gy, €)
with F,, G equipped with the trivial norm (zero has norm 0 and all non-zero elements have norm 1); (ii) the
norm bound Bgra = o0 (every element in F, and G has trivial norm at most co); (iii) the norm bound
B¢ := 1 (which is at most Bgga = 00); (iv) the hiding constant h := 1 (U, is the uniform distributions
over G1); (v) the pseudoinverse parameters (C,&, N) = (Fg, 1,1). BM.KeyGen samples a random element
Ge M};H—h — G§L+h.

The bilinear-module generator BM above is secure via similar arguments as in the discrete logarithm
setting (with the bilinear relation assumption corresponding to the double-pairing assumption [AFGHO16]).

GUO setting. There are two instantiations of groups of unknown order (which are related to the commitment
schemes in [BFS20]): (a) RSA groups, and (b) class groups of an imaginary quadratic order. BM.Setup
selects a group G and primes ¢, p > 2, and outputs: (i) the bilinear module

(R, My, My, My, e) = (Z,Z,G,G,e)

where e corresponds to group exponentiation; (ii) a norm bound Bgra Which is equal to q;—l for RSA groups
2*(G|

Bc
Uy, is the uniform distributions over the elements of ((—Bc, Bc) N Z)" with norm less than Bc); (v) the
pseudoinverse parameters (C,§, N) := ((—Bc, Bc) N Z,lem([p — 1]),lem([p — 1])). BM.KeyGen samples
a random element G in G and outputs (G, ¢G, ..., ¢"™"1G) € MPT",

The bilinear-module generator BM above is secure, as outlined below.

and % for class groups (see below); (iii) the norm bound Bc; (iv) the hiding constant h := log
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* The bilinear relation assumption with norm bound Bgg, is implied by the Order Assumption [BFS20] for
the sampled group G. The Order Assumption is implied by the Adaptive Root Assumption [BBBPWM18;
Wes19]. The difference in Bgga for RSA groups and class groups is related to the fact that computing
square roots is easy in class groups.

* h=log %f" is a hiding constant as proved in [BFS20; BDFG20].

* (C,§,N) = ((—Bc,Bc) NZ,1em([p — 1]),lem(|p — 1])) are pseudoinverse parameters.

Lattice setting. BM.Setup selects a degree d, prime ¢, and dimension r and outputs: (i) the bilinear module
(R, My, My, My, e) = (Z[X]/<Xd + 1), ZIX] /(XD 4 1), (Z[X] /(X + 1)), (Zg[X] /(X + 1)), e)

where Z[X]/(X? + 1) is equipped with the infinity norm and e maps z € Z[X]/(X? + 1) and A €
(Zg[X]/(X9+ 1)) to Az € (Zy[X]/(X? + 1)) via ring multiplication; (ii) a norm bound Bigg, related
to the SIS assumption (see below); (iii) a norm bound B¢ that is at most Bgra; (iv) the hiding constant
h = 2rlog 5= (Uny, is the uniform distributions over the elements of (Zq[X]/(X 4 4 1))* with norm

less than Bc); (v) the pseudoinverse parameters (C,&, N) = ({X' € Z[X]/(X? + 1)}o<i<2d-1,2,1).

BM.KeyGen samples a random element in M7 " = (Zg[X) /(X4 + 1>)Tx(n+h).
The bilinear-module generator BM above is secure, as outlined below.

* The bilinear relation assumption with norm bound Bgga corresponds to the SIS assumption with norm
bound Bgga.

* h=2rlog Bic is a hiding constant as proved in [Mic07; SSTX09].

¢ (C,6,N) = ({X' € ZIX]/(X?+ 1) }o<i<2d_1, 2, 1) are pseudoinverse parameters. From [BCKLN14],
forevery X, X7 € Z[X]/(X%+1) withi # j, it holds that the inverse (X*— X7)~! over Z,[X]/(X¢+1)
is such that ||2 - (X* — X7)~1|| < 1. Hence, for every m € My = (Z,[X]/(X¢+ 1)), distinct ¢1, c2 € C,
and m* € My, if (X' — X7)m = am*, then 2m = 2(X' — X7)~Im*, where the inverse is over
Zq[X]/(X4 4 1), and [|2(X? — X7)"La|| < d.

2.6 Succinct argument for scalar products over rings

We explain how to use sumcheck arguments to obtain zero-knowledge succinct arguments of knowledge for
scalar-product relations over rings. This involves choosing a specific sumcheck-friendly commitment to plug
in to Theorem 1, and also carefully using randomness to achieve zero knowledge (which is not a guarantee of
Theorem 1). Afterwards, in Section 2.7 we explain how to build on this to prove Theorem 2.

We first introduce the notion of protocol-friendly bilinear-module generator. A bilinear-module generator
BM is protocol-friendly if it satisfies the following.

* BM is secure (see Section 2.5.1).

* M, is not merely an R-module but also a ring itself (so that scalar products over M, are defined).”

* The string aux specifies x € N such that BM is masking-friendly (i.e., for every B € N with B¢ < B <
Bera/k and a € M{*(B), {a + b}y np (xp) is close to uniform).

* The string aux specifies an ideal I such that multiplication by ¢ (which is part of the pseudoinverse
parameters (C, £, N) also in aux) is invertible modulo I.

The instantiations of bilinear-module generators of Section 2.5.3 are also protocol-friendly. Technical
details can be found in Section 5.6.

3In the pairing setting where M, is not a ring, we define scalar-product commitments differently. See Section 5 for details.
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* Prime-order groups: BM.Setup additionally outputs s := oo and I := {0}. This means that the argument
supports scalar products over M; /I = F,, the scalar field of a prime-order group G.

* Bilinear groups: BM.Setup additionally outputs « := oo and I := {0}. This means that the argument
supports scalar products over My /I = Gy (alternatively, G»), a source group in the bilinear group.

* GUO setting: BM.Setup additionally outputs # := O(2*) and I := nZ for n € Z whose prime factors are
greater than or equal to p. This means that the argument supports scalar products over My, /I = Z/nZ for
any n satisfying these conditions.

* Lattice setting: BM.Setup additionally outputs x := O(dn) and I := nZ for odd n # —1, 1. This means
that the argument supports scalar products over M, /I = Z/nZ for any n satisfying these conditions.

The commitment scheme that we consider has two-part messages and includes a commitment to their
scalar-product; it is the extension of the scalar-product commitment from Section 2.3.1 to bilinear modules.

Definition 2.9 (informal). Let BM = (Setup, KeyGen) be a protocol-friendly bilinear-module generator.
The (generalized) scalar-product commitment scheme for messages of length n has messages of the form
(a,b) € M x M[" such that ||al|, ||b]| < Bc, and commitment keys of the form (G, G;,Hg, Hy, Uo, U;) €
MR s MBS M. A commitment is computed by sampling p,, py, pr € M(Bc) and computing

({2, Go) + {22, G1)+ (b Ho) + (21, Hy), (.8} - Uo + {2, Uy) )

In other words, a commitment is the tuple consisting of three generalized Pedersen commitments: for the first
part of the message a, for the second part of the message b, and for their scalar product {a,b) € M.

A valid opening for a commitment (Co,Cy, C;) € M2 with keys (Gg, Gy, Hg, H;Uo, Uy) € MIth
MR s MIh and slackness ¢ € R is a vector (a,b, p,, py, p;) € M (Bggra) X M (Bgga) X M>"(Bgga)
such that

- C=(c-{a,Gy) + 2 (g, Gy), ¢ (b, Ho) + ¢ - (o, Hy), (a,b) - Ug + 2(p;, Uy))

The generalized scalar-product commitment scheme is binding under the bilinear relation assumption.
Moreover, it is sumcheck-friendly (unconditionally). The proof of invertibility follows from algebraic
manipulations analogous to the case of generalized Pedersen commitments discussed in Section 2.5; though
note that establishing invertibility in this case requires computational assumptions (even in the discrete
logarithm setting as discussed in Section 2.3.1).

We give a zero-knowledge succinct argument of knowledge for the following relation related to the
scalar-product of committed messages, which we denote by Rcysp.

Definition 2.10 (informal). The committed scalar-product relation Rcysp(c, Bc) are the pairs (x, w) where:

* The instance x contains
— a protocol-friendly bilinear-module generator BM;
— commitment keys (G, Gy, Hg, Hy, Uo, Uy) € M2 x MP x MP x Mh x My x M},
— commitments C,, Cy, C; € M.
. The witness w = (a, p,. b, gyt 0) € MZ 15 i such that |al, g, 18], 2yl 18] o]l < Be and
- (a, p,) is a valid opening of the Pedersen commitments C, with slackness c;
— (b, pp) is a valid opening of the Pedersen commitments Cy, with slackness c;
— (t, p;) is a valid opening of the Pedersen commitment C; with slackness c? and t = (a,b) mod I.
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The relation reasons about scalar-product relations over the quotient ring Re = My, /I (M;, modulo I) for
the ideal I C M., specified in aux. In certain settings, such as the lattice and GUO setting, we only extract
openings to commitments with slackness ¢ # 1, we choose I so that we can “cancel out” the slackness ¢
modulo I as part of knowledge extraction algorithms and prove exact scalar-product relations over R,. We
now summarize the scalar-product argument; details can be found in Section 6.

The prover begins by computing a commitment C € My to (a,b) € M., which may not be equal
tot € M. Then the prover and verifier engage in the these sub-protocols: (i) an interactive reduction
masking the three Pedersen commitments to a, b, t, converting them into a single scalar-product commitment;
(ii) a sumcheck argument to prove knowledge of an opening to the scalar-product commitment; and (iii) a
consistency check that the committed values (a, b) and ¢ equal modulo I.

Reduction to a sumcheck argument. The prover samples masking values y, and y; to rerandomize the
commitments to a, b, (a, b): the prover sends commitments to y, and y;, and also to v1 := (a, y;)+ (b, y,) and
vo := (U, Yp) (Which depend only on a, b, y,, ;). Then the verifier sends to the prover a random challenge
a € C. Then the prover computes e, := aa + y,, ¢, := ab + y,, and (e,, ¢,) = a*(a, b) + avy + vo. The
openings of the rerandomized commitments do not leak any information about a or b, and so the prover
can safely send the corresponding commitment randomness to the verifier. Finally, the prover and verifier
engage in a sumcheck argument on the scalar-product commitment consisting of the commitments to e, €,
and (e,, ;). Since the sumcheck argument is invoked on inputs that have been masked, zero knowledge is
ensured (i.e., no information about the witness w = (a, p,, b, pp, t, p;) is revealed) even though the sumcheck
argument itself is not zero knowledge.

Checking consistency modulo I. The sumcheck argument merely convinces the verifier that the prover
knows a witness for the scalar-product commitment (C,, Cp, C), while the verifier additionally wants to know
that the openings of C and C; are equal modulo /. For this, we rely on a protocol on the commitments to (a, b)
and ¢ to check that they are equivalent modulo . First, before receiving the verifier’s challenge «, the prover
samples a masking value ¢, and sends to the verifier its Pedersen commitment C. and its reduction ¢ mod 1
(in the clear); after receiving « the prover sends to the verifier the value v := « - ((a, b) — t) + ¢. The verifier
then checks that = ¢ mod I, and that ¥ is a valid opening for the commitment to « - ({a, b) — t) + ¢ (for
appropriate commitment randomness). Intuitively, if v = « - ((a, b) — t) + ¢ for two distinct values of «,
then one can solve linear equations to deduce that & - ({(a,b) — t) = 0 mod I. Then, since multiplication by
the constant £ from the pseudoinverse parameters (C, £, V) is invertible modulo I (this is required by the
protocol-friendly property), we conclude that (a,b) = ¢t mod I.

2.7 Succinct argument for R1CS over rings

We explain the main ideas behind Theorem 2, which provides a zero-knowledge succinct argument of
knowledge for R1CS over rings. Recall that the R1CS problem over a ring R, asks: given coefficient
matrices A, B,C € R}*™ and an instance vector x over R,, is there a witness vector w over R, such that
z = (z,w) € RY satisfies Az o Bz = Cz? To a first order, Theorem 2 is proved by reducing the RICS
problem over R, to several scalar-product sub-problems over R,, and then relying on the zero-knowledge
succinct argument for scalar products in Section 2.6. This implies that we support R1CS over the rings
supported in that section: Re = M /I, where M, is the left module of a protocol-friendly bilinear module,
and I C M, is an ideal. As with our scalar-product arguments, I is used to cancel out slackness factors and
prove exact relations. Below we summarize the reduction from R1CS to scalar products.

The prover P sends commitments to the full assignment z € Ry and to its linear combinations z 4,25 €
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R7. Then P is left to convince the verifier V that the committed information satisfies these conditions:
z2p=Az , zp=DBz , zy0z2p=Cz , =xisaprefixofyz .

To reduce the first three conditions, the verifier V sends a structured challenge vector r. Multiplying on the
left by rT reduces the first three conditions to (r, z4) = (r4,2), (r,zg) = (rg,2), (roza,zg) = (re, 2);
here we defined r 4 := rTA, rp := 7B, and r := rTC. Moreover, to reduce the last condition, the verifier
V sends a random challenge vector s of the same length as x; padding s with zeroes to get s’ of the same
length as z, we have (s', z) = (s, x). Note that both parties can each individually compute r 4, 75,7 by
right-multiplying r by A, B, C respectively, and also both parties can each individually compute (s, x).
Next, the prover P sends a commitment to 2’y := 7 o z4, and also commitments to o = (14, 2),
B := (rg,z), and v := (rs,z). Then the prover and verifier engage in scalar-product sub-protocols
(described in Section 2.6) to verify these 7 scalar products (recall each party can compute (s, x)):

(r,24) = (r,2p) =0 (2> 2) =7 D)= (s
s —a =B (e =y 0 E2=ED

The prover and verifier use an additional challenge vector y and 2 further scalar-product sub-protocols to
check that (2/y, y) = (24, r o y), which shows that 2/, was correctly computed from z 4 and r.

All commitments in the protocol are hiding, and hence do not leak any information about the witness
vector w. Hence the zero-knowledge property of the above protocol directly reduces to the zero-knowledge
property of the scalar-product sub-protocols.

We conclude by noting that if we instantiate the bilinear module with lattices then Theorem 2 gives
Corollary 1: a zero-knowledge succinct argument of knowledge for R1CS based on the SIS assumption.

Technical details can be found in Section 7.

Remark 2.11 (on succinct verification). The verifier complexity in the above succinct argument for R1CS is
proportional to the description of the R1CS instance. Nevertheless, one could aim for a succinct verifier in
appropriate settings: when the R1CS matrices have structure [BCGGRS19] or in the preprocessing setting
[CHMMVW20; COS20; Set20; BCG20; BCL20]. We believe that the tools developed in this paper can be
extended to these settings, and leave additionally achieving a succinct verifier to future work.

Remark 2.12 (using polynomial commitments instead). The above protocol is built atop scalar-product sub-
protocols, similar to [BCG20; BCL20]. We could have also built the protocol atop a polynomial commitment
scheme (such as the one we discuss in Section 2.8), following the approaches in [CHMMVW20; COS20;
Set20]. This alternate route offers several tradeoffs, and we leave exploring these tradeoffs to future work.

2.8 Commitments to linear functions and polynomials over modules

As another application of sumcheck arguments, we construct commitment schemes for linear functions over
modules. This directly leads to polynomial commitment schemes over modules, as we explain.

Linear-function commitments. The first step is to extend the (generalized) Pedersen commitment scheme
to linear functions, similar to prior works [AC20; BDFG20]. Let M = (R, M, My, My, e) be a bilinear
module. Let mS € M, and consider the R-linear function f over M, that maps z € R™ to (z, mS) € M. A
linear-function commitment (over modules) consists of a Pedersen commitment C := (mS, Gy) + (p, G;) €
M, to the coefficients of f (with a key (G,, G;) € MP x M/ and randomness p € M), a public vector
mP € R" specifying the evaluation point for f, and the evaluation v := (mP,mS) € M, of f at mP.
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We show, in a similar way to the generalized Pedersen commitment scheme, that this linear-function
commitment scheme is sumcheck-friendly and, if M is sampled by a secure bilinear-module generator,
invertible. Therefore we can use our sumcheck argument, and thereby obtain an argument of knowledge
for succinctly opening the linear function commitment. In more detail, the communication complexity is
logarithmic in the length n of the vector describing the linear-function, and the knowledge property has the
following form: there exists an extractor that given a commitment key (Gy, G;) € M x M}, commitment
C € M, for a message with norm bound Bc, and a 3-ary tree of accepting transcripts for (G, G;, C), finds
an opening mS € M with norm at most (2N ||C||)!°¢™ - B¢ and randomness p € M/* with norm at most
Bc such that €187 . C = (mS, G,) + €°8™ . (p, G,) and £'°8" . v = (mP,mS). Here (C,&, N) are the
pseudoinverse parameters for (R, M) output by the bilinear-module generator.

Polynomial commitments. As a direct application of the above, we construct a polynomial commitment
scheme for polynomials (over modules). In a polynomial commitment, the prover commits to a polynomial p
with coefficients in M, and then later proves the correct evaluation of the polynomial at a desired point. It
is easy to see that this is a special case of a linear function commitment. For example, if p is a univariate
polynomial of degree d described by its coefficients in the monomial basis, then we can take mS € Mt 1o
be the vector of coefficients, and mP = (1, z,.. ., zd) where 2z € R is the desired evaluation point, so that
p(z) = (mP, mS). This directly extends to more variables and other polynomial bases (see Remark 5.14).

Therefore, the aforementioned succinct argument of knowledge for linear-function commitments yields
a polynomial commitment scheme whose knowledge guarantee has the following form: there exists an
extractor that given a commitment key (G, G;) € ML« M}, commitment C € My for a message with
norm bound B, and a 3-ary tree of accepting transcripts for (G, G;, C), finds a polynomial p € M, [X] of
degree at most d and with norm at most (2N ||C||)!°¢™ - B¢ and randomness p € M/ with norm at most B¢
such that £°5™ - C = (p, Gy) + €57 - (p, G,) and £°5™ - v = p(2).

When £ = 1, this is the usual guarantee of a polynomial commitment scheme. However, when £ # 1, this
relaxed guarantee does not immediately give an opening protocol. This is because p(z) = £°8™ . v which is
different from the claimed evaluation v. Unfortunately, multiplication of elements of M}, by & might not be
invertible, so the knowledge extractor cannot give “£~1°8™p” as its final output.

To address this problem, we require an additional property of M: we require that M is quotient-friendly,
and remove the extra factors of £ in a quotient module. When M is quotient-friendly, there is a submodule
I C M, included in the auxiliary information for the bilinear module, such that multiplication by £ is
invertible modulo I. Then, we can view the commitment scheme as a commitment to polynomials over
M, /I, and the polynomial “£~1°8"p mod I” evaluates to v mod I at z.

Theorem 2.13 (informal). Let M be a quotient-friendly secure bilinear-module generator which produces R,
C C R, My, and I C M,. Then, there is a polynomial commitment scheme (e.g., for univariate polynomials
in the monomial basis) with coefficients in M, /I where the evaluation protocol is a sumcheck argument.
If n is the number of coefficients of the polynomial (e.g., its degree plus one if a univariate polynomial),

the evaluation protocol has knowledge error O( kfan ), round complexity O(logn), communication O(logn)

elements of M+, and prover and verifier complexity O(n) operations in M, , My and O(n) applications of e.
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3 Preliminaries

3.1 Rings and modules

A ring R is a mathematical structure that generalizes a field: R is equipped with addition and multiplication
operations, but, unlike in a field, multiplicative inverses need not exist. We will use only commutative rings,
where the multiplication operation commutes. A module M over a ring I extends the notion of vector space
over a field, where the scalars are elements of a ring.

Norms. We use rings and modules equipped with norms. The definitions below are slightly different than
the ones in standard algebra textbooks due to the expansion factors used.

Definition 3.1. Ler R be a ring. A norm for R is a map || - ||r: R — Rx that satisfies the following
properties: (i) ||0||z = 0 and ||1||r = 1; (ii) for all a € R, |la|lr = || — allr; (iii) for all a,b € R,
lla + bl|z < |lal|lg + ||bl|as (iv) there exists a constant “expansion factor” v € Rsq such that, for all
a,b € R, [|abllx < v&llallz[[b]] z-

Definition 3.2. Let R be a ring with norm || - ||z, and let M be an R-module. A norm for M is a map
|- lar: R — Rxq that satisfies the following properties: (i) ||0||, = 0; (ii) forall a € M, ||a||s = || — @l s
(iii) for all a,b € M, ||a + b||rr < ||a||ar + [|b]| s (iv) there exists a constant “expansion factor” vy € R
such that, for all a € R and b € M, ||ab||y < Yullallz0] -

Remark 3.3. To simplify notation in later analysis, although multiplication of elements of M and R may
cause norm expansion by different factors v and ,,, we will only use the notation 5, which will represent
the maximum of these quantities.

Definition 3.4. For a ring R withnorm ||-||r, R(B) := {r € R : ||r||zx < B} is the set of ring elements with
norm at most B; and similarly for a module M and set M (B). For a setC C R, ||C||z := max,cc |||z

For a normed module M, the norm of a vector v € M™ is ||v|; := max;cy [|vi[| s (the maximum of
the norms of all entries of v).

Polynomials over modules. Let R be aring and M an R-module. We denote by M[X7, ..., X/] the set of
polynomials in variables X1, ..., X, with coefficients in M. A polynomial p € M[X}, ..., X,] defines a
function from R’ to M. Similarly to the case of vectors, if M is normed then the norm of p is defined to be
the maximum of the norms of its coefficients.

We often use multilinear polynomials whose coefficients are defined by a vector v as follows.

Definition 3.5. Let R be a ring and M an R-module. For n € N a power of 2, set { := logn and let

v € M™ be vector whose entries we index via binary strings (i1, . .. ,i¢) € {0,1}. The {-variate polynomial
pv € M[X1,..., X is defined as follows:

py(Xl,...,Xg) = Z Ui17._.7i£X{‘1‘~-X;Z .
i1,...,i¢€{0,1}

We state a straightforward generalization of a lemma from [BCG20] concerning sums of polynomials;
we rely on this several times in this paper.

Lemma 3.6. Let H be a cyclic subgroup (of finite order) of the multiplicative group of a ring R, such that 1—h
is not a zero-divisor for any h € H \ {1}. Let M be an R-module and let p(X1,...,Xy) € M[Xq,..., X/
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be a polynomial. If we denote by p;, ... ;, € M the coefficient oin1 e Xéz in the polynomial p( X1, . .., Xy),
then

dopw=|{ > m]-IH". 3)
weH! =0 mod |H|

Proof. We prove the case ¢ = 1; the general case follows by induction on £. Let hy be a generator of H.
When ¢ =1, p(X) = >, pi X", so that

|H|-1
ZP(W) = Z sz’wi = Zpi Z (R .
weH weH i T =0

When i = 0 mod |H|, then ' = 1 so Z'fi‘gl(hi)j = |H|. When i # 0 mod |H|, then h* # 1 and
(ht —1) Z'fi‘o_l(hi)j = plHl — 1 = 0; since (h* — 1) is not a zero-divisor, Z'J.Ijo_l(hi)j =0. O

We apply Lemma 3.6 with subgroups H with |H| = 2 in this paper. An analogue holds for the case of
additive subgroups of finite fields, which implies that our results also hold for fields of characteristic 2.

Lemma 3.7. Let H be an additive subgroup of F. Let ay be the (formal) linear term of the subspace
polynomial T[], c (X — h). Then

> plw) = > i -laol €

w€eH! i=—1mod |H|

Remark 3.8. Lemma 3.7 does not hold if I is replaced with a ring R. Taking R = Z/4Z, H = {0, 2}, and
p(X) = 1 gives a counterexample: }_ ¢ e p(w) = 2bUt (32,1 1yod (1| Pi) - lag|® = 0. Nevertheless, to
apply the techniques in this paper to rings such as Z/2¥Z, one can explore the use of Galois extensions as in
[ACDEY19; GNS21], to obtain suitable subgroups of size 3 for Lemma 3.6 (though the original motivation
of [ACDEY19; GNS21] was to ensure the existence of large sampling sets of the type that we discuss next).

Sampling sets. The verifier in protocols will sample challenges from a designated subset C C R with
certain properties, where R is the ring associated to a certain module M.

Definition 3.9. A sampling set C for an R-module M is a subset of R such that for all c1,co € C with
c1 # ¢y, the mapping M — M that sends m — (¢ — ca)m is injective.

Definition 3.10. A strong sampling set C for an R-module M is a subset of R such that for all c¢1,c5 € C
with ¢1 # co, there exists r € R (depending on ¢y and c3) such that r(c1 — co)m = m for allm € M.

The special case M = R recovers the notions of sampling sets for rings in [CCKP19].
One can verify that a strong sampling set for M is also a sampling set for M. Conversely, for many rings,
a sampling set is also a strong sampling set, as shown in the following lemma.

Lemma 3.11. Let R be a finite commutative ring. If r € R is not a zero-divisor then r is invertible.

Proof. The function f: R — R defined as f(x) := r - x is a ring homomorphism. The kernel of f contains
only 0, as otherwise r would be a zero divisor. By the first [somorphism Theorem for rings, we know that
R/ ker(f) ~ Im(f), and we can write | R| = | ker(f)| - |Im(f)|. But | ker(f)| = 1, so |R| = |Im(f)|. Since
R is finite and Im(f) C R, we deduce that Im(f) = R. Hence, there exists s € R such that rs = 1. O
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Note that Lemma 3.11 does not hold over infinite rings. For example, take R = Z and r = 2. (The proof
breaks down because Im(f) = 27Z has the same cardinality as Z, but is a subset of Z.)

Constants. We associate certain constants to a given sampling set.

Definition 3.12. Let R be a ring with norm || - ||z and C C R a set. Let V., . ., be the Vandermonde matrix
with respect to distinct ¢y, . . . ,cx € C:

1 ¢ c{(_l

1 ¢ 0571
‘/61,...,01( = .

1 ck cg_l

and let A, ... ., be the adjugate of V., .. ., (which satisfies Ac, . cxc - Ver,.cno = det(Vey . cx) - IK)-
For K € N, we define the K -th inversion constant associated to C to be

U(C,K) = o max_, max, [ Acy,...exc[8: J]lIm -

Definition 3.13. Let R be a ring and M an R-module. For £ € Rand N € N and C C R a set, we say that
(C, &, N) are pseudoinverse parameters for (R, M) if for every a € R, m, m* € M, and distinct ¢1,ca € C
it holds that if (c1 — c2)m = a - m* then there exists v € R such that { - m = r - m* and ||r||z < Nlal|z-

When M = R, Definition 3.13 is related to [ACK21, Definition 16] and [AL21, Definition 6].

3.2 Commitments

A (non-interactive) commitment scheme is a tuple of algorithms CM = (Setup, KeyGen, Commit, Open)
with the following syntax.

» CM.Setup(1*,n) — pp: samples public parameters given a security parameter and a message length.

* CM.KeyGen(pp) — ck: samples a commitment key, which in particular determines a commitment space
Cck, message space My, randomness space Ry, and slackness space S¢y.

¢ CM.Commit (ck, m; p) — cm: use the commitment key ck to commit to m € M by sampling p € Rk
according to some (possibly not uniform) distribution and computing a commitment cm € Cgy.

* CM.Open (ck,m, p,cm,c) — b € {0,1}: checks that cm € C is a commitment to the message m € My
with randomness p € R and slackness value ¢ € Sy, relative to the commitment key ck.

We require CM to satisfy completeness and binding, and sometimes also hiding, as specified below.
Definition 3.14. CM is complete if for every n € N and adversary A,

pp < CM.Setup(1*,n

ck < CM.KeyGen(pp

(m € Mg, p € Rey) < A(pp, ck
cm < CM.Commit (ck, m; p

)
Pr |CM.Open (ck,m,p,cm,1) =1 3 =1.
)
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Definition 3.15. CM is (computationally) binding if for every n € N and polynomial-size adversary A,

mg # my pp < CM.Setup(1*,n)
Pr | CM.Open (ck, mg, pg,cm,c) =1 ck «+ CM.KeyGen(pp) | = negl(\) .
CM‘Open (Ck7 my, p1, cm,C) =1 (Cm7 mo, M1, Po, P1, C) A A(ppa Ck)

Definition 3.16. CM is (statistically) hiding if for every n € N and adversary A,

pp < CM.Setup(1*,n) ]
ck < CM.KeyGen(pp)

— (m07 ml) — A(ppa Ck) _ }

Pr | A(pp, ck,cm) = b be {0,1} | ~ 2 + negl(A) .
p Rek

cm < CM.Commit (ck, mp; p) |

If we the above probability equals 1/2 then CM is perfectly hiding.

3.3 Interactive arguments

We say that ARG = (G, P, V) is an interactive argument of knowledge for a relation R if it satisfies the
following completeness and knowledge properties.

» Completeness. For every adversary A,

Pr (x,w) &€ R or pp + G(1%) _1
(P(pp,x, W), V(pp,x)) =1 | (xx,w) < A(pp)

We also consider constructions with a completeness error €, where the above probability is at least 1 — ().

* Witness-extended emulation. ARG has witness-extended emulation with knowledge error « if there exists
an expected polynomial-time algorithm & such that for every polynomial-size adversary .4 it holds that

pp + G(1%)
Pr | A(aux,tr) =1 (x,aux) < A(pp)
tr + (A(aux), V(pp, x))
A(aux, tr) =1 pp + G(1%)
— Pr and (x,aux) < A(pp) || < k(N) .

if tr is accepting then (s, w) € R | (tr, w) « £4@™) (pp, x)
Above & has oracle access to (the next-message functions of) A(aux).
We also consider argument systems with a zero-knowledge property.

* Semi-honest-verifier (statistical) zero knowledge. There exists a probabilistic polynomial-time simulator
S such that for every stateful adversary A the following probabilities are negl(\)-close:

A A
(x,w) € R pp «— G(1%) (x,w) € R pp «— G(1%)
Pr - (x,w,p) < A(pp) | and Pr - (x,w, p) + A(pp)
Al =114 (P(pp,x,w), V(pp,x; p)) Al =1 7 S(pp, x, p)

Above, p is the randomness used by the verifier V (and chosen by the adversary .A).
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3.3.1 Extraction from trees

We say that ARG is public coin if each verifier message is a uniform random string (of a prescribed length).
The public-coin interactive arguments in this paper have the property that a witness can be extracted from an
appropriate tree of accepting transcripts. The definition below is a natural generalization of special-soundness
for sigma-protocols (where m = 1 and ny = 2).

Definition 3.17. Let ARG be a public-coin interactive argument for a relation R where the verifier sends
m messages. Forny,...,n, € Z, we say that T is a (n1, . .., n,,)-tree of accepting transcripts for x if
(1) T is a tree of depth m where, for each i € [m], each vertex at layer i has n; children (so the tree has
Hie[m} n; leaves); (2) the n; outgoing edges of every vertex in layer i are labeled with n; different choices
of randomness for the verifier’s i-th message; (3) each vertex in layer 1 is labeled with a prover message;
(4) every path from the root to a leaf in the tree is an accepting transcript for the interactive argument.

Definition 3.18. ARG has (nq, ..., n,, )-tree extraction if there exists an efficient algorithm x such that
, . . pp + G(1%)
Tisa(ny,...,ny,)-tree of accepting transcripts for x B
Pr (e, w) € R (x,T) < A(pp) | =negl()) .

w <+ x(pp,x, T

The following lemma from [ACK21] proves the existence of a tree-finding algorithm, which shows that
tree extraction implies witness-extended emulation. Throughout this paper we rely on this generic implication
in that it will suffice for our technical statements to establish tree extraction for the protocols that we study.

Lemma 3.19 (JACK21, Lemma 5], adapted). Let ny,...,n,: N — N be functions such that K := ]_[Zil n;
is upper bounded by a polynomial. Let ARG be a (2m+1)-message public-coin interactive argument in which

the verifier V samples each challenge uniformly at random from a challenge set of size N > max;¢(,,] i
There is an algorithm Tree such that for any malicious prover P for ARG that makes V accept with probability
P(pp, x) runs in expected time at most K (where running P takes unit time) and produces a
(n1,...,nm)-tree of accepting transcripts for x with probability at least € — M( otherwise producing
a tree that is incomplete or contains non-accepting transcripts). Further, the first transcript produced by Tree

(corresponding to the first leaf in the tree) is distributed according to (P, V).

at least €, Tree

Lemma 3.20. If ARG has (ny, ..., nn,)-tree extraction, and satisfies the conditions in Lemma 3.19, then
ARG has witness-extended emulation with knowledge error k = W + negl(A).

Proof. Let A be an adversary against witness-extended emulation such that (A(aux), V(pp,x)) = 1 with
probability at least e. We construct an algorithm & for witness-extended emulation:

1. Run TreeA®™) (pp, x) from Lemma 3.19.

2. If Tree(@w) (pp, x) finds a (n1, ..., n,)-tree of accepting transcripts for x, then run y from
Definition 3.18 to obtain w; otherwise set w := L.

3. Outputs the first transcript tr produced by Tree, along with w.

We argue that £ satisfies witness-extended emulation.

* Running time. Tree runs in expected polynomial time and x runs in polynomial time, so £ runs in expected
polynomial time.
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* Failure probability. Despite producing an accepting transcript, £ may fail to produce a witness w such that

(x,w) € R if Tree fails to produce an (nq, ..., n,,)-tree of accepting transcripts, or x fails to produce a
valid witness from an accepting tree. The probability that this occurs is at most W + negl(A).

* Distribution. Consider the two sampling procedures in the definition of witness-extended emulation. Since
tr is distributed according to (A(aux), V(pp, x)) in either case, the probability that A(aux, tr) = 1 is the
same for either procedure. The probability that £ produces accepting tr with an invalid witness is at most

M + negl(\), which implies the result.

O
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4 Sumcheck argument for opening a commitment

We define the notion of a sumcheck-friendly commitment scheme, and then describe a protocol for proving
knowledge of openings for such commitment schemes. We call our protocol a sumcheck argument because it
builds directly on top of the sumcheck protocol.

Definition 4.1. A commitment scheme CM = (Setup, KeyGen, Commit, Open) is sumcheck-friendly if for
every security parameter X € N, message length n € N, and public parameters pp € CM.Setup(1*,n)
there exist a ring R, domain H C R, challenge set C C R, number of variables { € N, modules M, K, C
over R with M having a norm, and efficient functions fcu, em, @sc, Qs SUCh that for every commitment key
ck € CM.KeyGen(pp), message m € My, randomness p € Ry, and slackness ¢ € Sci:

° CMcommlt (Ck7 m, p) - gCM(CkJ /0) - ZQGHZ fCM(pm(Q);pck(@% 1)’ and

* P (cm — gem(ck, p), Eger fem(Pm(w), pek(w), ), c) = 1 if and only if CM.Open (ck,m, p,cm,c) = 1;

* when c = 1, ¢ is simply an equality check on its first two inputs;

o foreveryi € {0,1,...,0}, p € M[X;41,...,X¢), and (r1,...,7;) € CY, ae(ck,p,r1,...,7) = Lifand
only if there exists a message m € My such that p(Xiy1, ..., X¢) = pm(r1, ..o 7, Xig1, ..., Xo).

Here:

* pm(X1,. .., Xy) is a polynomial over M that can be efficiently obtained from the message m (and, con-
versely, m can be efficiently obtained from pp,);

* pek(X1,- .., Xy) is a polynomial over K that can be efficiently obtained from the commitment key ck;

* Doe( X1,y Xo) = fem(pm (X1, ..oy Xo), pek (X1, - . ., X0), €) is a polynomial over C.

Letting ideg denote the maximum individual degree of a polynomial, we also define the following degrees:

dek = nax ideg( m(X)> ,

i = max maxideg(fCM(pm(X),pck(l)aC)) .

meMy ¢

At the end of every sumcheck argument, the verifier will use «. to check that the opening message
w is admissible. We use this to prove the security property of the sumcheck argument. For most of our
instantiations, every scalar w € M will be admissible and this check will be trivial.

Remark 4.2 (weights). Definition 4.1 extends, analogously to [Meil3], to weighted sums of the form

D mwi) - pe(we) feu(pm(w), pe(w). ©)

weH!
with coefficients i1, .. ., e € R™. Our sumcheck argument extends to support weighted sums as well.

Remark 4.3 (existence of p,.). Given a strong sampling set S C R for C that is sufficiently large, one can find
a polynomial p,. satisfying the conditions above by interpolating { fou(pm(a), pek(a), 1) } e ge. Alternatively,
when fcy satisfies certain homomorphic properties (foy is R-linear or R-bilinear), it is possible to “lift” fey
from a function foy: M x K x R — C to a function on fcy: M[X] x K[X] x R — C[X] to show the
existence of a suitable fcy, without any additional assumptions on C. We explain this in Appendix B.
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Definition 4.4. The relation Rsc(c, Bc) is the set of tuples
(x,w) = ((CM, pp, C, ck,cm), (m,p))
where CM is a sumcheck-friendly commitment scheme, pp € CM.Setup(1*, n) (that in particular specifies

R, H,{,M,K,C, fem, gem, ¢sc) C C R, ck € CM.KeyGen(pp), cm € C, m € M, ||pm(X)|lw < Bc,
p € Ry, ¢ € Sex and CM.Open (ck, m, p,cm, c) = 1.

Construction 4.5 (sumcheck argument). We describe a public-coin interactive argument SCA = (P, V) for
the relation in Definition 4.4. The prover P and verifier V take as input an instance x = (CM, pp, C, ck,cm);
the prover P additionally takes as input a witness w = (m, p). Here, CM is sumcheck-friendly with respect
to the ring R and subset H.

The prover sends the randomness p to the verifier. The prover P and verifier V engage in a sumcheck
protocol for the instance

Xgo = (R,M = (C,H,K,T =Ccm _g(:M(Ck,p>,C>

where the prover P uses the polynomial p,.(X) := feu(pm(X), pek(X), 1) induced by x and w.

After the end of the sumcheck protocol, the prover P learns r € C* and the verifier V learns (r,v) € ct x
C. (If the sumcheck verifier rejects, then V rejects.) Then the prover P computes and sends w := py(r) € M
to the verifier V. The verifier V checks that [|wl|y; < Bc - (dee + 1)F 750 ||C|[%%*, checks that p € Rey,
computes pek(r) € K, checks that foy(w, pek(r), 1) = v, and checks that o, (ck, w,r) = 1.

Theorem 4.6. The sumcheck argument SCA in Construction 4.5 satisfies the following properties:

» Communication: the prover sends d ( elements of C, an element of M with norm at most B¢ - (di +
1)f ’yf;dc" IIC Hﬁdc", and an element of R, and the verifier sends ¢ elements of C.

« The prover performs the following operations: computing p..(X), and partially evaluating it O(|H|*~1)
times; and O(d}, |H|*~) additions and scalar-multiplications in C.

* The verifier performs the following operations: O(dy, |H|¢) additions and scalar multiplications in C; 1
evaluation of the polynomial pe(X); 1 evaluation of fou; 1 evaluation of gew; one evaluation of a.; and
a norm-check on w.

o If CM is sumcheck-friendly (see Definition 4.1), then Construction 4.5 has perfect completeness.

o If CM is invertible with parameter K (see Definition 4.12), then Construction 4.5 has K*-tree extraction.

Proof. We prove the theorem via several lemmas. In Lemma 4.9 and Lemma 4.10, we discuss the arithmetic
complexity of the prover and of the verifier. In Lemma 4.11 we prove perfect completeness. In Definition 4.12
we define invertibility, and in Lemma 4.13 we prove tree extraction. O

Remark 4.7 (on prover efficiency). The prover costs in Theorem 4.6 are based on a generic prover imple-
mentation that computes p,. and then naively evaluates all sums in the sumcheck protocol (Lemma 2.2). This
generic method is more expensive than many instantiations of interest because efficiency improvements are
possible when given additional information about H or f¢,. For example, if fcy is R-linear, or R-bilinear,
then prover efficiency can be improved considerably, by avoiding handling p,. directly. This will lead to a
linear prover-time in our instantiations. We explain this in Appendix B.

Remark 4.8 (on verifier efficiency). Typically, the most expensive operation for the verifier is computing the
polynomial evaluation p(r) € K. For example, in many instantiations, pex(X) is a multilinear polynomial
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in log n variables and computing pc (1) naively (say, via Horner’s method) uses O(n) operations in K. In
some cases this cost can be avoided (and ultimately lead to an overall succinct verifier time), e.g., by relying
on a sub-protocol to outsource the computation of p(r) to the prover, or by ensuring that p.(X) has a
special structure that allows a more efficient evaluation. Both ideas are exploited in [BMMTV19] (they ensure
that pex () is itself a commitment to a polynomial using the scheme of [KZG10], and that this polynomial
has a special factorization allowing it to be evaluated in O(log n) operations).

Separately, computing each of the ¢ verification equations in the sumcheck protocol involves O(|H|)
additions and scalar-multiplications in C. This is typically cheap for the verifier, but can be expensive when
using weighted sums (Remark 4.2) where the coefficients u, . . ., pg have large representation. This is the
case in [BFS20], where the commitment space C is an unknown-order group and the scalar multiplications in
the verification equations involve large integer scalars; nevertheless, this cost is avoided by outsourcing to the
prover the expensive scalar multiplications via the protocol of [Wes19].

4.1 Efficiency

Lemma 4.9. The prover in Construction 4.5 performs the following operations: computing p,.(X), and
partially evaluating it O(|H|*~1) times; and O(d%, |H|*~') additions and scalar-multiplications in C.

Proof. The prover computes the coefficients of the polynomial p..(X). In the i-th round of the sumcheck
protocol, the prover computes ¢;(X) = Zwi+1,...,w46H Dee(T1y ooy Tic1, X, Wit1, - .., we) € C[X], which
involves partially evaluating p..(X) at |H|*~% points. Each partial evaluation of p..(X) in the sum is a
univariate polynomial of degree at most d%,, so computing the sum costs O(dZ |H|*~!) additions and
scalar-multiplications in C. Summing over ¢ gives the result. O

Lemma 4.10. The verifier in Construction 4.5 performs the following operations: O(d} |H|l) additions
and scalar multiplications in C; 1 evaluation of the polynomial p(X); 1 evaluation of the function fcyu; 1
evaluation of the function gcy, one evaluation of the function o, and a norm check on w.

Proof. The sumcheck verifier checks that ) |, 5 q1(w1) = cmand, fori € {2,..., ¢}, that 0 o gi(w;) =
¢i—1(ri—1). For each round i, the polynomial ¢;(X) has degree at most d7, and must be evaluated at each
w € H and at r;, which is |[H| + 1 points. Each evaluation costs d, additions and scalar-multiplications in
C. These evaluations contribute the dominant cost for the sumcheck verifier, which is O(d?, | H |¢) additions
and scalar multiplications in C. All other verifier operations are easily read off from Construction 4.5. [

4.2 Completeness
Lemma 4.11. If CM is sumcheck-friendly, then Construction 4.5 has perfect completeness.

Proof. Let ((CM, pp,C, ck,cm), (m, p)) € Rsc(1, Bc), so that CM.Open (ck,m, p,cm, c) = 1. Fix any
choice of verifier challenges © € C’. We need to show that the (honest) prover makes the verifier accept.
The verifier checks whether fou(w, pec(r)) = v, whether |[w|ly < Bc - (dex 4 1)¢ v ||C]| %, where
w := pm(r), and whether o, (ck, w,r) = 1.

Since CM is sumcheck-friendly, and p,.(r) is equal to fou(pm(7), pek(r), 1) for every choice of r, we have
cm = ZweHé fen(Pm(W), Pek(W), 1) + gem(ck, p) = ZweHé Psc(w) + gem(ck, p). Thus, cm — geu(ck, p)
and p,.(X) define a valid sumcheck instance. By completeness of the sumcheck protocol (Lemma 2.2), the
sumcheck verifier does not reject and outputs the claim (r,v), where v = p..(r) = fem(Pm(r), Pek(r), 1).
The honest prover sends w := pm(r), so the verifier’s check that v = fou(w, pk(r), 1) succeeds. Further, w
is clearly admissible, so a.(ck, w,r) = 1.
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Finally, we show that [|w]|,; < Bc - (dex + 1)¢ i IC | ek Since pm (X)) has £ variables and individual
degree dc, we can write pm (X) = Zde _oPir,.ig X1t -+ X, . We can then bound the norm of pm(r):

[ARTIN Y

dck ) .
(@) he < > IPigeciert -7 e

i1,.yig=0

dck
< S0 AT alsellrallE - el
i1,eesi0=0

< Be - (de + 1)* 7l ||C | e

The first inequality follows from the triangle inequality. The second follows from the multiplicative property
of the norm on M. The final inequality follows from the fact that ||pm (X)|| < Bc, and the fact that norms
of challenges are bounded by ||C|| . O

4.3 Knowledge soundness
We define invertibility and prove knowledge soundness of our protocol via tree extraction (see Lemma 3.20).

Definition 4.12. A sumcheck-friendly commitment scheme CM is (K, By, N, &)-invertible if there exists a
polynomial-time inverter algorithm T such that for every security parameter A € N, message lengthn € N,
and polynomial-time algorithm A, the following experiment outputs 1 with probability 1 — negl(\).

1. Sample pp < CM.Setup(1*,n) and ck <~ CM.KeyGen(pp).
2. A(pp, ck) outputs
* anindex i € [{);
* a challenge vector (r1,...,r;_1) € C'~1;
e distinct challenges 7“1(1), e rl(»K) eC;
* polynomials p1,...,px € M[X;11,..., X¢|;
* a polynomial q(X) in C[X] of degree at most d7, ; and
* a slackness ¢ € Sqy.
3. The experiment outputs 1 if and only if one of the following conditions hold:
o there exists j € [K| such that N - ||pj|lm > Biv:
()

o there exists j € [K| such that p; is not ck-admissible for (r1,...,ri—1,7;");
* there exists j € [K| such that

¢sc q<7a§-7))’ Z fCM(pj(wi-l—l;-"7w5)7pck(7117"'7ri—17r§j)7wi+17-"7("-)2)70)70 =1 )

Wity we€EH

* Z(pp, ck, A(pp, ck)) outputs ck-admissible p € M[X;, ..., X, with ||p|lw < N - max;c (g ||pjllw such
that

De Z q(wi), Z fm(p(wi,...,OJz),pck(Tl,...,T’i_l,wi,...,wd,f-c),g‘c =1.

w;€H Wiy wp€EH
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Lemma 4.13. Suppose that CM is (K, By, N, €)-invertible and B' := N*-(Bc-(dg+1)" v ||C||5%) sat-
isfies B' < By. Then there exists an efficient algorithm x such that, given an instance x = (CM, pp, C, ck,cm)
and a K*-tree of accepting transcripts for x, outputs a witness w = (m, p) for the instance x relative to the

relation R (€4, B).

Proof. First we describe the extractor algorithm, then show that it runs in polynomial time, and finally prove
that it produces the required output.

The extractor. The inputs and output of the extractor x are as follows:

* Input: An instance x = (CM, pp,C, ck,cm) and a K ‘_tree of accepting transcripts for Construction 4.5.
* Output: A witness w = (m, p) such that ||pm(X)|lu, p € Rk and CM.Open (ck, m,p,cm,fe) =1.

For every i € [(] and (r1,...,7_1) € C'L, let ¢;[r1,...,7;_1] be the polynomial corresponding to the
path (r1,...,7;—1) in the transcript tree; this polynomial represents the prover’s polynomial in the i-th
round of the sumcheck protocol given challenges (r1,...,7;—1). Acceptance in the sumcheck protocol
implies that )y q1(w1) = cm + gew(ck, p) and, for i € {2,..., 0}, that 3y qi[r1,...,ri—1](w) =
¢i—1[r1,...,7i_2](ri_1). Moreover, for every (r1,...,7r;) € C’, let w[ry,...,r] be the opening corre-
sponding to the path (r1,...,ry) in the transcript tree (i.e., sent by the prover in the sumcheck argument
given challenges (r1,...,7¢)). Acceptance in the sumcheck argument implies that ||w[ry, ..., 7¢]|lu <
Be - (dek + 1) A2 [CI4 and fo(w[r1, -, 72), pert, - - 72), 1) = qo(rz) (and that wlry, .., 7] s
ck-admissible).

By the sumcheck-friendly property, it holds that ¢, (qe(7¢), fom(w [rl, coesme)y k(1,05 1e), 1), 1) = 1.

In the iteration for a path (r1,..., n 1) € ¢! with children {r" )}]e[ k]» the extractor will use ck-
admissible polynomials {p[ri,...,ri—1,7 l ]}ge[K] inM[X;;1,. .., X,] of M-norm at most N*~*. Bc-(dg+

1)¢ 4k || ¢ || %k (that satisfy certain properties) to construct a new ck-admissible polynomial p[ry, ..., r_1]
of M-norm at most N~ (=1 . Be . (dg + 1)¢ v&%« ||C||% (that satisfies certain properties). We set the
initial polynomials {p[ry, ..., Tg]}(n’mﬂ. )ect to be the constant polynomials corresponding to the opening

values {w[ry, ... ,rg]}(rh__ﬂ)ecz.
The extractor y works as follows.

Fori=1¢,...,1
e For every path (71, ...,7;_1) € C*~! in the transcript tree with children {rgj )} JE[K]

— For each j € [K], we have that
qbsc qi[,rlv" T’L ]. Z fCM( rlu"'7717;—177‘1(‘7)](&)51)6‘((7115" TZ 17 Z 7 ) 'Se Z) 55—7; :1 )
QEH[ i

— Run the inverter Z on input (pp, ck) and
x the index ¢ € [/,

# the challenge vector (r1,...,r;_1) € ci—1,
« the distinct challenges {7'@(] )} jex] in C,

* the polynomials {p[r1,...,r_1, rgj)]}je[K],
 the polynomial ¢;[rq, ..., r;—1],

« the slackness £¢7°
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to produce new polynomial p[ry, ..., 7—1] € M[Xj, ..., X,] with norm at most Nt=(-1) . B.. (dek +
1) 4% ||| ek such that

G | D ailre, o rialw), D> fcm(p[n,--.,n_ﬂ(g),pck(n,.- ric1,w), €707 ”) g6

weH weH{—(E—1)
If the inverter fails to produce a valid output, then output L.

The inverter preserves admissibility and increases the norms of extracted openings by N on each of its
¢ invocations. After the final step, the extractor has found a ck-admissible polynomial p € M[ X1, ..., X/]
with norm at most B’ = N* - Bc - (dg + 1)¢ 7% ||C||%%* such that

Do Z‘]l Z fCM pck( ) gg)’éz = ¢ | CM — gCM Ck P Z fCM pck( ) ££)7£€

weH weH! weH?t

The extractor then computes the message m encoded by p. By the sumcheck-friendly property of CM, it
follows that CM.Open (ck, m, p, 56) = 1, which means that the extractor has found a witness for the instance
x = (CM, pp, C, ck, cm) relative to the relation Rsc (£, BY).

Running time. Let 7'(¢) denote the running time of the inverter Z on inputs with parameter i € [/]. At step
i, the extractor runs the inverter Z a total of K*~! times with parameter 4. Therefore, the running time of the
extractor is } K1),

Success probability. Let e(7) denote the failure probability of the inverter Z on properly-distributed inputs
with parameter ¢. If any execution of the inverter fails for any ¢, then the extractor will terminate in failure
rather than producing an opening of cm. Therefore, by a union bound, the failure probability of the extractor
isatmost >,y Ki=e(i). O
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5 Instantiations of sumcheck-friendly commitments

We describe instantiations of sumcheck-friendly commitments suitable for a sumcheck argument (Section 4).
In Section 5.1 we define bilinear modules and describe properties that we use to construct sumcheck-friendly
commitments. Then we provide examples of sumcheck-friendly commitments:

* in Section 5.2 we describe a generalization of the Pedersen commitment;

¢ in Section 5.3 we describe a linear-function commitment;

* in Section 5.4 we describe a scalar-product commitment; and

* in Section 5.5 we describe a compressed version of the scalar-product commitment.

Finally, in Section 5.6 we describe how to instantiate the bilinear modules in different cryptographic settings.

Remark 5.1 (simplifying assumption). For simplicity, throughout this section we restrict our attention to
working with rings R where 2 is not a zero-divisor. This is because we use Lemma 3.6 with a multiplicative
subgroup H with | H| = 2, which introduces factors of 2 into various algebraic expressions. One way to avoid
this is to use multiplicative subgroups H with | H| = 3 (or other invertible constants), and generalizations
of Lemma 3.6 and Definition 4.1 to suitable weighted sums. One might work with ring extensions of rings
of interest as in [Abs+20; GNS21], to ensure the existence of a suitable subgroup. Another way, in certain
settings, is to use an additive subgroup H and rely on Lemma 3.7 instead of Lemma 3.6.

5.1 Bilinear modules
We define bilinear modules and describe properties that we use to construct sumcheck-friendly commitments.

Definition 5.2. A bilinear module is a tuple M = (R, My,, My, My, e) where R is a ring, My,, My, My are
R-modules, and e: M, x My — My is a non-degenerate bilinear map; moreover, R and M, are equipped
with norms || - || and || - ||1s, . We use arithmetic notation as a shorthand for e: for a € My and G € My,
“a - G” denotes e(a, G) € My; similarly, for a € M;' and € Mg, “(a,G)” denotes ), €(ai, Gi) € Mr.

Definition 5.3. Let M = (R, M;,, My, M+, e) be bilinear module. An integer h € N is (M, Unr, ,Unry , €)-
hiding, where Uy, ,Upy, are distributions over WES MQHL respectively, if for every a € M| the following
random variables are e-close:

{(c, (4, Go) + (1, G1))

G« Uy G Uy
v Un, }and {(G’ <T’Gl>)‘ r U, }

Definition 5.4. A bilinear-module generator is a tuple BM = (Setup, KeyGen) with the following syntax:
* BM.Setup, given 1 andn € N, outputs a bilinear module M, integer h € N, and auxiliary string aux;

« BM.KeyGen, given (M, h, aux), outputs a vector in M+".

We assume without loss of generality that the parameters \ and n are part of aux.

Definition 5.5. BM is scalar-product compatible if M\, output by BM.Setup is itself a ring.

The bilinear-module generators that we consider output auxiliary strings that contain several pieces of
information: aux = (Bgga,Unr,,C, &, N, Bc) where Bgga € Z, Upy, is a distribution over M{L, C C R,
£€ R, N € Z,and B¢ € Z with B¢ < Bgga.

Definition 5.6. A bilinear-module generator BM is secure if it satisfies the following properties.
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* BM satisfies the bilinear relation assumption (BRA): for every n € N, algorithm Check, and polynomial-
size adversary A,

Check(M, h,aux) =1 (M, h,aux) + BM.Setup(1*,n)
Pr | a € M (Bg,) \ {0717} G < BM.KeyGen(M, h,aux) | = negl(\) ;
(a,G) =0 a <+ A(M,h,aux, G)

* his (M,Un, Uy, negl(X))-hiding, where Upy, is in aux and Upyy, is the distribution of BM.KeyGen
(Definition 5.3);
* (C,&, N) in aux are pseudoinverse parameters for (R, Mr) output by BM.Setup (Definition 3.13).

We use secure bilinear-module generators to define invertible sumcheck-friendly commitments. In
Section 6 and Section 7, we use bilinear-module generators with additional properties, which we call
protocol-friendly bilinear-module generators.

Definition 5.7. BM is masking-friendly if aux output by BM contains k € N such that for every B € 7
with Bc < B < Bgga/k and a € M[*(B) the procedure “sample b <— M (kB) and output a + b if
la +bllr, < (k—1)Band L otherwise” has the following properties:

* The procedure outputs | with probability at most n/k.

* Conditioned on not outputting L, the distribution of a + b is uniform in M*((x — 1)B).

Definition 5.8. BM is quotient-friendly if M, output by BM.Setup contains an R-submodule I C M, such
that (C,&, N) in aux output by BM.Setup are pseudoinverse parameters for (R, My ) such that multiplication
by & is invertible in My, /1. (Definition 3.13).

Definition 5.9. A bilinear-module generator BM is protocol-friendly if it satisfies the following properties.
* BM is secure for any Uy, that is the uniform distribution over MIfL(B) with Bc < B < Bggpa;

* BM is scalar-product compatible (Definition 5.5);

* BM is masking-friendly (Definition 5.7);

* BM is quotient-friendly (Definition 5.8).

5.2 Pedersen commitment
The Pedersen commitment scheme is an example of a sumcheck-friendly commitment scheme.

Definition 5.10. Ler BM = (Setup, KeyGen) be a bilinear-module generator. The (generalized) Pedersen
commitment scheme is defined via the following algorithms.

s Ped.Setup(1*,n): sample (M, h,aux) < BM.Setup(1*,n) and output pp := (M, h, aux).

* Ped.KeyGen(pp): sample ck < BM.KeyGen(M, h,aux) and output ck = (ckg,ck;) € M2 x ML

* Ped.Commit(ck, m; p): given m € M (Bc) and p < Unr,, output cm := (m, cko) + (p, cki) € M.

* Ped.Open(ck, m, p,cm, ¢): check that m € M]*(Bgga), p € M]*(Bgga), ¢ - cm = (m, ckq) + ¢ - (p, cky).

Lemma 5.11. If BM is secure then Ped is a sumcheck-friendly invertible commitment scheme. In more detail:

1. if BM satisfies the BRA then Ped is binding,
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2. if his (M, U, , Uiy, negl(X))-hiding then Ped is computationally hiding;
3. Ped is sumcheck-friendly;

4. if (C,&, N) are pseudoinverse parameters for (R, My) then, for every B € N (regardless of Bgra in aux),
Ped is (3, B, &3, Npeq)-invertible for

Nped := 672N31(C, 3)||C||x - (5)

The proofs of Items 1 and 2 follow directly from the definition of the BRA and the hiding constant of
BM. We now prove the other two items.

Proof of Item 3. Let H := {—1,1} and ¢ := log n. We define py, and pc to be the multilinear polynomials
corresponding to the message m € M/" and to the subkey ckg € MJ in the key ck respectively (see
Definition 3.5). We also define:

o fow: My x Mg x R — My as feu(a,G,c) :=2"% - G;

® Jem': Ml’r{l+h X Mriz — My as gew(ck, p) := (p, cki);

* ¢t My X My x R— {0,1} as ¢..(cm,cm’, ¢) :=T[c- cm z cm’], which checks equality when ¢ = 1.

* a, = 1. (Foreveryi € {0,1,...,¢}, p € M [Xit1,...,X¢], and (r1,...,7r;) € C', there exists a
message m € M[" such that p(X;41,..., X¢) = pm(r1, -+, 75 Xit1, -« -, X¢).)

For a key ck = (ckg, cky) € M x M, message m € M, randomness p € M/, and slackness c € R,

it holds that
> fawlpm@) pa(@)c) = D 27 pm(w) - per(w) -
we{-1,1}¢ we{—1,1}¢

Since py,, and pek are multilinear polynomials, their product has individual degree at most 2 in each
variable. By Lemma 3.6, de{—m}e 2 pm(w) - pek(w) is the sum of the coefficients of Xil e Xz‘f such
that i1, ...,7, = 0 mod 2. Note that for 7, j € {0,1}, i + 7 = 0 mod 2 if and only if ¢ = j. This means that
each of the coefficients of p,(X) - py(g)(X) with i1, ... ,ip = 0 mod 2 arise from a multiplication of the
monomials in the terms m; X' - - Xé‘f and ck; X' - - ng. This implies that

> faulpm@) pk(@)0) = D 27 pm(w) - pe(w) = (m, cko)

we{-1,1}* we{-1,1}*

Therefore

Ped'commit<Ck7m;p) = <m7Ck0> + <pa Ck1> = Z fCM(pm(Q)apck(g%l) +gCM(Ck0aCk17p> .
we{-1,1}¢

We have Ped.Open(ck, m, p,cm, ¢) = 1 if and only if ¢ - cm = (m, ckg) + ¢ - (p, cky), which is true if and

only if ¢ - (cm — gew(cko, cky, p)) = de{_m}g fem(Pm(w), pek(w), ¢), implying the required property of
¢ Finally, we have do = 1 and d, = 2. O

Proof of Item 4. Letck € M7 +" be the commitment key sampled in the first step of the invertibility definition.
Also, fix an output of A: an index ¢ € [/]; a challenge vector (rq,...,7;—1) € Ci—1; distinct challenges

1 (2 3
T

2o i € C; polynomials p1, pa, ps € My[X;41,. .., X,); a polynomial ¢(X) = go + ¢1 X + g2 X2 in

M [X]; and a slackness ¢ € R.
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Moreover, suppose that .4’s outputs satisfy the experiment’s checks (or else the experiment just outputs
1): for every j € [3] it holds that Npeq - ||p; |1, < B, p; is ck-admissible for (ry, ..., ri_1, T’Z(J)), and

q(rz(j)) = Z fCM(pj(wi+17"'7w£)7pck(r1,'"7Tiflar§j)awi+17'"7("-}@)76) .

Wit1,...,we€H

We have to specify an inverter Z that, given pp, ck, and .A’s outputs, outputs a ck-admissible p € M, [X;, ..., X/]
with [|p[[a, < Nped - maxcg) [|p; such that

Z q(w;i) = Z fCM(p(wi,...,wg),pck(rl,...,ri_l,wi,...,wg),f-c> .

w;eH Wiy Wy €EH

Denoting by pek[r1, - - ., 7—1; 0] and pe[r1, . . ., 7i—1; 1] the coefficients in pex (71, . - ., -1, Xiy - .., Xo)
for monomials without X; and with X respectively, for every j € [3] it holds that:

2
c-( o+Q1T()+Q2T() )

=c-q(r?)

= Z 27 pi(w) - pek(r1, -y i1, 7, w)
we{-1,1}¢t-¢

=2 <pjapck[rla ceey Ti—1; 0] + ng)ﬂck[rla ceey Ti—1; 1]) 3
where p; are the coefficients of p;, and the last equality follows from Lemma 3.6.
Define the following Vandermonde matrix and its adjugate:
1)

12
L L ailr ai2 a3

1 4 (
Vi=11 ngz) r§2)2 and adj(V):= |a21 a2 a3
1 8 T(3)2 agy asz ass

We can find multiples of qg, q1, g2 in terms of pey[r1, ..., 7i—1; 0] and pey[ri, . . ., 7—1; 1] by computing

det(V')c - qo 27 (py, peklrs - - i1 0] + 7 pe[re, - - rie13 1)
det(V)C'Q1 = adJ(V) 2” l<,7227]2ck[7"17---’ri—1a } [rlu y Ti—15 ]>
det(V)e- g2 27 (pg, pek[r1s - - i1 H—T’ 'palr1, .. T’z 1;1])
Jan aiz ais] {21kl rie1; 0]) + (! 121, pek[rs - i1 1))
=2"" a2 a2 axs| - |(py, k|1, .. 7i-1;0]) + < QQ, Dek[r1s -y mim131])
-a31 @32 433 <p37ECk[r17"'7Ti—17 ]> <T pSa [rla“'vri—l;lb
. (Z] 1 415D, Pek[r1s - - - Ti-150]) + <Z]3:1 aljré)pjaﬂck[ﬁ,---,rifl;1]>
=2"" (ZJ 1425Dj, Pek[r1s - - s Ti-150]) + <Z§-’:1 aijE?)pjank[T17 o Tim1; 1)
<Z] 1a3312],12ck[7’1,--- ri—1;0]) + <Z?:1 a3j7’§J)12j7]2ck[7‘1,-~77‘i—1;1]>
. <Z] 1(a1]Q]7a1]T( )pj) (QCK[TD'"arifl;o]apdi[rlv"'yrifl;1})>
=270 (X (agy, anrmy), (Bexlrns - 7io1; 0 pelr, i1 1))
(Z 1(as;p;, CL3j7“Z(])Qj)7 (Pek[r1s -+, mi-15 0] pek[r, -+ o i3 1))
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Note that, for each k € [3], it holds that
X ,
Hijl(akaj’akjrz(j)pj)HML < 3’712;&(673)”(3“1%1]%?3?]{ [F15YS

because the sum contains three terms, and each of these terms is a multiplication of at most three elements: an
entry of adj(V"), an element of C, and a coordinate of p; (for j € [3]). See Definition 3.12 for the definition of
1(C, 3), and Definition 3.4 for the definition of ||C|| z; the term ~2 arises from the expansion factor of norms
when multiplying (in this case at most three) elements (see Remark 3.3).

In other words, we can find a quadratic polynomial 7 € MLQI“LH1 [X] such that

det(V)e- ¢(X) =27 (x(X), (pelr1, - 7im15 0, pewlrr, - i3 1))
where each coefficient of 7 has M; -norm at most 3v3¢(C, 3)[|C|| r max;e3) |95l ary -

Note that det(V') = (rz(l) - 7’2(2))(7’(2) - r(3))(r§3) - r,gl)), and the constants (£, V) satisfy Definition 3.13.

K3 7

So, we can find ag, a1, a, bo, by, by € M2 with My-norm at most N3(372¢(C, 3)IC|| » max;je 3 |pjllary ) =
375 N?u(C, 3)[ICll r max ez [Pl ar, such that
Feq(X) =27 ao+ar X +ae X?, pacfr1, .., ri1;0)+27 (bo+b1 X +b2 X2, pes[r1, . .., 713 1]) . (6)

By summing the above equation over H = {—1, 1}, we obtain that

e (q(1) +q(-1))

= 2""(ao + a1 + a2, pek[r1, - - -, 1i-1; 0]) + 27 (bo + by + ba, per[r1, .., mi—151])
+27%(ao — a1 + ag, pafri, -, 1i-130) + 27 (bo — by 4 b, pern, - 7o 1)

= 27(2a9 + 2az, pe[r1, - - -, 7i-15 0]) + 27 (200 + 2a2, pe[r1, -, i1 1))

_ 27i<<2a0 + 2as, 2by + 252), (pr_k[rl, ooy Tie1; 0l Dek [P, - oy i 1]>>

= 2_i+1<(ao ~+ as, by +b2)7 (Qck[rlv oy P15 0], ek [T, - i 1]>> )

Now consider the vector v; := (ag + az,bg + ba) € MS‘HH, and its corresponding multilinear polynomial
Pu, € My [Xi, ..., X/] obtained according to Definition 3.5. Note that v,, and thus Py, has My -norm at most

'R L( )H ||R Ijlela[gx] HPJ ||ML Ped I]_Iela[gx] ||py ||ML
and satisfies the following equation:

e (q(1) +q(-1)) = Z fCM(pyi(wi,...,wg),pck(rl,...,Ti_l,wi,...,Wg),f?’-c) .

UJir“awZE{_lﬁl}

Moreover, p,, is ck-admissible and all the derivations to obtain p,_, the desired polynomial, are efficient. [J

5.3 Linear-function commitment

We define a commitment scheme that includes the scalar-product of two parts of a message, where one part
is public and the other part is in a Pedersen commitment. This commitment scheme can be viewed as a
linear-function commitment, where the linear function is the committed part of message, the “query” to
the linear function is the public part of the message, and query answer is the scalar product of the two; the
committed part of the message can be created in an online phase and re-used across different queries.
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Definition 5.12. Let BM = (Setup, KeyGen) be a bilinear-module generator. The linear-function commit-
ment scheme is defined via the following algorithms.

o LF.Setup(1*,n): sample (M, h,aux) <— BM.Setup(1*, n) and output pp := (M, h, aux).
* LF.KeyGen(pp): sample ck <+ BM.KeyGen(M, h, aux) and output ck = (cko, cki) € M x M}
* LF.Commit(ck, m; p): given m = (mP,mS) € R™ x M["(Bc) and p < Uy, , output

cm = (mP, (mS, cko) + (p, cky), (mP, mS>> € RX My x M, .
* LF.Open(ck,m, p,cm, c): check that m = (mP,mS) € R" x M (Bgga), and p € M(Bgga), ¢ -cm =
(c-mP,(mS, cko) + ¢{p, cky), (mP, mS)).
Lemma 5.13. If BM is secure then LF is a sumcheck-friendly invertible commitment scheme. In more detail:
1. if BM satisfies the BRA then LF is binding,
2. LF is sumcheck-friendly;

3. if (C,&, N) are pseudoinverse parameters for (R, My) then, for every B € N (regardless of Bgra in aux),
LF is (3, B, €3, Nyp)-invertible for

Nif == 672 N1(C, 3)[[C] » - )

Note that LF is not hiding because the message part mP is included in the commitment cm (but note
that the other message part mS is hidden because it is under a Pedersen commitment). The proof of Item 1
follows directly from the definition of the BRA. We now prove the other two items.

Proof of Item 2. Let H := {—1,1} and ¢ := logn. We define py, := (mP, pmp, pms), where ppp and
Pms are the multilinear polynomials corresponding to the messages mP € M and mS € M," respectively
(see Definition 3.5). We also define p.i to be the multilinear polynomial corresponding to ckg € M} (see
Definition 3.5). We define the functions fcy, gew, @sc as

* fau((aPy,aPr,aS),G,c) = 2_5(0 -aPgy,aS - G,aP; - al);
* geu(ck, p) := (0, {p, ck1),0);
?
* ¢(ecm,cm’ ) :=1T[c-cm = cm’];
e forevery i € {0,1,...,¢}, p = (¢,p1,p2) € R" x (R x M.)[Xi41,...,X¢], and (ry,...,15) € C,
a.(ck,p,r1, ... ) = lifonly if p1 = pe(r1, ..., 7, Xig1, ..., Xo).

For akey ck € M x Mlﬁj, message m € M[*, randomness p € M{L, and slackness ¢ € R, it holds that

> falpm@) pa(w)ic) = Y 27 mP ¢ ps(@) - Pek(w), ¢+ Pms () - Pmp)

we{-1,1}¢ we{-1,1}¢
= (mP, ¢(mS, ckg), c(mP,mS)) .

The last equality follows from Lemma 3.6. This implies that
LF.Commit(ck, m; p) = (mP, (mS, cko) + (p, cki), (mP, mS))

= Y foulpm(@), pek(w), 1) + gem(cko, cki, p) -
we{-1,1}¢
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We have LF.Open(ck,m,p,cm,¢) = 1 if and only if ¢ - cm = (¢ - mP, (mS, ckg) + ¢(p, cky), (mP, mS)),

which is true if and only if ¢ - (cm — gew(cko, cki, p)) = Zwe{ 11} fCM(pm( ), Pek(w), €), implying the
required property of ¢,.. Also, we have dcx = 1 and d) = O

Proof of Item 4. Let ck = (cko,cki) € M™*" be the commitment key sampled in the first step of the
invertibility definition. Also, fix an output of .A: an index i € [¢]; a challenge vector (r1,...,7;_1) € C* 4
distinct challenges rl(l),rz@) @) ¢ C; polynomials p1, pa, p3 € R" X (Rx My)[X;+1, ..., Xy]; a polynomial
q(X) =qo+q@X + q@X?in R® x (My x My)[X]; and a slackness ¢ € R. Moreover, suppose that A’s
outputs satisfy the experiment’s checks (or else the experiment just outputs 1).
We introduce some notation:
* pek[r1, .., 7i—1;0] and pey[r1, . . ., 7i—1; 1] are the coefficients in pek(r1, ..., 71, X, . . ., X) for mono-
mials without X; and with X; respectively;
* qC € R" is the first part of ¢, which is a vector in R";
* qClr1,...,ri—1;0] and ¢C|[r1, ..., 7i—1; 1] are the coefficients in pyc (71, . . ., i1, Xj, . . ., X;) for mono-
mials without X; and with X respectively;
* writing p; = (p; po,Pj.P,1,P},5)s Rj s are the coefficients of p; 5
For every j € [3], it holds that:

e (a0 +qr? + gr?”)
G
=cC Z fCM(pj(g),pck(T‘l,.--,7"@'71,712(]),@))
ge{_Ll}e—i

= 2_i Z (C ' pj,P,Oa pj,S(Q)pck(rla cees i1, Tl(])a ﬂ)vpj,P,l(Q)pj,S(g))

= 271'(6 ’ ggv <pj7S7QCK[T15 sy P15 ] + T QCK[Tla -5 Ti—15 1]>7 <pj7P,17pj7S>>
2 (C : gga <.pj7S7QCK[Tla ey Ti—15 ] + T QCK[Tla s Ti—1; 1]>a
(qC[r1,...,71i—1;0] —|—7“( 2 qClri, ... riz1; 1],pj’s>) :

The second to last equality follows from Lemma 3.6 and the fact that the first coordinate of ¢(X) is a constant
in R" (p; po = gC for every j). The last equality follows because p; is admissible.

Similarly to the proof of Lemma 5.11, we can find representations of &3¢ - qg, €3¢ - q1, &3¢ - go in terms of
Pek[r1y -+ oy 115 0], Dak[r1, - - -y mim1; 1], ¢Cr1, - .., 7i—13 0], and ¢C|rq, . .., r—1; 1]. Namely, we can find
ap,ai,az, by, by, be € Mfziz with My -norm at most 372 N>4(C, 3)||C|| r max;ec[s) [|pj]|as, such that

&e-q(X)

f2—i<£3c_gg’
(ag + a1 X 4 ao X >, pa[r1, ..., 7i-1;0]) 4 (bo + 01X + 02 X2, pa[r1, - - ., 713 1)),
(aC [rl,...,n_l;o],ao+a1X+a2X2)+<gg[r1,...,r,»_l;l],b0+blx+b2x2)).

By summing the above equation over H = {—1, 1}, we obtain that
e (a(1) +q(-1))
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_ 2—i+1<£36_gg’
<(CL(] + ag, bO + b2)a (Qck[rla R O]apck[rla ey Ti—13 1]))7

((pgclri, - mim1:0],pgclr, - -y 1313 1]), (a0 + a2, bo + bz))) .

Now consider the vector v; := (ag + a2, by + ba) € M2~ and the polynomial
p(K) = (ggapgg(rla ey 7“1’—17X)apyi(£)) S (Rn x R X ML)[XZ7 cee 7X£]
obtained using Definition 3.5. Note that v;, and thus p, has M} -norm at most

6v2N3.(C,3)||C Al = N, ;
YeIN°u(C, 3)|| ”RE%?;](HPJHML LF%?;THPJHML

and satisfies the following equation:

Ee- () +a-1) = Y fau((@Cpac(ri, i, @) pwis ),
wiy...,wee{—1,1}

pck(rla ey i1, Wiy - e 7(")()753 : C) .

which implies that ¢,. evaluates to 1 as required. Moreover, p is ck-admissible and all the derivations to
obtain p, the desired polynomial, are efficient. O

Remark 5.14 (polynomial evaluation). Linear functions capture polynomial evaluation, in any basis (whether
in monomial basis, in Lagrange basis, or other bases). We give some examples below.

* Univariate polynomial in monomial basis. The evaluation of p(X) = Z(ij:o ;X' € M [X]atz € Ris
(mP,mS) € My formP := (1,2, 22,...,2%) € R  and mS := (cy, ..., cq) € M

» Univariate polynomial in Lagrange basis. Let S C R be a strong sampling set for R (Definition 3.10),
and for every a € S'let £g,4(X) = [],eq a3 (@ — b)~1(X — b) € R[X] be the a-th Lagrange polynomial
over S. The evaluation of p(X) = > cocilsa(X) € M [X] at z € Ris (mP,mS) € M, for

mP = (£5.4(2))acs € RIS and mS := (cg)acs € M/,

* Multilinear polynomial in monomial basis. The evaluation of p(X1, ..., X;,) = Zil,...,ime{O,l} cl-l’m,imel .-

at (z1,...,2m) € R™is (mP,mS) € M, for mP := (Hje[m] z;j)ih..”ime{()’l} € R?" and mS :=
(Ciy,..., im)il,...,ime{o,l} e M.

* Multilinear polynomial in Lagrange basis. As above, £ 11 5(X) := bX + (1 — b) X is the b-th Lagrange
polynomial over {0, 1}. The evaluation of p(X1,..., Xm) =32, 101} Ciryoim Ljepm) €40,13.4;(X)
at (21,...,2m) € R™is (mP,mS) € My for mP := (TLicpm €(0,1},4,(%))is,.imef01} € R?" and
mS 1= (Ciy,... i )i, ime{0,1} € MZ™.

Remark 5.15 (polynomial commitments over rings). We have explained that linear functions capture
polynomial evaluation (Remark 5.14), and this implies that we can use our sumcheck argument to obtain
polynomial commitment schemes for polynomials over rings, as we now explain.

In the commit phase, the sender commits to a polynomial p via a Pedersen commitment: C := (p, ckg) +
(p, cky) for randomness p. Subsequently, in the reveal phase (which can be repeated any number of times for
this commitment), the sender can reveal evaluations of p by applying our sumcheck argument to appropriate
statements about the commitment scheme LF. In more detail, suppose that the sender wishes to prove the
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statement “given a commitment C, evaluation point z, and claimed value v, I know a polynomial p and
randomness p such that C = (p, ckg) + (p, cky) and p(z) = v”. Then the sender and receiver engage in a
sumcheck argument for the instance x = (CM, pp, C, ck,cm) and witness w = (m, p) where

CM:=LF , ck:=(cko,cki) , cm:=(f(2),C,v) , m:=(mP,mS)=(f(2),p) ,

where f is a function depending on the representation of p. Tree extraction with slackness factor ¢ implies that
the extractor can find a polynomial p and randomness p such that ¢ - C = (p, cko) + ¢{p, cki) and p(z) = cv.
This may be enough for applications, or else one can eliminate the slackness factor by “quotienting out”.

This “quotienting” strategy, which we do use later in Section 6, uses bilinear module generators that are
quotient-friendly (Definition 5.8), which means that there is a submodule I C M, ® such that multiplication by
the slackness factor ¢ € R can be inverted in the quotient module M, /I. Then, while computing commitments
over M, as before, we can view C as a commitment to p mod [ in M, /I rather than a commitment to p in
M,,. The knowledge extractor can find a polynomial p satisfying p(z) = cv over M,,, which implies that
¢ !p(z) =v mod I. This method yields openings without slackness in the case where multiplication by c
may not be invertible in M.

Note that our sumcheck argument is not zero knowledge so the opening algorithm of the polynomial
commitment scheme outlined above is also not zero knowledge. There are several ways to achieve a
zero-knowledge opening algorithm.

* One option is to devise a zero-knowledge sumcheck argument (say, by leveraging ideas for zero-knowledge
sumcheck protocols [BCFGRS17] or by adding randomness in each round of the sumcheck argument) and
apply that to LF as above; we leave this interesting direction to future work.

* Another (and somewhat overkill) option is to rely on the zero-knowledge succinct argument for scalar
products that we design in Section 6. This latter, which is based on applying our sumcheck argument to
the scalar-product commitment scheme SP from Section 5.4 and then adding zero knowledge, captures
polynomial evaluation because scalar products generalize linear functions (both parts of the message can
be committed rather than just one) and also takes care of quotienting out slackness factors.

A key difference between the two options is that the sumcheck argument is a proof of knowledge for LF but
merely an argument of knowledge for SP. This is because in the former invertibility holds unconditionally
(Lemma 5.13) while in the latter invertibility holds if SP is binding (Lemma 5.17).

5.4 Scalar-product commitment

We define a commitment scheme that includes the scalar-product of two committed messages. For this
commitment scheme, we assume that M, in the bilinear module is a ring, so that the scalar-product of two
message vectors with entries in My, is well-defined (which is not the case if My, is merely a module).

Definition 5.16. Ler BM = (Setup, KeyGen) be a bilinear-module generator that is scalar-product compati-
ble. The scalar-product commitment scheme is defined via the following algorithms.

s SP.Setup(1*, n): sample (M, h, aux) < BM.Setup(1*, n) and output pp := (M, h, aux).
* SP.KeyGen(pp): sample

ckL = (ckLg, ckLy) + BM.KeyGen(M, h, aux) ,

SIf BM is scalar-product compatible and My, is a ring, then I will be an ideal of M.
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ckR = (ckRg, ckRy) « BM.KeyGen(M, h, aux) ,
(ckP*, ckH) <~ BM.KeyGen(M, h, aux) ,

set ckP := ckP*[1] € My, and output ck := (ckLg, ckRg, ckP, ckLy, ckRy, ckH) € M2" 1 x M3h,
* SP.Commit(ck, m; p): givenm = (mL, mR) € M2"(Bc)and p = (pL, pR, pH) € M3" where pL, pR, pH
Uy, , output cm := (cmL,cmR, cmP) € M3 where

cmL := (mL, ckLy) + (pL,ckLy) ,
cmR := (mR, ckRy) + (pR, ckR1) |
cmP := (mL, mR) - ckP + (pH, ckH) .

* SP.Open(ck, m, p,cm, ¢): check that m = (mL,mR) € M2"(Bga), p = (pL, pR, pH) € M3"(Bgga),
and, parsing cm and (cmL, cmR, cmP), also that

c-cmbL = (mL, ckLo) + ¢(pL,ckLy) ,
¢-cmR = (mR, ckRg) + ¢(pR, ckR;) ,
¢®-cmP = (mL, mR) - ckP + ¢%(pH, ckH) .
Lemma 5.17. If BM is secure then SP is a sumcheck-friendly invertible commitment scheme. In more detail:
1. if BM satisfies the BRA then SP is binding;
2. if his (M, Uy, Uniy, , negl(X))-hiding then SP is computationally hiding;
3. SP is sumcheck-friendly;

4. if SP is binding and (C, &, N) are pseudoinverse parameters for (R, My) then SP is (4, Bsp, €3, Nsp)-
invertible for

BBRA
Bsp = oot 8)
3VRICIZNE =
Nsp := 372N°u(C,3)[C]lr - )

The proofs of Items 1 and 2 follow directly from the definition of the BRA and the hiding constant of
BM. We now prove the other two items.

Proof of Item 3. Let H := {—1,1} and ¢ := logn. For a message m = (mL,mR) € M?2", we define

Pm = (PmL, PmR) € M?2[X1, ..., X;] where pmL, Pmr are the multilinear polynomials respectively obtained
from mL, mR € M[" via Definition 3.5. For a key ck = (ckLg, ckRg, ckP, ckL, ckRy, ckH), we define pcy :=
(PekLy> PeckRo> PekP) € MP[X71, ..., X¢] where peui,, PckR, are the multilinear polynomials respectively

obtained from cklLg, ckRg € M} via Definition 3.5 and ckP is a degenerate 0-degree polynomial equal to the
constant ckP € My. We define:

* fem: ME X ME{ X R _> Mg as fCM((aLvaR)v (GL7 Gr, Gsc),c) = 2_5( ar, - Gy, ag - GRvaLaRGSC);
o gan: MEFIESR S MBh s M as geu(ck, p) i= ((pL, ckLy), (pR, ckRy), (pH, ckH));

¢ Py: My x My x R — {0,1} as ¢..(cm,cm’, ¢) = I[(c - cmL, c - cmR, c2cmP) Z cm’], where cm =
(cmL, cmR, cmP), which checks equality when ¢ = 1.
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s a., = 1. (Foreveryi € {0,1,....0}, p € M2[X;41,...,X,], and (r1,...,7;) € C!, there ex-
ists a message m = (mL,mR) € M?2" such that p(X; 1,...,X,) = PmL(r1,- -, 75 Xiv1, .., Xo),
PmR(T15 -5 i X1, -+ Xe)).)

For a key ck € M§"+1+3h, message m € MLQ”, randomness p € Ms’h, and slackness ¢ € R, one can
show, using Lemma 3.6 and arguments similar to the proof of Lemma 5.11, that

> fewl(pm(®), pek(w), ©)

QE{—l,l}‘e

> 27 (pmL (W) - Peky (), PmR (W) * PekRy (W), Pl (W) - PR (W) - Pekp)
we{-1,1}¢

= ((mL, ckLg), (mR, ckRp), (mL, mR) - ckP) .
This implies that

SP.Commit(ck, m; p)
= ((mL, ckLg), (mR, ckRp), (mL, mR) - ckP) + ((pL, ckL1), (pR, ckR1), (pH, ckH))

- Z fCM (pm (Q)apck(g), 1) + gCM(ck, p) .

we{-1,1}¢
We have SP.Open(ck, m, p,cm, ¢) = 1 if and only if
(c-emL, c-cmR, ¢2-cmP) = ((mL, ckLo)+c(pL, ckLy), (mR, ckRo)+c(pR, ckRy), (mL, mR)-ckP+c*(pH, ckH)) |

which is true if and only if (¢, ¢, ¢2)-((cmL, cmR, cmP)—gcw (cko, cki, p)) = de{—l 1} fem(Pm(w), pek(w), ©),
implying the required property of ¢,.. Finally, we have dox = 1 and d7, = 2.
O

Proof of Item 4. Let ck € M2 x M3" be the commitment key sampled in the first step of the invertibility
definition. Also, fix an output of A: an index i € [¢]; a challenge vector (r1,...,7r;_1) € C*~1; distinct
challenges rl(l), 7“1(2), 7"2(3), TZ(4) € C; polynomials p1, pa, p3, pa € M2[X;11,. .., X,]; a polynomial ¢(X) =
(qL,qR,qP)(X) = (qLo, qRo, qPy) + (qL1,qR1,qP1) X + (qL2, qR2, ¢P>) X? in M2[X]; and a slackness
¢ € R. Moreover, suppose that A’s outputs satisfy the experiment’s checks (or else the experiment just
outputs 1).

We introduce some notation:
* Dawl [T, -,7i—1;0] and pey [r1, ..., 7i—1; 1] are the coefficients in pey (71, ..., 7i—1, X5, ..., X¢) for
monomials without X; and with X; respectively;
* pekr|[r1, ..., 7—-1;0] and per|ri, - .., 7i—1; 1] are the coefficients in pekr(r1, .- ., 7i—1, Xiy - - ., X¢) for
monomials without X; and with Xj;

* for j € [4], p; ;, and p; p are the coefficients of the two coordinates of p;.
For every j € [4] it holds that:

.qLo.c-aRn.c2 - aP caL1.c-aRy.c2 - aP)rY ‘L~R2-P(j)2
(c-qLo,c-qRo,c” - qPo) + (c-qL1,c-qRy,c” - qP1)r;” + (¢ qLla,c- qRa, c” - qPo)r;
= (¢-qL,c- qR,*qP)(rY)

_ § ' (4)
— fCM (pj(wi+1a ce. ,CU[),pck(’r'l, ey Ti—1, ri yWit1, .- awf)a &
Wity weE€EH
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—¢ )
=2 Z (Qj7L(wi+la-'-7w€)'pckL(Tla'--yri—laTE SWitds - - WE),

Widg1yee-We
DR, @) PR (1, i, T Wi, wr),
pj,L(wH'l’ c. ,WZ)pij(wi-i-h o 7wf) ' CkP)
— 2_i(<]2j,LvQckL[7“1, i O+ P paa [, i 1)), (10

(D Ry DekR[T15 - - - s 715 0] + 7“1(])22:1&&[7“1, co et 1),
<pj,L7pj,R> ' CkP) )
where the last equality follows from Lemma 3.6.
Similarly to the proof of Lemma 5.11, we can find representations of (¢3c-qL, £3c-qR, £5¢2 - qP) in terms
of pewt [r1, -+ 7i-15 0], pa [71, - -+, 7i-1; 1], Pakr[71, - -+, 7i-1; 0], pekr[71, - -+, 7i—1; 1] and ckP. Namely,
we can find azg,az1,az,2,b0,0,00,1,b02 € M2, aro,ar1,ar2, bro,br1,br2 € M2 with M-

l—1i
norm at most 371%N3L(C,3)||CHRH1an€[4] IPjllae, = Nep maxjciy [|Pjllar, and ae o, de1, 002 € M?
such that

(ESC . qu 530 . qu 5602 : qP)(X)
= 2_i((<aL,0 +ap1X +ap2 X% paa[ri, ..., 7im1500) + (bro + bp X +bro X2, pad [r1, - - -5 mim13 1)),

(<aR’O * aR’lX + aR’QXQ"QCkR[Tl’ ceo Tim1s 0]> + <bR70 + bRle + bR,2X272CkR[T17 sy P13 1]>)a
1D
(Go0 + o1 X + ae2X?) - ckP) .

This step uses Equation (10) for three choices of j € [4]; the fourth one is used for the following claim.
Claim 5.18.

(€% gL, & qR, €% - qP)(X)

= 2—1'(((&]:’0 +ap1 X, pa[r1, ..., 1i-1;0]) + ((aro + ap1 X)X, pe [r1, - - -, 1i-131])),
({aro +ar1 X, parl[ri; - -, 7mi-1;0]) + ((aro + ar1 X)X, par[r1, - - -, mi-151])),
({(aro+ar1X),aro+ar1X)) - ckP) .

Proof. The claimed equation follows from Equation (11) and the following equalities.

*aro = bri,ar1 = bra,are = bro = 0. By comparing coefficients of pey [r1,...,7—1;0] and
Dekl [T1, - - -, Ti—1; 1] in Equation (11), we now argue that for every j € [4]
. N2 . . 2
(aro + aL,N“EJ) + aL,2T§j) )Ty) =bro+ bL,mm + bL,27"§]) : (12)
This in turn implies that aro = ble, ar1 = bL’Q, and ar2 = bL70 = 0.

Suppose by way of contradiction that Equation (12) does not hold for some j € [4]. Define the messages
aro+ aL,lrl(j)

mgj) = gg(gj,Larz(j)pj,L) .

) 2 . 2
)= ( + (IL,27“Z(J) ybro+ bL,er(]) + bL,er(J) )

m
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Note that

1M [lar,, < 392IICII2 larillas, s llaz2lla s 11520l neg» 102,11 arg» | }
B
< 37RHC||2NSP maX ||p]||ML S 37RHC||2BSP < 3’7RHC”R37 ”C‘T;Aué-gH BBRA )
R R
BBRA

I8l < %%”53||R||C||R1;¥é?i]< 19illas, < VRNENRNCN2Bsp < VRIERICI < Bga -

3EICIZIE?
Moreover, from Equation (10) we deduce that

<m§j)7(Izckl.[h,-~-7Ti—1;0],BckL[7"1,~-77’i—1;1]0> <méj)7(ﬂckl.[r17-"7Ti—1;0]7QCkL[7'17'~7ri—1;1])>

which for cm := §3<(pj7L,r§j)pj7L), (pek[r1y -5 7i=15 0], Dkt [1, - - -, 7i—1; 1])) implies that

SP.Open(ck, (mgj),O),O,cm,{SC) =1 and SP.Open(ck, (mgj),O),O,cm,ﬁgc) =

which breaks the binding property of SP. Above we set the right part of the message mR := 0 and the
commitment randomness p := 0.

aro = br1,ar1 =br2,ar2 = bro = 0. We apply the same argument as above for

. . 2
mgj) = (aro + ag, 17’(]) + CLRQTZ(])

)

. N2
,bro + bR,N}(]) + bR,2T§]) )

3
_5 (p] R’Tz] b R) :

oo + o1 X + ae2X? = {ar o+ ar1X,aro + ar1X). Below we argue that for each j € [4]

()

3 ()
& DjL = Lo+ ar1r; .

and  €%p; p = aro + arr,
This in turn implies that for each j € [4]

) ()2 )

+ ae 275 (j)>

o0 + Qo 1T, = &%pj 1o0jR) = (aro +arary” ago + arar

where the first equation follows by combining Equation (10) and Equation (11). So, e 0+ e 1X +ae2X? =
{aro+api1X,aro+ ar1X) as claimed.

Suppose by way of contradiction that there exists j € [4] such that £ 3pj L #aro+ar, 17"( 7 Then the two

distinct messages mgj) = (apo+ aL,lrl(j) (])(CLL 0ot+ag 17’(3))) and m(J = (1, Z])f?’pJ’L) satisfy

SP.Open(ck, (mgj),O),O,cm,ﬁ?’c) =1 and SP.Open(ck, (mgj),O),O,cm,f?’c) =1,

which breaks the binding property of SP, since ngj ) H My s ng ) l|la;, < Bega- A similar argument holds if

there exists j € [4] such that §3pj’ rRFGRo+a R’lrgj )

O]
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By summing the equation of Claim 5.18 over H = {—1, 1}, we obtain that
(&3¢ qL,&c- qR, &8¢ - qP)(1) + (&% qL,&c - qR,£%¢% - qP)(—1) =
e (((a[,,o, ar1), (et [r15 -, i1 0], P [115 -+ =13 1])),
((ar0,ar1)s (Pkr[T15 - - -5 Ti—-13 0], DekR (71,5 - - - s Ti—15 1)),
<(aL,0,aL,1),(aR,07aR,1)>Cko> :

Now consider the vector v; := ((arp,ar,1), (ar0,ar,1)) € (]\4557#1)2 and its corresponding polyno-
mial p, € M2[X;,..., X, whose two coordinates are the multilinear polynomials obtained from the

. L—1
two vectors (ar,0,ar,1) and (agp,ap) in M2 "', Note that v;, and thus p,_, has M;-norm at most
Nsp maxje(q) [|pjll s, and satisfies

(£3Ca£3676602)'(@[(1)"1’(1(_1)) = Z fCM(pyi(w’ia-"aw€)>pck(r17'"7711'71’("-}7;7'-'7(")4)’53'0) )
Wiyewpe{—1,1}

which implies that ¢.. evaluates to 1 as required. Moreover, p,, is ck-admissible and all the derivations to
obtain p,_, the desired polynomial, are efficient. O

Remark 5.19 (scalar products without scalar-product compatibility). If BM is not scalar-product compatible,
we can still define a scalar-product commitment as follows. Sample commitment keys (ckLg, ckLy) € Mot
(ckRo, ckR;) € M and ckH € M. The message and randomness are (mL,mR) € M” x M and
(pL, pR, pH) € M x MI x M. A commitment is computed as three Pedersen commitments:

((mL, ckLo) + (pL, ckL1), (mR, ckRo) + (pR, ckR1), (mL, mR) + (pH, ckH)) e M .

To prove Lemma 5.17 for this construction we require that BM is secure, and also that the bilinear-module
generator that outputs the bilinear module M = (R, My, My, My, e) with M, and My swapped is secure.
The binding property follows from the bilinear-relation assumption for both of the two generators. The hiding
property of both bilinear-module generators implies that the commitment scheme is hiding.

5.5 Compressed scalar-product commitment

One can “compress” the three parts of the commitment in Section 5.4 into one. This leads to a commitment
scheme that is similar to a Pedersen commitment, except that the last coordinate corresponds to the scalar-
product of the “first” and “second” half of the message.

Definition 5.20. Let BM = (Setup, KeyGen) be a bilinear-module generator that is scalar-product compati-
ble. The compressed scalar-product commitment scheme is defined via the following algorithms.

» CSP.Setup(1*, n): sample (M, h,aux) < BM.Setup(1*,2n + 1) and output pp := (M, h, aux).
» CSP.KeyGen(pp): sample ck < BM.KeyGen(M, h, aux) and output

ck := (ckL, ckR, ckP, ckH) € M2+t x MI .
* CSP.Commit(ck, m; p): given m = (mL,mR) € M?2"(Bc) and p <+ Uny,, output

cm := (mL, ckL) + (mR, ckR) + (mL, mR) - ckP + (p,ckH) € M .
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 CSP.Open(ck,m, p,cm, c): check that m = (mL,mR) € M2"(Bgga), p € M!(Bgga), and ¢® - cm =
e{mL, ckL) + ¢(mR, ckR) + (mL, mR) - ckP + ¢ - {p, ckH).

Lemma 5.21. If BM is secure then CSP is a sumcheck-friendly invertible commitment scheme. In more
detail:

1. if BM satisfies the BRA then CSP is binding;
2. if his (M, U, Uiy, negl(X))-hiding then CSP is computationally hiding;
3. CSP is sumcheck-friendly,

4. ifthe BRA holds and (C, &, N) are pseudoinverse parameters for (R, M) then CSP is (4, Bcsp, €3, Ncsp)-

invertible for
BBRA
Besp = \| —zimma06 13)
\/ m2IICI121€8

Nesp == 372 N?u(C,3)[[C]|x - (14)

The proofs of Items 1 and 2 follow directly from the definition of the BRA and the hiding constant of BM.
The proof of Item 3 is similar to the corresponding argument in Lemma 5.17, so we simply list the functions
involved. We only provide a proof sketch for the last item, highlighting the main differences in the proof.

Functions for Item 3. Let H := {—1,1} and ¢ := log n. For a message m = (mL, mR) € M?", we define
Pm = (PmL, PmR) € M?2[X1, ..., X;] where pmL, Pmr are the multilinear polynomials respectively obtained
from mL, mR € M" via Definition 3.5. For akey (ckL, ckR, ckP, ckH), we define pck := (PekLs PckRs PekP) €
M3[X1, ..., Xs] where peL, Pekr are the multilinear polynomials respectively obtained from ckLg, ckRy €
M7 via Definition 3.5 and ckP is a degenerate 0-degree polynomial equal to the constant ckP € M. We
define

* fem: ML2 X Mg X R — My as few((av, ar), (Gr, Gr, Gsc), ¢) := 27cay, - G, + can - Gg + avanGsc;
© gew: MEVTIFR S M — M3 as gew(ck, p) := (pH, ckH);

)
o ¢y My X My x R—{0,1} as ¢..(cm,cm’, ¢) := I[c¢? - cm = cm'], which checks equality when ¢ = 1.
e o, = 1.

O]

Proof sketch for Item 4. The proof follows similar steps to the proof of Lemma 5.17. We sketch the differ-
ences between the two proofs.

First, we find ar0,ar,1,0L,2, bL,Oa bL71, bL72 S Mgé_i, aR,0,0R,1,0R 2, bR70, bRJ, bR72 S MEé_i with
M;-norm at most 372 N31(C,3)||C||r maxjep) [pjllay, = Nespmaxjep Ipjllay, and aeo,de1,ae2 €
MLQZ% with M -norm at most QZ_iNcsp(maxj€[4] 1pjllar, )? such that

£ q(X)
=27" (530(<GL,0 +ap1X +ap 2 X% paa[r1, - 7ie1;00) + (bro +bpa X +br o X2, pad [r1, - - -5 i1 1)),

c((aro +ar1 X + ar2X? par(ri, ..., 7i—1;0]) + (bro + br,1 X + broX?, par(ri, ..., 113 1])),
(15)
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(Go0 + Qo1 X + Qa2 X?) - ckP) .

Next, we show that the following holds.

Claim 5.22.

¢ - q(X)

=27 <530(<GL,0 +ap1 X, pa[r1, -, 7i-1;01) + ((apo + ap 1 X)X, pa [r1, - - -y rie1; 1))+
530((aR70 +ar1X,par[r1, - -, 7i—1;0]) + ((aro + ar1 X)X, pakr[r1, - - -, mim1; 1))+
((aro+ar1X,aro+ar1X)) - ckP) .

Proof. The claimed equation follows from Equation (15) and the following equalities.

aro = bri,aLy = bra2,ar2 = bro = 0,aro = bri,ap1 = br2,ar2 = bro = 0. Unlike the
corresponding proof of Lemma 5.17, we argue about all coefficients of the polynomials ar o + az 1. X +
aL’QXz, bro+br1X + bL’QXz, aro+ar1X + aR,gXQ, and br o + br1 X + bR, 9 X2 simultaneously.

(9) @ G ()

For each j € [4], we define messages my’ := (my 1, my z,my,) and méj) = (mg])L, mg}%,mgj)) such
that

mgj)L (aro+ar, 17“( D ya, 27“( »” s bro+br, 17“@ + bL,27“Z(j)2) ;

mgg}% (aro +apir? +apary 2 bR+ brary) + bR,z?’Z(j)Q) :

mgjz = Ge0 T a.71r2(]) + a.,27“§])2 )

mgj)L = 53(123' Ls rz(j)pj,L) )

m$y = ;00 R)

m) = ;1. 1), 05007 Dy R)) -

One can verify that |[m{ ||y, , [m5|a, < n2|IClI2)16% nB2sp < Bera» 50 the BRA implies that
G _, )

my’ =mgy’ .
Ge) + Qo1 X + o 2X2 (ar,o+ar1X,aro + ag,1X). From the last coordinate ofmg 7) and m(])
. N2 . .
Qo0 t+ ao7lrz(]) + ao,QTl(J) = §6<(pj,L7 TZ(J)Qj,L)a (pj7R7 TZ(J)QJ',R))‘ (16)

Similarly, we argue that for each j € [4]
¢ D, = arLo +GL17"(]) )

&p;r=aro+ aR,er( 2

()

§6<Qj,Lapj,R> =(aro+apar; (J)> .

, QR0 T AR 1T;
Combining the above with Equation (16) shows that ae o+ ae 1.X +-ae 2X2 (apo+ar1X,aro+ar 1X>

O]
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By summing the equation of Claim 5.22 over H = {—1, 1}, we obtain that

- 2(q(1) +q(-1))

=9 il ((53 ¢ (aro,ar.1), (el [r1,- -5 7i-1;0], Dek [T1, - - -, i—15 1]))
+ (& c(aro,ar1), D [r1, - - 7i-1;0], e [15 - - -, 7i—1;1]))
+ {(a0,az1), (r0, ar1))ckP) -

Now consider the vector v; := ((ar0,ar1), (ar0,ar1)) € (]\/.I'EZ_Z'H)2 and its corresponding polyno-
mial p,, € M?2[X;,...,X,] whose two coordinates are the multilinear polynomials obtained from the
two vectors (aro,ar,1) and (aro,ar,1) in MEFZH. Note that v;, and thus p,,, has My-norm at most

Nsp maxcpq ||pjlar, and satisfies the following equation:

§GCQ(Q(1)+Q(_1)) = Z fCM<pyi(wi7-"7Wf)7pck(rla"'ari—lywia"'7‘*‘)@)763'C> )

WiyeweE€{—1,1}

which implies that ¢,. evaluates to 1 as required. Moreover, p,_ is ck-admissible and all the derivations to
obtain p,, , the desired polynomial, are efficient. O

5.6 Instantiations of bilinear-module generators

We describe instantiations of bilinear-module generators BM = (Setup, KeyGen) for several cryptographic
settings; in each case the BRA follows from corresponding well-known cryptographic assumptions (DL
assumption, SIS assumption, and so on). For each setting, we specify the algorithms BM.Setup and
BM.KeyGen, give the corresponding output parameters in Figure 2, and argue the required properties of BM.

Discrete logarithms. The algorithm BM.Setup(1*, n) samples a group G of prime order ¢ = exp(\) and
outputs (M, h,aux) as in Figure 2. The algorithm BM.KeyGen(M, h, aux) samples a uniformly random
element G € M2 = G"t". Since M, = IF, is a ring, BM is scalar-product compatible.

Moreover BM is protocol-friendly. First, it is secure:

* Assuming the hardness of the discrete logarithm problem in G, the BRA holds for BM = (Setup, KeyGen).

* The integer h = 1 is (M, Ups, , Uy, , €)-hiding where Uy, is the uniform distribution on M;, = F,, Unz,
the uniform distribution on M2 = G"*1 and ¢ = 0.

* (C,&,N) = (Fg,1,1) are pseudoinverse parameters for (R, M) = (F,,G).

Next, BM is masking-friendly for x = co. For any B with 1 < B < oo, M['(B) = IF;‘, and hence, for
any a € Fy and b < Iy, a + b is distributed uniformly in Fy; the rejection probability is 0.

Finally, we investigate choices of I for which BM is quotient-friendly. Since M;, = I, is a prime-order
field, its only submodules are I = {0} and [ = F,. If I = F, then { is 0 in M, /1, so I = {0} is the only
ideal for which BM is quotient-friendly (in which case M; /I = F, and so £ = 1 is invertible).

Instantiating the commitment schemes in the previous sections with the above choice of BM gives
Npeg = 1, Nip = 1, Bsp = 00, Nsp = 1, Bcsp = o0, and Ncsp = 1 (since we consider the trivial norm
for R and M, all constants greater than 0 can be thought as equal to 1). Additionally, Bc = 1, vz = 1,
and ||C||z = 1 and in all settings dx = 1, so we can apply Lemma 4.13 to the corresponding commitment
schemes for Rsc(1,1).
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DL pairings GUO ideal lattices
R F, F, Z ZIX]/(XT+1)
M, F, G Z Z[X])/(XT+1)
My G Gy G (Z,X)/(XT+1))"
M, G G G (Z,[X)/(Xx?+1))"
e group exp bilinear map group exp poly multiplication mod ¢ and X7 + 1
R-norm trivial T trivial T absolute value loo
M, -norm trivial T trivial T absolute value loo
h 1 1 log =5 2 |G‘ 2rlog 4-
Bera o0 o0 Brsa = 71 BCL = Tl * Bqs
Unry, uniform over G | uniform over G unvlvfl?;n; (évcer<( BBéBjB)Bg z Jﬁ;ﬁgrgco;e}% (BBB)RA
C F, F, (=1 2Nz (X' eZ[X]/(X?+1):0<i<2d—1}
13 1 1 lcm([p 1]) 2
N 1 1 lem([p — 1)) d
Bc 1 1 B B
K 00 00 0(2Y) O(dn)
I =nZforneZ
T {0} {0} with prime factors > p I'=nZforoddn # 1,1 1

Figure 2: Output (M, h, aux) of a bilinear-module generator in the different cryptographic settings, where
M = (R, M;,, My, M+, e) and aux = (Bgpa,Uns, ,C, &, N, Be, k, I). (1: Equals 1 for any non-zero element of
R or M, and equals 0 otherwise. x: The difference in Bgg, between RSA groups and class groups is related to the
fact that computing square roots is easy in class groups. I: There are more choices of I related to Dedekind’s
Factorization Criterion as discussed further below.)

Pairings. The algorithm BM.Setup(1*,n) samples groups G;, Gz, Gy of prime order ¢ = exp()\)
equipped with a pairing e: G; x G — Gy and outputs (M, h,aux) as in Figure 2. The algorithm
BM.KeyGen (M, h, aux) samples a uniformly random element G € M7 ™" = G;”rh.

Moreover BM is protocol-friendly. First, it is secure:

* Assuming the double-pairing assumption,’ the BRA holds for BM = (Setup, KeyGen).

* The integer h = 1 is (M, Ups, , Unry, , €)-hiding where Uy, is the uniform distribution on M;, = F,, Unzy,
the uniform distribution on Mg+ = G4, and € = 0.

* (C,&,N) = (Fy,1,1) are pseudoinverse parameters for (R, M) = (Fy, Gr).

Next, BM is masking-friendly for x = co. For any B with 1 < B < oo, M[*(B) = G, and hence, for
any a € G and b <— G, a + b is distributed uniformly in G1; the rejection probability is 0.

Finally, we investigate choices of I for which BM is quotient-friendly. Since M, = Gy (a vector space
of dimension 1 over a field of prime order), its only submodules are I = {0} and [ = G;. If [ = G, then ¢
is0in My, /1, so I = {0} is the only ideal for which BM is quotient-friendly (in which case M, /I = G, and
multiplication by £ = 1 is invertible).

Note that we could also have chosen M, := G2 and My := (1, and then switched the inputs of e.

BM described above is not scalar-product compatible, because M|, is merely a group but not a ring.
Nevertheless one can still construct commitment schemes for scalar products, as described in Remark 5.19.

"This assumption is implied by the decisional Diffie-Hellman assumption in G2, which in turn implies binding for the commitment
scheme in [AFGHO16]
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Instantiating the commitment schemes in the previous sections with the above choice of BM gives
Npeq = 1, N = 1, Bsp = oo and Nsp = 1. Note that we cannot instantiate the commitment scheme CSP,
since BM is not scalar-product compatible. Additionally, Bc = 1, vz = 1, and ||C||x = 1 and in all settings
dex = 1, so we can apply Lemma 4.13 to the corresponding commitment schemes for Rsc(1,1).

Groups of unknown order. There are two instantiations of groups of unknown order (which are related to
the commitment schemes in [BFS20]): RSA groups and class groups of an imaginary quadratic order.

The algorithm BM.Setup(1*,n) samples a group of unknown order G and primes ¢,p > 2 and out-
puts (M, h,aux) as in Figure 2. Observe that Bgga differs in the RSA and class group settings (and, in
the RSA case, the primes ¢, p are unrelated to the primes that determine the order of ). The algorithm
BM.KeyGen (M, h, aux) samples a random element G € My, = G, computes G, = (¢"G, ¢"T'G, ..., ¢""1G),
G, = (G,...,q"'G), and outputs the vector (Gy, G,) € MP™" = G*t". Since M, = Z is a ring, BM is
scalar-product compatible.

Moreover BM is protocol-friendly. First, it is secure:

* Assuming the Order Assumption [BFS20] for the sampled group G, the BRA holds for BM = (Setup, KeyGen).
The Order Assumption is implied by the Adaptive Root Assumption [BBBPWM18; Wes19].

A
e Any integer h > log 2 B'f" is (M, U, Uiy, €)-hiding where Uy, is the uniform distribution over

(=B, B) N Z)" for any B such that Bc < B < Bgga, Uy, samples a random element G € G and
outputs (¢"G,...,q"""71G, ..., G, ¢"1G) (this matches the output of BM.KeyGen), and e = negl(}).
(See [BFS20; BDFG20] for the proof.)

e (C,§,N) = ((—%7 %) N Z,lem([p — 1]),lem([p — 1])) are pseudoinverse parameters for (R, My) =
(Z,G). If (¢1 — c2)m = a - m* for distinct challenges c1,c2 € C, then (¢; —c2) € (—(p—1),p— 1) UZ,

so we can set = lem([p — 1])/(c1 — ¢2).

Next, if ¢ = O(2"), then BM is masking-friendly for k = O(2"). For every B € Z with Bc < B <
Bgra/kand a € 2" (B), if b < Z™(kB), then a + b has norm more than (k — 1) B with probability less than
n% = 7 = negl()). Also, conditioned that the masking procedure does not output L, the distribution of
a + bis uniform in Z"((k — 1) B); the rejection probability is negl(\).

Finally, we investigate choices of I for which BM is quotient-friendly. Since M; = Z (a ring), its
submodules are the ideals I = nZ for n € NU {0}. As with previous examples, it is clear that I = M,
(when n = 1) does not lead to a quotient-friendly bilinear module. We have £ = lem([p — 1]), so it is clear
that £ is invertible modulo M, /I = 7 /nZ if and only if all prime factors of n are at least p. This means that
My, is quotient friendly if and only if I = nZ for n € Z whose prime factors are all at least p.

Instantiating the commitment schemes in the previous sections with BM and observing that +(C, 3) =
2110113 — o(p=1\3 _ ®-1* .
27zlCll% = 2(T) = 1  8lves

Npea = 675 N°(C,3)[IC]le = 3/4 - (p — 1)* -lem([p — 1])°
Nir = 673 N°u(C,3)[IClln = 3/4- (p = 1)* - lem([p — 1])°
BSP — BBRA — 4BBRA ’

3RICIENEE m  3(p — 1)?lem([p — 1])?
Nsp = 377 Baeat(C, 3)[ICllx = 3/8 - (p = 1)* - lem([p — 1])°

Besp = Bggra _ 2+/ Bgga
myEIICIEIE e vnlp — Dlem([p —1])*

Nesp = 372N%u(C,3)|IClln = 3/8 - (p — 1)* - lem([p — 1])* .
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Additionally, Bc = B, vz = 1 and ||C||z = %1, so we can apply Lemma 4.13 as follows:

* to the Pedersen commitment scheme for Rsc(lem([p — 1))¢, B = B - (3/4)" - (p — 1)** - lem([p — 1])34),
* to the linear-function commitment scheme for Rsc (lem([p—1])¢, B’ = B-(3/4)¢-(p—1)°*-lem([p—1])3¢),

* to the scalar-product commitment scheme for Rsc(lem([p—1])¢, B’ = B-(3/8)¢- (p—1)>*-lem([p—1])3)
if
B' < Bsp = 3B-(3/8)"- (p—1)>*2 . lem([p — 1])***3 < 4Bgpa ,

* to the compressed scalar-product commitment scheme for R (lem([p — 1))¢, B’ = B - (3/8)¢ - (p — 1)%* -
lem([p — 1)) if

B' < Besp = nB%(3/8)*(p — 1)1 lem([p — 1])%16 < 4Bgga .

Remark 5.23. The values £, N have size ¢“(?). This means that a polynomial-sized challenge space leads to
exponentially-large slackness. Reducing the size of the slackness will directly lead to asymptotic performance
improvements by allowing a smaller choice of ¢, or a larger challenge space. Prior work [BFS20] in this
setting used exponential challenge spaces and £ = 1, but the security argument was later found to be flawed
[BHRRS21]. This latter works repairs the argument by using a different configuration of rings and modules
with £ = 1, but the argument requires amortization over multiple committed values. It is plausible that a
more refined security analysis of our approach would lead to much better slackness.

Lattices. The algorithm BM.Setup(1*, n) samples a prime number ¢, an integer d that is a power of
2, and norm bounds Bgs, B € Z, and outputs (M, h,aux) as in Figure 2; note that the challenge set
C consists of 2d elements. The algorithm BM.KeyGen(M, h, aux) outputs a uniformly random vector
in MPH = (Z,[X]/(X9+ 1)) Since M, = Z[X]/(X? + 1) is a ring, BM is scalar-product
compatible.

Moreover BM is protocol-friendly. First, it is secure:

* Assuming the hardness of the SIS assumption for norm bound Bss, the BRA holds for BM = (Setup, KeyGen).

In turn, for the SIS assumption to hold, Bgs should be less than min{g, 22V 1°891°891 [GNOS] (9 is related
to the optimal block size in the BKZ algorithm applied to the SIS problem and is typically set to § ~ 1.005).
 Any integer h > 2r log Bic is (M, Uns, , Uniy, , €)-hiding where Uy, is the uniform distribution over M;,(B)

for any B such that B¢ < B < Bgga, Unr,, is the uniform distribution on (Zq [X]/(Xd + 1>)Tx(n+h), and

e = negl(\). (This holds by [Mic07; SSTX09].) We note that, alternatively, I/, could also be a discrete
Gaussian [LPR10; SS11].

* The lemma below states that the difference of any two elements in the challenge space has a short
“pseudoinverse”, and implies that (C,&, N) = ({X*};c {0,...2d—1}» 2, d) are pseudoinverse parameters for
(R, Mx) = (Z[X]/(X" + 1), (Zo[X]/(X? +1))").

Lemma 5.24 ((BCKLN14, Lemma 3.1]). Fixi,j € {0,...,2d—1} withi < j. Inthe ring Z| X]/(X?+1),
there exists an efficiently computable v € R with coefficients in {—1,0, 1} such that v - (X* — X7) = 2.

Hence, if (¢; — c2)m = a - m™* for distinct challenges c1,c2 € C, then there exists an € R such that
2m=r-a-m* and ||r - allz < vrl[r||zllalz = dlalls.
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Furthermore, BM is masking-friendly with kK = O(dn). For every B € Z with B¢ < B < Bgga/k and
a € (Z[X]/(X4 4+ 1)"(B),if b + (Z]X]/(X? + 1))"(kB), then a + b has norm more than (x — 1) B with
probability less than nd 22,% = %d = O(1). Also, conditioned that the masking procedure does not output L,
the distribution of @ + b is uniform in (Z[X]/(X? + 1))"((k — 1) B).

Finally, we investigate choices of I for which BM is quotient-friendly. Since M; = Z[X]/(X? +1),a
ring, its submodules are its ideals. In this setting, £ = 2, and it is clear that setting I = n M|, for even n or
n € {—1,1} does not give a quotient-friendly bilinear module, since in these cases, multiplication by & will
not be invertible in M, /1. Otherwise, if n is odd, 2 is invertible in M, /I, and BM is quotient friendly.

These are not the only ideals in M. According to Dedekind’s Factorization Criterion, the prime ideals
of M, are of the form (p, f(X)), where p € Z is a prime number and f(X) is an irreducible factor of
X< + 1 modulo p. Furthermore, since M;, is a Dedekind domain, every non-zero ideal of M, has a unique
factorization into these prime ideas. We leave investigations into which of these ideals are quotient-friendly
or have other desirable properties to future work.

Instantiating the commitment schemes in the previous sections with the above choice of BM and observing
that t(C, 3) = 272||C||r = 2d? gives

Nped = 672 N°1(C,3)[C[n = 12d"
Nir = 672 N>(C,3)[[C]|n = 124",
o Begra _ BSIS
C3CIZNE e 24d?
Nsp = 3v2N34(C, 3)||C||» = 48d" ,

Besp = | - Dera \/Biss
ny2lIC1% €8] = 64nd?

Ncsp = 372N34(C, 3)|IC|r = 6d7 .

Bsp

Additionally, B¢ = B, vz = d and ||C||z = 1, so we can apply Lemma 4.13 as follows
* to the Pedersen commitment scheme for Rsc (8, B’ = 24/d®%'B),
* to the linear-function commitment scheme for Rsc (8, B’ = 23‘d**B),

* to the scalar-product commitment scheme for Rsc (8%, B = 96‘d® B) if

B' < Bsp = 24d?96°d** B < Bys ,

* to the compressed scalar-product commitment scheme for Rsc (8¢, B’ = 12¢d%' B) if

B' < Bcsp = 64nd?(12°d%B)? < By .
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6 Succinct argument for scalar products over rings

We give zero-knowledge succinct arguments for committed scalar-products for secure bilinear-module
generators, which are scalar-product compatible, quotient-friendly and masking.

Definition 6.1. For ¢ € R, the committed scalar product relation Rcuse(c, Bc) is the set of tuples
(X’ W) = ((BM? (M7 h7 aux), (§07§17 ﬂOv ﬂla UO?Ql)ﬂ (Cm Cb7 Ct))v (Qv ba t?Qaa QbaQt))

where BM is a protocol-friendly bilinear-module generator, (M, h,aux) € BM.Setup(1*,n), with aux =
(Bgga,Unt, ,C, €, N, Be, k, I), where Uyy, is the uniform distribution over M]'(Bc), such that

* Ped.Open((Gy, Gy),a, p,, Carc) =1,
* Ped.Open((Hy,H;),b, 0, Cp,c) =1 ,
» Ped.Open((Up,U;),t,0;,Ce,¢?) =1,

Where t = <Qab> mOd I; (§07§1)7(ﬂ07ﬂ1) S Mlg X M1£Z> (U()aul) € MR X MIID}) Ca,Cb,Ct S MT,
Q7b € MS(BC)’ te ML(BC)’ La> Pbs Pt € MIfL(BC)

Theorem 6.2. If BM is a protocol-friendly bilinear-module generator then Construction 6.3 is an interactive
argument for Reuse (1, Be) supporting instances with n = 2¢ that satisfies the following properties:

* (Lemma 6.5) it has completeness error esp = O(n/kK);

* (Lemma 6.6) it has (3, 4Z)-tree extraction;

(Lemma 6.7) it has semi-honest-verifier statistical zero-knowledge;

* the round complexity is O(logn);

* the communication complexity is dominated by O(logn) elements of My,

* the prover performs O(n) applications of e and O(n) operations in My, My, and My,

o the verifier performs O(h) applications of e; O(n) operations in My; and O(logn) additions in M.

We state various bounds that we use in our construction.

mi := Yr||C|[rBc ,

me = ’anB(Q: ,

m3 = Yrl|C|lr(m2 + Bc) ,
my 1= 2kygnBcmy

ms = YglICIEma + valCllama -

Construction 6.3. We construct an interactive argument for the relation in Definition 6.1. The prover P and
verifier V take as input an instance x = (BM, (M, h, aux), (Gy, G;,Hy, H{, U, U,), (Ca, Cp, Cy)), while
the prover P additionally takes as input a witness w = (g, b, 1,04, Db, gt).

* The prover P samples random masks y,, y;, < M"(km1), ¢ < M*(kms3), and computes:

- Cy, = Ped.Commit((Gy, Gy),y,; 0,,) for o, < M (kmy),
= Cy, := Ped.Commit((Hy, H,),u; 0,,) for o, < M*(kmy),
CC = Ped.Commit((Uo, U;),¢;0¢) for o¢ M (kms3),

= (Ya> Us)»
v = (@ ) + (Ua» 0),
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v 1= (a,0),
— Cy, := Ped.Commit((Ug, U, ), vo; 0, ) for o, < M["(kms),
— Cy, := Ped.Commit((Ug, U;), v1;0,,) for o, < M (rma),
— Cy, = Ped.Commit((Ug, U,), v2; 0,,,) for a,,, + M (kms).

The prover P sends Cy,, Cy,, C¢, Cyy, Coy, Coy € M, and ¢’ := ¢ mod I to the verifier V.
* The verifier V sends a random challenge a <— C to the prover P.
* The prover P computes the masked values

- e, = aa+y, € M,

- ¢ =ab+y, € M,

- Q:z =P, +an € Mlil’

- 0, = ap, +a,, € M,

- g = a’a,, +ag,, +a, € M,
- v:=oa((a,b) —t)+ (€ M,

- o' :=a(o,, — p) + o, € M.

The prover P aborts if any of the following conditions are not satisfied:

leallan, < (k= 1)my lepllan, < (k—=1)ma
o6l < (k= 1)ma lopllay, < (5 —1)ma
ot ar, < (5 —1)ms [0]lary, < (5= 1)mg
o' l[a, < (k= 1)mg . (17)

The prover P sends v and ¢ to the verifier V.

¢ The verifier V checks that

19]]as, < (K —1)mg , and HQ/HML <(k—1)ms . (18)

The verifier V computes

T:= (aCa +Cy,, aCy + Cy,, a?Cy + aCy, + CUO)
= SP.Commit((Gy, Gy, Hy, Hy, Uo, Uy), (€4, )5 (2 05, 01)) -

* The prover P and the verifier V run the opening protocol of Construction 4.5 for R (1, (k — 1)mq) with
instance x = (SP, ppsp, C, (Gy, Gy, Hy,Hy, Up, U;), T) and witness w = (e, €;,) to show that

SP‘Open((§0>§17ﬂ07ﬂ17 UU:Ql)? (Qaagb)7 (QZIJQZ?Q;,)J T7 ]-) - ]- .

Since p),, pj, € Mz ((k — 1)my), and p; € Mz ((k — 1)ms), the randomness space R for the sumcheck
argument is equal to My ((k — 1)my) x Mg((k — 1)mq) x Mg((k — 1)ms).

* The verifier V checks that Ped.Open((Ug, U;),v,0",a(Cy, — C;) + C¢,1) =1 and o mod I = ¢



6.1 Proof of Theorem 6.2

The prover and verifier efficiency of Construction 6.3 are directly inherited from the efficiency of Construc-
tion 4.5 for the scalar-product commitment scheme, which is analyzed in Section 4 and Appendix B.

Lemma 6.4. The prover in Construction 6.3 performs O(n) applications of e; O(n) operations in My; O(n)
operations in My; and O(n) additions in M. The verifier in Construction 6.3 performs O(h) applications
of e; O(n) operations in My; and O(logn) additions in M.

Lemma 6.5 (completeness). Construction 6.3 is complete for Reysp(1, Bc) with error O(n/k).

Proof. Suppose that

<(BMa (M7 hv aux), (g()vglaﬂO?ﬂla U07Q1)7 (Caa Cb7 Ct))a (Q?bvt7ﬁaaﬁbvﬁt)> € RCMSP(L BC) :

First, by the masking property of BM, the probability that any of the inequalities of Equation (17) are not
satisfied is at most n/k for each inequality. So, the prover aborts with probability at most 7n /. In this case,
the verifier’s checks of Equation (18) are all satisfied, and we have [le, ||, , [lep s, < (5 — 1)my.

Next, we argue that

(Xlawl) - <BM7 (M7 h’u aUX), (§07§17ﬂ07ﬂ17 U07Q1)7T)7 (gcmgvaZUQg)aQ;,)) S 7?’SC<17 ("i - l)ml) .

By construction, we have (e,,e,) = (aa + y,, ab + y;) = a*(a,b) + a((a, up) + (Ua» 0)) + (Ugs Up) =
a?vy + avy + vg. Thus,

T = (aCq + Cy,, aCy + Cy,, a?Cy + aCy, + Cyp)

= (<§a7§0> + <:Qi17§1>7 (Qb>ﬂ0> + <Q§)aﬂ1>7 <Qaa§b> : UO + <,Q:§,Q1>)
= SP'Commit((govglaﬂ()vﬂla Uovgl)a (Qavgb); (;Q:ang)nQ:E)) .

The vector (e,,¢;) is a valid opening of T with respect to the appropriate bases. By completeness of
Construction 4.5 for the scalar-product commitment scheme, the verifier of the subprotocol for Rsc (1, (k —
1)my) will accept.

It remains to show that the verifier checks that Ped.Open((Ug, U;), v, 0", a(Cy, — C;) + C¢, 1) = 1 and
v mod I = ( succeed. Since

Cy, = Ped.Commit((Ug, U,), (@, b); 0,,) ,
C; = Ped.Commit((Uo, U;),t;0,)
C¢ = Ped.Commit((Uo, Uy), (5 0¢)
v=af(a,b) —t)+(,
o = 04(21;2 — ) +o;,
and by the homomorphic property of the Pedersen commitment scheme, it follows that «(C,,, — C;) + C¢ =

Ped.Commit((Up, U, ), ; o’). Therefore, the verifier’s checks succeed by the completeness property of the
generalized Pedersen commitment scheme, and by reducing v modulo 1. O

Lemma 6.6 (tree extraction). Let Nsp be as in Lemma 5.17 and

B'=n- (yxl[CllxNsp)* - (& — 1)y
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Bouse = 44| w7 N?B? 4 2|62 || o Nmg + 3N?||€][a(C, 3) (5 — 1)ms
Suppose that BM is protocol-friendly and that
max(2yg N ||C||rB’, Bewsp) < Bega 5
then there exists an efficient algorithm that, given an instance
X = (BM,(M,h,aux),(go,gl,ﬂo,ﬂl,Ug,gl),(Ca,Cb,Ct)) )

and a (3, 45)-tree of accepting transcripts, extracts a witness t0 Rcwsp(Ccvsp, Bewsp) for cemse = €e+3‘
Note that since BM is protocol-friendly, multiplication by ccysp is invertible in M /1.

Proof. By Lemma 4.13, there is an efficient algorithm which takes the 4‘-subtree of accepting transcripts for
Construction 4.5 applied to Rsc(1, (k — 1)m;) and produces a witness (e,, €;) to Rsc(cx, B') with ¢, = &
and B' :=n - (7&]|C||zNsp)® - (k — 1)my satisfying

(C* ’ Taac* : Tb>cz : Tt) = (<§a>§0> + C*<Q:z7§1>7 <§bvﬂ()> + C*(Q;wﬂ1>> <§avgb> ' UO + 03@27!1» ’

where T = (Tq, Ty, Tt), p), € Mr((k — 1)m1), pj, € Mg((k — 1)my), and p; € Mz ((k — 1)ms). This is
done for each value of a9, j € [3], in the (3, 4%)-tree of accepting transcripts. Hence, we have that for each
j €3]

(C* ’ ng)u Cx * Tl()j)ﬂ Cz ' ng)> = (C*(a(j)ca + Cya), c*<0‘(j)cb + Cyb)7 Cz(a(j)zcw + O‘(j)cm + C"’O))

(19)

= (Ped.Commit((Gy, Gy), e; c.sf, "),

Ped.Commit((ﬂO,ﬂl)’gl()j); c*gg(j))7

Ped.Commit((Uop, U,), <€gj)?§l()j)>; CEQQU))> '
Examining each component of Equation (19) gives

(@ C, + Cy,) =Ped.Commit((Gy, G, ), el/; AL 20)
c.(a¥)Cy + Cy,) =Ped.Commit((Hg, H,), e7; c.py P | on
and Ci(a(j)QCm + Oé(j)Cm + Cy,) =Ped.Commit((Ug, U;), <§((1j)7§l()j)>; ngé(j)) . 22)

Now, we consider Equation (20) and Equation (21) for two distinct challenge values oV and o? and set
¢ :=aV) — o(? By subtracting Equation (20) and Equation (21) for the two distinct challenges o(!) and
o) and using the pseudoinverse parameters (C, &, N) (Definition 3.13), we obtain a, b, p,, p, With norms at
most 2N B’ such that

¢1Cq = (a,Go) + €104, G1)
€13+1Cb = (b,Hy) + §€+1<Qb7ﬂ1> .

It is left to show how to recover an opening of C;. We first recover openings to C,, and C, and then use
the verification check Ped.Open((Ug, U, ),v,0’, &(Cy, — C¢) + C¢, 1) = 1 to recover a relaxed opening of
C;.
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By multiplying Equation (20) and Equation (21) for challenges oW and o with o(? and oV, respec-
tively, and then subtracting them, we obtain y,, ¥, 0., o, With norms at most 2z N IC|| g B’ < Bgga such
that

§Z+1Cya — <ya7§0> + éé“rl <gya’§1>

£€+1Cyb = <yb’ﬂ0> +§e+1<gyb>ﬂ1> .

It must be that for each j € [3], £§((Lj) =aWa+y,, le()j) = alb+y,, f“lgﬁl(j) = ¢ (al)p, +0,,)
and §Z+1g§)(j) = §e+1(a(j)gb + g, ), otherwise we can use Equation (20) or Equation (21) to break the
binding property of the generalized Pedersen commitment scheme. Substituting in Equation (22) these values
gives

N2 . N2 .
2 (V)7 +a) Cy +Cy) = a7 (a, b)-Uo+al? (@, ) +(Ua, 0))- Vot (g, up)-Uo+E2F1 (0], Uy)

(23)
a2 0 q
We define the Vandermonde matrix V := [ o®? @ 1|, andits adjugate adj(V).
a®? 4B 1

Multiplying the first row of adj(V') with (a)?Cy, + a¥C,y, + Cyy) jeps) gives det(V)C,,. Hence, from
Equation (23) multiplied by the first row of adj(V"), and the pseudoinverse parameters (C,§, V), we get g,
with norm at most 3N3||¢]| z(C, 3)(k — 1)ms < Bgga such that

e, = ¢4a,b) - Up + 2 (g, U;) (24)

ooy X
This means that the message (¢2a, £2b) and randomness a,, are a relaxed opening to C,, with slackness
52([—&—3)'
Finally, we show that C; has a relaxed opening which is related to the opening of C,,, in M;, considered
modulo I. The verifier’s check that Ped.Open((Ug, U, ), 2\, 0’9), al9)(C,, — C;) + C¢, 1) = 1 for each
J € [3] implies that

al)(C,, — C;) + C¢ = Ped.Commit((Ug, U;),59); o9y . (25)

We also have that 79) mod I = ¢’. Considering Equation (25) for j = 1 and j = 2, subtracting one
from the other, and using the definition of pseudoinverse parameters (C, £, N) we find openings O and ¢, and
randomness ¢ and a¢ such that

£(Co, — C¢) = Ped.Commit((Uo, U;),£0;€9) (26)
{C¢ = Ped.Commit((Uo, U, ), £¢; €o¢) 27)

where the norms of O, ¢, ¢ and g are at most 2Nmg3 < Bgga. Furthermore, multiplying Equation (25) by §
and substituting the openings of Equation (26) and Equation (27), we have that either V) = o()O + ¢ and
£o'0) = al)g + g, or we can use Equation (25) to break the binding property of Pedersen commitment.
The verifier’s checks guarantee that 7) = #(2) = ¢/ mod I. Hence, we have o0 + ¢ = o200 +
(mod ] = (a(l) — a(2))O = 0 mod /. Since multiplication by ¢ is invertible in M /I, it follows that
O =0mod I.
Rearranging Equation (26), multiplying by £2¢*?, and using Equation (24) shows that

2y = 2H9C,, — Ped.Commit((Up, U, ), 273 0; ¢2(6F3) )
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= Ped.Commit((UO, ) 62 €+3)O &2(24»3 ¢)

1), (€2a,€%); €2 g, ) — Ped.Commit((Ug, U

This means that message (¢2a, £2b) — £2(+3) O and randomness a,, — ¢ give arelaxed opening to C; with
slackness £€2(+3). Since O = 0 mod I, (¢2a, £2b), which is a relaxed opening of C,,, and (£2a, £2b) —
£2(+3)0, which is the opening of C;, are equal modulo 1.

The norms of (¢2a, £2b) — €243 0 and o, — ¢ are at most

Beuse = 4[|y N? B + 2(| €| . N + 3N?|[€]| e(C, 3) (5 — Lyms -

Finallz’ (§2Q7 &%, <§2Q7 §2b> - 52(Z+3)Oa §23a7 §2Qb7 Ty — ¢) is a witness to Rewse (Cemse, Bewse), With
=¢ +3 ]

Lemma 6.7 (zero knowledge). Construction 6.3 is semi-honest-verifier statistical zero-knowledge.

Proof. We give a simulator for Construction 6.3, which takes an input the verifier’s message « and the
verifier’s randomness s for the opening protocol of Construction 4.5.

1. Sample openings e,, e, + M*((k — 1)mq) and © < M[*((k — 1)mq). Set ¢’ = v mod I.

2. Sample commitment randomness g, pj < M!((k — 1)m1), ¢’ < M!((k — 1)m3) and p} «
MM(k — 1)ms).

3. Compute T := ((e,,Gy), {(ey,Ho), (€qr€p) - Up) and T" :=

4. Compute the following commitments:

Tsc.

5. Run the opening protocol of Construction 4.5 for Rsc(1
(SP7 PPsp, Ca (Q07§17ﬂ07 Hla UO; Ql)? T) and witness w = (ga

Cy, := Ped.Commit((Gy, G;),0;0,,) for o, — MMKrmy) |
y := Ped.Commit((Hy, H,),0;0,,) for o, — MMKkmy) |
Cy, := Ped.Commit((Uo,U;),0;0,.) for o, « M!'(kms) ,
Cy, := Ped.Commit((Uo,U,),0;0,,) for o, « MMkmy) |
Cyo i=T' = (aCq + Cy,, aCy + Cy,, a®C, — aCy,)

C¢ := Ped.Commit(Ug, U;;9,0") — a(Cy, — Cy)

,(k — 1)mq) with instance x =
, €p) using the verifier’s randomness

6. Abort with probability 7n/k, equal to that of the honest prover, outputting only the commitments and
¢’ in that case.

We argue that the simulated transcript is statistically indistinguishable from a transcript generated by an
honest prover. Firstly, note that the simulator aborts with the same probability as the honest prover.

The openings e,, ¢, € M*((k — 1)m1), and o € M ((x — 1)my), and randomness pl,, pj + MP((rx —
)ymy), o’ + M!M(k — 1)m3) and p, «+ M"((k — 1)ms), are uniformly distributed in a real protocol
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execution when the prover does not abort. This implies that the simulator produces distributions of these
values which are statistically indistinguishable from those in a real protocol execution.

By the hiding property of the generalized Pedersen commitment scheme, C,,, C,, , C,,, C,, are statisti-
cally indistinguishable from honestly generated commitments.

In both a real or simulated execution, all other simulated values are now fully determined: C¢ and C,,, by
linear relations used in the protocol, ¢’ by reducing © modulo I, and the rest of the transcript by executing
Construction 4.5. The result follows. O

65



7 Succinct argument for R1CS over rings

We construct a zero-knowledge succinct argument for R1CS over rings. We define the R1CS relation, we
formally re-state Theorem 2, and then describe the protocol. In Lemmas 7.5 to 7.7 we show that the protocol
is complete, knowledge sound, and zero-knowledge respectively. In Lemma 7.8, we provide bounds on the
number of operations performed by the prover and verifier.

Definition 7.1 (R1CS). Given a ring R,, the relation Ry,cs(Re) is the set of all triples

(Xa W) = ((A7 37 07 My Merow s Theoly Thin, i),w)

. . n Xn, . . .
where A, B, C are matrices in Rg™" """ each having at most m non-zero entries, v € R¢™, w € R

and z := (z,w) € Re*® is such that Az o Bz = Cz. (Here “o” is the entry-wise product between vectors.)

TMcol —Min
(] »

Our results supports R1CS over rings R, induced by suitable bilinear modules: Ry = M;, /I where M,
is itself a ring and [ is a suitable ideal of M, . For simplicity we state the lemma for n,,,, = N = 2!,

Theorem 7.2. If BM is a protocol-friendly bilinear-module generator then Construction 7.4 is an interactive

argument for Ryics(Re) supporting instances with .o, = Neo = 2¢ that satisfies the following properties:

* (Lemma 7.5) it has completeness error O(egp) = O(Nyon /K);

o (Lemma 7.6) it has (2°,2¢,21°8™in 3,2, 2 4%)-tree extraction;

* (Lemma 7.7) it has semi-honest-verifier statistical zero-knowledge;

o the round complexity is O(log n,oy );

* the communication complexity is dominated by O(log n..,,) elements of Mry;

* (Lemma 7.8) the prover and verifier each perform O(n.., ) applications of e, O(n,.,, + m) operations in
M., and O(n..,, ) additions in Mr.

Remark 7.3 (computing on Rg;cs). The RICS instance and its witness are defined over Re = My /1.
However, the commitment scheme used in the protocol commits to messages over M. Therefore, during
the protocol, we will consider w and other values defined over R, as elements of M}, with each element in
R, represented by a fixed representative of M, that reduces to w modulo /. We define || R,||,/, ; to be the
maximum over the norms of representatives of elements of 1%, in M},. In principle, one could use any set of
representatives. We pick representatives with minimal norm.

Construction 7.4. The prover P and verifier V take as input an instance x = (A, B, C, M, Ny, Neol Min,
x), while the prover P additionally takes as input a witness w = w.

* The prover P assembles the satisfying assignment z := (x,w) € R¢*', and computes the vectors
2y = Azmod I, zg := Bzmod I, 2o := Czmod [ in R}*v. Then P computes commitments to
2,24, 2p as follows.

C, := Ped.Commit((Gy, G;),z;p) for p<+ M£(||R.||ML,,) ,
C., := Ped.Commit((Gy, Gy), z4;04) for pa = M{'(|[Rellns1)
C;, = Ped.Commit((Gg, G1), z2pipp) for pp <« Mf(HR-HML,I) .

The prover P sends C,C, ,,C,, € My to the verifier V.

ZA0

* The verifier V sends random challenge vectors (71, ..., Tlognwy) € C%8™o% and (Y1, . ., Yiognrow) €
Clogmow to the prover P.
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* The prover P and verifier V compute:

— the vectors r := @25 (1,7;) and y := @5 (1, ;) in R™ov,
— the vectors 74 :=rTAmod I, rg :=r"TBmod I, r~ :=r7C mod I in Rg*".

* The prover P computes the following elements and commitments

a:=(z4,r)mod I Co := Ped.Commit((Uo, U;), a5 p,) for p, < MLh(HR.HML,,)

B = (zp,r) mod I Cp := Ped.Commit((Uo, U, ), B;p5) for pg < M{"(||Rallas, 1)

v :=(zp,r) mod I C, := Ped.Commit((Ug,U;),vip,) for p, < M| Rallas,.1)
o = (zyq,roy)mod I  C, :=Ped.Commit((Uo,U,), s plt) for plt  M(||Rel sy 1)
Zy:=roz,ymod [ C,, = Ped.Commit((Hy, Hy), 2}a; p4) for ply M (|| Rel|asy. 1)

and sends C,, Cg,C,, C,, C/gA € M to the verifier V.

* The verifier V samples a random challenge vector (s1, ..., Slogn;,) € € C'°8™in and sends it to the prover P.

The prover P and the verifier V compute the vectors s := ®1°g1nm (1,s;) € R™» and s’ € R™°~ obtained
by padding s with zeroes. The verifier V computes o := (z,s) mod I € R,.

* The prover P and verifier V engage in several scalar-product sub-protocols, in parallel. Each scalar-product
sub-protocol has instance x of the form (M, h, I, Gy, G;,Hy, H;, Uo, Uy, X, Y, Z). The values of X, Y, Z,
the witnesses, and the purpose of each sub-protocol are specified in the table below; for each protocol, the
witnesses are reduced modulo / and have norm at most || R |5/, ;-

Note that 7, y, 14,75, ¢, s, o are known to V, who will compute commitments to these values for itself,
with respect to bases G, Hy, or Uy as required. This is signified in the table using a “#”” symbol.

Also note that the challenge vectors, such as r, have elements in R rather than M, but are easy to map into
M, simply by multiplying each element by 1, . We do not do this explicitly in order to keep notation
simple.

Witness X, Y, Z Checks Purpose
(2> 2508, 04, 0,) | Copps C/gA’ C,| (zp,24) =vmodI Hadamard check
(y, 24,0, 0y, 0) #.C. . Co (y,2/4) = &’ mod I | Consistency check on z 4, 2/,
(za,r oy, 04,0,00) | Cop,#,C, | (za,r0y) = mod I | Consistency check on z 4, 2/,
(z,74,0,0,p,) C..#,C, (z,r4) =amod I Lincheck for A
(24,75 04,0, 04) C.,. #, Ca (z4,7) = amod I Lincheck for A
(z,rp 0, O,Qﬂ) C.,#,Cg (z,rg) = mod I Lincheck for B
(gB,z,QB,O,Qﬁ) C...#,Cs (zg,r) = pmod I Lincheck for B
(z,7cy 0,0, Qv) C.,#,C, (z,7c) =y mod I Lincheck for C
(z,5,p,0,0) C., #,# (z,8y =omod I Partial assignment

Lemma 7.5 (completeness). Let esp be the completeness error for the scalar-product sub-protocol (Con-
struction 6.3) obtained in Lemma 6.5. Then Construction 7.4 is complete with completeness error O(esp).

Proof. Let (x,w) = ((A, B,C,m, Mo, Neot; Min, ), W) € Ripics. Then z := (z, w) satisfies Az o Bz =
Cz mod I. The prover computes z 4 = Az mod I and similarly for B and C'. Hence 24 0 2 = 2~ mod I.

We argue that each scalar-product sub-protocol is invoked on a valid instance-witness pair. As there are
nine such sub-protocols, the claimed completeness error follows directly.
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* Hadamard and consistency checks. For any choice of r, we have

(zp:2a) = (zp,roza) = (124 02p) = (2¢,7) = ymod I .

Thus, 2, 2’4 and y and their commitments give a member of the scalar-product relation Rewse (1, || Re ||z ,1)-
Further, for every choice of y, we have (y, z/,) = (y,r 0 z4) = ¢/ mod I. Therefore, the second and third
scalar-product protocols succeed, except with probability O(esp).

* Linchecks. For every choice of r it holds that (r,z4) = (r,Az) = (rTA,z) = (r4,z) mod I, and
therefore, the fourth and fifth scalar-product protocols succeed (the Lincheck for A), except with probability
O(egp). Similar reasoning applies to the Linchecks for B and C.

e Partial assignment consistency. For every choice of s, it holds that (s', z) = (s, z) = 0 mod I, which is
the equation checked by the verifier. This means that z, s’, o and their commitments are in the relation
Rcmse, so the final scalar product sub-protocol succeeds.

O]

Lemma 7.6 (tree extraction). There exists an efficient algorithm such that given an instance x = (A, B, C,
My Moy > Moty Min, ), and a (2°, 2¢ 2lognin 3 9 2 4% tree of accepting transcripts, either extracts a valid
witness w = w for the relation Ry1cs(Re) or a non-trivial bilinear relation, whenever vzn B2, < Begga.
Here Beysp is the norm bound derived in Lemma 6.6, with Bc = || R

My, I

Proof. Fix values of r, y and s (this corresponds to following some path from the root down to the (2¢ +
log n;,)-th level of the tree of transcripts). By Lemma 6.6 there exists a polynomial-time algorithm which
takes as input the (3,2, 2, 4°)-subtree of accepting transcripts (the full tree restricted to each scalar-product
subprotocol) and outputs a witness to Rcwsp (Ceuse, Bewsp) (see Definition 6.1) for some ceysp that is invertible
modulo [ since BM is quotient-friendly.

Consider the first scalar-product subprotocol, run on commitments C, , C/;Av C,. By applying the
knowledge extractor for the scalar-product subprotocol, we can extract vectors z g, gf4 € My, (Beysp)"™e!
and a scalar 7 such that ceusp - C, = (25, Go) + (25,G1)» Ceusp - C;A = (24, Hp) + (¢4, H,), and
Zuse - Cy = - Uo + (p., Uy ), for suitable randomness values pp, p/4 and p., with (2, 2/y) = v mod I.

Now consider the second scalar-product protocol, run on an honestly-made commitment to y, and
commitments C, C’ . We can extract vectors 2’y € M (Bcusp)™ and a scalar o such that (ccusp -
y,2)) = o/ mod I which open C;, and C, with suitable randomness values. Note that [|ccuse - ulln <
Yrllcemse || 7||Cllr < Bemse < Bgra. Since the norms of all the openings are less than Bgga, by the binding
property of the generalized Pedersen commitment scheme, 2} = 2/, s0 (ccmsp - ¥, 2/4) = ¢/ mod 1.

Similarly, by applying the knowledge extractor for each scalar-product protocol and using the binding
property to show that relaxed openings for commitments made by the verifier are multiples of the honestly
committed values, we can extract vectors z, 2 4, z g and scalars o, &, 3,y with norms at most Beysp, satisfying
the following equations:

(zp, 2 ~ mod T
(Cemsp - U, 24) = o/ mod T

Zy) =

) =
(24, Cemsp " T 0y) =’ mod T
(z,cemsp - T4) = @mod
r) =

(z4,Cemsp - T) = amod I
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) = S mod [

r) =B mod I
(2, cemsp - Ty =y mod [

s)=

<Z Ccvwse " I'B

<§Ba Ccmsp -

/

(z, Cemsp - cCMSP o mod [

2
We also know that (ccusp * S, Comsp * L) = Céysp - 0 mod 1.

Equating the left-hand sides of the equations above which have related right-hand sides, and dividing by
C%MSP mod I (ceusp is invertible modulo I by Lemma 6.6), we can write

<Cc_w:|lsp "ZB) CC_IV}SP §i4> = <CC_I\/}SP 2 fC) mod I (28)
(U, Casp - 24) = (Causp - 24,r0y) mod T (29)
(Cousp = 27 4) = (Causp - 24, 7) mod T (30)
(Comsp * 25 7"B> = <CC7I\/}SP -zp,r)mod I | (30
<Ccr\/}sp 2, 5/> = <§a §> mod I . (32)
Rearranging Equation (29) gives
<Ccr\/}sp 114 - Ca\}SP TZAOT, ﬂ) =0mod I . (33)

Now, we show that ¢ - 2 is a witness to the R1CS instance modulo 1.

Consider Equation (33) for each accepting transcript at the (2¢ + log n;,)-th level. The entries of y
are distinct monomials in y1, ..., ¥y, and Equation (33) is a multilinear polynomial in (11, - - -, Ujog nyoy)
where each coefficient is an entry of cgysp - 24— Cawsp - 24 © 7. Equation (33) holds for a (2¢,2¢)-tree
of values of (r1,...,7¢), (y1,--.,y¢), and gives a system of linear equations with coefficients in terms
of the y; for each choice of (r1,...,77). We can solve the linear equations to deduce that each entry of
Comsp * 24 — Cantsp * 24 © T is equal to zero. This implies that for every choice of (r1, . .., 7) in the tree of
accepting transcripts, o - 2y = Cadsp T 02 4 mod I. It is always possible to solve the linear system
because Equation (33) is a multilinear polynomial, and solving for the coefficients amounts to solving linear
equations in Yo, - then yjoe,, 4, and so on, recursively. Each linear equation is solvable up to factors
of £. Since BM is protocol-friendly, multiplication by ¢ is invertible modulo I, so each linear equation is
completely solvable modulo 1.

Substituting Casr - 24 = Cakp T OZ 4 into Equation (28) and applying the same technique shows that
CanspZ 40 Cansp? g=0C" camspz mod I. Applying the same technique to Equation (30), Equation (31) and
Equation (32) implies that cgispz4 = A - causpz mod I, couspzp = B - couspz mod I, and cgpz = (2, w)
for some vector w, and thus c{h}spg is a witness to the R1CS relation modulo 1. ]

Lemma 7.7 (zero-knowledge). Suppose that

* the scalar-product sub-protocol (Construction 6.3) is statistically semi-honest-verifier zero-knowledge,
with statistical distance at most dsp between simulated transcripts and real transcripts; and

* the generalized Pedersen commitment is statistically hiding with statistical distance at most € between
commitments to different messages.

Then Construction 7.4 is statistically semi-honest-verifier zero-knowledge, with statistical distance at most
O(dsp + €) between simulated transcripts and real transcripts.

69



Proof. We give a simulator for Construction 7.4, which takes as input the verifier’s messages (71, . . . , Tlog nyo ) €
Clo8™ow | (Y1 Ylognrew) € C8™w and (S1,..., Slogn,) € C°8™n, and the verifier’s randomness
Tcmsp,1s - - - > Temsp,9 for each of the 9 scalar-product sub-protocols, described by Construction 6.3.

The simulator runs as follows:

* The simulator computes random commitments C,,C, ,,C,_,C,,Cs,Cy,C, Cle to zero messages, using

ZA) TZBDY

randomness sampled uniformly from M/ (|| Re || s, 1)-

e Fori=1,...,9, the simulator invokes the simulator of the scalar-product protocol (given by Lemma 6.7)
for the i-th scalar-product subprotocol, using verifier randomness rcysp, ;-

Zero-knowledge follows from the hiding property of the generalized Pedersen commitment scheme, and the
zero-knowledge property of the scalar-product protocol. O

Lemma 7.8. The prover and verifier in Construction 7.4 each perform O(n..,, ) applications of €; O (N, +Mm)
operations in My; and O(n.., ) additions in Mr.

Proof. The costs of Construction 7.4 are mostly inherited from the costs of Construction 6.3, which are
analyzed in Lemma 6.4. Both the prover and the verifier must also compute r 4, g, '~ in M, which costs
O(m) operations in M. O
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A Folding techniques as a sumcheck argument

We review the folding technique introduced in [BCCGP16], which is an interactive protocol for proving
knowledge of an opening of a given Pedersen commitment. Then we explain how that interactive protocol can
be reformulated as a sumcheck argument. Similar reformulations can be done for other folding techniques in
the literature (including for scalar-product commitments, and different cryptographic settings).

The folding technique in [BCCGP16] is an interactive reduction that halves the message length and can
be applied recursively. Below G is a group of prime order and F is the finite field of size |G]|.

Protocol 5: folding technique for Pedersen commitments

For n = 2¢, the prover and verifier receive as input a commitment key G € G™ and commitment C € G.
The prover also receives as input an opening a € F" such that C = (a, G).

If n = 1 then the prover sends a € F to the verifier, and the verifier checks if a - G = C as claimed.
If n > 1, the interactive reduction works as follows.

Parse G € G" as (G, G;) € G2 x G2, and a € F" as (ay,a;) € FV/? x F*/2,

The prover computes cross terms C_ := (ag, G;) and C := (a;, Gy) and sends them to the verifier.
The verifier samples r <— [F and sends r to the prover.

The verifier outputs the new commitment key G’ := - Gy + G, € G™/? and the new commitment
C':=C_ +r-C+r%.C,. The prover outputs the new opening a’ := aq + 7 - a; € F™/2.

L=

The reduction preserves completeness because if we expand the new commitment C’ then the original
commitment C appears as the middle coefficient of the polynomial in  with C; and C_ as the other terms:

(d/,G') =(ag+r-ay,r Gy+G) = <Q0,§1>+7“'<Qa§>+7"2'<21,§0> =C_+r-C4+r*-Cp=C".

Thus o’ is a new opening for the new commitment C’' under the new commitment key G’. Intuitively, the
reduction is secure because the prover sends the cross terms C,. and C_ before receiving the challenge r; this
intuition can be formalized via an extraction argument.

After the reduction, the prover may send the new opening a’ € /2 to the verifier, who checks that
C' = (d/,G'). Alternatively, the interactive reduction can be applied recursively until the final opening is a
single field element a, the final Pedersen commitment key is a single group element G, and the verifier checks
that the final commitment C* satisfies C* = a - G. In this case the total number of recursions is £ = log, n.

Next, we describe a sumcheck argument that also proves knowledge of an opening for a given Pedersen
commitment. For a vector v of length n = 2¢, whose entries we index via binary strings (i1, ..., i) € {0, 1},
we consider the multilinear polynomial p,, from Definition 2; we use rv(v) to denote v in reverse order.

We use a generalization of the sumcheck protocol over modules (Section 2.1) that works for weighted
sums of the form

T = Z pi(wr) - - pe(we) p(w)

weH?
with coefficients pi1, . .., e € R as in [Meil3]. In this protocol, the i-th prover message is the polynomial
a(X) = > pipr(wirn) - pelwr) pOras e, Xowig, o we)

Wit1,..we€EH

and the verifier checks that 7 = Y | pu1(w1) q1(w1) and that AN ogio1(rio1) = > wien Hi(wi) gi(ws).
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Protocol 6: sumcheck argument for Pedersen commitments (variant of Protocol 1)

For n = 2¢, the prover and verifier receive as input a commitment key G € G™ and commitment C € G.
The prover also receives as input an opening a € F" such that C = (a, G).
The prover and verifier engage in a sumcheck protocol for the instance

xgo:=(R=F, M =G, H={-1,1}, £ =logn, 7=C,C =T, {ui(wi)}le ={% le)

where the prover uses the polynomial p(X) := pu(X) - prv(g)(X). After the end of the sumcheck
protocol, the prover learns r € F¢ and the verifier learns (r,v) € F* x G. Then the prover computes
and sends p,(r) € F to the verifier, and the verifier computes p,(g)(r) € G and checks that py(r) -
Prv(c)(r) = v.

Finally, we explain how Protocol 6 is essentially mathematically equivalent to Protocol 5. Note that
Protocol 6 is slightly different from Protocol 1 (another knowledge protocol for Pedersen commitments) in
order to facilitate the equivalence. We establish the equivalence via a sequence of observations.

(1) Pedersen commitment as polynomial summation. One can express the Pedersen commitment C =
(a,G) € G (the scalar product of a vector over F and a vector over G) as a sum of evaluations of p, - Prv(G):

w w
Z ?1“.58.pg(wly--ww@)'prV(Q)(w17"-aw€>:<Q;Q> . (34)
w1, we€{—1,1}

Below we follow [BCG20] which explains the same for the scalar product of two vectors over .

Each contribution to the coefficient of X7 --- X in p,(X) - Prv(G) (X) arises from a multiplication
of the monomials in the terms a;, izXfl e Xé‘ and Gil’,__7i[X11_i1 . -lefi", which multiply to give
iy,...ig * Giy,...ig - X1+ -+ Xy. Thus, the coefficient of X7 - -+ Xy in pa(X) - pry(g)(X) is equal to (a, G) = C.

Next, for any univariate polynomial P(X), computing 1 P(1) — 1P(—1) = > we{-11} 5 - P(w) gives
the sum of the odd coefficients of P. Applying the same idea to p(X) = pu(X) - prv(g)(X) and summing
“l... 2. p(w) overw € {—1,1} returns the sum of the coefficients p; such that i = 1 mod 2. The only
such non-zero coefficient is the coefficient of X - - - X, which is (a, G), as claimed in Equation (34).

(2) New commitment key and new opening. Each iteration of Protocol 5 produces a new commitment
key and a new opening that are the same as the coefficients of partial evaluations of pg(X) and p,(X) in
each round of Protocol 6. We focus on the first iteration of Protocol 5, as commitment keys and openings for

other iterations are computed similarly.
* The new commitment key in Protocol 5is G’ = 7 - Gy + G, € G"/? and its entries are G}, ; =
r-Go,. i+ Gi1,.. i = Zhe{o 3 Gi17,,.7izr1_i1. In Protocol 6 after the first round, we have

Prv(G) (Ta Xo,. .. >X€) = Z Gl*ihnwl*ierilxéé o Xé[
i1,...,40€{0,1}

and so rv(G') are the coefficients of p,(g) (7, X2, . .., Xy).

* The new opening in Protocol 5 is @’ = ag+7-a; € /2 and its entries are a;2 =ag,. i +tr-ai,. i =

Zile{o,l} i, ,...;,7"*. In Protocol 6 after the first round, we have

Pa(r, Xo, ..., Xy) = Z @iy, XS X
i17...,ig€{071}
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and so a’ are the coefficients of p, (7, Xa, ..., Xp).

(3) The cross terms as coefficients of g;. The cross terms C,, C_ in the ¢-th iteration of Protocol 5 are the
coefficients of X2, X© of the polynomial ¢;(X) sent by the prover in the i-th round in Protocol 6. We again
focus on the first iteration of Protocol 5, and argue that ¢;(X) = C_ + X - C+ X2 - C4. In Protocol 6 the
coefficients of 1, X, X? in

w2 Wy
Q1(X): Z ?-"?'p(X,WQ,...,W[)
w2,...,wee{—1,1}

are equal to the coefficients of Xo - - Xy, X1 Xo - - Xy, X7 X5 - - - X in the polynomial p,(X) “Drv(G) (X),
because the sum leaves only the coefficients p; such that (i2, ..., i) = 1 mod 2. We have already estab-
lished that the coefficient of X1 X5 -+ Xy is C = (a,G). Next, each contribution to the X --- X, term
of pa(X) - prv()(X) arises from a multiplication of the monomials in the terms A0,ig.... iy X2 - X éf and
GLZ-QW,’Z-[X%_i2 . 'Xgl_”, which multiply to give ag i,,...i, - G1,is,....i, - X2 - - - Xy. Thus, the coefficient of
Xo - Xy in pa(X) - pry()(X) is equal to (ag, G, ), which is equal to C_. Similar reasoning applies to C.,..
(4) The verification equations. In Protocol 6 the prover in the first round sends q1 (X) = cg+X -c1 +X2-co
to the verifier, and the verifier checks that C = £¢1(1) — 1¢1(—1). One can then view the next round’s
commitment C’ to be q1(r) = cg + 7 - ¢1 + 72 - co. The verification equations in Protocol 6 simplify to give
the calculation of the new commitment key in Protocol 5, as we now explain. We have already argued that for
the honest prover in Protocol 6 it holds that (cg, ¢1,c2) = (C—, C, C4), and so the prover could send only
¢p and ¢z to the verifier, and the verifier could avoid the verification check and simply compute ¢;(r) as
co+7-C+1r2-cy(as ¢ and C are supposed to be equal). Similarly, we can avoid the verification equations
for all rounds of Protocol 6. Therefore, Protocol 5 incorporates a straightforward optimization to Protocol 6.
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B Sumcheck arguments with additional homomorphism

We show that if a sumcheck-friendly commitment scheme has linear or bilinear properties then the polynomial
Dee(X) := fem(pm(X), pek(X), 1) has a straightforward representation in terms of the coefficients of pp, (X))
and pek (X)), and the prover of Construction 4.5 can be implemented more efficiently.

Definition B.1. Ler foy: M X K X S — C, pm(X) € M[X], and p(X) € K[X].

* (fems Pm, Pek) is R-linear if py(X) = deﬂ Pm,a X& € M[X] for some I C Z, pek(X) is equal to a
constant pe € K, and forallr € R, m,m’ € M, ck € K,

fCM(m + m/’ Ck, 1) - fCM(m7Ck, 1) + fCM(m/7 Ck, 1) 5
fem(r-m,ck, 1) =7+ fou(m,ck, 1) .

° (fCM7pmaka) is R-bilinear ifpm (X) = de[f Pm,a X e M[X] and pck(g) = ZQEIE Pck,b XQ S K[X]
for some I C 7, and forallr € R, m,m’ € M, ck,ck’ € K,

fCM(m"i'm,,Ckvl) = fCM(m7Ck71)+fCM(m/aCk7 1) )
fCM(ma Ck + Ck/a ]-) = fCM(m7Ck7 ]-) + fCM(ma Ck,, 1) )
- fCM(m,Ck, ].) == fCM(’r . m,Ck, 1) == fCM(m,T . Ck, ].) .

* (fems Pm, Pek) is R-cross-bilinear if M = M, x Mg, K = K, x Ky x K,

Pn(X) = | D Pmie X% ) Pmna X | € MU[X] x My[X]  and

aclt aclt
pck(X) = Z Pck,L.b Xba Z Pck,r.b Xba Pekyu | € Ky, [X] X KR[K] x Ky,
belt bel’
and for every r € R, (my,, mg), (m}, m}) € M, x My, (cky, ckg, cky), (ck,, ckl,, ck}) € Ki, x Ky x Ky,

fCM(mL + m;_,a mR7CkL + CkLa(:kRa CkUa 1) = fCM(mL7 Mg, CkLaCkRa CkUa 1) + fCM(mL7 mR7CkLa CkR7CkUa 1) )

fCM(mLa mR, + m;» CkLa ckR + Ck;{a CkU7 1) = fCM(mL7 mR.; CkLv CkR.a CkU7 1) + fCM(mLa m;w CkLa Ck;,v CkUa 1) 9

7+ fem(mp, mg, cky, ckg, cky, 1) = fou(r - my, mg, cky, 7 - ckg, cky, 1) = fou(my, 7 - mg, 7 - cky, ckg, ckg, 1) .

Some of the conditions on py, and pc in Definition B.1 are vacuously true, since pp,, and pcx can always
be written using an indexing set I C Z. However, pcc must be a constant in the R-linear case, and the
Ky-component of pi must be a constant in the R-cross-bilinear case. These latter are meaningful restrictions
that are used to provide expressions for p,. in Lemma B.3 below.

The generalized Pedersen commitment scheme (Section 5.2) is an example of a sumcheck-friendly
commitment scheme where (fcy, Pm, Pck) is R-bilinear. The commitment schemes in Sections 5.3 to 5.5 are
examples where ( fcu, Pm, Pck) 18 R-cross-bilinear. While we do not work out the details, the commitment
scheme in [BFS20] is a sumcheck-friendly commitment scheme where ( fou, Pm, Pck) 18 R-linear.

Next, we describe simple representations of p,. when a sumcheck-friendly commitment scheme is
R-linear, R-bilinear, or R-cross-bilinear.
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Definition B.2. The polynomial p,.(X) is defined as below for each case of Definition B.1.

* If(fCMapmapck) is R-linear, psc(&) = de[f fCM(pm,gvpcka ) X

° If(fCMapmaka) is R-bilinear, psc(l) = Zg,geﬂ fem (pm,gupck,bu 1) 'Xg—i_b-

* If (fom, D, Dek) is R-cross-bilinear, p.o(X) := ", pere fen(Pm.r.as Pmgbs Pekias Dok Pek,us 1) - X4

Lemma B.3. In each case of Definition B.2, for every r € R’ it holds that p,.(r) = fou(pm (), pex(r), 1).

Proof. We prove the bilinear case, as the linear and cross-bilinear cases can be proved in a similar way. Using
the properties of R-bilinearity,

fonPm (), pek(1), 1) = Y fem(Pmas Pek(r), 1) 7%= > feu(Pmas Peip 1) -7 4 = po(r)

acl? a,bel’
O

One can view the definitions of p,.(X) in Definition B.2 as the result of “lifting” fcy so that it takes as
input polynomials over M[[X1, ..., X,] and K[ X7, ..., X,] instead of scalars over M and K, by acting on
the coefficients of the polynomials individually. Other work [ACR20] uses a similar idea and shows that
operations such as multi-exponentiation and elliptic-curve pairings, which can described by “bilinear gates”,
can be made to take polynomials of group and field elements as inputs instead of group and field elements.

Next, we describe how the honest prover, given py, € M[X] and pcx € K[X], and challenges r1,...,7, €
C, can compute the coefficients of the polynomials ¢;(X1), ..., ge(X¢) to be sent in the sumcheck protocol
by exploiting the homomorphic properties of fy. In many cases, this is more efficient than the “generic”
prover complexity stated in Theorem 4.6 (and in more detail in Lemma 4.9).

Lemma B.4. Suppose that H is a multiplicative subgroup of R, and d := max{ideg(pm(X)),ideg (pex (X)) }

is at most |H|.

o If fewm is R-linear, the prover in Construction 4.5 can be implemented in O(dé) scalar multiplications in K;
O(d") scalar multiplications in Ml; O(dl) applications of feu; and O(d“*) additions in C.

o If fom is R-bilinear, the prover in Construction 4.5 can be implemented in O(dz ) scalar multiplications in
K; O(d*) scalar multiplications in M; O(d**') applications of feu; and O(d“™') additions in C.

* If fewm is R-cross-bilinear, the prover in Construction 4.5 can be implemented in O(dz ) scalar multiplications
in each of Ky, and Ky, O(d®) scalar multiplications in each of My, and My; O(d*™) applications of few;
and O(d“*") additions in C.

As stated in Theorem 4.6, a generic implementation of the prover in Construction 4.5 computes p..(X),
partially evaluates it O(|H|*~!) times, and performs O(d% | H|*~') additions and scalar-multiplications over
K. We now compare this against the costs from Lemma B.4 for the bilinear case. By Definition B.2, p,. has
degree ideg (pm (X)) +ideg(pex (X)), which is at most 2d. Hence p,. has O(2‘d") coefficients, meaning that
a single partial evaluation would cost O(2¢d") additions and scalar-multiplications in C. Since O(|H|*~1)
partial evaluations are required of the prover from Theorem 4.6, this could lead to a prover algorithm which
performs O(| H |*~12¢d") operations in C and O(d,| H|*~') operations in K. By contrast, Lemma B.4 shows
that, in the bilinear case, the prover need only perform O(d“*!) operations over C, as well as O(d*) scalar
multiplications in K, O(d") scalar multiplications in M, and O(d**!) applications of fcy. Since d < |H|,
the prover algorithm of Theorem 4.6 might perform up to 2¢|H|*~2 times as many operations over C in
the worst case. This can be a significant improvement in complexity. For example, when instantiating
sumcheck arguments in the prime-order group setting, operations over K and applications of fcy have the
same complexity as operations over C, and dominate the cost of operations over M.
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Proof. Fix verifier challenges 7 = (r1,...,74) € C. Atround i € [/], the prover must compute

Qz(Xx) - Z psc(rla"'7ri71aXi>wi+1;"'7w€) .

Wit1,..,we€EH

Each of the polynomials ¢;(X1), . .., q¢(Xy) can be evaluated and the evaluation points sent to the verifier as
and when required. We explain how to do this efficiently in the bilinear case, and then explain simplifications
that apply in the linear case. The argument for the cross-bilinear case is similar to the bilinear case.

First, we express each ¢;(X;) in terms of partial evaluations of py,(X) and pek(X). Then, we give an

algorithm that computes the coefficients of ¢1(X1), .. ., go(X,) in O(d**) arithmetic operations.
Define coefficients ck(’) and m( Dby perc(T1, 3T, Xigts - Xg) = D aert-i ckg)Xi“ﬁll - X" and

Pn(r1y s Ty Xits oo Xo) = D e mi )Xff{l .-+ X}*. Note that ckg) and mg) satisfy the following

recurrence relations.
(@) E :
Ck Aj41Qp Ckaz aé

a; €1
1 )
mgz)Jrl ag = mglz a)z Tal .
a; el
Using the bilinear properties of fcy, we have
- b
Peclrise e, Xe) = qe(Xe) = > fau(m{ED ekit Y 1) xpethe (35)
ap,byel

Since q_1(re-1) = ZWEH qe(we), we have qg1(r¢—1) = ngeH Za bel Jem(mg, ¢ 1), kl() ), 1) w?H).
The set H is a multiplicative subgroup of R, and so we can apply Lemma 3.6 (Wthh is about sums of
polynomial evaluations over multiplicative subgroups) and then expand using the recurrence relations. We
thus obtain that:

Go1(re) = > fan(mED ki)

ag,be€l s.t.
ag+be=0 mod |H|

B —2) (4=2) be—
— Z fCM Z m((l[ 1()ZZT£ ll’ Z Ckbg 1bg,r£ ' 1

ag,be€l s.t. ap_1€I b€l
ag+be=0 mod |H|

o a¢71+b271 (f 2) (6_2)
= E Ty 1 g fem (mae rag Ky, 01
ap—1,bp—1€1 ag,be€l s.t.
ag+be=0 mod |H|

_ ag—1+bg—1 (¢—2) (0—2)
Thus’ QZ—l(XE—l) - Zag_l,bg_lel Xffl Zaz,ngI: ag+be=0 mod |H| fCM (maZ laZ7Ckbg 1be? 1

Next, we see that for each i € [¢], we can express ¢;(X;) in terms of the coefficients ckt(h +1) .a, and

1
mngH—l) ae
i+b; i—1 (i-1)
Z X’La Z fCM (mgéiaill---az’ Ckb¢b¢+1...b@’ 1) * (36)
a;,b; €1 Qit1ye-500,0i41,...,bg €L s.t.
Vjeli+1,....4], aj+b;=0 mod |H|
We now give an algorithm that computes the coefficients of q1(X1), .. ., q/(X,) in O(dt!) arithmetic

operations. For i = 0, the prover already knows the coefficients ckg?), ..a, and m,(l(i).,,a,g. Then, for each i € [¢]:
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* The prover has the coefficients Ck((lii)jq..‘aga m((zglmaz for every (aj4+1,...,a¢) € I,

* The sums in Equation (36) giving the coefficients of ¢;(X;) contain d? - d*~% terms. Given the values

of Ckz(z?ﬂ...ag, m((l?Jrlu_aZ for every (a;11,. .., az) € I'”" we can compute all of the terms using d* - d*~*
applications of fc and add them together in d? - d*~* additions over C to find the coefficients of ¢;(X;).

* On receiving r; fromA the verifier, the prover computes the coefﬁcients‘ ck&il,,w, mgill,,w for every
(ait1,...,ap) € I via the recurrence relations. This requires d*=(=1) scalar multiplications and
d*~(i=1) additions in K and M. The prover need not compute k@,

The total cost of computing the polynomials g1 (X1), ..., q/(X,) is the sum of a geometric series and is
O(d**1) applications of fcy and additions in C, and O(d") additions and scalar multiplications in K and M.

Further improvements can be made when ( fov, pm, Pek) is R-linear. Since pek (X)) is a constant in this
case, the expression for ¢;(X;) in Equation (36) becomes

ql(X'L) = Z Xlaz Z fCM (m[(li;izl...(zg’pck’ 1)

a; €l Qit1,eap €I st
Vj€li+1,...,4], a;=0 mod |H|

This simplifies to ¢;(X;) = >_,.c; Xi" fem <m(i Y. e 1) since d < |H|, so that only d/ applications of

a;0¢
fem are required. O
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