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Abstract. With the recent development of Internet of Things (IoT)
devices, related security issues are also increasing. In particular, the pos-
sibility of accessing and hijacking cryptographic devices is also increasing
due to the rapid increase in usage of these devices. Therefore, research on
cryptographic technologies that can provide a safe environment even in
resource-constrained environments has been actively conducted. Among
them, there are increasing security issues of side-channel analysis for
devices due to their physical accessibility. The lightweight block cipher
PIPO was recently proposed in ICISC 2020 to address these issues. The
PIPO has the characteristic of providing robust security strength while
having less overhead when using the side-channel analysis countermea-
sures. A differential fault attack is a type of side-channel analysis that
induces fault in cryptographic operations and utilizes difference informa-
tion that occurs. Differential fault attacks on the PIPO have not yet been
studied. This paper proposed a single-bit flip-based differential fault at-
tack on the lightweight block cipher PIPO for the first time. We show
that simulations enable the recovery of the correct secret key with about
98% probability through 64 fault ciphertexts. Therefore, the PIPO does
not provide security against differential fault attacks. When using the
PIPO cipher on IoT devices, designers must apply appropriate counter-
measures against fault injection attacks.

Keywords: Side-Channel Analysis - Differential Fault Attack - Bit-
Sliced lightweight Cipher - PIPO

1 Introduction

Side-channel analysis (SCA) is cryptanalysis that uses physical information, such
as power consumption, electromagnetic emission, and sound that occurs while
a cryptographic algorithm operates on real devices [10]. Numerous devices have
been widely used worldwide with the recent development of Internet of Things
(IoT) devices. Under these circumstances, malicious attackers are becoming more
accessible to these devices and are naturally becoming able to attack them phys-
ically. Therefore, there is an increasing interest in side-channel security in this
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environment, and a variety of lightweight ciphers and SCA countermeasures are
being studied However, existing block ciphers are inefficient due to large time and
memory overhead when countermeasure is applied. When operating lightweight
ciphers in an IoT environment, it is not easy to provide side-channel security at
the algorithm level. In ICISC 2020, the bit-sliced lightweight block cipher PIPO
has been introduced to mitigate overhead [9]. PIPO is designed to respond to
SCA effectively. When SCA countermeasures such as masking are applied, it
has very little overhead and provides security strength similar to existing ci-
phers. Various cryptanalysis and optimization papers on the PIPO have been
continuously introduced recently, leading to an increasing interest in the PIPO
[6,17].

Differential fault attack (DFA) is a type of semi-invasive SCA that uses differ-
ence information that occurs when cryptographic algorithms operate on a device
by inducing an artificial fault. DFA was first proposed by Biham et al. for DES in
1997 [2]. Subsequently, DFAs on various cryptographic algorithms such as AES
were studied [3,4,7], and fault-injection techniques for practical attacks were
developed in many ways [11,12,14]. DFAs on bit-sliced block ciphers have been
studied, but the actual target is mostly lookup table-based implementations and
few studies on bit-sliced implementations. In 2018, Sinha et al. proposed a DFA
on RECTANGLE-80 implemented with the bit-slice technique [16]. They are
based on forcing certain bits to zero or flipping certain consecutive bits or all
bits in a word. And they observe the change in the scope of a brute force attack
according to each attacker’s assumption. The attacker’s assumption with coer-
cion and continuity, as discussed in the paper above, is a challenging problem,
and the comparatively weak attacker’s assumption has a limit in that the range
of brute force attacks is enormous.

Our Contributions. Our contributions are twofold. First, we proposed a DFA
logic on the recently introduced the lightweight block cipher PIPO for the first
time. A random bit-flip at a specific byte position is used in the proposed attack.
Experiments have shown that 64 ciphertexts can recover the correct secret key
with overwhelming probability. The PIPO does not provide security against
DFA. So it suggests the need to apply fault-injection countermeasure techniques
in operating the PIPO in the real world. The second contribution is that the
proposed attack process can be applied to perform DFAs on various bit-sliced
block ciphers. Through this, we expect to contribute to the evaluation of DFA
security against unverified bit-sliced block ciphers.

Organization. The remainder of this paper is structured as follows. In Section
2, we introduce the lightweight block cipher PTPO and DFA. Section 3 provides
the methodology of the proposed DFA logic on the PIPO. Then, in Section 4,
we evaluate the validity of the proposed attack with a simulation-based experi-
ment and discuss the applicability of other bit-sliced block ciphers. Finally, we
conclude the paper in Section 5.
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2 Backgrounds

2.1 PIPO : Plug-In Plug-Out

The PIPO cipher is described in this section using the notation in Table 1. Han
et al. introduced the PIPO a lightweight block cipher in 2020 [9]. It is an SPN-
structured cryptographic algorithm that encrypts 64-bit fixed-size plaintexts and

Table 1. Notation for the PIPO cipher

Parameter Description
RK,,c, r-round key and constant
S,R,R~! S-Layer, R-Layer, and Inverse R-Layer
Sb S-Box operation
C, c? Normal and fault ciphertexts
m, m! Normal and fault S-Layer output
i3,k Matrix index of PIPO input/output (j, k € [0,7])
aiol j-column vector values of PIPO input/output
ak . k-row vector values of PIPO input/output
T S-Layer input
i S-Box input difference
bp 1-bit of intermediate value (p € [0, 63])
[ Bit concatenation operation

[Input (64—bit)]
— RKo & co
S-Layer

R-Layer
69‘* RK1 ®c

P+ REK,—1®cr
S-Layer

R-Layer

@D+ RK,®c,
(Output (64-bit)]

Fig. 1. Overall structure of the PIPO.
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Fig. 2. Operational input and output form of the PIPO 64/128.

is designed for bit-sliced implementation. It is divided into PIPO 64/128 and
PIPO 64/256 according to key size and consists of 13 rounds and 17 rounds,
respectively. The PIPO has a simple structure in which round operations con-
sisting of S-Layer, R-Layer, and AddRoundKey are repeated after key whitening,
as shown in Fig. 1. The operational input and output forms of the PIPO can be
expressed in the 8 x 8 matrix, as shown in Fig. 2. When 64-bit plaintexts are
defined as (bes||bez2]|---[|b1]|bo), It is stored in rows by 8-bits as follows:

af oy = (bsxrtr!bsxissl]-||bsxcrr1l[bsxk) , k € [0,7] (1)

The S-Layer operation can be considered that the 8-bit S-Box operation is per-
formed on a column basis in the matrix in Fig. 2 since the PIPO is a bit-sliced
structure. When the bit slicing operation is defined as BitS, the S-Layer opera-
tion can be expressed as follows:

S(a) = BitS (Sb (ao ) ,Sb (al ) ,..., Sb (a6 ) ,Sb (a7 )) (2)

col col col col

The R-Layer of the PIPO is a bit permutation that only uses bit-rotations in
bytes. The R-Layer operation is performed on row units in Figure 2, At this

point, the rotation operation is performed as follows:
R(a) =(d?,, < 0,a},, < 7,d%,, < 4,03, <3
Upon <K 6,070, <€ 5,00, << 1, 0], << 2)

3)

Finally, the key schedule of the PIPO has a simple structure in which the secret
key is divided by 64 bits and used repeatedly, and round constants are added
for each round.
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2.2 Differential Fault Attack

A DFA, which is a type of SCA, combines existing differential analysis with fault-
injection attack. When the cryptographic device is operating, the attack exploits
differece information that results from injecting a fault in the middle. The type of
fault that arises determines the difficulty of the practical attack while performing
a DFA. According to the fault-injection scale and its positioning capability, the
fault model can be classified as follows:

— Fault Model (fault-injection scale)
e Bit Flip: The attacker can flip a single-bit of a specific word
e Byte Error: The attacker can change a single byte of a specific word
into a random value.
e Word Error: The attacker can change a single word into a random value.

— Fault Model (positioning capability)

e Chosen Position: The attacker can specify exactly where the fault is
injected.

e Random Position: The attacker cannot specify exactly where the fault
is injected. The faults occur in a random position.

With a smaller fault-injection scale, the attacker’s assumption is stronger. Fur-
thermore, when a specific position can be defined, the attacker’s assumption is
strong. Fault-injection attacks can be performed through techniques such as low-
hammer attack, laser fault-injection, and electromagnetic fault-injection, etc. Bit
flipping is difficult to induce with electromagnetic fault-injection technology, but
it is possible to perform on powerful fault models with low-hammer attack and
laser fault-injection. Through a low-hammer attack and laser fault injection, this
paper propose a bit-flip fault-based DFA logic on the PIPO at a reproducible
level.

3 Differential Fault Attack on PIPO

In this section, we propose a DFA logic on the lightweight block cipher PIPO.
The attack process is described based on the PIPO 64/128. The attack can be
performed for the PIPO 64/256 by applying the same method for additional
rounds.

3.1 Attacker’s Assumption

The attacker can conduct encryption In the proposed DFA by obtaining a device
with the PIPO operating with a fixed secret key. He or she can induce a fault in
which a random single-bit is flipped at a specific byte position during the cryp-
tographic operation and can monitor pairings of normal and fault ciphertexts.



6 S. Lim et al.

Fault 2\2&@@9% RK11 & c1a

S-Layer

R-Layer
Fault NNDH RK12 @ c12

S-Layer

R-Layer
@D+ RKi3 & c13
Output (64-bit)

Fig. 3. Fault position of proposed DFA on the PIPO 64/128

3.2 Proposed DFA Scheme on PIPO

Since the PIPO64/128 uses secret keys in two parts repeatedly, recovering two
round keys can obtain a secret key completely. Thus, the proposed DFA recovers
RK13 and RKi5, with a total of two attacks on the last-round S-Layer input
and the penultimate-round S-Layer input, as shown Fault 1, Fault 2 in fig. 3.
Each attack consists of four steps as follows:

STEP 1. Calculate the S-Layer I/O difference.

First, during the operation of the PTPO, the attacker is induced to flip a single-bit
of a specific byte. This allows to acquire a pair of normal and fault ciphertexts.
The normal and fault S-Layer output can be calculated using the acquired nor-
mal and fault ciphertext pairs. As a result, the attacker can calculate the S-Layer

output difference Am (: m P m!) as shown in the following equation:
Am=R"! (C ©® (RKlS S 013>) D R7! (C'{ D (RKlg D 613)>
— R YO)® R (RK13 @ c13) & R (c’) SR V(RK13®ec)  (4)

R (C)® R (Cf)
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Fig. 4. Relation between S-Layer input difference and output difference

When a certain single-bit of the S-Layer input of the PIPO is flipped, Due to
bit-sliced structural features, the S-Layer output difference occurs in a column
containing that bit, as shown fig. 4. Thus, the attacker can estimate the S-Layer
input difference(= 7) depending on whether a specific column of the S-Layer out-
put difference obtained by Equation 4 is zero or not. When the attacker induced
a random single-bit flip of ¢! (0 <t < 7) byte and observed the difference in
¢ (0 < ¢ < 7) column of the last round S-Layer output difference, the S-Layer
input difference of that byte is 2¢ and the S-Box input difference is 2¢.

STEP 2. Determining S-Layer input candidates.

The S-Box input values can be estimated according to pairs of S-Box input
differences and output differences determined in STEP 1. The S-Box difference
equation can be constructed as follows in terms of acquired values:

st () @ St (2l @) = (mo mf)j (5)

col

¢

Through the previous step, the attacker knows the values of i and (m dm )

exactly. Thus, the S-Box difference table can be used to reduce the number of

J

candidates for S-Box input (: .

) satisfying the Equation 5. To determine the

only one candidate, multiple difference information is required for the same S-
Box. In other words, faults are required for multiple bits in the same column, i.e.,
the attack on multiple bytes. The attacker can specify the position of the fault-
injected byte, and STEP 1 allows us to find where the bit flip occurs. Thus, he
or she can easily be filtering and collecting fault data that fits the conditions.
Theoretically, using three difference information to reduce a candidate, it is
confirmed as only one candidate with a probability of about 89.1%. And using
four difference information, a high probability of about 98.8% determines only

j .
one z7 , candidate.
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STEP 3. Calculate Round Key.

Repeat STEP 1 to 2 to confirm S-Layer input in column units. Perform analysis
on all columns. Determine all input bytes and calculate the last round key as
follows:

RK13=R(S(x)®C®eci3 (6)

In the attack process, bit flip faults are required for all column positions in the
S-Layer. That is, each of the eight columns must have a fault. And in the previ-
ous step, we confirmed that the faults of three or more byte positions uniquely
determine one column with high probability. As a result, when the attacker per-
forms an attack after filtering the ciphertext, it is possible to confirm RK73 with
a probability of about 89.1% through 24 fault ciphertexts and 98.8% through 32
fault ciphertexts.

STEP 4. Confirm secret key.

For RKs recovery, the attacker induces faults in penultimate-round S-Layer
input, as shown in Fault 2 in fig. 3. The attack process is the same as the re-
covery of RKi3, resulting in only overhead for additional intermediate value
calculations and no additional attack logic. Finally, the 128-bit secret key of
PIPO 64/128 is completely restored by adding round constants to RKjs and
RKi3 obtained through the previous process and then concatenating them.

4 Experiments and Discussion

4.1 Experimental Result

Table 2. Experimental environment

Ttem Configuration
CPU Intel(R) Core(TM) i7-8700K CPU @ 3.70GHz
Memory 32.00G
0S Window 10 x64
Development platform Microsoft Visual Studio 2017
Development language C

In this section, evaluation results are shown for the proposed DFA logic on
the PIPO 64/128. This experiment is a simulation result and the experimental
environment is shown in Table 2. We induced single-bit flip fault randomly for
each byte of the last- and penultimate-round S-Layer input and filtered the
desired form of fault ciphertexts one by one based on STEP 1 of Section 3.
As a result of the attack, we were able to analyze the correct round key quickly
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Fig. 5. The number of successful attacks according to the number of attack bytes (1000
times, considered successful when only one key is analyzed)

within a second with 32 fault ciphertexts according to the proposed DFA process.
Fig. 5 shows the number of times to determine only one key out of 1000 attacks
when the number of attack bytes is different. The number of faults ciphertexts
used for each attack is (8 X # of attack bytes). The experiments showed similar
results to the theoretical predictions. It showed that when performing attacks on
three to four bytes, the number of times determined by a single key was higher
than 900 times, and a 100% success rate for more bytes.

4.2 DFA on Bit-Sliced Block Ciphers

This section discusses the applicability of the proposed DFA logic to other bit-
sliced block ciphers. Bit-sliced block ciphers include ROBIN, FANTOMAS [5],
PRIDE [1] and RECTANGLE [18] etc. Although the S-Box input size and op-
erational word units are different by ciphers. However, when representing inter-
mediate values as matrices as shown in Fig. 2, bit-wise operations are performed
per row, while S-Box operations are performed in units of columns. So if a single-
bit of a specific byte in the S-Layer input is flipped, a 1-bit difference table for
the S-Box can be built. The last round S-Layer output difference computation
of each cipher does not require a secret value, allowing for an exact fault bit
position to be determined, as shown in STEP 1 of Section 3. Additionally, key
candidates can be identified using multiple byte difference information and a
difference table. As such, the proposed attack logic entails employing a 1-bit dif-
ference table and navigates for fault positions depending on the characteristics
of the bit-sliced structure. As a result, it is simple to apply to a various bit-sliced
block ciphers.
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5 Conclusion

In this paper, we proposed a DFA logic on the lightweight block cipher PIPO for
the first time and demonstrated the validity of the attack through simulation.
With an overwhelming probability, The proposed DFA resulted in the accurate
acquisition of the secret key for the PIPO 64/128 with 32 fault ciphertexts for
each round, a total of 64 fault ciphertexts. When targeting PIPO 64/256, the
proposed attack uses the same logic and performs additional attacks on two
rounds. It just requires additional calculations for the intermediate values at
this time, and no other logic is demanded, making it easier to apply. As a result,
when the PIPO cipher is used in the real world, this paper recommends that the
fault-injection countermeasure is used [8,13,15]. Because the suggested attack
has a structure that is suited for attacking bit-sliced structures, we expect it to
be applied in DFAs on various bit-sliced block ciphers. In the future, we plan to
employ the proposed attack methodology for a variety of bit-sliced block ciphers.
Because the proposed DFA logic is based on a single-bit flip model and must
be able to specify a specific byte position, the attacker’s assumption is rather
strong. Thus, we plan to design an attack logic that alleviates the assumption
of attackers, and verify the attack’s validity to the real device through an actual
electromagnetic fault-injection attack.
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