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Abstract. As a popular paradigm, crowd-sensing network emerges to
achieve sensory data collection and task allocation to mobile users. On
one hand these sensory data could be private and sensitive, and on the
other hand, data transmission separately could incur heavy communi-
cation overhead. Fortunately, the technique of homomorphic encryption
(HE) allows the addictive and/or multiplicative operations over the en-
crypted data as well as privacy protection. Therefore, several data ag-
gregation schemes based on HE are proposed for crowd-sensing network.
However, most of the existing schemes do not support ciphertext compar-
ison efficiently, thus data center cannot process ciphertexts with flexibili-
ty. To address this challenge, we propose a comparable homomorphic en-
cryption (CompHE) scheme based on Lagrange’s interpolation theorem,
which enables ciphertext comparison between multiple users in crowd-
sensing network. Based on the Partial Discrete Logarithm and Decisional
Diffie-Hellman assumption, the proposed CompHE scheme is provably se-
cure in the random oracle model. Performance analysis confirms that the
proposed scheme have improved the computational efficiency compared
with existing schemes.

Keywords: homomorphic encryption, ciphertext comparison, provable
security, crowd-sensing network

1 Introduction

With the development of wireless sensor network, more and more mobile devices
(such as smart phones, smart glasses, wearable devices) are able to be equipped
with sensors. In order to collect the data sensing by distributed sensors from a
crowd, crowd-sensing network has become popular in recent years. As a new type
of sensing mode, crowd-sensing network allows data requesters to assign tasks
for complex sensory data collection to a large number of volunteering users, so
that users can collaborate to complete the tasks. Compared with the traditional
sensor network, crowd-sensing network can achieve tasks with more flexible and
resource-saving, since data sensing is distributed to multiple mobile devices [25].



However, data collection and transmission in crowd-sensing network may in-
cur some security issues. Some malicious attackers or third-party service provider
may obtain the sensitive sensory data for benefit, which will expose the users’
privacy. In order to protect data privacy during data transmission, data encryp-
tion technology is one of the most commonly used methods in the crowd-sensing
network, such as schemes [2,7,23,28,34,36]. To reduce the communication over-
head, many schemes (e.g., [12,31]) have been proposed based on homomorphic
encryption thus can supporting data aggregation. Although these schemes can
achieve privacy-preserving and encrypted data processing with the support of
some basic operations, such as ciphertext addition, subtraction and multipli-
cation and so on, but they cannot meet the requirement of data comparison
operation in the ciphertext form. However, comparison operation over encrypt-
ed data enables the data center to process the collected data from users, such
as ciphertext sorting, seeking the top-k value and data segmentation statistics.
Thus comparison operations over ciphertexts among multiple users are a quite
essential property for the crowd-sensing network.

To support data comparison, order-preserving encryption [1,21] and order-
revealing encryption [4,6,16,26] have been proposed. The former one can obtain
the data order by comparing their ciphertexts directly since the order is pre-
served after encryption, while the latter one requires a comparing algorithm to
reveal the order from the ciphertexts. However, the above schemes only focus
on ciphertext comparison and cannot support data homomorphism and data
aggregation.

Recently, there are some schemes can achieve both ciphertext comparison
and data homomorphism, such as [8, 14, 37]. However, these schemes suffer
from low efficiency with heavy computational overhead [8,14] or security is-
sues [37]. To the best of our knowledge, there exists very few related schemes in
the literature focusing on efficient and privacy-preserving data comparison for
the crowd-sensing network. Hence, it is necessary to study privacy-preserving
and efficient encrypted data processing scheme with ciphertext comparison in
the crowd-sensing network.

1.1 Contributions

The main contributions of this paper can be summarized as follows.

(1) Based on Bresson et al.’s scheme [3], combined with Lagrange’s interpo-
lation theorem, we construct a privacy-preserving scheme in the crowd-sensing
network, called comparable homomorphic encryption (CompHE). The proposed
scheme can not only achieve homomorphic encryption, but also support cipher-
text comparison.

(2) The semantic security of the scheme is proved under the assumption
of Partial Discrete Logarithm (PDL) and the Decisional Diffie-Hellman (DDH)
assumption over Zy..

(3) Compared with the existing homomorphic encryption schemes, the pro-
posed scheme has considerable efficiency on computation and communication
overhead.



1.2 Related Works

Privacy-preserving techniques for the crowd-sensing network have been a hot
topic in recent years. Focusing on data privacy protection in mobile sensing,
Wang et al. [27] introduced a framework called ARTSense. Based on such a
framework, two privacy-preserving solutions were proposed to maintain reputa-
tion and trust in mobile sensing. In [30], a privacy protection mechanism was
built in the crowd-sensing network based on the combination of dynamic trust
management with the distribution of key. Soon afterwards, Xiong et al. [31]
proposed a privacy-preserving scheme for crowd-sensing network relied on da-
ta encryption and game theory. Then based on additive homomorphic encryp-
tion, a secure and efficient data aggregation scheme was constructed to reduce
communication overhead. Subsequently, several privacy-preserving solutions are
proposed in the crowd-sensing network, such as [18,29]. Recently, some other re-
searches over crowd-sensing network include task allocation [10,17,32], incentive
mechanism [13,15,33] and so on.

Bresson et al. [3] designed a homomorphic encryption with support for add
operations, but their scheme cannot achieve ciphertext comparison. Then Ker-
schbaum et al. [14] constructed a comparable encryption scheme based on addic-
tive homomorphic technique. But this scheme requires all users participating in
the comparison operation and thus incurs large computation and communication
cost. Later, Chatterjee et al. [5] proposed an improved fully homomorphic en-
cryption scheme supporting ciphertext comparison operation, which can achieve
data ranking and data aggregation in ciphertext environment. However, their
scheme cannot suit for large-scale data because of the high computational cost
in fully homomorphic encryption. In [9], a short comparable encryption scheme
was put forward by comparing ciphertext to obtain the relationship of plaintext
with privacy-preserving property. However, the process in ciphertext compari-
son involves large amounts of tags, which brings heavy computation and storage
overhead. Afterwards, Ding et al. [8] built a secure encrypted data process-
ing framework supporting for homomorphism and data comparison operation.
However, their scheme involves heavy computational overhead during compar-
ison procedure. Based on scheme [3], Zheng et al. [37] proposed a new scheme
to achieve ciphertext comparison by collaborating two servers. Although their
scheme can be efficient on both the computation and communication sides, two
semi-trusted servers are introduced and supposed not collude with each other in
this scheme. However, such an assumption is too strong since collusion attacks
often happen in real life.

1.3 Organization

The remainder of this paper is organized as follows. Section II presents some
concepts related in this paper and then Section III describes the framework of
CompHE. Thereafter, a concrete construction of CompHE is proposed in Section
IV. Security analysis and performance analysis are discussed in Section V and
Section VI. Finally, Section VII concludes the paper.



2 Preliminaries

In this section, we first review some background knowledge, such as Lagrange’s
interpolation theorem, complexity assumptions and homomorphic encryption.
Then we briefly review Bresson et al.’s scheme and analyze their scheme can
satisfy addictive homomorphic property.

2.1 Lagrange’s Interpolation Theorem

For a polynomial function f(z) = ag+a12 +...+a,_12" ! with order (n—1), if
we choose n different points as (z1,y1), (22, Y2), -.., (Tn, Yn), then it can construct
a unique Lagrange’s polynomial function L(z) satisfies

k—1 o S
La)=>w 1 —
i=0  j=0,j%#i """ J

and f(x) = L(z) holds, then we call L(z) as Lagrange’s interpolation [20].

2.2 Complexity Assumptions

Suppose G be a cyclic group with prime order ord(G) and generator g. Let p, g be
two big primes and N = pq. The complexity assumptions are defined as follows.

Definition 1. Partial Discrete Logarithm (PDL) Assumption Over Zj. [19]:
Given a triple (N, g,g* mod N?) where « is a random value from [1,ord(G)],
any probabilistic polynomial-time (PPT) algorithm has only negligible probability
mn computing .

Definition 2. Decisional Diffie-Hellman (DDH) Assumption Quver Zyx [3]: Giv-
en a triple (N, g,9%,¢%) € G where a, B are a random value from [1,0rd(G)],
any PPT algorithm has only negligible probability in computing g*°.

2.3 Homomorphic Encryption

The concept of homomorphic encryption (HE) was first introduced in [22] by
which the operations on ciphertexts equal to that on plaintexts. It can be clas-
sified as three types: addictive HE [3], multiplicative HE [22] and fully HE [11].

— Addictive HE: If there exists an efficient algorithm for VYm,,mo € M, and
the equation E(my +mz) = E(mq) + E(ms) is satisfied, then the algorithm
can be called as addictive HE algorithm.



2.4 Brief Introduction to Bresson et al.’s Scheme

Bresson et al. proposed a homomorphic encryption scheme called DT-PKC
scheme. Here we only give a brief introduction of their scheme, more details
can be seen in [3].

1. Setup(1*) — (sp): take a security parameter 1* as input, choose two big
primes p, ¢ with length k, set N = pg and g be the generator of the group G
with order (p — 1)(¢ — 1)/2. It outputs public parameters sp = (p,q, N, g).

2. KeyGen(sp) — (pk, sk): take sp as input, randomly pick 6, compute h =
¢’ mod N?. It outputs the public key pk = h and secret key sk = 6.

3. Enc(pk,m) — C: take as inputs the public key pk and the message m,
select a random number r. It outputs the ciphertext [m],, = (C1,C3) as
Ci1=h"(1+mN)mod N2, Cy = g" mod N2.

4. Dec([m]pk, sk) — M: take as inputs the ciphertext [m],; and the secret key

Cgk)—l) mod N?

~ .

sk. It outputs the message m = (G /(
Given my,me € Zy encrypted under the same pk, we have the additive

homomorphic property as [m1]pk - [ma]pr = {h™ 772 (1 + (m1 + ma)N) mod N2,
g™ 2 mod N2} = [my + ma]pk.

3 Framework Definition

This section introduces the framework of the proposed comparable homomorphic
encryption (CompHE) scheme, including the system model, lemma definition,
formal definition and security model.

3.1 System Model

For crowd-sensing network, the architecture of the CompHE scheme contains
four entities, which is demonstrated in Fig. 1.

Trust authority (TA): as a fully-trust authority, it performs the system ini-

tialization and secret key distribution.

— Data center (DC): has substantial computational power. It executes the data
calculation, such as data aggregation or data comparison. It is semi-trusted,
which means it will perform the operation honestly but also curious about
the information gathered from users.

— Data request (DR): is responsible to assign task request for data collection.
It can usually be government organization, hospital and so on.

— User: is responsible to collect data and upload the gathering date to DC

after encryption. It may exist malicious users who will try to collude with

DC to require other users’s data.
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Fig. 1. System model.

3.2 Lemma Definition

Lemma 1. Suppose My, Ms be two positive integers and N be a large positive
integer. Let M = (M; — M) mod N2, if 0 < M < N?/2 holds, then My > My;
else if N2/2 < M < N? holds, then My < M.

Proof. As we know, the property of modular operation determines that no
matter what the relationship of My, Ms is, the mod of their difference as

M = (M; — M,) mod N2 (1)

will always be positive integer. If My = My, the modular result M = 0. There-
fore, we only consider the case where M; # Ms. In order to determine the
relationship between M; and My, we set |M; — My| < N?/2. Since N is a large
positive integer, the above range can satisfy the requirement in practice. Now
we consider the following two cases.

Case 1: If 0 < (M; — M3) < N?/2, then 0 < (M; — M3) < N?/2 < N2. The
Eq.1 is equivalent to

M = (M — My). (2)

For 0 < (M7 — Ms) < N?/2, that is to say, My > Ms. Therefore, from Eq.2 and
the condition 0 < (M; — M) < N2/2, we obtain 0 < M < N?%/2.

Case 2: If —N?/2 < M; — My < 0, then N2/2 < (M; — My + N?%) < N2,
The Eq.1 is equivalent to

M = (M, — My + N?). (3)

For —N?/2 < My — M, < 0, that is to say, M; < M. Therefore, from Eq.3 and
the condition N2/2 < (M; — Ma + N?) < N2%, we obtain N2/2 < M < N2.
To conclude, for M = (M; — Ms) mod N2, we have

My > My, 0 < (M — M) < N?/2.
M; < Mg, N?/2 < (My — M) < N2.



3.3 Formal Definition

A CompHE scheme consists of five probabilistic polynomial-time (PPT) algo-
rithms: Setup, Encrypt, Compare, Add, Decrypt.

1. Setup(1*,t) — (params,pk, sk): Tun by TA and take a security parameter
1* and the number of users t as input, and output public parameters params,
the public key pk and the secret key sk. We omit public parameters params
in the following description.

2. Encrypt(pk,m) — C: run by the user and take as inputs the public key pk
and the message m, and output the ciphertext C.

3. Compare(C4,Cp) — b: involve an interaction between DC and user, take as
inputs two ciphertexts C4, Cp, and output a bit b € {0, 1} as the comparison
result.

4. 4dd(C;, Cj) = Csym: run by DC and take as inputs Cj, C;, and output an
aggregate result Cygyn,.

5. Decrypt(C, sk) — M: run by DR and take as inputs the ciphertext C' and
the secret key sk, and output the message m.

3.4 Security Model

In the communication process, all the ciphertext comparison algorithms in-
cur information leakage such as the relationship between the ciphertexts re-
veals the relationship of underlying plaintexts. To find a tradeoff between se-
curity and efficiency, it is quite essential to construct ciphertext comparison
algorithms with as less leakage as possible. Therefore, we define the security
of the proposed scheme based on the leakage function [6,16]. Assume II =
(Setup, Encrypt, Compare, Add, Decrypt) be a CompHE scheme, we define the
leakage function £ as £ = (Lsetups Lencrypt Lcompare> Ladad, Loecrypt). Suppose A
be a PPT adversary and S be a simulator, we define £-semantic security of the
CompHE scheme by the two experiments, detailed as follows [35].

— REALY()\): A selects the security parameter 1* and the number of users ¢,
the experiment runs Setup(1*,¢) to generate public parameters params, the
public key pk and sends (params, pk) to A. A adaptively queries the com-
parison on (C4,Cpg), the experiment invokes Compare(C4,Cp) and returns
the comparison result to A. Finally, A outputs a bit b € {0,1}.

- IDEALZ’ s(A): A selects the security parameter 1* and the number of users ¢,
the experiment runs S(Lsetup(17, 1)) to generate public parameters params,
the public key pk and sends (params,pk) to A. A adaptively queries the
comparison on (Ca,Cp), the experiment invokes S(Lcompare(Ca,Cp)) and
returns the comparison result to .A. Finally, A outputs a bit b € {0, 1}.

Definition 3. (L-Semantic Security) If for any PPT adversary A, there exists
an efficient simulator S satisfies

| Pr [REAL{(\) = 1] — Pr [IDEALY s(\) = 1] | < negl())

Then the CompHE scheme II is L-Semantic secure.



4 The Proposed Comparable Homomorphic Encryption
in the Crowd-sensing Network

A formal description of our proposed CompHE for the crowd-sensing network
is elaborated in this section. Then we analyze the correctness of the proposed
scheme.

4.1 Main Construction

The proposed CompHE scheme contains five algorithms: Setup, Encrypt, Compare,
Add, Decrypt. And the construction is based on Lagrange’s interpolation theo-
rem and DT-PKC scheme [3], detailed as follows.

1. Setup(1*,t) — (params, pk, sk):

— TA inputs the security parameter 1%, generates A\ — bit prime number
p,q, and computes N = pg. Then TA chooses a group with order (p —
1)(¢ — 1)/2 and generator g. TA selects a random number s € Z3.,
a; € Z32(1=1,2,--- ,n— 1) and constructs a polynomial function f(x)
with order (n — 1) as follows.

TA sets pk, = g° mod N? as DR’s public key and Then sends sk, = s
to DR via secret channel.

— Input the number of users ¢, choose (n —2+t) points from f(z). Assume
the first ¢ points as the users’ ID set {mi}ie{l e the remaining points
as the set {wi}ie{h,, -2} TA generates the public parameters params
as

params = {N,g, {xi}ie{l,m it} {wi}ie{l,--- ,n72}}

and master secret key

msk = {s,p,q, f(x)}.

Flwd) [Th=T o2
— TA calculates R; = g ki and sends the set {R;}ieq1,... n—2}

to DC.

— For a user U;, TA chooses a value x; from the set {xi}ie{l,m,t} and
computes f(x;). Note that every user will get a different value from TA.
Finally, TA sends sk; = (x;, 4;) to the user U; via a secret channel. Here,

we have
n—2 w
—Wg
A= re T2
1 i T Wk

2. Encrypt(pk,,m) — C:



— User U; encrypts data and upload to DC. U; first picks a random number
ri € Z}, then calculates C; = (C;1,C 2)

C.— Ci1=pk,"" (1+m;N) mod N?
t Ci2 = g" mod N?

where pk, = g°* mod N? is DR’s public key. Finally, U; sends (z;,C;) to
DC.
3. Compare(C4,Cp) — b:
— When requiring to compare C'4 from Uy and Cp from Up, DC first
computes
C=Cu1/Cr

n—2 —x 4 —zp

an: HRZ:wi—a;A w,—z g mod N2

i=1

Finally, DC sends comparison request Inf g = {inf,zp,¢"%,wp = 1} to
Uy,. Similarly, DC sends Inf, = {inf,z4,9"*,wa = —1} to Uy. Note
that w4 and wp are used as a flag to distinguish the subtractor and the
minuend.

— User Up receives the comparison request Inf g, and chooses a random
value kp satisfies

N
kpelo —
2(N%+1)

to blind the difference. Then Up computes reqp as

reqp = kEBgTBAAB'(%) - (inf)"? - (gTA)_AB'(I;iﬁA)

Finally, Up sends reqp to DC. In the similar way, User U, also chooses
ka with the same range of kg and generates reqa as

reqa = k‘ZAgTA'AA'(ﬁ) (inf)™4 - (gTB)_AA'(ﬁ)

— When receiving req and reqg, DC will compare the two ciphertexts Cy
and Cp and obtain the result by computing

M =C-(reqa) " -reqp = kakp (14 (ma —mp) N) mod N2.  (4)

Based on Lemma 1, if
2

|I<:Ak:B(1—|—(mA—mB)N)|<7. (5)

Since m; € [O, Nﬂ, then the range for (m4 — mp)

.

(ma—mp) € {—N ,N%].



When solving Eq.5, we get

kakp <

Finally, we have
N2

kakp < ————.
2 (Nz +1)

As k4, kg be positive integers, it satisfies
N
0<ka kp < ——m—m———.
2 (N +1)

This is consistency with the range of k4, kg. Therefore, for

)
we have the following conclusion:

ma >mp,0< M < N?/2.
ma <mp, N?/2 < M < N2.

To sum up, if 0 < M < N?2/2, the algorithm will output 1; else if
N2/2 < M < N2, output 0.

4. 4dd(C;, Cj) = Csym: when receiving C; and C;, DC executes the homomor-
phic add operation as Csum = (Csum,1; Csum,2) = (Ci1Cj1,C;,2C; 2).

C _ Csum,l — gS(Ti+Tj) (1 + (mz + mj)) N HlOd N2
sum Csum72 — gTH‘Tj mod N2

DC sends Cyypm to DR.
5. Decrypt(C, sk,.) — M: After obtaining the aggregate ciphertext Cyym, DR
uses sk, = s to decrypt and get the aggregate message M as

Csum,l
M= (C - 1) /N. (6)

sum,2



4.2 Correctness Analysis

The correctness analysis includes two aspects: the correctness of the Decrypt and
Compare. On one hand, the correctness of Decrypt can ensure using the corre-
sponding secret key, DC can recover the correct plaintext from the ciphertext,
shown by Eq.5. Since we adopt DT-PKC as the encryption method, the cor-
rectness of Decrypt can be deduced to the correctness of DT-PKC scheme [3].
Therefore, we have omitted here. On the other hand, the correctness of the
Compare can guarantee the correct relationship between two plaintexts by ex-
ecute comparison operation over their ciphertexts, shown by Eq.4. Hence, the
correctness of Eq.4 can be analyzed as follows.

M =C-(reqa)”" - reqn
Since (we omit mod N? here)
C=g*"a7"5) (14 (ma —mp) N)

—zg

reqa = k‘ZAgTA'AA'(mA—mB) <(inf)r4 - (gTB)_AA'(z;iEB)

—x 4

reqp = k;BgTB'AB'(z;EA) - (inf)re - (gW’A)_AB'(zB—xA)

n—2 w
—WEK
Az_f(xz)H i — W
o1 Y K
—2 —2 e _
Let V=330 f (wi) - TThSs poss o+ i - 22—, then we have

n-2 —rp —zp

inf = H RZ:Wi*wA"wrl‘B _ gV'

i=1

So we get

(rega)”" -reqp = kAkBg(TB_TA)‘AA‘(%) (inf)lre=ra)

grraran(HAT)

(rgfrA)-(AA-(z;ffB)+V+AB-(I;i2A))

=kakpg
= kakpg(ro—ra)s

Finally, we can obtain
M=C. (’I"qu)_l ‘reqp
=kakpg®"a7"8) (14 (ma — mp) N) - ¢*"2774) mod N?
=kakp (1+ (ma —mp) N) mod N2

Thus, the correctness of the proposed scheme has been proved.



5 Security Proof and Analysis

For this section, we give the security proof for the proposed CompHE scheme
based on the security model in Secion III.D. And then security analysis is pre-
sented to show the proposed scheme can resist attacks and maintain privacy.

5.1 Security proof

Based on the model in Section II. D, we will prove that the probability for
a PPT adversary A to break the semantic security of the CompHE scheme
is negligible. Inspired by [24,35], the proposed scheme introduces a parameter
called ciphertext comparison history ch(m). Note that ch(m) records all the
comparison queries, containing inf, req and comparison result. Now we prove
the security of the proposed scheme by the following therorem.

Theorem 1. If the PDL and DDH problem over Zy. are hard, and the leakage
functzbn L= (‘CSetup; LEnc’r‘ypta ‘CComparea ‘CAdda £Decrypt) 18 deﬁned as

£Setup =1, EEncrypt =1, ACCompa're = Ch(m)
['Add =1, ['Decrypt =1

Then the proposed CompHE is L-semantic secure.

Proof. In order to prove Theorem 1, we try to construct several indistinguish-
able games. Specifically, the first game is the real world game REALiomp AE())
and the second game can be deduced to the PDL problem over Zjy.,. In the
third game, the security is deduced to the semantic security of DT-PKC scheme,
while in the fourth game, the security is based on the random number chosen
in the CompHE scheme. Finally, the last game comes to the ideal world game

IDEALngL PHE()\). By analyzing the indistinguishable distribution between each

games, we can obtain an efficient simulator S. Hence, we have IDEALiOgL PHE(\)

executed by S cannot be distinguished from REALS?™""#(\) and the security
proof can get through. The detailed process is shown as follows.

Game Gy: this game is defined as the real world game REALiomP HE()), so
we have

Pr [REALjomPHE(A) — 1] = Pr[Gy = 1]

Game (1: this game is almost the same as Gy, except the generation method
of inf. To be specific, during the ciphertext request process in Gy, inf can be

obtained as
n—2 —z 4 —aop

inf = H R;"™"4 i7" mod N2
i=1
However, we introduce a table Tj,¢ to store the entry (x4,zp,inf) in Gi.
In Compare algorithm, when inf is required to be returned, the experiment will
first check whether T;,, ¢ contains the entry (x4, xp,inf) or not. If does, in f will
be returned directly; otherwise, a group element inf will be randomly chosen



from G as the returned result and store (x4, p,inf) into T}, s. Since the PDL
problem over Z3.. is hard to be solved, we can define an efficient adversary B;
so that

Pr[Gy =1] — Pr[Go = 1] < Adv§ 5 (V)

Game (Gao: this game is similar to G, except the generation method for
ciphertext. To be exact, the real message m; is encrypted in G while a string 0*
is encrypted instead in G. Therefore, the form of the ciphertext in Gy is shown
as follows.

o = {Cm =g*"" (1 4+ 0*N) mod N? }
¢ Ci2 = g" mod N?
The above ciphertext is output by the encryption algorithm in DT-PKC [3]. S-
ince DT-PKC is proved to be semantic security (SS) based on the DDH assump-
tion over Z3,. Suppose ploy()) denote the times of encryption, there exists an
efficient adversary By such that

Pr[Gy = 1] = Pr[G1 = 1] < ploy(\) - Advi7. pree,s, (V)

Game G3: this game is quite identical to the previous game Gs, except that
the generation of req. In G, req is obtained by

T

reqa = ijgT’A-AA'(ﬁ) - (inf)" - (gTB)fAA'(z;iEB)

x

reqp = kEBgTB'AB'(ﬁ) - (inf)"® - (gTA)*AB'(ﬁ)

By calculating
M =C - (reqa)” " -reqp = kakp (14 (ma —mp) N) mod N?

we can get the comparison result from the range of M.

However, we introduce a global counter ¢nt to record the times of comparison
in G3. Note that cnt is defined in Setup and initialize as 0, then it will increase
by 1 in Compare. Furthermore, req is randomly selected from group G and M
is randomly chosen from Z3,. Since k4, kp are random value, the game G'3 and
G is indistinguishable, that is

Pr [Gg = 1] =Pr [GQ = 1]

Simulator S: simulator S has only slightly difference from G35 at the input
of Compare. To be exact, simulator S obtains the ciphertext comparison history
ch(m) from Lcompare, as the input of Compare algorithm. Since the above op-
eration will not change the distribution of the whole algorithm, the simulator S
is indistinguishable from G35 as

Pr [IDEALjfganE(A) - 1} = Pr[Gy = 1]
Combining Gy, G1,G2,G3 and S, we can have the following conclusion:

Pr [REALA?O"WHE(A) - 1} —Pr [IDEALj?QPHE(A) - 1}
< Ad”é%ﬁ@) + ploy(A) - AdU%ST-PKC,BQ(A)



That is to say,
Pr [REALj‘"”PHE(A) = 1} —Pr [IDEALjf’g"PHE(/\) = 1] < negl())

Therefore, we have completed the proof of Theorem 1.

5.2 Security Analysis

Besides security proof, we will analyze the security of the CompHE scheme from
two aspects: collusion attacks resistance and privacy protection on ciphertext
difference.

1. Collusion attacks resistance. In the proposed CompHE scheme, we define
a polynomial function f(z) =s+ayz+------ +an_12"" 1. choose (n—2+t)
points from f(z). Assume the first ¢ points as the users’ ID set {xi}ie{l)m e
the remaining points as the set {w;},. (1 m—2}- TA calculates and sends the
set {R;}ie(1,....,n—23 to DC, where

i L
R; = gf(wl)n’i;i B

Based on the Lagrange’s interpolation theorem, it requires n points from
f(z) to recover the secret parameter s = f(0). Since we define n > ¢, where
t denotes the number of uesrs, users’ collusion attack cannot recover f(z).
Therefore, our scheme can resist users’ collusion attack.

When DC receives {R;}icq1,... n—2}, f(w;) is embedded at the exponent.
Since the PDL problem over Z3,, is hard to solve, DC cannot obtain f(w;).
Based on this, DC cannot collude with users to get s = f(0). Hence, the
proposed scheme can resist collusion attack from DC and users.

To sum up, the proposed scheme can resist collusion attack from users and
collusion attack from DC and users.

2. Privacy protection on ciphertext difference. The proposed scheme can
determine the relationship of ciphertexts, as well as not leaking the cipher-
text difference. This is achieved by the blindness in ciphertext difference.
Specifically, DC obtains the comparison result

M = kakp (14 (ma —mp) N) mod N?

where the random value k4, kp satisfies

2
0 < kakp < m.

That is to say, we can define kpkp as a random value from the pseudo-
random function Fj where

N2

g=———~.
2(Nz+1)



Table 1. Functionality Comparison with related schemes

Data Homomorphic | Ciphertext Collusion
Schemes . . . .

privacy encryption comparison | resistance
Scheme [3 Vv Vv X Vv
Scheme [8 4 v Vv Vv
Scheme [37] 4 Vv Vv -
CompHE v v v v

As it can be seen that kskp is random, M cannot be distinguished thus
(ma —mpg) is not revealed to DC. Therefore, the proposed CompHE scheme
can realize the ciphertext comparison and the privacy of ciphertext differ-
ence.

6 Performance Analysis

In this section, we analyze the performance of our proposed CompHE scheme
from two aspects: making comparison with several existing schemes, and showing
experimental results.

6.1 Theoretical Analysis

First, we make functionality comparison with schemes [3,8,37] including whether
enables data privacy, homomorphic encryption, ciphertext comparison and col-
lusion resistance. The result is shown in Table 1.

As can be seen from Table 1, schemes [3,8,37] and our scheme all can protect
data privacy and enable homomorphic encryption. However, the scheme [3] can-
not support ciphertext comparison operation. Although the scheme [37] allows
to compare ciphertext, their scheme introduces two servers and assumes there
is no collusion between two semi-trust servers. To be specific, the secret key
is divided into two parts and distributed to two servers, and the comparison is
achieved by cooperation between both servers. In reality, two servers may collude
with each other to recover the secret so we cannot define this scheme can resist
against collusion attack. Hence, our proposed CompHE scheme and scheme [8]
are superior to schemes [3,37] on the functionality aspect.

Then we compare the proposed scheme with schemes [8,37] in terms of the
computation, communication overhead. Specifically, the comparison contains the
computational cost for the Encrypt, Compare algorithm, the communication cost
during the comparison process, as shown in Table 2. Note that T¢,, denotes the
time cost for an exponentiation operation in Z3;.. Since the time cost for the add
and multiplication operation in Z3, can be very low, we have neglected here.

From Table 2, the computation cost for Encrypt in all schemes are the same,
requiring 2 exponentiation operations to perform data encryption. This is be-
cause all the three schemes adopt DT-PKC scheme for data encryption. Here we
only consider that each user encrypt and upload the data once. For the Compare



Table 2. Computation, communication overhead comparison with related schemes

Schemes Computation Communication
Encrypt Compare

Scheme [8] 2Tewp 8Tcap 12L(n)

Scheme [37] 2T eap 3T esp 2L(n)

CompHE 2T exp AT erp 6L(n)

algorithm, the computation overhead includes all the operations by DC and user-
s. Note that inf in the CompHE scheme can be pre-calculated and stored at
the DC side before an comparison request happens. Therefore, scheme [8] costs
8 exponentiation operations and scheme [37] incurs 3 exponentiation operations,
while the proposed CompHE scheme has the computation cost between both
schemes for one comparison operation.

Since all of the three schemes have the same cost for the encrypted data
transmission, we only consider the communication cost for the ciphertext com-
parison process in Table 2. Note the communication includes the interaction
between DC and users. Suppose Zx. be L(n)-bit integer group. In our proposed
scheme, the ciphertext comparison process requires that DC sends Inf to user
Us and Up, then reqa and reqp are returned to DC respectively. Therefore,
the total communication cost during ciphertext comparison are 6L(n) bits. For
the scheme [8], the communication overhead are 12L(n) bits. While the cipher-
text comparison process in the scheme [37] needs two servers to interact with
each other. Specifically, server A sends (c1,c2) to server B and then the latter
calculates and returns the result, thus the total communication cost are 2L(n)
bits.

Above all, our CompHE scheme makes a tradeoff between the security and
the efficiency in comparison with schemes [8,37].

6.2 Experimental Evaluation

To show the efficiency of our CompHE scheme, we conduct an experiment
comparing with existing works. The experiment is implemented under 64-bit
Windows-7 operating system with an Intel Core i3 CPU @1.80 Hz and 6.00 GB
RAM. We complete the programming in JAVA and record the average time of ci-
phertext comparison phase in the proposed CompHE scheme and schemes [8,37].
Note that for consistency in parameters, we choose to encrypt the same message
in these three schemes. The experiment results are illustrated in Fig. 2.

From Fig. 2, we can see that the average time for the Compare algorithm in
scheme [8] is larger than that in our CompHE scheme and scheme [37]. While
with the increase in the length of security parameter, scheme [37] tends to be
more efficient in ciphertext comparison. However, scheme [37] does not consid-
er the the collusion attacks resistance of two servers. Therefore, our CompHE
scheme has found a balance between security and efficiency.
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Fig. 2. Time cost for the ciphertext comparison.

Conclusion

In this paper, we introduced the framework of comparable homomorphic encryp-
tion (CompHE), enabling comparison operation over ciphertexts. Thereafter, we
constructed a novel CompHE scheme for crowd-sensing network, achieving data
comparison with lightweight computation overhead on DC and user side. Based
on the PDL and DDH over Z3. assumption, the proposed CompHE scheme
was proved to be semantic secure against malicious attackers. Security analysis
shows the CompHE scheme can resist collusion attacks and protect the priva-
cy of the difference on ciphertext. Performance analysis showed our CompHE
scheme with considerable efficiency comparing with related schemes.
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