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Abstract

We construct the first decentralized multi-authority attribute-based encryption (MA-ABE) scheme
for a non-trivial class of access policies whose security is based (in the random oracle model) solely on
the Learning With Errors (LWE) assumption. The supported access policies are ones described by DNF
formulas. All previous constructions of MA-ABE schemes supporting any non-trivial class of access policies
were proven secure (in the random oracle model) assuming various assumptions on bilinear maps.

In our system, any party can become an authority and there is no requirement for any global coor-
dination other than the creation of an initial set of common reference parameters. A party can simply
act as a standard ABE authority by creating a public key and issuing private keys to different users that
reflect their attributes. A user can encrypt data in terms of any DNF formulas over attributes issued
from any chosen set of authorities. Finally, our system does not require any central authority. In terms
of efficiency, when instantiating the scheme with a global bound s on the size of access policies, the sizes
of public keys, secret keys, and ciphertexts, all grow with s.

Technically, we develop new tools for building ciphertext-policy ABE (CP-ABE) schemes using LWE.
Along the way, we construct the first provably secure CP-ABE scheme supporting access policies in
NC! that avoids the generic universal-circuit-based key-policy to ciphertext-policy transformation. In
particular, our construction relies on linear secret sharing schemes with new properties and in some sense
is more similar to CP-ABE schemes that rely on bilinear maps. While our CP-ABE construction is not
more efficient than existing ones, it is conceptually intriguing and further we show how to extend it to
get the MA-ABE scheme described above.
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1 Introduction

Attribute-based encryption (ABE) is a generalization of traditional public-key encryption [DH76,
RSA78|Gam85,[Reg05| that offers fine-grained access control over encrypted data based on the
credentials (or attributes) of the recipients. ABE comes in two avatars: ciphertezt-policy and key-
policy. In a ciphertext-policy ABE (CP-ABE), as the name suggests, ciphertexts are associated
with access policies and keys are associated with attributes. In a key-policy ABE (KP-ABE), the
roles of the attribute sets and the access policies are swapped, i.e., ciphertexts are associated
with attributes and keys are associated with access policies. In both cases, decryption is possible
only when the attributes satisfy the access policy.

Since its inception by Sahai and Waters and Goyal et al. [SW05,GPSWO06|, ABE has become
a fundamental cryptographic primitive with a long list of potential applications. Therefore, natu-
rally designing ABE schemes has received tremendous attention by the cryptographic community
resulting in a long sequence of works achieving various trade-offs between expressiveness, effi-
ciency, security, and underlying assumptions |[GPSW06,BSW07,/0SWO07, Wat09,LOS™ 10,[LW 10,
OT10, AFV11,[LW11bl,|[Wat11, LW12,|0T12,|Wat12, Boy13, GGH" 13, GVW 13| |Att14, BGG ™14,
Weeld| CGW15|/Att16/BVI6JABGWIT|GKWI17|CGKWI18[Att19JAMY19|GWW19/KW19|[Tsal9|
AY20bl[BV20, GW20, LL20].

Most of the aforementioned works base their security on cryptographic assumptions related to
bilinear maps. It is very natural to seek for constructions based on other assumptions. First, this is
important from a conceptual perspective as not only more constructions increase our confidence
in the existence of a scheme, but constructions using different assumptions often require new
techniques which in turn improves our understanding of the primitive. Second, this is important
in light of the known attacks on group-based constructions by quantum computers [Sho94].
Within this general goal, we currently have a handful of ABE schemes (that go beyond Identity-
Based Encryption) [AFV11,[Boy13l|GVW13,BGGT14,/GV15,BV16, AMY19,Tsa19,BV20| which
avoid bilinear maps as their underlying building blocks.

All of these works derive their security from the hardness of the learning with errors (LWE)
problem, which is currently also believed to be hard against quantum computers [MR04,[Reg05|
GPVO08,Pei09, MP13|. However, one striking fact is that all existing LWE-based ABE schemes
(mentioned above) are designed in the key-policy setting. To date, the natural dual problem of
constructing CP-ABE schemes based on the LWE assumption is essentially completely open.

The only known way to realize an LWE based CP-ABE scheme is to convert either of the
circuit-based KP-ABE schemes of |[GVW13,BGGT14,[BV16| into a CP-ABE scheme by using a
universal circuit to represent an access policy as an attribute and an attribute set as a circuit.
However, this transformation will inherently result with a CP-ABE for a restricted class of access
policies and with parameters that are far from ideal. Concretely, for any polynomials s, d in the
security parameter, it allows to construct a CP-ABE for access policies with circuits of size s
and depth d. Moreover, the size of a ciphertext generated with respect to some access policy
f will be |f| - poly(A,s,d) (no matter what KP-ABE we start off with). That is, even if an f
being encrypted has a very small circuit, the CP-ABE ciphertext would scale with the worst-case
bounds s, d.

Open Problem 1: Improve (even modestly) upon the universal-circuit based CP-ABE construc-
tion described above while assuming only LWE.

There have been few recent exciting attempts towards this problem [AY20b,BV20,AWY20]|.
In fact, the attempts go all the way and construct a succinct CP-ABE, where there is no global
size bound s and ciphertexts are of size independent of s. Agrawal and Yamada [AY20b| designed
a succinct CP-ABE scheme for all NC! circuits. However, the security of their scheme relies not
only on the LWE assumption, but also on generic bilinear groups. Very recently, Agrawal, Wichs,
and Yamada [AWY20], presented a related construction together with a proof of security in
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the standard model, relying on LWE and a particular knowledge assumptions on bilinear groups.
Brakerski and Vaikuntanathan [BV20| employ techniques inspired by lattice-based cryptographic
constructions to get a construction for all polynomial-time computable functions, but unfortu-
nately their scheme lacks a security proof. Most recently, [AY20a] constructed a CP-ABE scheme
based on LWE that still requires a universal circuit size bound but the sizes of ciphertexts and
keys are independent of it.

Multi-Authority Attribute-Based Encryption: Recall that in a standard ABE scheme,
keys can only be generated and issued by a central authority. A natural extension of this notion,
introduced by Chase |Cha07] and termed multi-authority ABE (MA-ABE), allows multiple parties
to play the role of an authority. In an MA-ABE, there are multiple authorities which control
different attributes and each of them can issue secret keys to users possessing attributes under
their control without any interaction with the other authorities in the system. Specifically, given
a ciphertext generated with respect to some access policy, a user possessing a set of attributes
satisfying the access policy can decrypt the ciphertext by pulling the individual secret keys it
obtained from the various authorities controlling those attributes. The security requires the usual
collusion resistance against unauthorized users with the important difference that now some of
the attribute authorities may be corrupted and therefore may collude with the adversarial users.

To date, there are only a few works which have dealt with the problem of constructing
MA-ABE schemes. After few initial attempts |[Cha07,[LCLS08, MKE08,CC09, MKE09| that had
various limitations, Lewko and Waters |[LW11a| were able to design the first truly decentralized
MA-ABE scheme in which any party can become an authority and there is no requirement for
any global coordination other than the creation of an initial trusted setup. In their scheme, a
party can simply act as an authority by publishing a public key of its own and issuing private
keys to different users that reflect their attributes. Different authorities need not even be aware
of each other and they can join the system at any point of time. There is also no bound on the
number of attribute authorities that can ever come into play during the lifetime of the system.
Their scheme supports all access policies computable by NC! circuits and their security is proven
in the random oracle model and further relies on assumptions on bilinear groups (similarly to
all previous MA-ABE constructions). Later, Rouselakis and Waters [RW15| provided further
efficiency improvements over |[LW1la], albeit they rely, in addition to a random oracle, on a
non-standard ¢-type assumption.

Open Problem 2: Is there a truly decentralized MA-ABE for some non-trivial class of access
policies assuming hardness of LWE (and in the random oracle model)?

There has been few recent attempts at this problem, as well [WFL19,Kim19]. Both construc-
tions [Kim19,|WFL19| assume a central authority which generates the public and secret keys for
all the attribute authorities in the system. Thus all authorities that will ever exist in the sys-
tem are forever fixed once setup is complete which runs counter to the truly decentralized spirit
of [LW11a|. Additionally, both schemes guarantee security only against a bounded collusion of
parties. In fact, the scheme of Kim [Kim19)] is built in a new model, called the “OT model”, which
is incapable of handling even bounded collusionﬂ In this sense, both constructions suffer from

4 All previous multi-authority ABE schemes were designed in the so called global identifier (GID) model where
each user in the system is identified by a unique global identity string GID € {0,1}*. The global identity of
a user remains fixed for the entire lifetime of the system and users have no freedom to choose their global
identities. Kim [Kim19| introduced a drastically relaxed model, the so called “OT model”, where each user can
self-generate some key-request string and produce it to the attribute authorities while requesting secret keys.
To briefly see why this model fails to guarantee collusion resistance, imagine that there are two users A who
has attribute u and B who has attribute v. Suppose there is a ciphertext encrypting to the policy “u AND v”.
User A and B can collude to decrypt it. Morally, the issue is that user A can go with the authority for attribute
u and produce a key with identity George. User B can then present the same identity to the authority for
attribute v. Then they can combine their keys.
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related limitations to the early MA-ABE constructions |[Cha07,|LCLS08, MKEOS,|(CC09,MKEQ9|
describe above. The differences between the two constructions are that the scheme of Wang et
al. INFL19] supports NC! access policies, while the scheme due to Kim [Kim19] support arbitrary
bounded depth circuits.

1.1 Owur Contributions

In this paper, we make progress with respect to Open Problem |2 stated above. We construct
a new MA-ABE scheme supporting an unbounded number of attribute authorities for access
policies captured by DNF formulas. Our scheme is proven secure in the random oracle model and
relies on the hardness of the LWE problem.

Theorem 1.1 (Informal): There ezist a decentralized MA-ABE scheme for access policies cap-
tured by DNF formulas under the LWE assumption. Our scheme is (statically) secure against an
arbitrary collusion of parties in the random oracle model and assuming the LWE assumption with
subexponential modulus-to-noise ratio.

Similarly to [LW11a, RW15|, in our MA-ABE scheme any party can become an authority at
any point of time and there is no bound on the number of attribute authorities that can join the
system or need for any global coordination other than the creation of an initial set of common
reference parameters created during a trusted setup. We prove the security of our MA-ABE
scheme in the static security model introduced by Rouselakis and Waters [RW15] where all of
the ciphertexts, secret keys, and corruption queries must be issued by the adversary before the
public key of any attribute authority is published.

Towards obtaining Theorem we make conceptual contribution towards Open Prob-
lem [I] We present the first provably secure direct CP-ABE construction which avoids the generic
universal-circuit-based key-policy to ciphertext-policy transformation. In particular, our ap-
proach deviates from all previous LWE-based expressive ABE constructions [GVW13,[BGG™ 14,
GV15,BV16,AMY19,Tsal9,BV20| that are in turn based on techniques inspired by fully homo-
morphic encryption |GSW13[|GGH15|. In contrast, our CP-ABE is based on useful properties of
linear secret sharing schemes and can be viewed as the LWE analog of the CP-ABE scheme of
Waters [Wat11] which relies on the decisional bilinear Diffie-Hellman assumption.

Theorem 1.2 (Informal): There exist a CP-ABE scheme supporting all access policies in NC!.
The scheme is selectively secure assuming the LWE assumption with subexponential modulus-to-
noise ratio.

Our CP-ABE scheme achieves the standard selective security where the adversary must dis-
close its ciphertext query before the master public key is published but is allowed to make secret
key queries adaptively throughout the security experiment. Again, Theorem[I.2]does not improve
upon previously known constructions in any parameter. It is in fact worse in several senses: it
only supports NC! access policies and it requires the LWE assumption to hold with subexpo-
nential modulus-to-noise ratio. However, the new construction is interesting not only because
we show how to generalize it to get the new MA-ABE scheme from Theorem [I.1 but also be-
cause we introduce a conceptually new approach and develop several interesting tools and proof
techniques.

One highlight is that we distill a set of properties of linear secret sharing schemes (LSSS)
which makes them compatible with LWE-based constructions. Specifically, we instantiate both
of our CP-ABE and MA-ABE schemes with such LSSS schemes. In the security model of CP-ABE
we are able to construct such a compatible LSSS for all NC* while in the (much harder) security
model of MA-ABE we are only able to get such a scheme for DNFs. The properties that we need
are:
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— Small reconstruction coefficients: The reconstruction coefficients of the LSSS must be
small, say {0, 1}. This property of LSSS secret sharing schemes was recently formally defined
by [BGGT18]. They observed that a well-known construction by Lewko and Waters [LW11a]
actually results with an LSSS with this property for all access structures in NC.

— Linear independence for unauthorized rows: This property says that rows of the share
generating matrix that correspond to an unauthorized set of parties are linearly independent.
Agrawal et al. JABNT21| recently observed that the aforementioned construction by Lewko
and Waters [LW11a], when applied on DNF access structures, results with a share generating
matrix that has this property as well (see also Section .

Both of our constructions, the CP-ABE as well as the MA-ABE, are actually designed to work
with any access structure that has an LSSS with the above two properties.

Theorem 1.3 (Informal): Consider a class of access policies P that has an associated LSSS
with the above two properties. Then, there exists a CP-ABE and an MA-ABE supporting access
policies from the class P. Both schemes are secure assuming the L\WE assumption with subexpo-
nential modulus-to-noise ratio and the MA-ABE scheme also requires a random oracle.

To obtain Theorem we design a new (non-monotone) LSSS for all NC! that has the above
two properties. This is summarized in the following theorem.

Theorem 1.4 (Informal): There exists a non-monotone LSSS scheme for all NC' circuits sat-
1sfying the small reconstruction coefficients and linear independence for unauthorized rows prop-
erties.

By non-monotone, we mean that an attribute and its negation are treated separately (both
having corresponding shares) and it is implicitly assumed that the attacker will never see shares
corresponding to both the positive and the negative instances of the same attribute. This can
be enforced in case of CP-ABE due to its centralized nature and this when combined with The-
orem implies Theorem However, in MA-ABE attackers can get hold of the master secret
key of any attribute authority and generate secret keys corresponding to both the attribute un-
der control and its negation, and so non-monotone LSSS does not seem to suffice. We therefore
settle for the (monotone) LSSS scheme for DNFs to obtain Theorem (see further discussion

in Section and Remark [6.1]).

1.2 Related Work

Secret sharing schemes with the above two properties were used before, although somewhat im-
plicitly. Boyen [Boy13] suggested a lattice-based KP-ABE scheme for NC!. Soon after the publica-
tion of his work, a flaw was found and a recent work of Agrawal et al. [ABN™21| shows an attack
which is based on identifying a subset of attributes which correspond to rows of the policy ma-
trix that non-trivially span the 0 vector (i.e., linearly dependent rows). Concurrently to Boyen’s
work, Gorbunov, Vaikuntanathan, and Wee |GVW13| had a different approach which (provably)
gives a lattice-based KP-ABE scheme for circuits of any arbitrary polynomial size. In one of their
variants (which relies on quasi-polynomial hardness of LWE; see Section 7 in [GVW13|), they
obtain a scheme which supports all LOGSPACE computation (which contains NC!). Implicitly,
their construction relies on a (non-monotone) secret sharing scheme for LOGSPACE with the
above two properties (i.e., linear independence of unauthorized shares and small reconstruction
coefﬁcients)ﬂ Using this secret sharing scheme, our CP-ABE from Theorem could be made
to support LOGSPACE.

5 We thank Vinod Vaikuntanathan and Hoeteck Wee for pointing this out after the first publication of this work.
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2 Technical Overview

In this section we provide a high level overview of our main ideas and techniques. In a very high
level, our CP-ABE construction is composed of two main conceptual ideas:

1. A linear non-monotone secret sharing scheme with small reconstruction coefficients and a
linear independence guarantee: We design a new linear non-monotone secret sharing scheme
for all access structures that can be described by a Boolean formula, namely NC! access
structures. The new secret sharing scheme possesses two properties which turns out to be
key for our correctness and security proof. The first property states that it is possible to
reconstruct a shared secret using only coefficients that come from {0,1}. An LSSS with this
property is called {0, 1}-LSSS |[BGGT18|. The second property, called the linear independence
property, says that the shares held by any unauthorized set, not only are independent of the
secret, but are also linearly independent among each other. We give an overview of the new
construction in Section 2.1]

2. An LWE-based direct construction of CP-ABE: We show how to leverage any {0,1}-LSSS
with the above extra property to get a CP-ABE scheme. Conceptually, to some extent the
construction can be viewed as a “translation” of Waters’ [Wat11], Section 6] construction of
a CP-ABE scheme under the Decisional Bilinear Diffie-Hellman (DBDH) Assumption into
the LWE regime. However, since we are basing the construction of the LWE assumption, the
details and implementation are completely different and much more involved. We will give an
overview of this part in Section [2:2]

Combining the two parts, we obtain a CP-ABE scheme for all NC! assuming the LWE assump-
tion. The CP-ABE scheme we design is already amenable for extension to the multi-authority
setting. We briefly discuss the main idea in the extension to MA-ABE in Section 2.3

2.1 The New Linear Secret Sharing Scheme

Our goal is to construct a linear secret sharing scheme with {0, 1} reconstruction coefficients
where the shares of unauthorized parties are linearly independent. Recall first that an access
structure f is a partition of the universe of possible subsets of n parties into two sets, one is
called authorized and its complement is called unauthorized. The partition is monotone in the
sense that if some subset of parties is unauthorized, one can make it authorized only by adding
more parties to it. A secret sharing scheme is a method by which it is possible to “split” a given
secret into “shares” and distributes them among parties so that authorized subsets would be able
to jointly recover the secret while others would not. Linear secret sharing schemes (LSSS) [KW93]
are a subset of all possible schemes where there is an additional structural guarantee about the
reconstruction procedure: For an authorized subset of parties to reconstruct the secret, all is
needed is to compute a linear function over its shares.

Every linear secret sharing scheme can be described by a share generating matrix. This is
a matrix M € Zng where each row is associated to some party. A set of parties is qualified
if and only if when we restrict M to rows of this set, we get a subspace that spans the vector
(1,0,...,0). For a secret z € Z,, computing M - v, where v € Zg is a vector whose first entry
is z and the rest are uniformly random, gives a vector of £ shares of the secret z. Here, we need a
more specialized share generating matrix with an additional property. Specifically, we need that
for any unauthorized set of parties, restricting M to those rows, results with a set of linearly
independent vectors. We construct such a share generating matrix for access structure given as
a Boolean formula.

To see the challenge, it is useful to recall the standard construction of a share generating
matrix for Boolean formulas, as adapted from the secret sharing scheme of [BL88| by Lewko
and Waters [LW1la, Appendix G|. Given a Boolean formula, the share generating matrix is
constructed by labeling the wires of the formula from the root to the leaves. The labels of the
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leaves will form the rows of the share generating matrix. We first label the root node of the
tree with the vector (1) (a vector of length 1). Then, we go down the levels of the tree one
by one, labeling each node with a vector determined by the vector assigned to its parent node.
Throughout the process, we maintain a global counter variable ¢ which is initialized to 1. Consider
a gate g with output wire w whose label is w and two input wires u,v . If g is an OR gate, we
associate with u the label u = w and with v the label v = w (and do not change ¢). If g is an
AND gate, we associate with u the label u = wl|1 and associate with v the label v = 0| — 1,
where 0 denoted a length ¢ vector of 0s. We now increment the value of ¢ by 1. Eventually all
vectors are padded with Os in the end to the length of the longest one.

Let us mention that this scheme already has several appealing properties. First, the entries
of the share generating matrix are from {—1,0,1}. Moreover, it is already a {0, 1}-LSSS, namely,
when reconstructing a secret using the shares corresponding to an authorized set, the coefficients
used are only from {0, 1}. Nevertheless, a property that we need yet the above construction does
not satisfy is linear independence. Consider, for instance, the formula (A V B) A C. Here, an
adversary controlling A and B cannot recover the secret, yet the rows corresponding to A and B
in the share generating matrix are identical and thereby linearly dependent. The more intuitive
way to see the problem is that during the reconstruction process, since we are dealing with an
OR gate, we can choose to continue “either from the left or from the right” and in both cases we
will see the same computation. Nevertheless, it is not hard to verify that when considering only
DNF formulas, this construction already results with linearly independent rows for unqualified
sets.

We next describe our new secret sharing scheme and argue that the rows corresponding to
any unauthorized set are linearly independent. We make our task a little bit easier by allowing
every wire in the formula have two associated labels. (This is why our scheme is a non-monotone
LSSS.) The first is for “satisfying” the wire, i.e., the 1-label, and the other is for not satisfying
it, i.e., the 0-label. (Whereas above we only had a label for satisfying the wire and hence it is a
monotone LSSS.) Our procedure is similar to the one above in the sense that it also labels wires
from the root to the leaves and the leaf’ labels form the rows of the share generating matrix.
Since we have two labels per wire, we first label the root node of the tree with the vector (1,0)
and (0,1). Our global counter c is initialized to 2.

Consider a gate g with output wire w whose labels are w1, wq, and two input wires u,v . We
associate with u the labels w1, ug and with v the label v1,vg. If g is an AND gate, we set

U1=0H1, up = wo, ’U1=’le—17 ’l)():on—l
If g is an OR gate, we set
u; = wi, ’U,OZOH]_, U1 :'lU1||—1, 'U():'onH—]_

We increment the value of ¢ by 1 and pad all vectors with Os in the end to be of size c.

Correctness and security of the construction (which can be proven by induction) say that for
every wire in the formula, if it can be successfully satisfied, then there is a linear combination to
recover the 1-label of that wire but not the O-label. Analogously, if it cannot be satisfied, then
there is also a linear combination to recover the 0-label of that wire but not the 1-label. Also,
it is not hard to verify that, as with the previous construction, the matrix contains only values
from {—1,0, 1} and the reconstruction coefficients needed to recover the secret for an authorized
set are from {0, 1}.

For the new linear independent property, let us focus for now on a single gate g and assume
that it is an OR gate. Observe that w; can only be reconstructed using either u; or using
ug + v1. As opposed to the “attack” we suggested before, now to continue the computation in the
reconstruction phase, there is only one valid way, depending on the available shares. To see this
more precisely, one needs to consider the 4 possible cases: (1) u, v are satisfied, (2) u is satisfied
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but v is not, (3) w is not satisfied but v is, and (4) both u, v are unsatisfied. Checking each case
separately one can get convinced that there is exactly one way to compute the corresponding
label of the output wire. An analogous case analysis can be done also for the case where g is
an AND gate. This idea can be generalized and formalized to show that the vectors held by an
attacker who controls an unauthorized must be linearly independent.

2.2 The CP-ABE Scheme

Here we describe our CP-ABE scheme. This serves as a warm up for our full MA-ABE scheme and
includes most of the technical ideas. We discuss briefly the additional technicalities that arise in
the multi-authority setting towards the end of the section. Note that the problem of constructing
CP-ABE schemes directly has traditionally been much more challenging compared to its KP-ABE
counterpart. Let us highlight two challenges:

— The first challenge is of course to prevent collusion attacks by users, that is, to somehow “bind”
the key components of a particular user corresponding to the various attributes it possesses
so that those key components cannot be combined with the key components possessed by
other users.

— The second and more serious challenge is (in the selective model) how to embed a complex
access policy in a short number of parameters.

In order to prove selective security, the standard strategy is to follow a “partitioning” technique
where the reduction algorithm sets up the master public key such that it knows all the secret
keys that it needs to give out, yet it cannot give out secret keys that can trivially decrypt
the challenge ciphertext. In the context of KP-ABE, the challenge ciphertext is associated with
an attribute set and therefore the public parameters for each attribute can be simply treated
differently depending whether it is in the challenge attribute set or not. In CP-ABE, the situation
is much more complicated as ciphertexts are associated with access policies which essentially
encode a huge (maybe exponential size) set of authorized subsets of attributes. Consequently,
there is no simple “on or off” method of programming this information into the master public key.
While techniques have eventually been developed to overcome this challenge in the bilinear map
world, devising the LWE analogs has remained elusive. One of the main technical contributions
of our paper is a method for directly embedding an LSSS access policy into the master public
key within the LWE-based framework in our reduction.

For concreteness, in what follows we assume that the LSSS access policy used in our CP-ABE
scheme was generated using our transformation described above. Moreover, we assume that there
is a public bound spyax on the number of columns in the matrix (which translates to a bound on
the size of the Boolean formula while using our Boolean formula LSSS transformations above).
We further assume that the row labeling function is injective, i.e., each attribute corresponds to
exactly one row. In the precise description of the scheme we use several different noise distribu-
tions with varying parameters. Some of them are used to realize the standard noise smudging
technique at various steps of the security proof. In order to keep the exposition simple, we will
ignore such noise smudging and just use a single noise distribution, denoted noise. By default,
vectors are thought of as row vectors.

Setup: For each attribute u in the system, sample A, € ngm together a trapdoor T4, , and
another uniformly random matrix H,, « Zg*™. Additionally sample y < Zg. Output

PK = (ya{Au} 7{HU})7 SK = {TAu}

Key Generation for attribute set U: Let t < noise”™ ! and t = (1,t) € Z™. This vector
t will intuitively serve as the linchpin that will tie together all the secret key components of a
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specific user. For each attribute v € U, using T4, , sample a short vector k, such that AUIZJI =
H,t" and output

SK = ({ku},t)

Encryption of msg € {0,1} given matrix M: Assume that p is a function that maps
between row indices of M and attributes, that is, p(7) is the attribute associated with the ith
row in M. The procedure samples s <= Zy and vg, ..., Vs, < Zg" and computes

c; = 8A,(; + noise
m—1
¢ = Mi71(syT, 0,... ,O) + Z MZ‘J"U]‘ — SHp(i) + noise

JE{2,-,8max }

and outputs the ciphertext
T= <{ci}ie[f} Aéi}icy,C=MSB(sy') & msg) :

Decryption: Assume that the available attributes are qualified to decrypt. Let I be the set
of row indices corresponding to the available attributes and let {w;},.; € {0,1} C Z, be the
reconstruction coefficients. For each i € I, let p(i) be the attribute associated with the ith row.
The procedure computes

K = sz (CZINC;—(Z) + éit—r>
el
and outputs

msg’ = C & MSB(K").

Correctness

Consider a ciphertext CT w.r.t some matrix M and a key for a set of attributes U that satisfies
M. By construction it is enough to show that MSB(K’) = MSB(sy ') with all but negligible
probability. Here, for simplicity, we shall ignore small noise-like terms. Expanding {c; },.; and

{éi }z‘eb we get

K ~ Z w’LSAp(Z)I::;—(z) + ZwiMi,l(SyT; 0,... ,O)tT + Z wivajtT
el el 1€1,7€{2,....Smax }

T
- Z wiSHp(i)t
i€l

First, observe that each w; € {0,1} since the reconstruction coefficients in our secret sharing
scheme are guaranteed to be Boolean.

Now, recall that for each u € U, we have Aukz;r = H,t". Therefore, for each i € I, it holds
that

. T T
Apiykpiy = Hppt -
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Hence,

CWICRLSS WSS Dy
j iel i€1,j€{2,....5max }

—W

= Z wiMZ‘J(S’yT, o,..., O)tT + Z wiMZ‘Vj’thT

el i€l,j€{2,....Smax }
= <Z wiMm) (syT, 0, ey O)tT + Z (Z wiMi,j> 'vjtT.
el je{27---75max} iel

Recall that we have Y. ;w;M;1 = 1 while for 1 < j < spyay, it holds that 3, ; w;M; ; = 0.
Also, recall that t = (1,%), and hence, (sy',0,...,0)t" = sy'. Thus,
K ~sy'.
By choosing the noise magnitude carefully, we can make sure that MSB(K’) = MSB(sy "), except
with negligible probability.

Security

As mentioned, we prove that our scheme is selectively secure, namely, we require the challenge
LSSS policy (M, p) to be submitted by the adversary ahead of time before seeing the public
parameters. The proof is obtained by a hybrid argument where we start off with the security
game played with the real scheme as the first hybrid and end up with a hybrid where the game is
played with a scheme where the challenge ciphertext is independent of the underlying message.

In more detail, in the last hybrid we want to get rid of the secret s. Recall that s appears in
two places: (1) ¢; and (2) ¢;. Intuitively, the term ¢; looks like an LWE sample and indeed our
goal is to use LWE to argue that s is hidden there. The challenge is that to use LWE we need
to get rid of the trapdoor T4, of A, which is used in the key generation procedure to sample
k,. For ¢;, our high level approach is to program H,, in such a way that it will cancel the terms
that depend on s in ¢;. However, at the same time H,, is used in the sampling procedure of INCU,
as well, and so (1) and (2) are actually related and need to be handled together.

We program H,, as follows

m—1

yTlm + > My B+ AR,

7€{2,...,8max }

where R, B, ..., B;, . are matrices of the appropriate sizes and sampled from some distribu-
tions which we shall skip for now. Here we crucially use the fact that the row labeling function
p is injective to ensure that the above definition of H, is unambiguous. One of the purposes of
the R,, matrices is to make sure that the programmed H,, is indistinguishable from the original
H,,. We make use of an extended version of the leftover hash lemma, we call the “leftover hash
lemma with trapdoors” (see Lemma , to guarantee this indistinguishability. This program-
ming allows us to embed the challenge access policy into the master public key. Also notice that
indeed the first term of H, cancels out the dependence on s in ¢;.

Let us go back to how the keys look like with this H,. Recall that we chose k, such that
Auicz = H,t". Our goal is to sample k., directly and not through the trapdoor T4, of A, so
that we can eventually do away with T4, . To this end, we program ¢ so that H,t" is completely
random. Note that once H,t' becomes random, we would be able to directly sample k, via the
properties of lattice trapdoors. At a high level for this purpose, we use the B; matrices, which we
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actually generate along with trapdoors. Observe that with our programming of the H, matrices
above, we have

T D My Bit! |+ ARGt

m—1
Hyt' = My [ o0
j6{27"'75max}

y'[07]---|o"

Roughly, H,t" would become uniformly random if we can make the boxed part above uniformly
random. We plan to do this by first sampling some uniformly random vector z,, and then solving
for { Bt }je{Q,...,smax} such that Eje{z,...,smax} M,-1(),5 (Bjt") = z,. Note that once we have a
solution for the above system of equations, we can use the trapdoor of the B; matrices to sample
an appropriate t and our goal will be accomplished. It is for solving the above system of linear
equations that we use the fact that the corresponding rows of M are linearly independent and
so the above system of linear equations is solvable.

2.3 The MA-ABE Scheme

The MA-ABE scheme is a generalization of the above scheme and we avoid repeating the scheme
here. Instead, let us go over our main ideas to overcome the technical challenges that prevented
getting a collusion resistant decentralized MA-ABE scheme from LWE before this work. First, it is
important to understand that a main challenge in CP-ABE constructions is collusion resistance.
The standard technique to achieve collusion resistance in the literature is to tie together the
different key components representing the different attributes of a user with the help of fresh
randomness specific to that user. Such randomization would make the different key components
of a user compatible with each other, but not with the parts of a key issued to another user.
This is relatively easy to implement in the single-authority setting since there is only one central
authority who is responsible to generate secret keys for users.

In a multi-authority, we want to satisfy the simultaneous goals of autonomous key generation
and collusion resistance. The requirement of autonomous key generation means that established
techniques for key randomization cannot be applied since there is no one party to compile all the
pieces together. Furthermore, in a decentralized MA-ABE system each component may come from
a different authority, where such authorities have no coordination and are possibly not even aware
of each other. In order to overcome the above challenge, we aim to adapt the high level design
rationally of the previous bilinear-map-based decentralized MA-ABE schemes [RW15,|LW11a] to
not rely on one key generation call to tie all key components together and instead use the output of
a public hash function applied on the user’s global identity, GID, as the randomness tying together
multiple key components issued by different authorities. However, this means that the randomness
responsible for tying together the different key components must be publicly computable, that
is, even known to the attacker. Unfortunately, all the CP-ABE schemes realizable under LWE so
far fail to satisfy this property.

Importantly, and deviating from previous approaches, we design our CP-ABE scheme carefully
so as to have this property. Observe that in our CP-ABE scheme above, the vector t is the one
that is used to bind together different key components. A main feature of our CP-ABE scheme
is that this vector t is actually part of the output of the key generation procedure. In particular,
as we show, the system remains secure even when t is public and known to the attacker.

The second challenge in making a CP-ABE scheme compatible for extension to the decentral-
ized multi-authority setting is modularity. Very roughly speaking, the setup and key generation
procedures should have the structure such that it should be possible to view their operations as
well as their outputs, that is, the master public/secret key and the secret keys of the users as
aggregates of individual modules each of which relates to exactly one of the attributes involved.
This is important since in a decentralized MA-ABE system, authorities/attributes should be able
to join the system at any point of time without requiring any prior coordination with a central
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authority or a system reset and there is no bound on the number of authorities/attributes that
can ever come into existence. Any CP-ABE scheme obtained from an underlying KP-ABE scheme
via the universal-circuit-based transformation inherently fails to achieve the above modularity
property roughly because in such a system, the master key and the user keys all become associ-
ated with the descriptions of circuits rather than the attributes directly. Hence it is not surprising
that no prior CP-ABE scheme realizable under LWE achieves the above modularity feature. In
contrast, we design our CP-ABE scheme above in such a way that everything is modular and fits
into the decentralized multi-authority setting.

As is the design, the proof strategy for our MA-ABE scheme is also somewhat similar to the
proof of the CP-ABE scheme. Although, since we are in the multi-authority setting, notation
and various technical details become much more involved. For instance, the application of the
linear independence property becomes much more delicate. Ignoring notational differences, one
additional step we need to make for our proof to go through, is to somehow make the ciphertext
components corresponding to corrupted authorities independent of the secret. This is because in
our security model, we allow the adversary to generate the master keys for the corrupted author-
ities. Hence the simulator cannot hope to program any of the H,, matrices corresponding to the
corrupted authorities and thereby cancel the secret present inside those ciphertext components
as was possible in the single-authority scheme above.

To solve this, we are inspired by a previous technique of Rouselakis and Waters [RW15| in
the bilinear map world for handling the same problem and we adapt it for our setting. After
applying the idea under their transformation we reach a hybrid world which is more similar to
the CP-ABE one where we only need to deal with the ciphertext components corresponding to
uncorrupted authorities. As an additional contribution, en route to adapting their lemma to our
setting, we observe a non-trivial gap in their proof which we resolve (see Section for more
details).

Lastly, let us explain why the new secret sharing scheme from Section (see also The-
orem does not apply here. Since our LSSS from Section is non-monotone, the share
generating matrix has rows for both the positive and negative instances of an attribute. Now, in
case of an MA-ABE for non-monotone LSSS, an attacker which corrupts an authority can gener-
ate keys for both the positive and negative instances of the attribute controlled by the authority
and thus can get hold of both the rows of the LSSS matrix associated with both instances of
that attribute. Unfortunately, in our LSSS, the linear independence property only holds when
the set of unauthorized rows of an LSSS matrix does not include both the positive and nega-
tive instances of a particular attribute simultaneously. (Note that this is not an issue for our
CP-ABE scheme since there is only one central authority which remains uncorrupted throughout
the system.) We currently do not know of any non-monotone LSSS which achieves the linear
independence property even when a set of unauthorized rows include both instances of the same
attribute. We therefore settle for an LSSS which only considers attributes in their positive form,
that is, monotone LSSS, and still satisfies the linear independence property for unauthorized
rows. We use the direct construction of Lewko and Waters |[LW11a] which was recently observed
by Agrawal et al. JABNT21| to satisfy the linear independence property for unauthorized rows
when implemented for the class of DNF formulas.

3 Preliminaries

3.1 Notations

Throughout this paper we will denote the underlying security parameter by A. A function
negl: N — R is negligible if it is asymptotically smaller than any inverse-polynomial function,
namely, for every constant ¢ > 0 there exists an integer N, such that negl(A) < A7¢ for all
A > N.. Welet [n] ={1,...,n}.
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Let PPT stand for probabilistic polynomial-time. For a distribution X, we write x < X to
denote that x is sampled at random according to distribution X'. For a set X, we write x < X
to denote that z is sampled according to the uniform distribution over the elements of X. We
use bold lower case letters, such as v, to denote vectors and upper-case, such as M, for matrices.
We assume all vectors, by default, are row vectors. The jth row of a matrix is denoted M; and
analogously for a set of row indices J, we denote M ; for the submatrix of M that consists of
the rows M; for all j € J. For a vector v, we let ||v|| denote its ¢ norm and ||[v|« denote its
{~ norm.

For an integer ¢ > 2, we let Z; denote the ring of integers modulo g. We represent Z, as
integers in the range (—q/2,q/2].

Indistinguishability: Two sequences of random variables X = {X)\},cy and V = {V) } ey
are computationally indistinguishable if for any non-uniform PPT algorithm A there exists a
negligible function negl(-) such that |Pr[A(1* X)) = 1] — Pr[A(1",))) = 1]| < negl()\) for
all A € N.

For two distributions D and D’ over a discrete domain (2, the statistical distance between D
and D’ is defined as SD(D,D’') = (1/2) - > cn|P(w) — D'(w)|. A family of distributions D =
{Da}ren and D' = {D) }, oy, parameterized by security parameter A, are said to be statistically
indistinguishable if there is a negligible function negl(-) such that SD(Dy, D)) < negl()) for
all A € N.

Smudging: The following lemma says that adding large noise “smudges out” any small values.
This lemma was originally proven in [AJW11, Lemma 2.1] and we use a paraphrased version
from |[GKW18|, Lemma 2.1|. Let us first define the notion of a B-bounded distribution.

Definition 3.1 (B-Bounded): For a family of distributions D = {D) },cy over the integers
and a bound B = B(\) > 0, we say that D is B-bounded if for every A € N it holds that
Prycp, o] < BOY) = 1.

Lemma 3.1 (Smudging Lemma): Let By = Bi(\) and By = Ba(\) be positive and let D =
{Dy}, be a Bi-bounded distribution family. Let U = {Uy}, be the uniform distribution over
[—B2(X), Ba(XN)]. The family of distributions D+U andU are statistically indistinguishable if there
exists a negligible function negl(-) such that for all X € N it holds that Bi(\)/Ba(X) < negl()).

Leftover hash lemma: We recall the well known leftover hash lemma, stated in a convenient
form for our needs (e.g., |Reg05,/ABB10al).

Lemma 3.2 (Leftover Hash Lemma): Letn: N - N, ¢: N - N, m > (n+1)log g+w(logn),
and k = k(n) be some polynomial. Then, the following two distributions are statistically indis-
tinguishable:

D, = {(A,AR) | A« Z™ R {1, 1}7”*’“} :

D, ={(A,8)| Az, 8 2}

3.2 Lattice and LWE Preliminaries

Here, we provide necessary background on lattices, the LWE assumption, and various useful tools
that we use.

Lattices: An m-dimensional lattice £ is a discrete additive subgroup of R™. Given positive
integers n,m,q and a matrix A € Zy*™, we let )\qL(A) denote the lattice {x € Z™ | Az =
0" mod ¢}. For u € Zy, we let A\/(A) denote the coset {x € Z™ | Az" =" mod q}.



Decentralized Multi-Authority ABE for DNFs from LWE 13

Discrete Gaussians: Let ¢ be any positive real number. The Gaussian distribution D, with
parameter o is defined by the probability distribution function p, (x) = exp(—||z|*/c?). For any
discrete set £ C R™, define p,(L) = Y, po(x). The discrete Gaussian distribution D, over
L with parameter o is defined by the probability distribution function pz () = ps(x)/pe(L).

The following lemma (e.g., [MR07, Lemma 4.4]) shows that if the parameter ¢ of a discrete
Gaussian distribution is small, then any vector drawn from this distribution will be short (with
high probability).

Lemma 3.3: Let m,n,q be positive integers with m > n, q > 2. Let A € ngm be a matrix of
dimensions n x m, o = 2(n), and L = >‘cJ[ (A). Then, there is a negligible function negl(-) such
that

Pr [le| > vino] < negi(n).

:IH—'DC’g

where ||x|| denotes the ¢3 norm of x.

Truncated Discrete Gaussians: The truncated discrete Gaussian distribution over Z™ with
parameter o, denoted by 5Zm7(,, is the same as the discrete Gaussian distribution Dzm , except
that it outputs 0 whenever the /o, norm exceeds y/mo. Note that, by definition, 5Zm,g is \/mo-
bounded. Also, by Lemma we get that ZSZm,g and Dzm , are statistically indistinguishable.

3.2.1 Lattice Trapdoors

Lattices with trapdoors are lattices that are indistinguishable from randomly chosen lattices, but
have certain “trapdoors” that allow efficient solutions to hard lattice problems. A trapdoor lattice
sampler |Ajt99,|GPV08, MP12|, denoted LT = (TrapGen, SamplePre), consists of two algorithms
with the following syntax and properties:

— TrapGen(1™,1™,q) — (A,Ta): The lattice generation algorithm is a randomized algorithm
that takes as input the matrix dimensions n, m, modulus ¢, and outputs a matrix A € Zg*™
together with a trapdoor T'y4.

— SamplePre(A, T4, 0,u) — s: The presampling algorithm takes as input a matrix A, trapdoor
Ta, a vector u € Zy, and a parameter o € R (which determines the length of the output
vectors). It outputs a vector s € ZJ" such that A-s" =u' and |s]| < /m - 0.

Well-sampledness: Following Goyal et al. [GKW18|, we further require that the aforemen-
tioned sampling procedures output well-sampled elements. That is, the matrix outputted by
TrapGen looks like a uniformly random matrix, and the preimage outputted by SamplePre with
a uniformly random vector/matrix is indistinguishable from a vector/matrix with entries drawn
from an appropriate Gaussian distribution. These two properties are summarized next.

Definition 3.2 (Well-Sampledness of Matrix): Fix any function ¢: N — N. The procedure
TrapGen is said to satisfy the q-well-sampledness of matriz property if for any PPT adversary A,
there exists a negligible function negl(-) such that for all A € N,

AdvET9()) £ ‘Pr [ExprTa:ZX’q()\) - 1] 1 /2‘ < negl(\),

where Exp?-?tjx’q(/\) is defined in Fig.
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1. The adversary A receives input 1% and sends {(Ai,o, Ta,,) }ie[z] + TrapGen(1™,1™,q) and
ll(;,gle’:, 1% such that m > nlogg(A) + A to the chal- {Ai,l}ie[z] « Z2%™ . Tt sends {Ai,b}ie[z] to A.

2. Upon receipt, the challenger first selects a 3. Finally, A outputs its guess b’ € {0,1}. The experi-
random bit b <+ {0,1}. Next, it samples ment outputs 1 if and only if b =b'.

Fig. 3.1. Exp[F

Definition 3.3 (Well-Sampledness of Preimage): Fix any function ¢: N - Nand o: N —
N. The procedure SamplePre is said to satisfy the (g, o)-well-sampledness property if for any
stateful PPT adversary A, there exists a negligible function negl(-) such that for all A € N,

Advﬁ$7izage,q,a(A) 2 py [EXPE;?,izage’q’g(A) = 1} — 1/2‘ < negl()\)a

where ExpE;-ei:Cage’q’a is defined in Fig. .

1. The adversary A receives input 1* and sends 3. Then, A makes a poly (A) number of pre-image
1™,1™, 1% such that o(X) > y/n - logq(\) - logm + A queries of the form ¢ € [z] to the challenger and

and m > n - log g(A) + A to the challenger. the challenger responds as follows:
(a) It samples w <+ Zg, ug < SamplePre(A;,Ta,, 0,
2. Upon receipt, the challenger first selects a random w), and uy < DZLU, It sends up to A.
bit b < {0,1}. Next, it samples {(A;,Ta;) };c,) ¢ 4. Finally, A outputs its guess &' € {0,1}. The experi-
TrapGen(1™,1™, ¢q) and sends { A; }ie[z] to A. ment outputs 1 if and only if b =¥'.

Fig. 3.2. Explieimaeea:o

Both the above properties are satisfied by the gadget-based trapdoor lattice sampler presented
in [MP12].

Enhanced trapdoor sampling: Let ¢: N — N, o0: N — R* be functions and LT = (TrapGen,
SamplePre) be a trapdoor lattice sampler satisfying the ¢g-well-sampledness of matrix and (g, o)-
well-sampledness of preimage properties. We describe enhanced trapdoor lattice sampling algo-
rithms EnLT = (EnTrapGen, EnSamplePre) due to Goyal et al. [GKW18| (which are, in turn,
reminiscent of the trapdoor extension algorithms of [CHKP10,,ABB10b]).

— EnTrapGen(1™,1™,q) + (A, Ta) : The trapdoor generation algorithm generates two matrices
A € ZZX[m/ﬂ and Ay € Z;LXLm/2J as (A1, Ta,) « TrapGen(17,11m/21 ¢), (Ag,Ta,)
TrapGen(1”, 1lm/2], q). It appends both matrices column-wise to obtain a larger matrix A as
A= (A1]A2) and sets the associated trapdoor T4 to be the combined trapdoor information

Ta = (Ta, Ta,).

— EnSamplePre(A,Ta,0,Z) — S: The pre-image sampling algorithm takes as input a ma-
trix A = (A1|Az) with trapdoor Tg = (Ta,,Ta,), a parameter ¢ = o()\), and a matrix
Z € ZZXk. It chooses a uniformly random matrix W <« ZZX’“ and sets Y = Z — W.
Next, it computes matrices S, 8y € ZIM/21Xk a5 § SamplePre(A1,Ta,,0, W) and
Sy < SamplePre(As, Ta,,0,Y). It computes the final output matrix S € Z™** by column-
wise appending matrices S1 and S as S = (Sl\Sg).

As shown by |[GKW18, Section 7.3|, the well-sampledness properties (Definition and
Definition of EnLT are inherited from the same properties of the underlying LT.
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We show that the enhanced trapdoor sampling procedures EnlLT satisfy another property
(which as far as we know has not been used or formalized before). We refer this property as
“leftover hash lemma with trapdoors”. Recall that in the original leftover hash lemma (Lemma
above) the matrix A € Zy*™ appearing in the two indistinguishable distributions D; and Ds
is sampled uniformly at random. The “leftover hash lemma with trapdoors” property of EnLT
basically states that the leftover hash lemma holds even when the matrix A € Zy*™ is generated
by the EnTrapGen algorithm and is not unifoormly random.

Lemma 3.4 (Leftover Hash Lemma with Trapdoors): Let n: N — N, ¢: N — N, and
m > 2(n + 1)logq + w(logn). Then, for any adversary A, there exists a negligible function
negl(-) such that for all X € N,

LHL-Trap,q,0 A
AdVEnLT,A (A) =

PrExpnir ™7 (\) = 1] = 1/2] < negl(),

where Expléﬁll_‘T'TJTp’q’U()\) 1s defined in Fig. ,

1. Setup Phase: The adversary A receives input (b) It sends (A, Sip);c,) to A
1* and sends 17",1™,1% such that m > 2(n +
Dlogg(A\) + A, o > /(n+ 1) logglogm + A, and 2. Query Phase: The adversary A makes poly ()
z = z(\) to the challenger. The challenger selects a many pre-image queries of the form (i, z) € [2] x Zq'
random bit b < {0,1}, and proceeds as follows: The challenger responds to each query by sampling

(a) For i € |[z], it samples (Ai,Ta,) <+ s < EnSamplePre(A;,Ta,, 0, z) and sending s to A.
EnTrapGen(1™,1™,q), R; + {—1,1}"*™, and 3. A outputs its guess b’ € {0, 1}. The experiment out-
sets S;0 = A;R;. It also samples S; 1 < ngm. puts 1 if and only if b = ¥’.

Fig. 3.3. Expgn a7

Proof: Our proof follows from a sequence of hybrid experiments. We start by defining a sequence
of hybrid experiments such that the first and last experiments correspond to the original “leftover
hash lemma with trapdoors” security game when the challenger chooses its challenge bit b to be 0
and 1, respectively. Finally, we show that the adversary’s advantage must be negligible between
any two consecutive hybrids.

For simplicity of notation, we shall prove the theorem assuming that z = 1. The proof
naturally generalizes to any other z € poly ().

Hybrid Hy: This corresponds to the original game with b = 0.

1. Setup phase: The adversary A sends 1™ and 1. The challenger selects a random bit b <
{0,1}, and proceeds as follows:

(a) It samples (A1,T4,), (As, Ta,) < TrapGen(1™,1™/2 ¢) and sets A = (A1]A,).
(b) It samples Ry, Ry + {—1, 1}m/2xm, sets R = (R1> and S = AR = A1R; + A2 R>.

Ry
(c) It sends (A, S) to A.
2. Query phase: The adversary A makes poly(\) many pre-image queries 2z € Zy. The chal-
lenger responds to each query as follows:
(a) It samples w « Z;* and computes s1 <— SamplePre(A1,Ta,, 0, w).
(b) It sets y" = 2" — Ays{ (which is equal to 2" —w ") and computes so < SamplePre( Az,
TA27 UJ y)
(c) It sends s = (s1]s2) to A.
3. The adversary outputs a bit o'.
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Hybrid H;y: This hybrid is identical to Hybrid Hy except that s; is sampled to be a random
Gaussian vector with parameter o for each query.

2. Query phase: The adversary A makes poly(\) many pre-image queries 2z € Zy. The chal-
lenger responds to each query as follows:

(a) It samples | 81 + Déiym/ 2,

This hybrid is statistically close to Hybrid Hy due to the well-sampledness of preimage prop-

erty (Definition [3.3)); see Claim

Hybrid Hs: This hybrid is identical to Hybrid H; except that the challenger chooses A;
uniformly at random, instead of choosing it using TrapGen.

1. Setup phase: The adversary A sends 1™ and 1™. The challenger selects a random bit b
{0,1}, and proceeds as follows:

(a) It samples | Ay ngm/Q , (A2, Ta,) + TrapGen(1",1"/2,¢) and sets A = (Al\Ag).

This hybrid is statistically close to Hybrid H; due to the well-sampledness of matrix property

(Definition [3.2)); see Claim

Hybrid Hg: This hybrid is identical to Hybrid Hy except that the challenger chooses S by
adding a uniformly random matrix S’ to Ay Ry (instead of A1 Ry).

1. Setup phase: The adversary A sends 1™ and 1™. The challenger selects a random bit b «
{0,1}, and proceeds as follows:

(b) It samples Ry, Ry + {—1,1}m/2xm, sets R = <gl>, samples S1 < Zy*™, and sets
2

[S =51+ AR, |

This hybrid is statistically close to Hybrid Hy due to the leftover-hash lemma (Lemma ;
see Claim [3.3

Hybrid Hy4: This hybrid is identical to Hybrid Hs except that the challenger samples S
uniformly random instead of adding AR to a uniformly random matrix (this is the same exact
distribution for S).

1. Setup phase: The adversary A sends 1™ and 1™. The challenger selects a random bit b <«
{0,1}, and proceeds as follows:

(b) It samples Ry, Ry + {—1, 1}m/2xm, sets R = (1;1>, and samples | S « Z;*™ |
2

This hybrid is identically to Hybrid Hs since the difference is only syntactical; see Claim

Hybrid Hs: This hybrid is identical to Hybrid H4 except that the challenger chooses A using

TrapGen instead of choosing it uniformly at random.

1. Setup phase: The adversary A sends 1™ and 1™. The challenger selects a random bit b «
{0,1}, and proceeds as follows:

(a) It samples | (A1, Ta,) |, (A2, Ta,) « TrapGen(1™,1™/2 ¢) and sets A = (A1]A3).

This hybrid is statistically close to Hybrid H4 due to the well-sampledness of matrix property

(Definition [3.2)); see Claim
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Hybrid Hg: This hybrid is identical to Hybrid Hs except that s is sampled using EnSamplePre
for each query instead of a random Gaussian vector.

2. Query phase: The adversary A makes poly () many pre-image queries z € Zj. The chal-
lenger responds to each query as follows:
(a) It samples w « Zg* and computes ‘ s1 < SamplePre(A;,Ta,,0,w) ‘

This hybrid is statistically close to Hybrid Hs due to the well-sampledness of preimage prop-

erty (Definition [3.3)); see Claim

Analysis

For any adversary A and x € {0,...,6}, let p4,: N — [0,1] denote the function such that for
all A € N, pa,()) is the probability that A on input 1" guesses the challenge bit correctly in
the hybrid game Hybrid x. By definition of the security game and the hybrids, [p4o — pas| =
Adv::-l'_-"l;lTrap’q()\). Therefore, to bound Adv::-'l_-"l:;‘Trap’q()\), it is sufficient to bound the difference
between any two of the above consecutive hybrids. This is done in Claims below. O

Claim 3.1: For any adversary A, there exists a negligible function negl(-) such that for all X € N,
pao(A) —pai(N)] < negl(N).

Proof Consider (for contradiction) an adversary A that distinguishes between Hybrid 0 and
Hybrid 1 with probability 1/p(\) for some polynomial p(-). We use this adversary to design
another one B that “breaks” the well-sampledness of preimage property (Definition [3.3)). B first
executes A that outputs 1" and 1™ and B submits the parameters 1" and 1™/2 as input to
its challenger. Then, B gets from its challenger a matrix A; € ngm/ ° B additionally samples
Ay « TrapGen(1",1"/2 ¢) and R + {—1,1}"""™, and sets § = AR, where A = (A1]A3).
The pair (A, S) is sent to A. A now performs poly (\) many queries of the form 2z € Zj. For
each such query z, B does the following. It first performs a pre-image query to get s from the
challenger (which is either sampled using SamplePre or randomly from the appropriate Gaussian
distribution). B then samples sy < SamplePre(As, Ta,,0,y) for y" = 2T — Ays] . B then sends
s = (31 ]32) to A. Eventually, A outputs a bit ¥ and this is the output of B. From the description
of B, it is evident that when s; is chosen from SamplePre then the view of A is identical to Hybrid
0 and when s; is chosen from the appropriate Gaussian distribution then the view of A is identical
to Hybrid 1. Therefore, the advantage of B is the same as that of A. a

Claim 3.2: For any adversary A, there exists a negligible function negl(-) such that for all A € N,
[pa1(A) —pa2(N)| < negl(A).

Proof: Consider (for contradiction) an adversary A that distinguishes between Hybrid 1 and
Hybrid 2 with probability 1/p(\) for some polynomial p(-). We use this adversary to design
another one B that “breaks” the well-sampledness of matrix property (Definition . B first
executes A that outputs 1" and 1™ and B submits the parameters 1" and 1"/2 as input to
its challenger. Then, B gets from its challenger a matrix A; € ngm/ 2 (that is sampled either
using TrapGen or uniformly at random). B additionally samples Ay < TrapGen(17,1™/2,¢) and
R+ {-1,1}"™ and sets S = AR, where A = (A;]|A3). The pair (A, S) is sent to A. A
now performs poly (\) many queries of the form z € Zj. For each such query z, B does the

following. It first samples s; Déxgm/ % and then samples so < SamplePre(Aq,Ta,,0,y) for

y' =2z — A;s/. B then sends s = (31|32) to A. Eventually, A outputs a bit & and this is
the output of B. From the description of B, it is evident that when A; is chosen from TrapGen
then the view of A is identical to Hybrid 1 and when Aj is chosen from the uniform distribution
then the view of A is identical to Hybrid 2. Therefore, the advantage of B is the same as that of
A. 0
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Claim 3.3: For any adversary A, there exists a negligible function negl(-) such that for all X € N,
[pa2 — pas| < negl(}).

Proof: Consider (for contradiction) an adversary A4 that distinguishes between Hybrid 2 and
Hybrid 3 with probability 1/p(\) for some polynomial p(-). We use this adversary to design
another one B that “breaks” the leftover hash lemma (Lemma[3.2). B first executes A that outputs
1™ and 1™ and so B will break the leftover hash lemma with parameters as in Lemma[3.2] Then, B
gets from its challenger a pair of matrices (A1, S1), where A; ngm/ Zand S; € Zy™™ is either
S; = A1R; for Ry « {—1,1}"/?*™ or 8] « Zy*™. B then samples Ag < TrapGen (1", 1™/2 q)
and Ry + {—1,1 }m/me, and sets S = S1+ A2 Ry. The pair (A, S) is sent to A. A now performs
poly () many queries of the form 2z € Zj. For each such query 2z, B does the following. It first
samples s Dggmﬂ and then samples s3 < SamplePre(Ay, Ta,,0,y) fory' =2z" — Ays]. B
then sends s = (31\32) to A. Eventually, A outputs a bit ' and this is the output of B. From the
description of B, it is evident that when S; = AR, then the view of A is identical to Hybrid 2
and when S is chosen from the uniform distribution then the view of A is identical to Hybrid
3. Therefore, the advantage of B is the same as that of A. a

Claim 3.4: For any adversary A and any A € N, p43(A) = paa(N).

Proof: The difference between the two hybrids is merely syntactical. Whether we sample S
uniformly at random from Z¢*™ or by adding a uniformly random matrix from Zy*™ to A2 Ry
results with an independent uniformly random matrix. O

Claim 3.5: For any adversary A, there exists a negligible function negl(-) such that for all X € N,
pA4(N) —pas(N)| < negl(N).

Proof: The proof of this claim is similar to the proof of Claim O

Claim 3.6: For any adversary A, there exists a negligible function negl(-) such that for all A € N,
pas(A) —pas(N)| < negl(N).

Proof: The proof of this claim is similar to the proof of Claim O

3.2.2 Learning With Errors

Assumption 1 (Learning With Errors (LWE) |[Reg05]): For a security parameter A € N,
let n: N - N, ¢: N — N, and o: N — R be functions of X\. The Learning with Errors (LWE)
assumption LWE,, 4 », parametrized by n = n(X),q = ¢(\),0 = o(\), states that for any PPT
adversary A, there exists a negligible function negl(-) such that for any A € N,

Advy e () &

Pr [1 — A%OIN | s ZZ] —Pr [1 « A(??(')(ﬂ)} \ < negl()\),

where the oracles OF(-) and Oz(-) are defined as follows: Of(-) has s € Zj hardwired, and on
each query it chooses a «+ Zjy, e «- Dz, and outputs (a, sa' + e mod ¢), and Oy(-) on each
query chooses a < Zy, u < Z, and outputs (a, u).

Regev |Reg05| showed that if there exists a PPT adversary that can break the LWE assump-
tion, then there exists a PPT quantum algorithm that can solve some hard lattice problems in
the worst case. Given the current state of the art of lattice problems [MRO04|Reg05, GPVO0S|
Pei09,[BLPT 13, MP13|, the LWE assumption is believed to be true for any polynomial n(-) and
any functions ¢(-), o(-) such that for all A € N, n = n()),q = ¢(\), 0 = g(\) satisfy the following
constraints:

2WVn<o<qg<2', n-qlo<2%, and0<e<1/2
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3.3 The Notion of CP-ABE for Linear Secret Sharing Schemes

A ciphertext-policy attribute-based encryption (CP-ABE) scheme CP-ABE = (Setup, KeyGen,
Enc, Dec) for access structures captured by linear secret sharing schemes (LSSS) over some finite
field Z, with g = g(\) consists of four procedures with the following syntax.

— Setup(1*,U) — (PK,MSK) : The setup algorithm takes in the security parameter A in unary
and attribute universe description U, and outputs public parameters PK and a master secret
key MSK. We assume that PK includes the description of the attribute universe U.

— KeyGen(MSK, U) +— SK : The key generation algorithm takes as input the master secret key
MSK and a set of attributes U C U, and outputs a private key SK. We assume that the secret
key implicity contains the attribute set U.

— Enc(PK, msg, (M, p)) — CT : The encryption algorithm takes in the public parameters PK,
a message msg, and an LSSS access policy (M, p) such that M is a matrix over Z, and p
is a row-labeling function that assigns to each row of M an attribute in U. The algorithm
outputs a ciphertext CT. We assume that the ciphertext implicitly contains (M, p).

— Dec(PK, CT,SK) — msg’ : The decryption algorithm takes in the public parameters PK, a
ciphertext CT generated with respect to some LSSS access policy (M, p), and a secret key
SK for some set of attributes U C U. It outputs a message msg’ when the attributes in U
satisfies the LSSS access policy (M, p), i.e., when the vector (1,0,...,0) lies in the linear
span of those rows of the access matrix M which are mapped by p to some attribute in U.
Otherwise, decryption fails.

Correctness: A CP-ABE scheme for LSSS-realizable access structures is said to be correct if
for every A € N, every attribute universe U, every message msg, every LSSS access policy (M, p),
and every subset of attributes U C U which satisfy the access policy, it holds that

(PK, MSK) « Setup(1*,U)
SK + KeyGen(MSK, U)
T < Enc(PK, msg, (M, p))
msg’ = Dec(PK, CT, SK)

Pr |msg’ = msg | C =1.

Security: We start by defining the selective notion of security for CP-ABE for LSSS-realizable
access structures by the following game between a challenger and an attacker.

Setup Phase: The adversary receives the security parameter 1* and commits on an LSSS
access policy (M, p). The challenger runs the Setup algorithm and gives the public parameters,
PK, to the adversary.

Key Query Phase 1: The adversary makes a polynomial number of secret key queries to
the challlenger. For each secrey key query the adversary sends some set of attributes U C U
with the restriction that U does not satisfy the policy (M, p). The challenger replies with the
corresponding secret key SK < KeyGen(MSK, U).

Challenge Phase: The challenger chooses a random bit b < {0,1} and encrypts b w.r.t.
the committed policy (M, p) as CT < Enc(PK, b, (M, p)). The ciphertext CT is given to the
adversary.

Key Query Phase 2: This phase proceeds in the same way as phase 1.

Guess: The adversary eventually outputs a guess b’ of b.

The advantage of an adversary A in this game is defined as:

AdVJCLlP-ABE,SELfCPA()\) 2 |Prb =0 —1/2].



20 Pratish Datta, Ilan Komargodski, and Brent Waters

Definition 3.4 (Selective security for CP-ABE for LSSS): A CP-ABE scheme for LSSS-
realizable access structures is selectively secure if for any PPT adversary A there exists a negligible
function negl(-) such that for all A € N, we have Adij'ABE’SELfcpA()\) < negl(A).

We also define a relaxed notion of selective security for CPABE schemes for LSSS-realizable ac-
cess structures. We call this new notion “selective security under linear independence restriction”.
In this notion, we modify the Key Query Phases in the above game as follows:

Relaxed Key Query Phases: The adversary makes a polynomial number of secret key
queries to the challenger. For each secret key query the adversary sends some set of attributes
U C U with the restriction that U does not satisfy the policy (M, p) and moreover, the
rows of the access matriz M labeled by attributes in U, i.e. the rows of M having indices
in p~1(U) must be linearly independent. The challenger replies with the corresponding secret

key SK - KeyGen(MSK, U).
We define the advantage of an adversary A in this game as:
AdVS‘P_ABE’SEL_LI_CPA()\) A ‘Pl‘[b — b/] o 1/2‘ )

Definition 3.5 (Selective security under linear independence restriction for CP-ABE
for LSSS): A CP-ABE scheme for LSSS-realizable access structures is selectively secure under
linear independence restriction if the advantage Adij'ABE’SEL_U_CPA()\) of any PPT adversaries

A in the above modified game is at most negligible.

3.4 The Notion of MA-ABE for Linear Secret Sharing Schemes

A multi-authority attribute-based encryption (MA-ABE) system MA-ABE = (GlobalSetup,
AuthSetup, KeyGen, Enc, Dec) for access structures captured by linear secret sharing schemes LSSS
over some finite field Z, with ¢ = ¢(\) consists of five procedures with the following syntax. We
denote by AU the authority universe and by GZD the universe of global identifiers of the users.
Additionally, we assume that each authority controls just one attribute, and hence we would use
the words ‘authority" and ‘attribute" interchangeably. This definition naturally generalizes to

the situation in which each authority can potentially control an arbitrary number of attributes
(see [RW15]).

— GlobalSetup(1?) ++ GP : The global setup algorithm takes in the security parameter X in unary
and outputs the global public parameters GP for the system. We assume that GP includes the
descriptions of the universe of attribute authorities AU and universe of the global identifiers
of the users GZD.

— AuthSetup(GP, u) — (PK,,SKy) : The authority u € AU calls the authority setup algorithm
during its initialization with the global parameters GP as input and receives back its public
and secret key pair PK,, SK,,.

— KeyGen(GP, GID, SK,) — SKgip,, : The key generation algorithm takes as input the global
parameters GP, a user’s global identifier GID € GZD, and a secret key SK, of an authority
u € AU. It outputs a secret key SKgp ,, for the user.

— Enc(GP, msg, (M, p),{PKy,}) — CT : The encryption algorithm takes in the global parame-
ters GP, a message msg, an LSSS access policy (M, p) such that M is a matrix over Z, and
p is a row-labeling function that assigns to each row of M an attribute/authority in AU, and
the set {PK, } of public keys for all the authorities in the range of p. It outputs a ciphertext
CT. We assume that the ciphertext implicitly contains (M, p).
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— Dec(GP, CT,{SKgip,u }) — msg’ : The decryption algorithm takes in the global parameters GP,
a ciphertext CT generated with respect to some LSSS access policy (M, p), and a collection
of keys {SKgip ., } corresponding to user ID-attribute pairs (GID, U) possessed by a user with
global identifier GID. It outputs a message msg’ when the collection of attributes associated
with the secret keys {SKgip ,, } satisfies the LSSS access policy (M, p), i.e., when the vector
(1,0,...,0) is contained in the linear span of those rows of M which are mapped by p to
some attribute/authority u € AU such that the secret key SKgip , is possessed by the user
with global identifier GID. Otherwise, decryption fails.

Correctness: An MA-ABE scheme for LSSS-realizable access structures is said to be correct
if for every A\ € N, every message msg, and GID € GZID, every LSSS access policy (M, p), and
every subset of authorities U C AU controlling attributes which satisfy the access structure it
holds that

GP + GlobalSetup(1*)
Yu € U: PKy, SKy < AuthSetup(GP, u)
Pr [msg’ = msg | Vu € U: SKgip,, < KeyGen(GP,GID,SK,)| = 1.
CT « Enc(GP, msg, (M, p),{PKy})
msg’ = Dec(GP, CT,{SKaip,u } cr/)

Security: We follow Rouselakis and Waters |[RW15| and define static security for multi-
authority CP-ABE systems for LSSS-realizable access structures by the following game between
a challenger and an attacker. Here, all queries done by the attacker are sent to the challenger im-
mediately after seeing the global public parameters. We also allow the adversary to corrupt (and
thus fully control) a certain set of authorities chosen after seeing the global public parameters
and that set of corrupted authorities remains the same until the end of the game.

The game consists of the following phases:

Global setup: The challenger calls GIobaISetup(lA) to get and send the global public param-
eters GP to the attacker.
Adversary’s queries: The adversary responds with:

(a) A set C C AU of corrupt authorities and their respective public keys {PK, } .., which
it might have created in a malicious way.

(b) A set N' C AU of non-corrupt authorities, i.e., C NN = (), for which it requests the
public keys.

(c) A set Q={(GID,U)} of secret key queries, where each GID € GZD is distinct and each
UCN.

(d) A challenge LSSS access policy (M, p) with p labeling each row of M with authori-
ties/attributes in (C UN) subject to the restriction that for each pair (GID,U) € Q, the
rows of M labeled by authorities/attributes in (C U U) are unauthorized with respect
to (M, p).

Challenger’s replies: The challenger flips a random coin b < {0,1} and replies with the
following:

(a) The public keys PK,, < AuthSetup(GP,u) for all u € N.

(b) The secret keys SKgip ., +— KeyGen(GP, GID, SK,,) for all (GID,U) € Q, u € U.

(c) The challenge ciphertext CT < Enc(GP,b, (M, p),{PKy},ccun)

Guess: The adversary outputs a guess b’ for b.

The advantage of an adversary A in this game is defined as:

AdVAABESTCPA (L) & 1prp = 1] —1/2].
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Definition 3.6 (Static security for MA-ABE for LSSS): A MA-ABE scheme for LSSS-
realizable access structures is statically secure if for any PPT adversary A there exists a negligible
function negl(-) such that for all A € N, we have AdVZIA'ABE’SchpA()\) < negl(A).

Analogously to our CP-ABE definition, we also define a relaxed notion of static security, which
we call the “static security under linear independence restriction”. In this notion, we modify the
Item @ in the above game as follows:

Relaxed Item [@]: A challenge LSSS access policy (M, p) with p labeling the rows of M
with authorities/attributes in (CUN) subject to the restriction that for all pairs (GID,U) € Q,
the rows of M labeled by authorities/attributes in (C U U) are unauthorized with respect to
(M, p), and moreover, the rows of M labeled by the authorities/attributes in (CUU), i.e., the
rows of M having indices in p~1(CUU) are linearly independent.

We define the advantage of an adversary A in this game as:
AdV%A—ABE,ST—LI—CPA()\) A ‘Pr[b _ b/] _ 1/2| .

Definition 3.7 (Static security under linear independence restriction for MA-ABE for
LSSS): An MA-ABE scheme for LSSS-realizable access structures is statically secure under linear
independence restriction if the advantage Adv%A'ABE’ST_LI_CPA()\) of any PPT adversaries A in
the above modified game is at most negligible.

Remark 3.1 (Static security (under linear independence restriction) of MA-ABE for
LSSS in the Random Oracle Model): We additionally consider the aforementioned notions
of security in the random oracle model. In this context, we assume a global hash function H
published as part of the global public parameters and accessible by all the parties in the system.
In the security proof, we will model H as a random oracle programmed by the challenger. In the
security game, therefore, we let the adversary A submit a collection of H-oracle queries to the
challenger immediately after seeing the global public parameters, along with all the other queries
it makes in the static security (under linear independence restriction) game as described above.

4 Linear Secret Sharing Schemes with Linear Independence

In this section, we first provide the necessary definitions and properties of linear secret sharing
schemes. Then, we present a new linear secret sharing scheme for all non-monotone access struc-
tures realizable by NC! circuits. This new secret sharing scheme has some interesting properties
which we crucially utilize while designing our CP-ABE scheme for all NC! circuits under the LWE
assumption. Finally, we state and prove an extension of the zero-out lemma [RW15, Lemma 1].
The role of this lemma in the security proof of our MA-ABE scheme is analogous to [RW15, Lemma
1] in the security proof of their proposed MA-ABE construction. Along the way, we also identify
an important gap in the proof of [RW15, Lemma 1| and provide a fix.

4.1 Background on Linear Secret Sharing Schemes

A secret sharing scheme consists of a dealer who holds a secret and a set of n parties. Informally,
the dealer “splits” the secret into “shares” and distributes them among the parties. Subsets of
parties which are “authorized” should be able to jointly recover the secret while others should
not. The description of the set of authorized sets is called the access structure.

Definition 4.1 (Access Structures): An access structure on n parties associated with num-
bers in [n] is a set A C 20"\ § of non-empty subsets of parties. The sets in A are called the
authorized sets and the sets not in A are called the unauthorized sets. An access structure is
called monotone if VB,C € 2 if B € A and B C C, then C € A.
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A secret sharing scheme for a monotone access structure A is a randomized algorithm that
on input a secret z outputs n shares shy,...,sh, such that for any A € A the shares {sh; }, 4
determine z and other sets are independent of z (as random variables).

Non-monotone secret sharing: A natural generalization of the above notion that captures
all access structures (rather than only monotone ones) is called non-monotone secret sharing.
Concretely, a non-monotone secret sharing scheme for an access structure A is a randomized algo-
rithm that on input a secret z outputs 2n shares viewed as n pairs (shy g,shy 1), ..., (shy0,shp 1)
such that for any A € A the shares {sh;1},. 4 U{shio }z‘¢A determine z and other sets are inde-
pendent of z.

We will be interested in a subset of all (non-monotone) secret sharing schemes where the
reconstruction procedure is a linear function of the shares [KW93|. These are known as linear
(non-monotone) secret sharing schemes.

Definition 4.2 (Linear (non-monotone) secret sharing schemes): Let ¢ € N be a prime
power and [n] be a set of parties. A non-monotone secret-sharing scheme 7 with domain of
secrets Zq realizing access structure A on parties [n] is linear over Z, if

1. Each share sh;;, for i € [n] and b € {0,1} of a secret z € Z, forms a vector with entries in Z,.

2. There exists a matrix M € Zng, called the share-generating matrix, and a function p: [¢{] —
[2n], that labels the rows of M with a party index from [n] or its corresponding negation,
represented as another party index from {n + 1,...,2n}, which satisfy the following: During
the generation of the shares, we consider the vector v = (2,79, ...,74) € Zg. Then the vector
of £ shares of the secret z according to IT is equal to sh = M -v' € Zg“. For ¢ € [n] and
b € {0,1}, the share sh;; consists of all sh; values for which p(j) = n- (1 —b) + i (so the
first n shares correspond to the “1 shares” and the last n shares correspond to the “0 shares”).
We will be referring to the pair (M, p) as the LSSS policy of the access structure A.

It is well known that the above method of sharing a secret satisfies the desired correctness
and security of a non-monotone secret sharing scheme as defined above (e.g., [KW93|). For an
LSSS policy (M, p), where M € ZSXd and p: [(] — [2n], and a set of parties S C [n], let
S=S8u{ie{n+1,....2n}|i—n¢S} C [2n]. We denote M the submatrix of M that

consists of all the rows of M that “belong” to S according to p (i.e., rows j for which p(j) € §)
d—1

. . . — d . -
Correctness means that if S C [n] is authorized, the vector (1,0,...,0) € Zj is in the span of
the rows of M. Security means that if S C [n] is unauthorized, the vector (1,0,...,0) is not in

the span of the rows of Mg. Also, in the unauthorized case, there exists a vector d € Zg, such
that its first component dy = 1 and M §dT = 0, where 0 is the all 0 vector.

{0,1}-LSSS: A special subset of all linear secret sharing schemes are ones where the reconstruc-
tion coefficients are always binary [BGG™18| Definition 4.13]. We call such LSSS a {0, 1}-LSSS.
This property of LSSS secret sharing schemes was recently formally defined by [BGG™18|. They
observed that a well-known construction by Lewko and Waters [LW11a| actually results with an
LSSS with this property for all access structures in NC.

On sharing vectors: The above sharing and reconstruction methods directly extend to sharing
a vector z € Zy" of dimension m € N rather than just scalars.

4.2 Our Non-Monotone Linear Secret Sharing Scheme for NC!

We introduce a new non-monotone linear secret sharing scheme for all access structures that
can be described by NC! circuits. The new scheme has some useful properties for us which we
summarize next:
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— The entries in the corresponding policy matrix are small, i.e., coming from {—1,0,1}.

— Reconstruction of the secret can be done by small coefficients, i.e., coming from {0, 1}.

— The rows of the corresponding policy matrix that correspond to an unauthorized set are
linearly independent.

Remark 4.1: Let us mention that the well-known construction of Lewko and Waters |[LW11a]
actually results with an LSSS with these properties for all access structures described by DNF
formulas. This was recently observed by |[ABNT21]|. As opposed to our construction, this con-
struction is a monotone LSSS, not a non-monotone one.

The construction: We are given an access structure A described by an NC! circuit. This
circuit can be described by a Boolean formula of logarithmic depth that consists of (fan-in 2)
AND, OR, and (fan-in 1) NOT gates. We further push the NOT gates to the leaves using De
Morgan laws, and from now on we assume that internal nodes only constitute of OR and AND
gates and leaves are labeled either by variables or their negations. In other words, we assume
that we are given a monotone Boolean formula consisting only of AND and OR gates. We would
like to highlight that even if we are starting off with a monotone Boolean formula, the LSSS
secret sharing scheme we are going to construct would be a non-monotone one. More precisely,
the algorithm associates with each input variable x; of the monotone Boolean formula two vector
shares sh; ¢ and sh; ;. This is done in a recursive fashion starting from the root by associating
with each internal wire w two labels w; and wg (and the labels of the leaves correspond to the
shares). The labels of the root w are w; = (1,0,...,0) and wy = (0,1,0,...,0), both of which
are of dimension k £ k + 2, where k is the number of gates in the formula. We maintain a global
counter variable ¢ which is initialized to 2 and is increased by one after labeling each gate. We
shall traverse the tree from top (root) to bottom (leaves) and within a layer from left to right.
Consider a gate whose output wire w labels are wi,wy and denote its children wires, v and v,
with corresponding labels (to be assigned) w1, up and v, v, respectively. The assignment is done
as follows, depending on the type of the gate connecting v and v to w:

AND gate: u; = 0°||1)0F=1,  wg=wy, v =w; —u;, vo=wy— u.
OR gate: u; = wy, wug= OC|]1||0’~“_C_1, V] = wp — Uy, Vg = Wy — UQ.

An example: Consider the monotone Boolean formula (A A B) V (C A D). The 1-label of the
root is (1,0,0,0,0) and the O-label is (0,1,0,0,0). The 1-label of the left child of the OR gate
is (1,0,0,0,0) and the 0-label is (0,0,1,0,0). The 1-label of the right child of the OR gate is
(1,0,—1,0,0) and the 0-label is (0,1, —1,0,0). Therefore, the resulting policy is

A4 (000 1 O
41001 0 O
B | 100 —-10
B 001 -10
M_01 000 0 1
| 01-10 O
D 10-10 —1

Do \01-10 -1

The following lemma follows by induction on the number of gates in the formula. Recall that
for S C[n],welet S =SU{ie{n+1,....2n}|i—n ¢ S} C [2n] and let Mg be the submatrix
that consists of all the rows of M that “belong” to S according to p.

Lemma 4.1: For any access structure A which is described by a Boolean formula, the above
process for generating the matriz M results with
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1. A non-monotone {0,1}-LSSS for A, namely
(a) For any authorized set of parties S C [n], there is a linear combination of the rows of Mg

that results with (1,0,...,0) € Zg. Moreover, the coefficients in this linear combination are
from {0,1}.

(b) For any unauthorized set of parties S C [n], no linear combination of the rows of Mg
results in (1,0,...,0) € Zg. Also, there exists a vector d € Zg, such that its first component

dy =1 and Mgd—r = 0, where 0 is the all 0 vector.
2. For any unauthorized set of parties S C [n], all of the rows of Mg are linearly independent.

Proof. We first prove Item 1 of the lemma, namely that the resulting scheme is a {0, 1}-LSSS.
To this end, we prove a more general claim, essentially generalizing the first item of the lemma
for all wires in the formula. In our generalization, given a Boolean formula with k gates, the
labels of the output wire, denoted w1, wq are fixed to be arbitrary linearly independent vectors
in that they have at least k Os in their suffix. (In comparison, in our scheme above, we set w1, wy
to be the vectors (1,0), (0,1) followed by exactly k& 0s.) Denote the dimension of wi,wg by d,
where d > k + 1. The rest of the details of the scheme remain the same—namely, upon every
new gate we use an “unused dimension” out of the last £ and use the above rules to compute the
new associated labels. We claim that with this new scheme, we have that for any set S C [n]:

1. if S satisfies w, then
(a) wi is in the span of the rows of Mg and the linear combination has {0, 1} coefficients
(b) wg is not in the span of the rows of Mg

2. if S does not satisfy w, then
(a) wo is in the span of the rows of Mg and the linear combination has {0, 1} coefficients
(b) w; is not in the span of the rows of Mg

Clearly, if we prove the above for the more general scheme, it immediately implies Item 1 of
the lemma. We prove these properties of the more general scheme by induction on the number
of gates in the formula. For a formula with one gate these properties follow directly from our
construction. We therefore assume that they hold for all formulas with at most k gates and prove
it for a formula with k£ + 1 gates.

Assume that the labels of the output wire are wy, wg, both of dimension d. If the root gate
is an AND gate, then the labels of the left and right input wires are

Uy = Odf(kJrl)Hluok, U = wp, V1 =W — U, Vg=wWy— U].

If S C [n] satisfies w, then S also satisfies the wires u and v and therefore by the induction
hypothesis we can recover w1 and v1. So, we can compute uj + v1 = w;. Moreover, since the
coefficients used to recover u; and vp are all from {0, 1}, the same is true for w;. Also, it is
immediate that wyg is not in the span of the rows of Mg since otherwise we could have obtained
both uy (= wp) and u; although it is impossible by the induction hypothesis.

If S C [n] does not satisfy w, then either it satisfies u but not v, or v but not u, or neither
of them. We analyze each case separately:

— u is satisfied but v is not: The available vectors span w1, vy with small coefficients but not
ug, v1. Using w1 and wg one can recover u; + vy = wy, as needed. Additionally, since v is
not in the span of the rows of M but wq is, it is directly implied that w; + v1 = w; is not
in the span of the rows of Mg, as needed.

— u is not satisfied but v is: The available vectors span wug, vy with smll coefficients but not
u1,vg. Using ug one can directly recover ug = wyp. Additionally, since w1 is not in the span
of the rows of M§ but vy is, it is directly implied that w; +v; = w1 is not in the span of the
rows of Mg, as needed.
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— neither u nor v are satisfied: The available vectors span ug, vg with small coefficients but not
u1,v1. Using ug one can directly recover ug = wg. Additionally, since v; is not in the span
of the rows of M but wg — vg = uy is, it is directly implied that w; + v1 = w; is not in the
span of the rows of Mg, as needed.

We proceed with the proof in case the root gate is an OR gate. The proof is analogous and
we give it for completeness. If the root gate is an OR gate, then the labels of the left and right
input wires are

U = wi, Uy = Od*(kH)HlHOk, v = w; — Uy, Vo= Wy — UQ.

If S C [n] satisfies w, then either it satisfies u but not v, or v but not u, or both of them. We
analyze each case separately:

— wu s satisfied but v is not: The available vectors span w1, vy with small coefficients but not
ug, v1. Using uy directly one can recover u; = wyi. Additionally, since ug is not in the span
of the rows of M 5 but vy is, it is directly implied that ug + v9 = wy is not in the span of the
rows of Mg, as needed.

— wu s not satisfied but v is: The available vectors span wug,v; with small coefficients but not
u1,vg. Using ug, v one can recover ug + v; = wi with small coefficients, as needed. Addi-
tionally, since v is not in the span of the rows of Mg but uy is, it is directly implied that
up + vg = wyo is not in the span of the rows of Mg, as needed.

— both u and v are satisfied: The available vectors span wy,v; with small coefficients but not
ug, vg. Using u; directly one can recover u; = wj. Additionally, since vg is not in the span
of the rows of Mg but w1 —v1 = uy is, it is directly implied that ug + v = wp is not in the
span of the rows of Mg, as needed.

If S C [n] does not satisfy w, then S does not satisfy the wires u,v and therefore by the
induction hypothesis we can recover ug, vg. So, we can compute ug + vg = wgy. Moreover, since
the coefficients used to recover uy and vy are all from {0,1} by the induction hypothesis, the
same is true for wg. Also, it is immediate that w; is not in the span of the rows of Mg since
otherwise we could have obtained at least one of w; and v; although it is impossible by the
induction hypothesis.

Item 2. We now proceed with the proof of Item 2 in the lemma. Here, we will use induction
again but this time “in reverse”. Number the gates from 1 to k + 1 as follows: the root gate
is numbered 1 and then we number in increasing order level-by-level and within each level we
number from left to right. Denote by g the (k 4+ 1) gate, i.e., the rightmost gate at the layer
immediately above the input layer of the formula, and let w, be its output wire and let ug, v4
be its left and right input wires, respectively. Denote F’ the formula without the gate g where
w becomes an input wire.

First, consider sharing a secret (using our scheme) according to F' and then sharing the same
secret according to F’. By description, the resulting associated vectors of each wire, when we
share via F' are of dimension k + 3, while when we share via F’ are k + 2. Nevertheless, one can
think of the latter vectors as of dimension k + 3 by just adding a 0 at the end. Now, by our
construction, the associated labels of each wire which appear in both F' and F’ (including wy)
are identical. The only difference is therefore in the additional labels associated with the wires ug
and vy. Let the associated labels of w, be wg,, wg,, and of u, and vy be ug,, ug,, and vg,, vy,
respectively.

Let S C [n] be an unauthorized set for F. Assume first that g is an AND gate:

1. If S satisfies g, then the available vectors include ug,,vg,. Let S’ correspond to the input to
the formula F’ using the set S with wg, = ug, + vy, instead of ug,, vy, separately. Consider
any linear combination of the associated vectors of S and let «, 8 be the scalars multiplying
Ug,, Vg, respectively, in that linear combination. To get 0 (the all 0 vector), it must hold
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that o = —f8 as ug,,vg, are the only two vectors with non-zero values in the last dimension.
Now, using the fact that wg, = ug; + vy, together with the fact that 0 is not in the span of
the associated vectors of S’ (by the induction hypothesis), the claim holds.

2. If S does not satisfy g, then the available vectors include either of the following:

(a)

Ug,, Vg, Let S’ correspond to the input to the formula F’ using the set S with wg, =
Ug, + g, instead of ug,, vy, separately. Consider any linear combination of the associated
vectors of S and let «, 8 be the scalars multiplying ug,, vy, respectively, in that linear
combination. To get O (the all 0 vector), it must hold that o = —f as ug,,vg, are the
only two vectors with non-zero values in the last dimension. Now, using the fact that
Wg, = Ug, + Vg, together with the fact that 0 is not in the span of the associated vectors
of S’ (by the induction hypothesis), the claim holds.

Ug, Vg, Let S’ correspond to the input to the formula F” using the set S with wg, = ug,,
instead of ug, vg, separately. Consider any linear combination of the associated vectors of
S and let , B be the scalars multiplying ug, vg,, respectively, in that linear combination.
To get O (the all 0 vector), it must hold that 5 = 0 as vg, is the only vector with a non-zero
value in the last dimension. Now, using the fact that wg, = wug, together with the fact
that 0 is not in the span of the associated vectors of S’ (by the induction hypothesis), the
claim holds.

Ug, Vg, Let S’ correspond to the input to the formula F” using the set S with wg, = ug,,
instead of ug, vg, separately. Consider any linear combination of the associated vectors of
S and let «, B be the scalars multiplying ug, vy, respectively, in that linear combination.
To get O (the all 0 vector), it must hold that 8 = 0 as vy, is the only vector with a non-zero
value in the last dimension. Now, using the fact that wg, = wug, together with the fact
that 0 is not in the span of the associated vectors of S’ (by the induction hypothesis), the
claim holds.

Assume now that g is an OR gate:

1. If S satisfies g, then the available vectors include either of the following:

(a)

Ug,, Vg, Let S’ correspond to the input to the formula F” using the set S with wg, = ug,
instead of ug,, vy, separately. Consider any linear combination of the associated vectors of
S and let «, B be the scalars multiplying ug,, vy, respectively, in that linear combination.
To get O (the all 0 vector), it must hold that 8 = 0 as vy, is the only vector with a non-zero
value in the last dimension. Now, using the fact that wg, = wug, together with the fact
that 0 is not in the span of the associated vectors of S’ (by the induction hypothesis), the
claim holds.

Ug, Vgq: Let S’ correspond to the input to the formula F’ using the set S with wg, =
Ug, + Vg, instead of ug, vy, separately. Consider any linear combination of the associated
vectors of S and let «, 8 be the scalars multiplying ug, vg,, respectively, in that linear
combination. To get O (the all 0 vector), it must hold that a = —f as ug,,vg, are the
only vectors with a non-zero value in the last dimension. Now, using the fact that wg, =
Ug, + vg, together with the fact that 0 is not in the span of the associated vectors of S’
(by the induction hypothesis), the claim holds.

Ug,,Vg,: Let S correspond to the input to the formula F” using the set S with wg, = ug,
instead of ug,, vy, separately. Consider any linear combination of the associated vectors of
S and let «, 8 be the scalars multiplying ug,, vg,, respectively, in that linear combination.
To get O (the all 0 vector), it must hold that 3 = 0 as vg, is the only vector with a non-zero
value in the last dimension. Now, using the fact that wg, = ug, together with the fact
that 0 is not in the span of the associated vectors of S’ (by the induction hypothesis), the
claim holds.

2. If S does not satisfy g, then the available vectors include ug, vg,. Consider any linear com-
bination of the associated vectors of S and let «, 3 be the scalars multiplying ug, vg,, re-
spectively, in that linear combination. To get 0 (the all 0 vector), it must hold that a« = —f3
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as ug, Vg, are the only vectors with a non-zero value in the last dimension. Now, using the
fact that wg, = ug, + vg, together with the fact that 0 is not in the span of the associated
vectors of S” (by the induction hypothesis), the claim holds.

(|

4.3 A “Zero-Out” Lemma

We prove a lemma which states that any access policy (M, p) and any subset of rows in M which
correspond to an unauthorized set, can be translated into another access policy (M, p) where
some of the columns of the unauthorized set are zeroed-out. Such a lemma previously appeared
in [RW15, Lemma 1] but we observe a non-trivial gap in their proof; see details in Remark
below. Our proof solved this gap. Additionally, for convenience, we state the lemma in a slightly
more general form than [RW15| by handling secrets which are vectors (while in [RW15| the secret
was a scalar).

Lemma 4.2: Let (M, p) be an access policy, where M € Z*. Let C C [{] be a non-authorized
subset of row indices of M. Let ¢ € N be the dimension of the subspace spanned by the rows of M
corresponding to indices in C. Then, there exists an access policy (M, p) such that the following
holds:

— The matriz M' = (M ;)exa € ZL*? satisfies M; ;=0 for all (i,7) € C x [d — ¢].

— For any subset S C [l], if the rows of M having indices in S are linearly independent, then
so are the rows of M’ with indices in S.

— For any m € N, the distribution of the shares {shy }ze[f} sharing a secret z € Zg' generated
with the matriz M is the same as the distribution of the shares {sh, }

secret z generated with the matriz M'.

el sharing the same

In the proof of Lemma [£.2] we use the following claim.
Claim 4.1: Let T € Zf]le be a matriz such that:
— The first row of T is (1,0,...,0) € Zg.
— The lower right sub-matriz T € Zéd_l)x(d_l) of T is of full rank (i.e., has rank d —1).
Then, for any access policy (M, p), the access policy (M, p), where M’ = MT € Zf;Xd, satisfies:

— For any subset S C [¢], if the rows of M having indices in S are linearly independent, then
so are the rows of M with indices in S.
— For any m € N, the distribution of the shares {sh, }me[@ sharing a secret z € Zg' generated

with the matriz M is the same as the distribution of the shares {shg}

secret z generated with the matriz M.

el sharing the same

Proof: We start by proving the second item of the claim. The proof is very similar to the proof
of [RW15, Theorem 2|. We give it here for completeness. Consider the distribution of shares
{Sh;}we[ﬂ' By definition of LSSS, it is true that (sh),)" = (MT;)v", where MT, is the z'}

row of MT and v € (Zgl)d is a uniformly random vector conditioned on its first entry being z.
(Note that we slightly abuse notation here and view v as a vector with d entries, each of which
is by itself a vector with m entries from Z,. Also, when we write v' here, we mean a vector
formed by stacking the d vector entries of v one on the other without transposing the entries
themselves.) This implies that (sh’)" = M, (Tv "), where M, is the 2" row of M. Since T’s
first row is (1,0,...,0), it holds that the first coordinate of Tw ' is z. Next we argue that the
remaining coordinates of Tv " are uniformly random vectors from Zq'. Indeed, consider the xth
coordinate for z € {2,...,d}. It is equal to Ty 1z + Tjv'", where T}, € ZI ™! is the z™ row of T”
and v’ € (Z?)d_l is the vector v without the first coordinate. Since v’ is uniformly random and



Decentralized Multi-Authority ABE for DNFs from LWE 29
T is full rank, we get that T/v'" is uniformly random. Thus, Tv " is distributed exactly as v
and so the shares {sh; } ., and {sh!, }me[f} have the same distribution.

We proceed with the proof of the first item. We prove the contrapositive: if a subset of rows
of M’ comprises of linearly dependent vectors, then the same row indices in M are also linearly
dependent. Consider such a set S C [¢] in M’ for which there are scalars {w },.¢ not all of
which are zeroes such that > _ow, M, = 0. Therefore, > _sw, M,T = 0 and since T is full
rank thanks to the fact that T” is so and the first row of T" is (1,0,...,0) € Zg, we can multiply
both sides by T~! and get that Y zes WeMy = 0. This completes the proof of Claim a

Proof (of Lemma : To convert the matrix M to the target matrix M’, we proceed in
two steps, where in each step we apply Claim (so that items 2 and 3 in the lemma follow
directly and we will only need to argue that item 1 holds). Concretely, we first construct a matrix
T e Z2*4 with the first row of T being (1,0,...,0) € Z2 and the lower right (d —1) x (d — 1)

sub-matrix of T having full rank d — 1, such that M = (Mm-)gxd = MT satisfies Mi,l =0 for
all i € C. Next, we will construct another matrix T € Zng with the same properties as T' such

that M’ = MT satisfies M; ;=0 for all (i,7) € C x [d — c].

Step (I) Constructing T:: Since the rows {M;},cc of the matrix M are unauthorized
with respect to the access policy (M, p), there must exist some vector d € Zg such that dy =1
and M;-d = 0 for all i € C. Such a vector d € Zg can be determined in polynomial time through
linear algebra operations. Construct the matrix T e Zng by setting d' as its first column TlT ,

the remaining d — 1 entries of its first row as 0, and any full rank matrix 1" € ng_l)x(d_l) as
its lower right sub-matrix. Clearly, T" satisfies all the properties stipulated in Claim . It holds
that the matrix M = MT satisfies that for all ¢ € C, M; 1 = MiTlT = M,d" =0.

Step (ITI) Constructing T:: Let Mil, e ,Mic be the first ¢ linearly independent rows M
in C. These rows form a basis of size ¢ of the relevent subspace and they can be computed from
the rows having indices in C in polynomial time through linear algebra operations. We extend
this basis to one of size d spanning the whole space Zg as follows. First we add the vector u =

(1,0,...,0) € Zg to the set (since the rows of M having indices in C are unauthorized, u is not in
the subspace spanned by these rows and hence this is a valid choice). We then continue by picking
d—c—1 vectors wy,...,Wq_c_1 € Zg such that the set {u,wl, .. ,wd_c_l,Mil, e ,Mic} isa

basis of Zg. Using linear algebra operations this can be done in polynomial time as well. Finally,
we construct the matrix T as

u
w1 — wlylu

T = Tlil = | Wg—c—1 — Wd—c—1,1U € Zng,
M;,
M;
where for all # € [d — ¢ — 1], w;; denotes the first entry of the vector w;. The matrix T" is
invertible since {u,wl, ey W1, Mil, e MZC} forms a basis of Zg and so does the set of
vectors {u, w); — w11, ..., W4—c—1 — Wd—c—1,1U, Mil, Ce ,Mic }

We now argue that the matrix T constructed above satisfies all the requirements stipulated
in Claim This can be done by computing the inverse of the matrix T” which we do using the
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following blockwise inversion formula:

A B\' (A'4+A'B(D-CA'B)'CA' -A'B(D-CA'B)™" (1)
C D) —-(b-cA'B)'cA™! (D-CA™'B)™! '
A B
CD
ZW XD e have A = [1], B = (0,...,0) € Zo*“"Y ¢ = (0,...,007 € Z¥"V*! and D

the lower right sub-matrix of T” belonging to ng_l)x(d_l). Then, by Eq. , we get

Now, if we parse T = ( ), where A € Z;Xl, B € Zéx(d_l), C < Zéd_l)“, and D €

10...0
O
D!
0
As D71 is of full rank thanks to the fact that D consisting of the vectors {wi —
WU, ., W] — Wi—c—1,1%, M, ..., M; } without their first entries is of full rank (since
the vectors {w; — wyi 1w, ..., w4_ 1 = Wi—c—1,1U, le, ..., M;_} are linearly independent and

their first entries are all zeroes) T satisfies all the requlrements of Claim .

Now, consider the matrix M’ = (M; ,)ixa = MT. We will show that M;; = 0 for all
(i,§) € C x [d—¢]. We know that for any fixed i € C, the i* row, M, of the matrlx M is a linear
combination of the row vectors {le, .M, }, ie., M; = 2 teld v M;,, where {~, herg C Zqg-

Also, notice that for all ¢ € [¢], we have

d—c t—1 c—t
— ~,
0,...,0,0,...,0,1,0,...,0)T" = M,
d—c t—1 c—t
— M, T'=(0,...,0,0,...,0,1,0,...,0)
d—c t—1 c—t

Therefore, for all ¢ € C,

M]=DMT => %M,T=>Y (0,...,0,0,...,0,1,0,...,0).
te(d] t€[d]

Hence, it follows that for all (¢, j) € C x [d—c], Ml’ ; = 0. This completes the proof of Lemma
a

Remark 4.2 (Gap in [RW15]): In [RW15, Proof of Lemma 1, Appendix A|, the analog of our
matrix T is defined as the inverse of a matrix T" that has n stacked vectors. To compute their T'
they use the block-wise inversion formula (Eq. (4.1)) and assume that the C block (lower left) is
all Os which could be (and actually is) false in their case. We overcome this gap by performing
an additional transformation, namely, “Step (I) Constructing 17, and by defining our T (and
thereby T') in Step (II) slightly differently than that in [RW15]. These two steps indeed make
sure that the C' block is all Os.

5 Our Ciphertext-Policy ABE Scheme

In this section, we present our ciphertext-policy ABE (CP-ABE) scheme supporting access struc-
tures represented by NC! circuits. The scheme is associated with a fixed attribute universe U
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and we will use the transformation described in Section to represent the access structures as
non-monotone LSSS. More precisely, we only design a CP-ABE scheme for LSSS access policies
(M, p) with properties stipulated in Lemma that is, we construct a CP-ABE scheme forLSSS
access policies (M, p) such that the entries of M come from {—1,0,1} as well as reconstruction
only involves coefficients coming from {0, 1}, and prove the scheme to be selectively secure under
linear independence restriction as per Definition It then follows directly from Lemma (4.1
that our CP-ABE scheme actually achieves the standard notion of selective security as per Def-
inition when implemented for the class of all access structures represented by NC! circuits.
Further, we will assume that all LSSS access policies (M, p) used in our scheme correspond to
matrices M with at most spax columns and an injective row-labeling function p, i.e., an attribute
is associated with at most one row of M Since our Boolean formula to LSSS transformation
from Section generates a new column in the resulting LSSS matrix for each gate in the
underlying Boolean formula, the bound spax on the number of columns in our CP-ABE con-
struction naturally translates to a bound on the circuit size of the supported NC! access policies
at implementation. Also, in our scheme description below, we assume for simplicity of presen-
tation that both the encryption and the decryption algorithms receive an access policy directly
in its LSSS representation. However, we note that in the actual implementation, the encryption
and decryption algorithms should instead take in the circuit representation of the access policy
and deterministically compute its LSSS representation using our transformation algorithm from
Section [£:2] This is because, without the circuit description of an access policy, the decryption
algorithm may not be able to efficiently determine the {0, 1} reconstruction coefficients needed
for a successful decryption.

First, we provide the parameter constraints required by our correctness and security proof.
Fix any 0 < € < 1/2. For any B € N, let Up denote the uniform distribution on ZN[—B, B, i.e.,
integers between +B. The Setup algorithm chooses parameters n, m, o, ¢ and noise distributions
Xiwe> X1, X2, Xbig» Satisfying the following constraints:

—n=poly(A), 0 <q,n-q/o <2", Xiwe = 75270 (for LWE security)
— m > 28maxn log ¢ + wlogn + 2\ (for enhanced trapdoor sampling and LHL)
— 0 > v/Smaxnlogglogm + A (for enhanced trapdoor sampling)
- X1 = ﬁszlﬁ, X2 = 5vag (for enhanced trapdoor sampling)
— Xbig = Ug, where B> (m3%c 4+ 1)2) (for smudging /security)
— |U|-3m3/26B < q/4 (for correctness)

Now, we describe our CP-ABE construction.

Setup(1*, smax, U):  The setup algorithm takes in the security parameter A encoded in unary,
the maximum width Spmax = Smax(A) of an LSSS matrix supported by the scheme, and the
attribute universe U associated with the system. It first chooses an LWE modulus ¢, dimensions
n,m, and also distributions Xiwe, X1, X2, Xbig as described above. Next, it chooses a vector y < Zj
and a sequence of matrices { Hy }, .1y < Zy™™. Then, it samples pairs of matrices with trapdoors
{(Ay,Ta,) }yey < EnTrapGen(1™,1™, ¢). Finally, it outputs

PK = (n7 m, d, Xlwe, X1, X2 Xbig> yy{Au }ugt[j a{Hu }uGU) ) MSK = {TAu }uEU .

KeyGen(MSK,U): The key generation algorithm takes as input the master secret key MSK,
and a set of attributes U C U. It samples a vector £ + x; and sets the vector t = (1,£) € Z™.

6 Note that following the simple encoding technique devised in [Wat11,LW11a|, we can alleviate the injective
restriction on the row labeling functions to allow an attribute to appear an a priori bounded number of times
within the LSSS access policies.



32 Pratish Datta, Ilan Komargodski, and Brent Waters

For each u € U, it samples vectors ky, < Xbig and k., <+ EnSamplePre(A,, T4, 0, tH, — IAcuA—ur),
and sets k, = ky + k. Finally, it outputs

SK = ({kul}yer - t) -

Enc(PK, msg, (M, p)): The encryption algorithm takes as input the public parameters PK, a
message msg € {0,1} to encrypt, and an LSSS access policy (M, p) generated by the transfor-
mation from Section where M = (M; ;) rxsmae € {—1,0, 1} smax o ngsmax (Lemma
and p: [(] — U. The function p associates rows of M to attributes in U. We assume that p is
an injective function. The procedure samples vectors s « Zj and {v; } PRI Ly 1t
additionally samples vectors {€; };c1y = Xiwe and {€i};c(y < Xpig- For each i € [¢], it computes
vectors ¢;, ¢; € ZZZ" as follows:

c; = SAp(Z') +€;
m—1
¢ = Mii(sy',0,...,0)+ Z Mijvj| — sH,i) + &
7€{2,...,8max }

and outputs
CT = ((Mno):{ci}ie[é} A{éi}icy, C =MSB(sy') & msg) :

Dec(PK, CT, MSK): Decryption takes as input the public parameters PK, a ciphertext CT
encrypting some message under some LSSS access policy (M, p) with the properties stipulated
in Lemma [£.I] and the secret key SK corresponding to some subset of attributes U C U. If
(1,0,...,0) is not in the span of the rows of M associated with U, then decryption fails. Oth-
erwise, let I be a set of row indices of the matrix M such that Vi € I: p(i) € U and let
{w; };e; € {0,1} C Zg4 be scalars such that Y, ., w;M; = (1,0,...,0), where M; is the i row
of M. Note that the existence of such scalars {w; };,.; and their efficient determination for the
LSSS generated by the algorithm from Section are guaranteed by Lemma [£.1] The procedure
computes

K = Z W (Czk;—(l) + éit—r)
el
and outputs

msg’ = C & MSB(K").

5.1 Correctness

We show that the scheme is correct. Consider a set of attributes U C U and any LSSS access
policy (M, p) for which U constitute an authorized set. By construction,

K = Zwl (Clk;—(” + éit—r) .
i€l
Expanding {¢; },.; and {¢&; },c;, we get

K/ = Z wiSAp(i)k;—(i) + Z wiMM(syT, 0, “. ,O)tT + Z wiMi’jthT
el i€l 1€l,j€{2,....,Smax }

— Z wZ'SHp(Z-)tT + Z wlezk;r(z) + Z wiéit—r.
el el el
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Recall that for each u € U, we have k,, = I%u + I;:u and AUIE:I = H,t" — AUI%I . Therefore, for
each ¢ € I, it holds that

T 7T 7. T T
Asiykyi) = Apiy ki) + Apikya) = Howt -

Hence,

K’ :W + Z wi]\fi?l(syT7 0,...,00t" + Z wiMz‘,j’thT
i el i€l,5€6{2,....Smax }

- S st ekl < Y’
i el el

= Z wiMiyl(syT, o,..., O)tT + Z wiMZ‘Vj’thT + Z wieik;(i) + Z wiéitT
i€l i€l,j€{2,...,Smax } i€l i€l

= (Z wiMM) (syT, 0, NN ,O)tT + Z <Z wiMm) 'vjtT

iel je{27---75max} iel
E T E 541

+ wieik:p(l-) + wieit .
el el

Recall that we have > .. w;M;1 = 1 while for 1 < j < spay, it holds that ), w;M; ; = 0.
Also, recall that t = (1,%), and hence, (sy',0,...,0)t" = sy'. Thus,

K/ = syT + Z wieika(i) + Z wiéitT.
icl el

Correctness now follows since the last two terms are small and should not affect the MSB of sy .
To see this, we observe that the following inequalities hold except with negligible probability:

— |le;]] < /mo: This follows directly from Lemma since each of the m coordinates of e;
comes from the truncated discrete Gaussian distribution Dz, .

— ||léi|l < v/mB: This holds since each of the m coordinates of é; comes from the uniform
distribution over Z N [ B, B).

~ Ikl < mo + /mB: This holds since k) = k) + Ky, where (1) [k, < mB
since each of its m coordinates comes from the uniform distribution over Z N [—B, B] and (2)
||I;3p(i)|| < mo since it comes from a distribution that is statistically close to the truncated
discrete Gaussian distribution Zszm’g.

— |[t]] < mo: This holds since t = (1,%), where t comes from a truncated discrete Gaussian
distribution Dzm-1 .

Given the above and using the fact that the w;’s are in {0,1} (Lemma [4.1)), we have that

1Y wieik )iy + > wiét! || < [U] (m*?6% + moB +m*?0B)
el el
< [U]-3m*? B
<q/4,

where the last inequality is by the parameter setting as shown above. Thus, with all but negligible
probability in A, the MSB of sy is not affected by the above noise which is bounded by ¢/4
and therefore does not affect the most significant bit. Namely, MSB(K’) = MSB(sy"). This
completes the proof of correctness.
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5.2 Security Analysis

Theorem 5.1: If the LWE assumption holds, then the proposed CP-ABE scheme for all access
structures represented by NC circuits is selectively secure (as per Definition|3.4).

To prove this theorem we actually prove a slightly easier statement, namely, that our CP-ABE
scheme is selectively secure under linear independence restriction and show that this actually
suffices.

Theorem 5.2: If the L\WE assumption holds, then the proposed CP-ABE scheme is selectively
secure under linear independence restriction (as per Definition .

Proof (that Theorem = Theorem [5.1)): Observe that the only difference between the
selective security under linear independence restriction and the usual selective security games for
CP-ABE is that in the former game, we have the additional restriction that for each of the secret
keys queried by the adversary A for some attribute set U C U, all the rows of the challenge access
matrix M which correspond to the attributes in U must be linearly independent. However, note
that by the restriction of the selective security game, an attribute set U C U for which A queries
a secret key must be unauthorized with respect to the challenge access policy (M, p). To enforce
that rows corresponding to unauthorized sets are linearly independent, we use the transformation
described in Section for deriving the non-monotone LSSS representations of access policies
captured by NC! circuits. Indeed, Lemma guarantees that the unauthorized rows of any LSSS
matrix used must be linearly independent when our scheme is implemented for the class of all
NC! policies. Hence, the restriction of the selective security game directly implies that for each of
the secret key queries of A for some attribute set U C U, the rows of the challenge access matrix
M corresponding to U must be linearly independent in case of our CP-ABE scheme realized for
NC! access policies. Consequently, the selective security under linear independence restriction
and the standard selective security games are actually equivalent in the context of the proposed
CP-ABE scheme realized for NC! access policies. O

Proof (of Theorem : In order to prove Theorem [5.2) we consider a sequence of hybrid
games which differ from one another in the formation of the public parameters, the challenge
ciphertext, or the secret keys queried by the adversary A. The first hybrid in the sequence
corresponds to the real selective security under linear independence restriction game for the
proposed CP-ABE scheme, while the final hybrid is one where the advantage of A is zero. We
argue that A’s advantage changes only by a negligible amount between each successive hybrid
games, thereby establishing Theorem [5.2]

The Hybrids

In all hybrids, the game starts with the adversary A sending an access policy (M, p) to the
challenger, where M = (M; ;)oxsma. € {—1,0,1}7max ¢ ZL*smax and p : [(] — U is an injective
row-labeling function, and the challenger sending back the public parameters to A. Then, A
adaptively requests to the challenger a polynomial number of secret keys corresponding to various
attribute sets U C U of its choice subject to the restrictions that for each of such query it should
hold that the rows of the access matrix M having indices in p~!(U) are linearly independent and
are unauthorized with respect to the access policy (M, p). The challenger keeps on providing
the requested secret keys to A. At some point, A requests the challenge ciphertext encrypting
a random bit b <+ {0, 1} selected by the challenger under the access policy (M, p), and the
challenger provides that to A. The game terminates with A outputting its guess for the bit b
encrypted within the challenge ciphertext. We describe how the challenger generates the public
parameters, secret keys, and challenge ciphertext in each of the hybrid games below.
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Hyb,: This hybrid corresponds to the real selective weak security game for the proposed ABE

scheme.
Setup phase: 5. YueU: k, = I%u + l}u.
6. SK= ({kul,cpt)-
1. y<«Zyg. ( v )
2. {(Au,Ta,)},cy < EnTrapGen(1™, 1™, ). Challenge phase:
3. {Hy} oy «— 2™, 1. s+ Zy.
4. Pg = (namaqa Xlwe, X1, X2 Xbigs Y {Au }uEU’ 2. {vj }j€{2x-~-;5max} <~ Z';n
{Hu},cp) 3. {eibiciy < Xine:
Key query phases (U): 4. {&i}icg < Xoig:
5. Vi e w] Cc;, = SAp(i) +e;.
wew © 8 6. Vi q: & = Mia(sy',0 10
9 . .Vioe e = i1(sy ,0,...,0) +
3. t= (17£)~ [ Z Mi,j'uj] — SH,)(Z-) + €é;.
4. Yu c U: I~cu + EnSamplePre(A,,Ta,, o, tHuT — 7€{2,..,5max }
k,AL).

7. CT = ({ci}ie[é] A& },e1-MSB(syT) @ b).

Fig. 5.1. Hyb,.

Hyb,: This hybrid is analogous to Hyb, except the generation of additional matrices
{B; }je{2,...,smax} during the setup phase and the way the vectors {¢; }iE[Z] are generated us-
ing those matrices while preparing the challenge ciphertext. Observe that the changes between
Hyb, and Hyb; are merely syntactic, and hence, the two hybrids are indistinguishable.

Setup phase: 5. Yu € U: ky = ky + ky.
6. SK=({k.} ,t).
1 oy« 2z (thkutucu )
2. {(A“7TA1L)}uEU + EnTrapGen(1™*,1™,q). Challenge phase:
3. 1B} ety 20" L s Zq.
4 {H, Y, oy Z2 2 {0} jeq, sma) < Za-
5. PK = (7, 1M, @, Xiwes X1, X2, Xbigs Y5 { Au Fyey, 3. {e Fielg € Xive-
{Hu }uGU)' 4. {él}ze[é] < X’gllg
Key query phases (U): 5. Vi€ [l]: ci =5A,4 + e
1. {Eu} — XD m=1
wey é = Mia(sy",0,...,0) +
2.t xa. 6. Viell: | = w18y 0,
3. t= (17£)~ Z M@j’l}jB]’ 78Hp(i>+éi.
4. Vu € U: ky EnSamplePre(A,,Ta,, o, tH, — JE{2,-»Smax }

k,A]). R
) 7. CT = ({ei}iegy &} icq - MSB(sy ™) @b).

Fig. 5.2. Hyb;.
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Hyb,:

This hybrid is the same as Hyb; except the way the matrices { H,, }
ated during the setup phase. Observe that the changes between Hyb; and Hyb, are also merely
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u€p([]

syntactic, and hence, the two hybrids are indistinguishable.

) are gener-

ZnXm

6. {Hu}yemnp(e) <

Aeitic < Xbg:

Setup phase: t=(1,%).
1oy« 70 1. Yu € U: ky + EnSamplePre(A,,Ta, o, tH, —
PoAT
2. {(Ay,Ta,)},cy ¢ EnTrapGen(1™,1™, q). kudy). . ~
3. {BJ} 2,...,5ms: <—qu : “
] 6 K= (k)
4. |{H, — Zrxm,
{ }uep(m) Challenge phase:
m—1 1. s Zyg.
5.V c 6 : Hu = M _ w — + R "
w € p(lt) Oy TI0T0 ] T 2 8 e ey < 20
Zje{Qﬁuwsmax} Mpil(“)a]‘Bj + H"IL ° 3. {ei}ie[f] A Xme
4
5

TOPK = (0,1, Xiwe X1 X2 Xbig U5 {Au by, 0 V€ e = s A+

(Hu o) | A ma
Key query phases (U): 6. Vi € [4: ¢ = M;i(sy',0,...,0) +

m Z Mi,j’f)ij — SHP(i) + é;.
{ }  Xbig: GE{20 Smax }
2.t x1. 7. CT = ({¢ s MSB(sy ') ®b
- CT = ({eiticyy {€}icy - MSB(sy ) & b).
Fig. 5.3. Hyb,.

Hybs: This hybrid is identical to Hyb, except the generation of the matrices { H}, }ue o(j)) during

the setup phase. The indistinguishability between Hyb, and Hybs follows from the leftover hash

lemma with trapdoors (Lemma [3.4).

Setup phase:

1. y<«Zyg.
2. {(Aw,Ta,)},cy < EnTrapGen(1™,1™, q).
3 ABj} et smant T L3

4 |{Ru} e pey < (-1 1}

o,
6. Vu € p([f]): Hy, = Mp1<u),1[
ZjE{Z,H.,smax} MP*I (u),j

T {Hu Y yen o < Zi™

8. PK = (namaqa Xlwe, X15 X2, Xbigs Y {Au }u,e[U:
{Hu }uGU)‘

Key query phases (U):

SR

2. t <+ Xl

m—1

T’T_/%

B; + HJ,.

 Xbig-

5. YueU: k, = I;:u +12:u,
6. SK = ({kzu}ueU,t).

Challenge phase:

1. s Zy.

2.4} jeosmany < Za-
3. {ei}ici < Xine:

4. {&i},cpy < Xbig-

5. Vie[l]: ci =5A,, + e

——

6. Vi € M;a(sy',0,...,0)

>

jef2,...,

[4]: é =

Miyj’fljB — SHp(i) + é;.

Smax }

7. €T = ({eibiey {6 icyy s MSB(sy ") @b).

Fig. 5.4.

Hybs.




Decentralized Multi-Authority ABE for DNFs from LWE 37

Hyb,: This hybrid is the same as Hybs except the way the matrices {B;}. are gen-
JE 21---75max}

erated during the setup phase. The indistinguishably between Hybs; and Hyb, follows from

the well-sampledness of matrix property of the enhanced trapdoor lattice sampler EnLT =

(EnTrapGen, EnSamplePre).

Setup phase: Key query phases (U):
1. y<«Zyg.
1. {ku} <—Xg?g.
2. {(Au,Ta,)},cy < EnTrapGen(1™,1™, q). u€ly
2. £<*X1
3. t=(1,1).
5. | N [B| 1B, T T4 v ( U) k. < EnSamplePre(A,, Ta,, o, tH,
: ”L(Smaxfl) m—1 / . u € : u n ampe re Uy Au,0-7 w o
EnTrapGen(1 A" Q) B} ey € fu AD).
an(mfl)' . 5
2 5. YueU: ky = ky + ku.
6. SK= ({ku} t).
/ n uelU
4. |{b} }je{&_“’smax}ezq.
Challenge phase:
5.|Vi€{2,... smax}: B; = [bT|B]].
7 ed Smaz } ! [Jl J] 1. s Zy.

6. {Rul,cpqe —{=11ymm. 2. {ﬁj}jem ,,,,,

3. {ei}ici < Xine:
4. {&i}icpy < Xbig:
5

. Vie [f] c; = SAp(i) + e;.

7. Yu € p([f]): H, = AuR,.

m—1
8. Yu € {): H, = M, —_—
u p([ ]) p~1(u),1 |:yTOT||OT:| +

—N—
Zje{Q,m,smax}Mpfl(u)«J'Bj + Hy,. 6. Vi € - 707"'70) +
9. {H”}uelU\p([Z]) — Zy*m. Z M; j0;B;| — sH ;) + €.
JE{2,.;smax }
10. PK = (n,m,q7 Xlwey X15 X2, Xbig) Y, {Au }u€U7
{Hu.},c0)- 7. CT = ({cl}l6 i {€iticg - MSB(sy )@b)

Fig. 5.5. Hyb,.
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Hyb;:
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This hybrid is analogous to Hyb, except the generation of the vectors {ky },,cin (1) while

answering the secret key queries of \A. The indistinguishably between Hyb, and Hyby follows from
the smudging lemma (Lemma [3.1)).

Setup phase:

1.y« Zy.
2. {(Au,Ta,) e
3. (B =

[BéT |B/T

y < EnTrapGen(1™,1™, q).

aTB’)

Smdx]

EnTrapGen(1™(smax=1) 1m=1 gy ): {Bj }je{?

ng(mfl).
4. {b3 }je{z,m,s,nax} R
5. Vj c {27...,3max} : BJ = [b;TlB;] '

6. {Ru}uep oy ¢ {-1,11"

7. Vu € p([t]):

8. Yu € p([¢]): Hy

Zje{z

9. {H“ }ueU\p([Z
10. PK =
{Hu}yev)-

ssmaxt Mo

Key query phases (U):

“L(w),j

ZXm

1. {I;:u} — Xbig-
uelU

H,=A.,R,.

m—1

= M. _ N
p~t(u),1 |:yT0T|"' 0

B; + H,,.

<

,,,,, Smax }

(n7 m, g, Xiwe, X1, X2, Xbig; Y, {Au }ueU 5

€

®©

A

Yu e UnNp([4)):
k. — EnSamplePre (Au,TAu,o,
m—1 T
¢ (Mp—wu),l Lﬂmb +
Y ety P10 B)) T — ku AL
Yu € U \ ([E] k, « EnSampIePre(Au,TAu,
o, tH, —k,A,).
Yu € U\p([ﬁ]) ky = ky + ku.

SK = ({kutyep - t)-

Challenge phase:

s Zqg.

{05 }jeqa,smany  Za-
{ei}ticpg < Xive:
{€i}icry < Xbig-
Viell]: ci=8Apu) +ei

m—1

€ ;=

>

7€{2,...,5max }

“sy ,0,.

M;,;0;B ] sH ;) + €.

({cl}l6 > qé} icle ,MSB(sy )@b).

- 0)

+

Fig. 5.6. Hybs.
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Hybg: This hybrid is the same as Hybs except the generation of the vectors t while answering

the secret key queries of A. In the figure, let d = (dy, ...

s Asinay) € Zg™> be a vector such that

di =1 and Zje[smax] M,-1(4);d; = 0 for all u € U. Note that by the game restriction, the set
of rows of M with indices in p~!(U) must be unauthorized with respect to the access policy
(M, p), and hence the existence of such a vector d is guaranteed. The indistinguishably between
Hybs and Hybg follows from the well-sampledness of preimage property of the enhanced trapdoor

lattice sampler EnLT = (EnTrapGen, EnSamplePre).

Setup phase:

1.
2.

NS ot e

9.
10.

Y Zyg.
{(Au,Ta,) by < EnTrapGen(1”,17, q).
B = [B B Te)
EnTrapGen(1™(smax—1) qm=1 4. {B] }je{Z ..... smax} ©
Z:;X(mfl)'
{b; }je{2,4.4,smax} = ZZL'
Vj S {27 .. .,Smax} : Bj = [b;TlB;] :

X
{R. }uep([é]) +—{-1, 1}m m’
Vu € p([f]): H, = AuR..

m—1
Yu € f): H, = “(u +
p([€) ORI

2 i€tz omaxt Mp=1(u),Bi + Ho
{Hu}yen\pe ¢ Zg™™
PK = (n, m, q, Xiwes X1, X2, Xbig: ¥> { Au }uEU )
{H“ }uEU)'

Key query phases (U):

t < EnSamplePre(B’,Tg/,0,(d2y + f2 —
/27 IRRE) dsrnaxy + meax - blsmax))'

8.
9.

Ct=(1,9).

Yu € U N p([E]): k., « EnSampIePre(Au,TAu,U,

T
m—1
t|l M._ m——
( p~1(u),1 |:yT|0T|_“|0T:|> +

T 7. T
ZjE{Q,m,smax} t(Mpfl(u),jB]') - kuAu

Vu e U\ p([€]):
SK = ({kultyer»t)-

Challenge phase:

n
. 84 Zy.

1
2 {05 }eqa,.smany < L4
3.
4
5

{67; }iE[Z] — Xme'

. {éi}ie[e] < Xgilg
. Vie [Z] Cc;, = SAp(i) +e;.

——

VZ c [ﬂ éq = M@l(SyT,O,...,O) —+

>

Jje{2,..., Smax }

Mi’jf}ij] —_ SHP<7;) + él

_ ({ci}iem A&} MSB(sy ™) @ b).

Fig. 5.7. Hybg.




40 Pratish Datta, Ilan Komargodski, and Brent Waters

Hyb,: This hybrid is the same as Hybg except the generation of the components of the secret
keys queried by A. Note that by the game restriction, for each secret key query of A corresponding
to some attribute set U C U, the rows of M having indices in p~!(U) are linearly independent.
This constraint is exploited by the challenger while sampling the vectors { f; }j €02, 5man } in the
key query phases starting with this hybrid as can be seen in the figures below. The changes
between Hybg and Hyb, are merely syntactic, and hence, they are indistinguishable.

Setup phase: 4.t « EnSamplePre(B’, Tg:,0,(d2y + fo —

1. Y Z;l b,27 cety dsmaxy + .fsmax blsln’xx))

2. {(Aw,Ta,)},cy < EnTrapGen(1™,1™, q). 5. t=(L¢%).

3. (B _ [Bé—r |B;Inx] Tr) o 6. YueUnp(4):
EnTrapGen(1"(smax=1) 1™~ ¢y: [ B} }je{z,.‘.,smx} ‘fcu + EnSamplePre(Ay,Ta,, 0, zy).

nx(m-—1) A ~

Zq : 7. Vu e UNp([f]): ku = ku + ko + R .

4. {v}}. «— Zy. -
e s ! 8. VYu € U\ p([f]): ku + EnSamplePre(A,,Ta,,o0,

5. V5 €{2,...,smax}: B; = [b}'|B}]. tH] — k,A]).

_ mXm N -
6. {Ru}iep(o) %’{ L1y 9. Yu € U\ p([]): ku = ku + ku.
7. Yu € p([[]) Hu = A, R,. 10. SK = ({k }u€U7 )
m—1
. _ —

8 vu € p(l]): Hu = Mp-10), [ TloT|---j0" T Challenge phase:

2 i€tz momaxt Mp=1(u), Bi + H n
nxm 1. s« Zy.

9. {H, }ueU\p([é]) — Lyt 5 (6. Zn

10. PK = (n7m7Q7 Xlwey X1, X2, Xbig, Y, {Au }u€U7 ’ {vj }jE{Q’“"SmaX} < a:
{Hu},cv)- 3. {ei}icig < Xine:

Key query phases (U): 4. {é; }z‘e[é] — Xbig-

1. {ku} - Xgilg- 5. Vi e [ﬂ] c; = SAp(i) + e;.

uelU m—1
n e —
2. ‘{z“}uEUﬁp([Z]) —2Zq- 6. Vi € ; = Ma(sy',0,...,0) +
et ) Z M; ;9;Bj| — sH,u) + é;.
JE{2,...,5max }

Vu € qﬂp([ﬂl): Zje{z,m,smax} M1y, f5 =
2o+ ko AT 7. CT = ({cl}le > géi} 7.6 ,MSB(sy ) P b).

Fig. 5.8. Hyb..
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Hybg: This hybrid is analogous to Hyb; except the generation of the vectors {k, }ueUmp([e])
while answering the secret key queries made by A. The indistinguishably between Hyb, and
Hybg follows from the well-sampledness of preimage property of the enhanced trapdoor lattice
sampler EnLT = (EnTrapGen, EnSamplePre).

Setup phase: 3. ALt

,,,,,

1.y« Zy.

Vu € U np([e]): >, . M, 1 .fi =
2. {(Aw,Ta,)},cy < EnTrapGen(1™,1™, q). JE(2ssmax } TP () I

kAl + kAT

_ T T T -

3. (B = [Bié “‘1|B;max] /7TB’) 4.t <+« EnSamplePre(B',Tg/,0,(d2y + fo —

EnTrapGen (1", 1770 ) {Bj} ) 4 € b e+ Faa — bl)).

zpxm=1, 5 t=(1,1).
4 A} o L 6. YueUnp([f]): ky =k +ky +tR,.

. T 7. Yu € U\ p([f]): ku < EnSamplePre(A,,Ta,,0,
5. Vj €{2,... smax} : Bj = [bj | Bj]. tH] — k,Al).
mxXm ~

6. {Ru}ucpqey < =11} 8. Vue U\ p([f]): ko = koo + o
7. Yu € p([f]): H, = AyR,. 9. SK = ({kultycr»t)-

m—1

—_—— Challenge phase:
+ = o TP
y'[0"]---]0"

8. Yu S p([f]) Hu = Mpl(u),1|:

1. s+ Zj.
2jeqe.., smax}Mp_l(u),ijJ'_Hvlr ) SA q -
. i} — 7.
9 {Hu}uew\pqey < Za™ " 5 EUJ?E{Q’”’S'“S?} !
A{eiticin ¢ Xiwe:
10. PK - (n7m7q7X|W€7X1’X27Xbig7y7 {Au}u€U7 Al €l Lne
{Hu}ycn)- 4. {ei}z‘e[z] < Xbig-
5. Vie[l]: ci =5A,, + e
Key query phases (U): I
—
R 6. Vi € [f:¢é& = Ma(sy',0,...,0) +
1. {ku} — XL
uelU ng ~ ~
Z M; j0;B; 78Hp<i)+ei.
2. {fcu} “— X2 JE{2,smax }
ueUnp([e)

7. CT = ({Ci}ie[l] A& }icy MSB(sy ™) @ b)-

Fig. 5.9. Hybsg.
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Hybg: This hybrid is identical to Hybg except the generation of the matrices { A, }ue/)([é]) during
the setup phase. The indistinguishably between Hybg and Hybg follows from the well-sampledness
of matrix property of the enhanced trapdoor lattice sampler EnLT = (EnTrapGen, EnSamplePre).

Setup phase: 3. AT tetoomany & Zq st Yu € U N p([E]):

Loy« Zy. S ictaoman) Mp=1(u) i Fi = kuAu + ku A,

2. {Au}ueﬂ([é]) <_Z’:1L><m- 4. £ — Ensamplepre(B/aTB’7av (dzy + f2 -

b,27 SRR dsmaxy + meax - blslnax))'
3. {(Au,Ta.) e p() ¢ EnTrapGen(1”,1™, q). 5t (1.4
/ _ BT 1T ’ . e L L

B e LB DT 6 v Unp(8): b = R+ R
EnTrapGen(1 : )1 ,q): {Bj }jE{Z,H.,smaX} €7 vu € U\ p([]): ku < EnSamplePre(A,,Ta,,0,
znxm=1, tH, —k,A;).

8 e,y 8. Vi € U\ p([0): R = b +

6. Vj € {27---,Srnax} : Bj = [b;T|B;] ) 9. SK = ({ku}uert)'

_ mXm
7. {Ru }“’EP([@D {11 ' Challenge phase:
(@ m—1 1. s+ Zy.
9. Vu € p([f]): Hy, = M,-1(, ‘ M+ . n
p~1(u),1 yT‘OT|...|0T 2. {vj}je{2,<~<;3max} — Zyg.
!

Z]’E{wasmax} Mpil(“)aij + Hu' 3. {ei }Z‘g[[] <~ Xi’\:/le‘

10 {Hu}yconpay < Zq™ ™ 4 {eéi}icy < Xbig:

11. PK = (n,m,q, Xlwe, X1, X2, Xbigs Y, {Au }uetU7 5. Vi € [[]: c;, = SAp(i) + e;.
{H“ }uGU)' m—1

——
Key query phases (U): 6. Vi c [4]: é = M;i(sy',0,...,0) +
1. {I%u} — Xbin- . .
wev | P Z Mi,jvaj] —sH,u) + é;.
9. {Eu} “ e j€{2,-,8max }
u€UNp([€])

7. €T = ({eibicy {6 icyq »MSB(sy ") @b).

Fig. 5.10. Hyby,.
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Hyb,o: This hybrid is the same as Hybg except the generation of the vectors {é; }z‘e[f] while
preparing the challenge ciphertext. The indistinguishably between Hybg and Hyb,, follows from
the smudging lemma (Lemma .

Setup phase: 3. AT Yetoomany & Zq st Yu € U N p([d]):
L AT i AT
1. Y — Zg Zj6{2,4.4,smax} MP?I(“)’j‘fj - kuA“ + kuAu .
nxm 4.t <+  EnSamplePre(B’,Tg, 0, (d -
2. {A“}UEp([Z])(_ZqX . b/2 d r;imfpe re_( b/7 B))707( 2Y + .f2
3. {(Aw,Ta,) bucon ey < EnTrapGen(1”,1™, q). 5.t = (16) max e mmax
’ T > " -
4. (B = [B5'|- B Te) 6. YueUnp(l): ku =k + ko + tR].
n(Smax—1 m—1 . L
EnTrapGen(1™ 1Mt q): {B] }j6{27-n,3max} € 7. Yu TE U\ p_g[ﬂ): k., < EnSamplePre(A,,Ta,,0,
Z;X(m—l). tHu —kuAu).
LAY — 7" 8. YueU\p([f]): ku = ku + ku.
{ J}JE{Q’“‘,smaX} ! 9. SK = ({ku}uEU7t)'
6. Vj€{2,...,5max}: B; = [b} |B]].
7 {Ru}uep(m) 1,1y, Challenge phase:
8. Yuep(lf): H, = AuR,. 1. s« Zy.
m—1 2. {05 }jeqo, . omant < Zq-
9. Yu € 0): H, = iy —_—| IELS e Smax
u p([€]) p~1(u),1 |:yT0T|,..|OT:| 3. {ei}ie[é] — X
4 m
Z]‘E{Q,“.,Snlax} M1 (uy ;Bj + Hu. 4. {e;}iem < Xbig-
10. {Hu}ueU\p(m) — Zy*™.
: e _op /
1. PK = (n,m,q, Xwe, X1, X2, Xbig> ¥ { Au } e » 5. Vie[l]:|é eiR, i) + €.
{Hu }ueU)' 6. Vi€ [[] c; = SAp(z') + e;.
m—1
K h U): —_
ey e aseS( ) 7. Vi S [é} é-b = Miyl(syT,O,“wO) +
1. {ku}ueU < Xbig- Z Mi,jﬁij] —sH,; + é;.
J€{2,...,8max }

2 {ku} comptiey X% T
weune( 8. CT = ({eihieyg @i icyq s MSB(sy ") @ b).

Fig. 5.11. Hyby,.
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Hyb,;: This hybrid is the same as Hyb;, except the generation of the components of the
challenge ciphertext. The indistinguishably between Hyb,, and Hyb;; follows from the LWE
assumption.

Setup phase: 3. AT etoomay & Zg st Yu € U N p([E]):
1. y<«Zyg. Zj€{2 ..... smaX}Mp—l(u),ij' :Z’“AI_FI;“AI'
2. {Au}uep(m)erlmm. 4. 1 « EnSamplePre(B’, Tgr,0,(d2y + fo —
3. {(Au,Ta,) } e\ p( < EnTrapGen(1*,1™, q). by, s sy + Fomax = blnan))-
2B = [B-BL) Te) o« PTG o )
EnTrapGen(1”<Sm“"_1), 11 q): {B; }j€{2 """ . 6. Yu e UNp([4)): ku =ky+k,+tR,.
gnxm—1) 7. Yu TE U \ p_g[f}) < EnSamplePre(A,,Ta,, o,
4 tH, —k.,A,).
A8 o, oy 2 8. Vue U\ p([f]): ku = ku + ku.
.Yy 6{2,...,3,,,”}:33- = [v/"|B]]. 9. SK= ({kul}yep - t)-

5
6
T ARy — {- 1,11
8

Chall hase:
. Yu€ep([d]): H, = AuR,. Lhallenge phase

m—1
9. Yu € p([f]): Hy = M,-1(, [ T\m

2. [{95}. — Zy.
22, oman) Mot (w;Bi + Ho. ) st
10. {Hu}yeon oo < 25" 3. {€i}iciy < Xbig:
11. PK = (n,m,q, Xlwe, X1, X2y Xbigs Y, {Au }ueUa 4. M
{Hu }UGUJ)'

5. Vie[l:

Key query phases (U):
1. {’Acu} - — Xgilg- ¢ = [ Z Mihj’(};’B]'] — CiRp(i) + e;.
u

~ J€{2,...,5max }
ueUNp([€])

6. CT = ({eihicgy 1€ }iciq - MSB(7)

Fig. 5.12. Hyby;.

Analysis

For any adversary A and any = € {0,...,11}, let pa, : N — [0,1] denote the function such
that for all A € N, pa.()\) is the probability that A, on input 1%, guesses the challenge bit
correctly in the hybrid game Hyb,. From the definition of Hyb, it follows that for all A € N,
Ipao(A) —1/2] = Adv CP ABE SEL-Li- CPA(A). Also, for all A € N, pa11 = 1/2 since there is no
information of the challenge bit b < {0,1} selected by the challenger within the challenge
ciphertext in Hyb,;. Hence, for all A € N, we clearly have

AdvAEESELHEEPA N < 3 w1 (V) = pan()] (5.1)

z€[11]
Lemmas will show that each term on the RHS of Eq. (5.1) is nothing but negligible.
Hence, Theorem [5.2] follows. O

Lemma 5.1: For any adversary A, pao(A) =pai(N).

Proof: Observe that the only difference between Hyb, and Hyb, is with respect to the generation
of the challenge ciphertext. More precisely, in the former hybrid the challenger generates the

m—1
—
vectors {éi}z’e[f] as & = M;1(sy",0,...,0) + Z M; jv; — sHp;) + €; for all i € [4],
7€{2,....,8max }
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where {v; }j €02 smae} Zg'. In contrast, in the latter hybrid the challenger generates those
m—1
——
vectors as ¢; = Mm(sy—r, 0,...,0) + Z
je{?,---,smax }
{’l)j }]6{2 Smax} <_ ZTL and {Bj }]6{27 75max} <_ ngm.
However, since the vectors {v; }J ef2 W} Are uniformly and independently distributed over

Zy and the matrices { B; }je{2 s}
it follows that the vectors {v;B; }j €02, 5max } ATC uniformly and independently distributed over

Zy'. Hence, the views of the adversary A in the two hybrids are identical. This completes the
proof of Lemma [5.1} O

M; j0;B; — sH ;) + é; for all i € [{], where

are uniformly and independently distributed over Zg*™,

Lemma 5.2: For any adversary A, pa1(X) =paa(N).

Proof: Let us consider the difference between Hyb; and Hyb,. The challenge and key query
phases are identical in both hybrids. The only difference is with respect to the generation of
the public parameters in the setup phase. More precisely, the only difference between Hyb,
and Hyb, is that while generating the public parameters, the challenger samples the matrices
{H,},c o) € Zy™™ in the former, while in the latter hybrid, the challenger sets the matrices

m—1

Hu Hu =M, u
{ }ue;)([@) as pi(u),1 [yT|0T|...|OT

p([€]), where {H,,}

+ Zjé{z--wsmax} Mp_l(u),ij + H”ZL for all u S

nxm
uep() < Zg™ ™
m—1

However, as the matrices {Mp—l(u)71 !yT|0T]-~-\0T + Zje{zn_ﬁmax}Mp_l(u)JBj +

U}u en(lf) with {H), Yuep() € Zg™™ are clearly uniformly distributed over Zg*™, it follows

that the views of the adversary A in the two hybrids are identical. Hence, Lemma- 5.2 follows. O

Lemma 5.3: Assuming EnLT = (TrapGen, EnSamplePre) satisfies the leftover hash lemma with
trapdoor (Lemma , for any adversary A, there exists a negligible function negls(-) such that

for all X €N, [pa2(A) —pas(A)] < neglz(A).

Proof: Suppose on the contrary, there exists an adversary .4 and a non-negligible function 7(-)
such that [pa2(A) —pasz(A)| > n(A) for all A € N. Using A as a sub-routine, we will construct a

reduction algorithm B below such that Adv EnLTLHL TR 7 (XY > () for all A € N.

Setup Phase: The reduction algorithm B receives 1*, ¢, o from its En LTLHL—Trap,¢,c challenger.
B then invokes A and receives a selective access policy (M, p), where M € {—1,0,1 }EXS‘“‘“‘ -
ngsmx and p : [¢{] — U is the injective row-labeling function. Upon receipt it proceeds as
follows:

1. Tt chooses dimensions n,m, and distributions Xiwe, X1, X2, Xbig s described in Section .
2. Next, it samples y < Zg.
3. Then, it sends 1™, 1™, 11D o its EnLT_HL—Trap,q,0 challenger and receives back matrices

{(Aq, Su) }uep([ﬂ]) C (ngm)Q-
4. It also generates {(Au,Ta,)}yev g < TrapGen(1",1™,q) such that {Au},cpn () €

anm

5. Then it samples { B; }36{2 oma} LT
m—1

6. Subsequently, it sets Hy = M,-1(,1 70T 07 + 22 smae} Mp—1(w) i Bj + Su

for all u € p([4]).
7. 1t also samples { Hy },cun p(peg) < Zg ™"
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8. It provides A with the public parameters

PK = (n7 m,q, Xlwes X1 X2, Xbig7 ya{Au }ugl[j 7{Hu }UGU)'

Key Query Phases: In both the pre-ciphertext and post-ciphertext key query phases, to
answer a secret key query of A corresponding to some attribute set U C U, B runs the
following steps:

1. It first samples {I%u }ueU — ngg.

2. Tt also samples ¢ < x; and sets t = (1,1).

3. Subsequently, for all u € U N p([f]), it sends u and the vector w, = tH, — k,A] to its
EnLT HL—Trap,q,c challenger, receives back 7, € Z™, and sets I;:u = Ty.

4. Also, for all u € U\ p([€]), it generates k, < EnSamplePre(A,, Ta,, 0, tH, —k,A]) itself.

Next, for all u € U, it sets k, = Izzu + l;:u

6. It provides A the secret key

o

SK = ({ku}yer »t) -

Challenge Phase: This phase is executed in an identical manner to that in Hyb, (or in Hybs).
More precisely, in this phase B selects a random bit b <— {0, 1} and proceeds as follows:
L. It first samples s < Zy and {9, }j€{2,...,smax} — Zy.
2. It also samples {e; }z‘e[e] — X and {&; }ie[é] “ Xbig-
3. Next, for all i € [£], it sets

ci = sA,; + e,
m—1
¢ = Mi,1(syT, o,... ,0) + Z Mi,j’f)ij — SHp(i) + €é;.
je{Qv---vsmax}

4. Tt gives A the challenge ciphertext
T= ({Ci}ie[é} {éi}icig - MSB(sy ") @ b) ‘

Guess: A eventually outputs a guess b’ € {0,1}. If ¥’ = b, B outputs 1. Otherwise, B outputs
0.

Note that the game simulated by the reduction algorithm B coincides with Hyb, (Fig. [5.3])
or Hyb; (Fig. |5.4) according as the matrices {S, }uep (1) it receives from its EnLT HL_Trap,q,0
challenger durlng the Setup Phase are generated as {S, }ue o) Zg‘xm or S, = A, R, for
all u € p([¢]) with {R, }uep( oy < {-L 1}™*™_ Hence, it follows that the advantage of B in
the EnLT HL—Trap,q0 game is at least [pa2(X) —pas(A)| > n(A). This completes the proof of
Lemma [5.3] O

Lemma 5.4: Assuming EnLT = (TrapGen, EnSamplePre) satisfies the q-well sampledness of ma-
triz property, for any adversary A, there exists a negligible function negl,(-) such that for all

AEN, [pas(A) —paa(N)] < negly(N).

Proof: Suppose on the contrary, there exists an adversary .4 and a non-negligible function 7(-)
such that [pa3(A) —paa(X)| > n(A) for all A € N. Using A as a sub-routine, we will construct a

reduction algorithm B below such that AdenLTma”ix’q"’ (A) > n(A) for all A € N.

Setup Phase: The reduction algorithm B receives 17, q,0 from its EnLT matrix,q,0 challenger. B
invokes A and receives a selective access policy (M, p), where M € {—1,0,1 }ZXS‘““ C ngsma"
and p : [(] — U is the injective row-labeling function. Upon receipt it proceeds as follows:



Decentralized Multi-Authority ABE for DNFs from LWE 47

It chooses dimensions n, m, and distributions Xiwe, X1, X2, Xbig as described in Section .
Next, it samples y < Zj.

Then, it generates {(Ay,Ta,) },cy < TrapGen(1", 1™, q) such that { Ay}, oy € Zy™™.
Subsequently, it sends 1smax—1) 1m=1 1 {0 jts En LT matrix,q,c challenger and receives back
a matrix B' = [BYT|---|B.I |1 e zptomex(m=1)

< Zp. And sets B; = [b;-T|Bﬂ for all Vj €

WD =

5. It additionally samples {b;
{2,..., Smax }-

6. Next, it samples { R, }

J€{2,-;5max }

m—1

sk
yT[07]- |0

u€p(

Zje{Z,...,smax} M, Bj + AuR,, for all u € o([4).
7. 1t also samples {Hy },cqn () < Zg ™
8. It provides A with the public parameters

) < {—1,1}™"™ and sets H, = M,-10u)1 [

PK = (na m,q, Xlwes X1 X2, Xbig7 ya{Au }HEU 7{Hu }UGU)'

Key Query Phases: In both the pre-ciphertext and post-ciphertext key query phases, to
answer a secret key query of A corresponding to some attribute set U C U, B runs the
following steps:

It first samples {I%u }uGU — x[,’?g-

It also samples £ < x; and sets t = (1, ).

Next, it generates k, < EnSamplePre(A,,Ta,, 0, tH, —k,A]) for all u € U.

Then, it sets k,, = k, + Kk, for all u € U.

It provides A the secret key

Gtk Wi =

SK = ({ku}yer 1) -

Challenge Phase: This phase is executed in an identical manner to that in Hybs (or in Hyb,).
More precisely, in this phase B selects a random bit b < {0,1} and proceeds as follows:

L. It first samples s < Zy and {9, }je{Q osman} L
2. It also samples {e; }z‘e[e] — X and {&; }ie[é] “ Xbig-

3. Next, for all i € [£], it sets
¢ = sA,q) + e,
m—1
¢ = Mi,l(sy—r, 0,... ,0) + Z Mi,jf]ij — SHp(i) + &é;.
J€{2,..,8max }

4. Tt gives A the challenge ciphertext

cT = ({Ci}iew Aéi}icyg - MSB(sy ") @ b) .

Guess: A eventually outputs a guess b’ € {0,1}. If ¥’ = b, B outputs 1. Otherwise, B outputs
0.

Note that the game simulated by the reduction algorithm B coincides with Hybs
(Fig. or Hyb, (Fig. according as the matrix B’ € Zg(smaxfl)x(mfl) it obtained
from its EnLTmatrixq,s challenger is generated as B’ < ZZ(Sn’ax_l)X(m_l) or (B, Tp) +
TrapGen(l”(Smax_l), 1™~1 ¢). Hence, it follows that the advantage of B in the EnLT matrix,q,c game
is at least [pa3(X) —paa(A)| > n(X). This completes the proof of Lemma [5.4} 0

Lemma 5.5: For any adversary A, there exists a negligible function negls(-) such that for all
AEN, Ipaa(A) —pas(A)] < negls(A).
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Proof Let us consider the difference between Hyb, and Hybs. The setup and challenge
phases are identical in both games. The only difference in the two games is with respect to
the secret key queries. In particular, for each secret key query of the adversary correspond-
ing to some attribute set U C U, the key components {ky},cpn o([]) are computed differ-
ently in the two games. In Hyb,, for all u € U N p([f]), the challenger sets ky, = ky + Ky,
where ky, < xf and k, < EnSamplePre(Ay,Ta,,0,tH, — k,A,) with t = (1,£) such
that ¢ < 1. In contrast, in Hybs, for all u € U N p([¢]), the challenger sets k, = k, +

)T+

m—1

k, + tRI where k, < X’g}g, k, EnSampIePre(Au,TAu,a,t(Mpfl(u)J [

—_—~~
y'[o]---jo"
Y ictzsma) EMp=100 i B) T = kuA)), t = (1,1) with £ < x1, and R, = {—1,1}"™™.

First, note that in both the hybrid games, for each of the secret key queries of the adversary
corresponding to some attribute set U, we have Ak, = H,t" for all u € UNp([¢]). This follows

m—1
y'[0"]---|o"
u € UnNp([f]) and the setting of the vectors {kuy },cpn, () in the two hybrids. Next, using the

from the fact that Hy = M,-1(,)1

-----

triangle inequality for statistical distance and the smudging lemma, since B> (m3/ 20 +1)2*
holds, we can argue that there exists a negligible function neglsy,,dge(-) such that for all A € N,
m € N, SD(D1,D3) < SD(D1,Dz2) + SD(D2,D3) < m - neglsmugge(N) + m - neglipygge(A) =
2m - neglyyqge(A), where

D, = {i‘:u + ’%u ’ ku — Xgilg,icu € (Zﬂ [—\/RO‘, \/RO’])m} )
IDQE{EU | ’%ukngg}y
Dy = {u + ku + (LDR] | ku < Xfig ku € (20 [~/mo, y/ma])™ & < x1, Ry € {~1,1}™" }.

As a result, if the total number of secret key queries made by the adversary be grey = qiey()),
then for any A € N,

PA4(A) = pas(N)] < gey(A) - [U N p([])] - 2m - neglymugge (A)-

O

Lemma 5.6: Assuming EnLT = (TrapGen, EnSamplePre) satisfies (q,0)-well sampledness of
preimage, for any adversary A, there exists a negligible function neglg(-) such that for all A € N,

Pas(A) = pas(A)| < neglg(A).

Proof: Suppose on the contrary, there exists an adversary .4 and a non-negligible function 7(-)
such that [pas5(A) —pae(A)| > n(A) for all A € N. Using A as a sub-routine, we will construct a

reduction algorithm B below such that AdenLT”'Eimage‘q"’ (A) > n(A) for all A € N.

Setup Phase: The reduction algorithm B receives 1%, ¢, o from its EnLT preimage,q,0 challenger.
B then invokes A and receives a selective access policy (M, p), where M € {—1,0,1}"®max
ngsmax and p : [¢(] — U is the injective row-labeling function. Upon receipt it proceeds as
follows:

1. Tt chooses dimensions n,m, and distributions Xiwe, X1, X2, Xbig as described in Section .

2. Next, it samples y «+ Zg.

3. Then, it generates {(Au, Ta,) },cy < TrapGen(1™,1™, q) such that { A, }, oy € Zy*™.

4. Subsequently, it sends 1”(‘9fna"_1),lm_l,l1 to its EnLT preimage,q,0 Challenger and receives
back a matrix B = [BS'|--- Bl ]T € Zg(smaxfl)x(mfl).

Smax
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5. It additionally samples {b;} < Zy. And sets B; = [b;-T|B§-] for all Vj €
{2,..., Smax }-

6. Next, it samples { R, }

7€{2,...,5max }

m—1

e ot
y[07]-10

uep() < 11 1} and sets Hy = My-1(,),1 [

Zje{z...,smx} M,y Bj + Ay Ry for all u € p([{]).
7. 1t also samples { Hy },cun o) < Zg ™™
8. It provides A with the public parameters

PK = (nu m, q, Xlwe, X1, X2, Xbig>s yu{Au }uelU 7{Hu }UGU)‘

Key Query Phases: In both the pre-ciphertext and post-ciphertext key query phases, to
answer a secret key query of A corresponding to some attribute set U C U, B runs the
following steps:

1. It first samples {I%u} o — ngg.
2. Then, it makes a preitrbﬁage query to its EnLT preimage,q,0 challenger by sending the index 1,
receives back a vector r € Z™ ! and sets £ = r and t = (1, ).
3. Subsequently, for all u € U N p([f]), it generates the vector k, < EnSamplePre(A,, Ta,, o,
m—1

(M _ —
( p~(uw),1 [yT|0T|...’0T

k,+k,+tR].

4. Also, for all u € U\ p([¢]), it generates k, < EnSamplePre(A,, Ta,,o,tH, —k,A]) and
sets k, = Igzu + INcu

5. It hands A the secret key

)T+ Zje{z___vsm}t(Mp_l(u)JBj)T — kyA) and sets k, =

SK = ({ku}yer »t) -

Challenge Phase: This phase is executed in an identical manner to that in Hybs (or in Hybyg).
More precisely, in this phase B selects a random bit b <— {0, 1} and proceeds as follows:
L. It first samples s < Zy and {9, }j6{2,.:,smax} — Zy.
2. It also samples {ei}z‘e[f] — X, and {ei}z‘e[f] < Xbig-
3. Next, for all i € [¢], it sets

ci =sA,; + e,
m—1
éi = Mi,l(sy—rvoa""o) + Z MZ,J?}JBJ _S-Hp(i) —|—é2
je{27---75max}

4. Tt gives A the challenge ciphertext
CT = ({Ci}ie[@ 7{&7, }iG[f] y MSB(syT) P b) .

Guess: A eventually outputs a guess b’ € {0,1}. If ¥’ = b, B outputs 1. Otherwise, B outputs
0.

Note that the game simulated by the reduction algorithm B coincides with Hybs (Fig. |5.6))
if for each of the secret key queries of A corresponding to some attribute set U C U, the vector
T that B receives from its EnLT yreimage,q,0 Challenger is generated as r < XTfl. On the other
hand, the game simulated by the reduction algorithm B coincides with Hybg (Fig. if for each
of the secret key queries of A corresponding to some attribute set U C U, the vector r that
B receives from its EnLT preimageq,0 Challenger is generated as r < EnSamplePre(B’, Tg/, 0, w)

with some fresh w <+ Zg’(smaxfl). This is because the vector (doy + f2,- .., ds,0 ¥ + Fsmax) With



50 Pratish Datta, Ilan Komargodski, and Brent Waters

q’
(Fig.|5.7)), is uniformly and independently distributed over ZZ(smax_l). Hence, it follows that the
advantage of B in the EnLT preimage,q,0 game is at least [pa45(X) — pae(A)| > n(A). This completes
the proof of Lemma [5.6] O

{f; }j6i2""’5"“”‘} < Z7, as originally used while answering each secret key query of A in Hybg

Lemma 5.7: For any adversary A, there exists a negligible function negl,(-) such that for all
AeN, [pas(A) —paz(N)] < negly(X).

Proof. Let us consider the difference between Hybg; and Hyb,. The setup and challenge
phases are identical in the two hybrids. The only difference is with respect to the genera-
tion of the secret keys queried by the adversary A in the two hybrids. More precisely, in
Hybg, while generating a secret key queried by the adversary A corresponding to some at-
tribute set U C U, the challenger samples the vectors { f; }j€{2,...,smax} < Zq and generates
m—1
—_——
y'|o'|---|o"
D iel2,smae } t(Mpfl(u)J‘Bj)T —k,A]). In contrast, in Hyb,, the challenger samples the vectors
{fj }je{z = Zg with the restriction that > .c0o o Mp-1y) ;1 fj = zu + k,A] holds

for all w € UNp([¢]) and generates the vectors {kzu} Ul as ky < EnSamplePre(A,, T4, ,0,
ucUNp

zy) for all w € U N p([€]), where {zu },cynp(e) < Zg-

the vectors {I;:u} )T+

s ky < EnSamplePre(Ay, Ta,,0,t(M, -1,
S as < EnSamplePre( Ay O E(M -1 )71!

7“'75max}

First, note that by the restrictions of the weak selective security game, we have (a) the rows
of the access matrix M having indices in p~!(U) are linearly independent, i.e., no non-zero
linear combination of those rows over Z, can span the vector 0 € Zgm>* and (b) those rows are
unauthorized with respect to the access policy (M, p), i.e., no linear combination of those rows
over Zq can span the vector (1,0,...,0) € Zg==<. Combining facts (a) and (b), it readily follows
that no non-zero linear combination over Z, of the vectors obtained by removing the first entries
of the rows of M having indices in p~!(U) can span 0 € Z5me—1
are linearly independent. Hence, the sampling of the vectors { f; }je{2,...,smax} C Zy in Hyb; is

, or in other words, those vectors

well-defined. Moreover, due to the fact that the vectors {zy},cpyn o(j0]) are sampled uniformly

from Zj, it follows that the vectors { f;} je2,sma} © Lq sampled in Hyb; are also uniformly

and independently distributed over Zy. Hence, it follows that the distributions of the vectors
{£i}ict2, . sma) C Ly are in fact identical in the two hybrids.

Now, we claim that the distributions of the vectors {ku in the two hybrids are also

}uEUﬂp([f])
in the two hybrids, it follows that

identical. From the definitions of the vectors {ku}
ueUNp([4])

m—1

/T_Aﬁ—l—
y'|07]--]0

D (2 sman} t(Mp—l(u),ij)T —kyAl =z, for all w € UNp([¢]) in Hyb,. Observe that in Hyb.,

)T+

to prove the above claim it would be sufficient to show that £(M,-1(,) [

m—1

-
|OT] = y since t is of the form

tB]T =djy+ fjforall j € {2,...,5max} and ¢ [yT\ﬁH
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t = (1,%). Hence, for all u € U N p([¢]), we have

m—1
—_— |\ T AT 3 AT
t(Mp—l(u)J [y-r| 0T| o ’OT )+ | Z t(Mp—l(u),jBJ) —k,A,
7€{2,...,8max }
=M@y + Y, My (dy+ fi) — kA,
7€{2,...,Smax }
PoAT
=( 2 Mywydy+ D My fi — kA,
]'E[Smax} j€{27---75max}
= Z M1y fi — l%uAI, since d; = 1, Z M ,-1(4),;d; = 0 by the choice of the d
JE€{2,...;Smax } J€[5max]

= (zy + kyA]) —k, Al =z,

In view of the above, it follows that the views of the adversary A in the two hybrids are
identical. Hence, Lemma [5.7] follows. O

Lemma 5.8: Assuming EnLT = (TrapGen, EnSamplePre) satisfies (q,0)-well sampledness of
preimage, for any adversary A, there exists a negligible function neglg(-) such that for all A € N,

Ipa7(A) — pag(N)] < neglg(N).

Proof: Suppose on the contrary, there exists an adversary .4 and a non-negligible function 7(-)
such that [pa7(A) —pag(A)| > n(A) for all A € N. Using A as a sub-routine, we will construct a

reduction algorithm B below such that AdenLT”'eimage‘q"’ (A) > n(A) for all A € N.

Setup Phase: The reduction algorithm B receives 17, q,0 from its EnLT preimage,q,0 challenger.
B then invokes A and receives a selective access policy (M, p), where M € {—1,0,1 }EXSI“‘"“‘ -
ngsmx and p : [¢{] — U is the injective row-labeling function. Upon receipt it proceeds as
follows:

1. It chooses dimensions n,m, and distributions Xiwe, X1, X2, Xbig s described in Section |§|
2. Next, it samples y «+ Zg.
3. Then, it sends 1™,1™, 11D o its EnLT preimage,q,0 challenger and receives back matrices

{Aubueppn) € Zg"™-
4. It also generates {(AU’TAu)}ueU\p([ﬁ]) < TrapGen(1™,1™,q) such that {Au}ueU\p([Z]) €

zZnxm,
5. Then, it generates (B’ = [BQT]-~-\B;LX]T,TB/)  TrapGen(1™smax—1) 1m=1 ¢} such
that {B;- }je{lm’sm} e Zm=),
6. It additionally samples {b; }je{2,...,smax} < Zy. And sets B; = [b;.T|B§.] for all Vj €
{2,..., Smax }-

m—1

TSI
y107]--- [0

7. Next, it samples { R, }

uep([€]) — {_1, 1}m><m and sets Hu = Mp_l(u),l [

Zjé{l---ﬁmax} Mp_l(u),ij + AuRu fOI' aH u e p([f])
8. It also samples {Hy },.cqn () < Zg ™
9. It provides A with the public parameters

PK = (na m,d, Xlwe, X1, X2, Xbig>s ya{Au }uelU a{Hu }uEU)'

Key Query Phases: In both the pre-ciphertext and post-ciphertext key query phases, to
answer a secret key query of A corresponding to some attribute set U C U, B runs the
following steps:
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~

1. It first samples {kzu} < Xbig:

2. Then, for all u € U ﬁup([ﬁ]), it sends a preimage query to its EnLT preimage,q,0 Challenger by
sending the index u, receives back a vector r, from the challenger, and sets I;:u =7,

3. After that, it determines a vector d € Zjm> such that dy = 1 and }_ jd; =0
for all uw € U N p([4]).

4. Next, it samples {f; }j€{2,...,smax} — Zy such that the equation
—Yicto o) Mp1w) i i = kAl + kyA] holds for all u € U N p([f)). If more
than one solution exists for the above system of equations, the challenger picks the vectors
f2y .-y Fsnae by sampling uniformly over the set of solutions.

5. Then, it generates t < EnSamplePre(B’, T, 0, (doy + f2—bly, ..., ds,o. Y+ Fspr — b, )

and sets t = (1,1)..

Next, for all u € U N p([{]), it sets ky = ky + ky + tR] .

7. Additionally, for all u € U\p([{]), it generates k, < EnSamplePre(A,, Ta,,o, tHJ—I%uAI)
and sets k, = lgzu + icu

8. It hands A the secret key

Jj€ [Smax} Mp_l (u)

S

SK = ({ku}yer »t) -

Challenge Phase: This phase is executed in an identical manner to that in Hyb, (or in Hybg).
More precisely, in this phase B selects a random bit b < {0,1} and proceeds as follows:
L. It first samples s < Zy and {9, }je{Q,..A.,smax} — Zg.
2. It also samples {e; };c( < Xine and {€i };cg < Xpig-
3. Next, for all i € [£], it sets

C; = SAp(i) + e,
m—1
¢ = Ml‘,l(sy—r, 0,... ,0) + Z Mi,jf]ij — SHp(i) + é;.
J€{2,..,8max }

4. It gives A the challenge ciphertext

cT = ({ci}iem AéiYicig MSB(sy ") @ b) .

Guess: A eventually outputs a guess b’ € {0,1}. If ¥’ = b, B outputs 1. Otherwise, B outputs
0.

Note that the game simulated by the reduction algorithm B coincides with Hyb- (Fig.|5.8]) or
Hybg (Fig.[5.9) according as for each of the secret key queries of A corresponding to some attribute
set U C U, each of the vectors {7y },cpn o() that B receives from its EnLT preimage,q,0 Challenger is
generated as r,, <— EnSamplePre(A,,Ta,, 0, z,) with some fresh z, < Zgy or Ty < x2. Hence, it
follows that the advantage of B in the EnLT preimage,q.0 game is at least [p4 7(A) —pag(A)| > n(A).
This completes the proof of Lemma 0

Lemma 5.9: Assuming EnLT = (TrapGen, EnSamplePre) satisfies the q-well sampledness of ma-
triz property, for any adversary A, there exists a negligible function negly(-) such that for all

AeN, [pag(A) —pag(N)| < negly(N).

Proof: Suppose on the contrary, there exists an adversary .4 and a non-negligible function 7(-)
such that [p4g(A) —pao(A)| > n(A) for all A € N. Using A as a sub-routine, we will construct a

En LTmatrix,q,o

reduction algorithm B below such that Advy (A) > n(A) for all A € N.

Setup Phase: The reduction algorithm B receives 1%, ¢, o from its En LT matrix,q,c challenger. B
then invokes A and receives a selective access policy (M, p), where M € {—1,0, 1}“8““ax C
Zf}xsmax and p : [¢(] — U is the injective row-labeling function. Upon receipt it proceeds as
follows:
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It chooses dimensions n, m, and distributions Xiwe, X1, X2, Xbig as described in Section .
Next, it samples y «+ Zg.
Then, it sends 17, lm 11D to its EnLT preimage,q,0 challenger and receives back matrices

{Autucpn) € Zg™
It also generates {(Au,TA ) Yucv\p(e) < TrapGen(1™,1™,q) such that {Ay},cin () €

anm.
Then, it generates (B’ = [B}'|---|B
that {B;.} e Zp<m=h,
jE{Q, ,Smax}
It additionally samples { ;
{2,..., Smax }-
m—1
Next, it samples { Ry}, ) < {—1, 1™ ™ and sets Hy = M -1, 1 [ T|m
y ...
> je(2, s Mot (w) i Bj + AuRy for all u € p([€]).

It also samples {Huy },,cqn ) < Zg ™™
It provides A with the public parameters

,Tps) < TrapGen(1™(smax—1) 1m=1 ) such

Smax]

n . T '
}]6{2, s} — 7. And sets B; = [b}'|Bj)] for all Vj €

+

PK = (n7 m,q, Xlwey, X1 X2, Xbig7 ya{Au }UEU 7{Hu }UGU)’

Key Query Phases: In both the pre-ciphertext and post-ciphertext key query phases, to
answer a secret key query of A corresponding to some attribute set U C U, B runs the
following steps:

1.

2.
3.

4.

It first samples {kzu }uGU — x[,’?g-
It also sa le‘{lzz } — X2
AT S wevnpqe) T
After that, it determines a vector d € Zgm=* such that d; = 1 and

for all w € U N p([4]).
Next, it samples {f; }j {25} +— Zg such  that the equation

D2 s} My Fj = k,A] + E,A] holds for all u € U N p([{)).

Then, it generates £ <— EnSamplePre(B’, T/, 0, (doy + fo— bl ... dspa Y+ Fomae — Ui )
and sets t = (1,1)..

Next, for all u € U N p([(]), it sets ky = ky + Kk, + tR)] .

Additionally, for all u € U\p([¢]), it generates k., < EnSamplePre(A,, Ta,,o, tHJ—I%uAI)
and sets k, = l%u + I;:u

It hands A the secret key

Je[smax Mpil(u)vjd] = 0

SK = (ks bucor 1)

Challenge Phase: This phase is executed in an identical manner to that in Hybg (or in Hyby).
More precisely, in this phase B selects a random bit b < {0, 1} and proceeds as follows:

1.
2.
3.

It first samples s < Zi and {9, }je{Q osman} € L
It also samples {€; };c(y < Xiwe and {€i};c(q ¢ Xpig-
Next, for all 7 € [¢], it sets

c;, = 'SAp(z') +€;
m—1
7€{2,...,8max }

4. It gives A the challenge ciphertext

T= ({Ci}ie[é} 7{&7, }iG[f] y MSB(SyT) P b) .



54 Pratish Datta, Ilan Komargodski, and Brent Waters

Guess: A eventually outputs a guess b’ € {0,1}. If ¥’ = b, B outputs 1. Otherwise, B outputs
0.

Note that the game simulated by the reduction algorithm B coincides with Hybg (Fig. or
Hyb, (Fig. ) according as the matrices { A, }uep([ﬂ]) € Zy*™ it obtained from its EnLT matrix .0
challenger are generated as (Ay,ta,) < TrapGen(1",1™,q) for all u € p([€]) or {Au},c ) <
Zy*™. Thus, the advantage of B in the EnLT natrixq,0c game is at least [pag(A) — pao(A)| = n(A).
This completes the proof of Lemma [5.9 O

Lemma 5.10: For any adversary A, there exists a negligible function neglyy(-) such that for all
AEN, |pag(A) —paio(A)] < neglyg(A).

Proof: Let us consider the difference between Hybg and Hyb,,. The setup and key query phases
are identical in both hybrids. The only difference between the two games is with respect to the
challenge ciphertext. In particular, while preparing the challenge ciphertext, the components
{éi}z‘e[ﬁ} are generated differently in the two games. In Hybg, for all ¢ € [¢], the challenger sets
-1
~ T L ~ ~ ~ .
¢ = M;i(sy ,0,...,0) + Z M; jv;B;j — sH ;) + €;, where é; xﬁ?g- In contrast, in
j€{2:-~~73max}
m—1
. . . T e N . ,
HyblO? for alli € [f], 1t sets ¢; = Mi,l(sy ,0, cee ,0)—|— Z ML]"U]'B]‘ _SHp(i) —eiRp(i)jLei,
je{Qv---asmax}

where e; < x{ile, Ry {—1,1}""", and €] Xbig-

Using the smudging lemma, since B> (m3/20 + 1)2* holds, we can argue that there exists a
negligible function neglgy,qge(-) such that for all A € N, m € N, SD(D1, Da) < m - neglyygge(A)
where

'DlE{éi|éi%XgiLg},
D2 = {—eiRp(i) + 6;- | €e; < Xmeva(i) < {—1, 1}m><m7e; < Xﬁ?g} .

As a result, since the total number of ¢; components included in the challenge ciphertext is
£, it follows that for any A € N,

[Pa9(A) = pago(N)] < €-m - negliygge(A).
This completes the proof of Lemma [5.10 O

Lemma 5.11: If the LWE,, ,, assumption holds, then for all PPT adversary A, there exists a
negligible function negly;(-) such that for all X € N, |pa10(X) —pa11(N)] < neglyi(N).

Proof: Suppose on the contrary, there exists an adversary .4 and a non-negligible function 7(-)
such that [p4,10(A) —pa11(AN)] > n(A) for all A € N. Using A as a sub-routine, we will construct

a reduction algorithm B below such that Advll;WE”’q"’ (A) > n(A) for all A e N.

Setup Phase: The reduction algorithm B receives 1*,n,q, o from its LWE,, 4, challenger. B
then invokes A on input 1* and receives back an LSSS access policy (M, p), where M €
{—1,0,1}F7emax ngsmx and p : [(] — U is an injective row-labeling function. Upon receipt
it proceeds as follows:

1. Tt chooses dimension m and distributions Xiwe, X1, X2, Xbig as described in Section

2. Then, it uses its LWE, 4, challenger to define matrices { Ay}, o) € Zy*™ and vector
y € Zy. Suppose p([{]) = {u. }zem C U. B makes mf+ 1 queries to its LWE,, ; , challenger,
and receives back {(a., ) },cpnes1) C Zg X Zq, where for all v € [ml + 1], a, < Zg and

either r, = .saLT + e, mod ¢ for some s + ZZ and e, <~ Dz, or r, < Zg. B sets the matrix

A, = (a;(z—1)+1’ e \aTTnZ) € Zy*™ for all z € [{] and the vector y = ant1 € Zy.
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It also generates {(Au,Ta,)},eu () < EnTrapGen(1™, 1™, q) such that { Ay} e () €
ZnXm
Sl
Then, it generates (B’ = [Bj'|--- \B;Ilax}—r ,Tp') + EnTrapGen(17(smax—1) 1m=1 ) such
that {B’-} ez m=1,
I) je{2, . smax }

_ p/T ~
P — Z7. And sets B; = [b}'|Bj] for all Vj €
{2,..., Smax }-

Next, it samples { R, }

m—1

e
yT[07] 10

wep() < 11 1} and sets Hy = My-1(,),1 [

Zje{z...,smx} M,1(y),;Bj + Ay Ry for all u € p([{]).
It also samples {Huy },,cqn ) < Zg ™™
It provides A with the public parameters

PK = (TL, m, q, Xlwe, X1, X2, Xbigs ya{Au }uEU 7{Hu }uGU)'

Key Query Phases: In both the pre-ciphertext and post-ciphertext key query phases, to
answer a secret key query of A corresponding to some attribute set U C U, B runs the
following steps:

1.

2.
3.

It first samples {ku }ueU < Xbig-

It al 1 {k} “ o
also samples " weUrp([6) X2

Next, it determines a vector d € Zg™** such that d; =1 and Zje[smax] M1y ;d; = 0 for
all w e UnNp([4)).

Subsequently, it samples {f; }je{Z...smax} < Zy satisfying Zje{Q,...,smax}Mp’l(u),jfj =
kyA! + k, Al holds for all u € U N p([f]).

. Then, it generates t < EnSamplePre(B’, T/, 0, (doy + fo —bly, ... ds,... Y+ Fsnun — b))

Smax

and sets t = (1,1)..

Next, for all u € U N p([(]), it sets ky = ky + Kk, + R .

Additionally, for all u € U\p([€]), it generates k,, < EnSamplePre(A,,Ta,, 0, tH, —k,A])
and sets k, = I%u + INCU

It hands A the secret key

SK = ({ku}yer »t) -

Challenge Phase: Upon receiving the challenge query from A, B selects a random bit b <«
{0,1} and proceeds as follows:

1.

2.
3.

It first samples {@;} — Zy.
j€{27~~/~75max}
o m
It additionally samples {€}};c g < Xpig-
Then, for all i € [¢], it defines the vector r; as 7y = (T, (z—1)41,- -+ Tmz) € Zg' if p(i) =
u, € U, where it obtained {r,} ] from its LWE, 4, challenger during the setup phase
above, and sets the following;:

tefml

éi = Z Mi,j@;‘Bj — CiRp(i) + e;.
7€{2,...,8max }

Finally, it outputs the challenge ciphertext as

CT = ({eidicg & biep - MSB(rmes1) ©1)

where it obtained r,,,,(j)4+1 € Zq from its LWE,, ; , challenger during the setup phase above.
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Guess: A eventually outputs a guess b’ € {0,1}. If ¥’ = b, B outputs 1. Otherwise, B outputs
0.

Note that the game simulated by the reduction algorithm B coincides with Hyb,, (Fig. [5.11))
if the responses {(a,, ) },cpne) € (Zg ¥ Zq)™ 1 it receives from its LWE,, 4, challenger are
a collection of perfectly distributed LWE samples, i.e. if for all + € [mf + 1], a, « Zj and

r, = saLT + e, mod ¢ for some s ZZ and e, + Dz, (which is statistically close to 15270).
This is accomplished by B by implicitly setting {v; } €20 s} used to generate the ciphertext
components {¢&; };c(q used in Hyb, as 9; = s+® for all j € {2, ..., smax } during the simulation.
On the other hand, the game simulated by B above coincides with Hyb;; (Fig. if the
responses {(a,, 1)} epmer1) € (Zy ¥ Zy)™*1 of its LWE,,,, challenger are uniformly random.
Specifically, note that the ciphertext components {¢; }z‘e[ﬂ are perfectly simulated as those in
Hyb,; by B in this case since p is injective and the vectors {Ti}z’e[a € Zq' defined by B in the
simulation above are uniformly and independently distributed over Z;* in this case. Moreover,
the ciphertext components {éi}ie[e} are generated by B in an exactly identical fashion to that
in Hyb,; in this case. Finally, observe that since 7,041 < Zq in this case, MSB(ry,s+1) @ b is
distributed identically to MSB(7) with 7 < Z,. Hence, it follows that the advantage of B in
solving the LWE,, ;, problem is at least [p410(A) — pa11(A)| > n(A). This completes the proof
of Lemma [5.17] 0

6 Our Multi-Authority ABE Scheme

In this section, we present our MA-ABE scheme for access structures represented by DNF formu-
las. The scheme is associated with a universe of global identifiers GZD C {0,1}*, a universe of
authority identifiers AU, and we will use the Lewko-Waters [LW11a| transformation to represent
the DNF access policies as monotone LSSS. More precisely, we only design an MA-ABE scheme
for LSSS access policies (M, p) with properties stipulated in Lemma that is, we construct an
MA-ABE scheme for LSSS access policies (M, p) such that the entries of M come from {—1,0,1}
as well as reconstruction only involves coefficients coming from {0,1}, and prove the scheme to
be statically secure under linear independence restriction as per Definition [3.7] Thanks to the ob-
servation made by [ABN 21| as mentioned in Remark our MA-ABE scheme actually achieves
the standard notion of static security as per Definition [3.7] when implemented for the class of all
access structures represented by DNF formulas. We will assume each authority controls only one
attribute in our scheme. However, it can be readily generalized to a scheme where each authority
controls an a priori bounded number of attributes using standard techniques [LW11a]. Further,
we will assume that all access policies (M, p) used in our scheme correspond to a matrix M with
at most Spax columns and an injective row-labeling function p, i.e., an authority/attribute is as-
sociated with at most one row of M. Since the Lewko-Waters transformation |[LW11a| introduces
a new column for the resulting LSSS matrix for each AND gate in the underlying formula, the
bound in the number of columns of the LSSS matrices naturally translates to the number of AND
gates of the supported DNF formulas at implementation. Similar to our CP-ABE scheme, in our
scheme description below, we assume for simplicity of presentation that both the encryption and
the decryption algorithms receive an access policy directly in its LSSS representation. However,
we note that in the actual implementation, the encryption and decryption algorithms should
instead take in the DNF representation of the access policy and deterministically compute its
LSSS representation using the Lewko-Waters transformation algorithm [LW11a].

First, we provide the parameter constraints required by our correctness and security proof.
Fix any 0 < € < 1/2. For any B € N, let Up denote the uniform distribution on ZN[—B, B, i.e.,
integers between +B. The Setup algorithm chooses parameters n, m, o, ¢ and noise distributions
Xiwe> X15 X2 Xbig, satisfying the following constraints:

—n=poly(\), e <q,n-q/oc <2", Xiwe = ﬁz,g (for LWE security)
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— m > 2spmaxnlog g + wlogn + 2\ (for enhanced trapdoor sampling and LHL)
— 0 > /smaxnlogqlogm + A (for enhanced trapdoor sampling)
— X1 =Dzm-14, X2 =Dzm s (for enhanced trapdoor sampling)
— Xbig = Up, where B > m?®252* (for smudging /security)
— |AU| (m??6? + 2mB?) < q/4 (for correctness)

We will now describe our MA-ABE construction.

GlobalSetup(1*, s;max): The global setup algorithm takes in the security parameter A encoded
in unary and the maximum width Spax = Smax(A) of an LSSS matrix supported by the scheme.
It first chooses an LWE modulus ¢, dimensions n,m, and also distributions Xjwe, X1, X2, Xbig as
described above. Next, it samples a vector y < Z; and sets the matrix By € Zg*™ as By =

, where each 0 € Zy. Furthermore, we assume a hash function H: GID —

m—1
——
[yTHOTH-~H0T
(ZN[-B, B})mil mapping strings GID € GZD to random (m — 1)-dimensional vectors of integers
in the interval [—B, B] H will be modeled as a random oracle in the security proof. Finally, it
outputs the hash function H and the global parameters

GP = (numa 45 Smax, Xlwer X15 X2 Xbig> Bl) .

AuthSetup(GP,H,u): Given the global parameters GP, the hash function H, and an au-
thority identifier u € AU, the algorithm generates a matrix-trapdoor pair (A,,Ta,)
EnTrapGen(1",1™,q) such that A, € Zy*™, samples another matrix H,, < Z3*™, and out-
puts the pair of public key and secret key for the authority u

PK, = (Ay, H,), MSK, =Taq,.

KeyGen(GP, H, GID, MSK,,): The key generation algorithm takes as input the global parame-
ters GP, the hash function H, the user’s global identifier GID, and the authority’s secret key MSK,,.
It first computes the vector tgip = (1,H(GID)) € Z™. Next, it chooses a vector kgip,y, < X’g}g,

samples a vector I:;Gm’u < EnSamplePre(A,,Ta,, 0, topH, —IAcG|D,uAI), and outputs the secret
key for the user GID as .
SKaip,u = kcip,u + kGID,u-

Enc(GP,H, msg, (M, p),{PK.}): The encryption algorithm takes as input the global pa-
rameters GP, the hash function H, a message bit msg € {0, 1} to encrypt, an LSSS access policy
(M, p) generated by the Lewko-Waters transformation [LW1la|, where M = (M;;)rxsma. €
{—=1,0,1}"smax ZL*smax (Lemma and p: [(] - AU, and public keys of the relevant au-
thorities {PK, }. The function p associates rows of M to authorities (recall that we assume
that each authority controls a single attribute). We assume that p is an injective function. The
procedure samples vectors s < Zy, {v; }j6{27---75max} < Zy', and {@; };cp < Zg. It additionally
samples vectors {e; };cy < Xine and {&;}
¢, G € Zf]” as follows:

iclg] < Xbig- Yor each i € [{], it computes vectors

C;, = xZAp(Z) + €;

¢, = Mi71531 + Z MiJ’Uj — msz(z) + é;
jG{Q,-n,Smax}

and outputs

CT = ((M7p)>{ci}i€[é} A{éi}icg, C =MSB(sy') & msg) :



58 Pratish Datta, Ilan Komargodski, and Brent Waters

Dec(GP, H, CT, GID, {SKgip,. }): Decryption takes as input the global parameters GP, the
hash function H, a ciphertext CT generated with respect to an LSSS access policy (M, p)
generated by the Lewko-Waters transformation |[LW1la|, a user identity GID, and the secret
keys {SKGDWU) }ie ; corresponding to a subset I of row indices of the access matrix M pos-
sessed by that user. If (1,0,...,0) is not in the span of the rows of M having indices in
the set I, then decryption fails. Otherwise, let {w;},.; € {0,1} C Z; be scalars such that
YicrwiM; = (1,0,...,0), where M; is the ith row of M. The existence of such scalars {w; },.;
and their efficient determination are guaranteed by |[LW11a,BGGT18|ABN™21|. The algorithm
computes the vector tgip = (1, H(GID)) € Z™ followed by

K, = Z'U)Z . (CiSK—GnD,p(i) + élt—GnD) s
el

and outputs

msg’ = C & MSB(K").

6.1 Correctness

We show that the scheme is correct. Assume that the authorities in {SKgip,,, } correspond to a
qualified set according to the LSSS access policy (M, p) associated with CT), i.e., the correspond-
ing subset of row indices I corresponds to rows in M that have (1,0,...,0) in their linear span
with coefficients {w; },.; € {0,1} C Z,. By construction,

K/ = Z W - (CiSKng’p(i) + élt—lG—lD)
el

Expanding {¢; },.; and {¢; },.;, we get

K = Zwi . (miAp(i) + e,-) . SKgID,p(i) + M¢71831 + Z Mi,jvj — :L‘in(i) + é; thD

i€l J€{2,...;5max }
= Z wia:iAp(i)SKgD,p(i) + Z ’LUZ‘MZ'J SBlt—Gr”) + Z w,-MZ-ijtg,D
el i€l 1€l,j€{2,....Smax }
T T AT
- Z wiwin(i)tG|D + Z wieiSKG|D7p(i) + Z wl'eitG|D.
el i€l el

Recall that for each u € p(I), we have Au’;’ng,u = Hutng — AUI%—GFID,u and also SKgip, =

I%Gm,u + IE:G|D’U. Therefore, for each ¢ € I, we have

T l T
Ap(i)SKGID,p(i) = Ap(i)kGlD,p(i) + Ap(i)kclo,p(i)
= Hp(i)tng'
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Plugging this in, the first and fourth terms cancel and we are left with

K'=) wiMi sBitép + > wiM; 0t

iel i€1,5€{2,....5max }
T ~ 2T
+ > wieiSKgp ) + ) wigitdp
i€l el

= <Z wiMm) 'SBlt—GrID + Z (Z ’LUZ'MZ'J‘> 'U]'t—GrID

el J€{2,....;8max } \i€I
+ Z wieiSKaD’p(i) + Z wiéitng
el el
:SBlt—GI]D + Z wieiSKaD’p(i) + Z U}iéit—Gr|D,
el el
where the last equality holds since for j = 1 we have that ) . ;w;M;; = 1 while for j €

{2,..., Smax} We have that >, ; w;M;; = 0. Now, recall that B; = [y'[0"]---][0"] and
taip = (1,H(GID)), so that Bt} =y . Hence,

i€l iel
Correctness now follows since the last two terms are small and should not affect the MSB
of sy . To see this, we observe that the following bounds hold with all but negligible probability:

— |lei]l < v/mo: This follows directly from Lemma since each of the m coordinates of e;
comes from the truncated discrete Gaussian distribution Dz .

— ||éi|l < v/mB: This holds since each of the m coordinates of é; comes from the uniform
distribution over Z N [—B, BJ. ) )

— ||§KG|D,p(i)|| §Am0 + v/mB: This holds since SKgip pi) = Kcip,pi) + Ecip,p@), Where (1)
|kp) |l < +/mB since each of its m coordinates comes from the uniform distribution over
ZN[-B,B] and (2) letp(i) || < mo since it comes from a distribution that is statistically close

to the truncated discrete Gaussian distribution 5Zm’o-.

= ltap|| < /mB: This holds since tgp = (1, H(GID)), where H(GID) is a member of (Z N
- B, B])™.

Given the above and using the fact that the w;’s are in {0,1} [LW11la, BGGT18,ABNT21],
we have that

1D wieiSKéip ) + > wititdpll < [AU| (m*?0® + mo B + mB?)
el el
< |AU| (m??6® + 2mB?)
<q/4,
where the last inequality is by the parameter setting as shown above. Thus, with all but negligible
probability in A, the MSB of sy is not affected by the above noise which is bounded by ¢/4

and therefore does not affect the most significant bit. Namely, MSB(K’) = MSB(sy"). This
completes the proof of correctness.

6.2 Security Analysis

Theorem 6.1: If the LWE assumption holds, then the proposed MA-ABE scheme for DNF for-
mulas is statically secure in the random oracle model (as per Deﬁm’tion.
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To prove this theorem we prove a slightly easier statement, namely, that our MA-ABE scheme
is statically secure under linear independence restriction and show that it actually suffices.

Theorem 6.2: If the LWE assumption holds, then the proposed MA-ABE scheme is statically
secure under lineaer independence restriction in the random oracle model (as per Deﬁm’tion.

Proof (that Theorem = Theorem [6.1)): Observe that the only difference between the
static security under linear independence restriction and the static security games for MA-ABE
is that in the former game, we have the additional restriction that for each of the secret keys
queried by the adversary A for some user ID-attribute set pair (GID,U), all the rows of the
challenge LSSS matrix M which correspond to the attributes in U combined with all the rows
which correspond to the authorities corrupted by A must be linearly independent. However,
note that by the restriction of the static security game, for each of the secret keys queried by the
adversary A for some user ID-attribute set pair (GID, U), all the rows of the challenge LSSS matrix
M which correspond to the attributes in U combined with all the rows which correspond to the
authorities corrupted by A must be unauthorized. Thanks to the observations made by [ABN™ 21|
as mentioned in Remark the property that rows corresponding to unauthorized sets are
linearly independent can be ensured by applying the Lewko-Waters transformation [LW11a] for
deriving the monotone LSSS representations of access policies captured by DNF formulas. Hence,
the restriction of the static security game directly implies that for each of the secret keys queried
by the adversary A for some user ID-attribute set pair (GID, U), all the rows of the challenge LSSS
matrix M which correspond to the attributes in U combined with all the rows which correspond
to the authorities corrupted by A must be linearly independent in case of our MA-ABE scheme
realized for DNF access policies via the Lewko-Waters transformation [LW1la|. Consequently,
the static security under linear independence restriction and the standard static security games
are actually equivalent in the context of the proposed MA-ABE scheme realized for DNF access
policies.

d

Remark 6.1 (Incompatibility of the transformation from Section with our
MA-ABE): Both our CP-ABE and MA-ABE constructions are built for {0, 1}-LSSS access poli-
cies with security under the restriction that the sets of unauthorized rows of the challenge LSSS
access policy the adversary gets hold of in the security experiment are linearly independent. We
designed in Section a transformation that given any NC! access policy converts it into a non-
monotone {0,1}-LSSS with the property that the unauthorized rows of the resulting LSSS that
do not include both the positive and negative instances of a particular attribute simultaneously
are linearly independent. While this is not an issue for CP-ABE, this becomes problematic for
MA-ABE.

In the CP-ABE scheme, any unauthorized set of rows of the challenge LSSS policy an adversary
can get hold of during the security experiment never includes both the positive and negative
instance of a particular attribute and hence our transformation from Section can guarantee
that the unauthorized rows of the challenge LSSS matrix the adversary gets hold of are linearly
independent. This holds because there is a single authority that distributes secret keys to users
and the authority is trusted. That is, the user gets a key component for an attribute if the
authority deems that the user really possesses that attribute and gets a key for the negated
attribute otherwise.

In an MA-ABE scheme, however, there are multiple authorities responsible for controlling
different attributes and some of those authorities can potentially be corrupted by the adversary
during the security experiment. Such a corruption naturally allows the adversary to get both a key
for an attribute controlled by that corrupt authority and a key for its negation. Consequently, it
is possible for an adversary to get hold of sets of unauthorized rows which correspond to both the
positive and negative instances of some attributes. Therefore, we cannot use our non-monotone
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LSSS scheme from Section On the other hand, we can use the construction of Lewko and
Waters |[LW11a] applied only on DNF formulas, which as we mentioned in Remark , results
with a monotone LSSS with the required linear independence property.

Proof (of Theorem : In order to prove Theorem [6.2) we consider a sequence of hybrid
games which differ from one another in the formation of the global public parameters, the public
keys for non-corrupt authorities, the challenge ciphertext, the output of the random oracle H,
or the secret keys queried by the adversary A. The first hybrid in the sequence corresponds to
the real static security under linear independence restriction game for the proposed MA-ABE
scheme, while the final hybrid is one where the advantage of A is zero. We argue that A’s
advantage changes only by a negligible amount between each successive hybrid game, thereby
establishing Theorem In this proof, we will model H as a random oracle programmed by the
challenger.

The Hybrids

In all hybrids, the game starts with the challenger providing the global public parameters to the
adversary A, followed by A sending the following items to the challenger.

(a) A set C C AU of corrupt authorities and their respective public keys

{PKu = (Auv HU) }uec )

where A, H, € Zy*™ for all u € C.

(b) A set N' C AU of non-corrupt authorities, i.e., C NN = (), for which A requests the public
keys.

(c) A set H={GID} of H oracle queries, where each GID € GZD is distinct.

(d) A set @ = {(GID,U)} of secret key queries, where each GID € GZD is distinct and each
UCN.

(e) A challenge LSSS access policy (M,p) with p labeling the rows of M with authori-
ties/attributes in (C U N) subject to the restriction that for all pairs (GID,U) € Q, the
rows of M labeled by authorities/attributes in (C U U) are unauthorized with respect to
(M, p), and moreover, the rows of M labeled by the authorities/attributes in (C UU), i.e.,
the rows of M having indices in p~!(C U U) are linearly independent.

The challenger then provides the requested authority public keys, H oracle outputs, and secret
keys to A. The challenger additionally sends to A a challenge ciphertext encrypting a random bit
b < {0,1} of the challenger’s choice under the challenge access policy (M, p) committed to by
A. The game terminates with A outputting its guess for the bit b encrypted within the challenge
ciphertext. We describe how the challenger generates the global public parameters GP, authority
public keys {PKy },,c s, H oracle output H(GID) for each GID € H, secret keys {SKaipu } ¢ for
each (GID,U) € Q, and the challenge ciphertext CT in each of the hybrid games below.

Hyb,: This hybrid corresponds to the real static security game for the proposed MA-ABE
scheme.
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Generating GP:

1. y<«Zyg.
m—1
2. B; = —.
' yT|oT«~on]
3.

Global Params = (n,m, q, Smax; Xiwe, X1, X2 Xbig> B1)-

Generating {PKy }, oy

1. {(Au,Ta,)}yen < EnTrapGen(1™,1™, q).
2. {H“'}MEN — L™,
3. {PKy = (Au, Hu) } e pr-

Generating H(GID) for GID € H, (GID,U) € QO:

1. 'EGID +— Xg?g_l.

2. H(GID) = fgpp.

Generating {SKaip, }

wev for (GID,U) € Q:

=

W

4.

G

1
2
3
4. {
5
6
7

. {iﬂcm,u} < Xffilg
uelU

tep = (1, H(GID)).
Vu € U: kep,u
taoH, — k.A,).

Vu € U: SKeip,u = kcip,u + Kcip,u-

<+ EnSamplePre(A,,Ta,,o0,

enerating CT:

. 84 Zy.

- v, }16{2,4.4,5max} — Zg'-
A }ie[e] — Ly

€itiere) ¢ Xive:
-A&i}icin < Xbg
Viel):ci =z Ay + e
Vi€l é = M 8By + [z
min(i) + é;.

T = ({cl }ie[e] Aéi }iG[Z] ) MSB(syT) & b)-

Mi,j’l)j] —

J€{2,...,5max }

Hyb,:

Fig. 6.1. Hyb,.

This hybrid is analogous to Hyb, except the generation of the additional matrices

{B; }j €02 smae } during the global setup phase and the way the vectors {éi}ie[é} are generated

using those matrices while preparing the challenge ciphertext. In the following (M’ p) is the
LSSS access policy obtained by applying Lemma on (M, p). The indistinguishably between
Hyb, and Hyb, follows from the zero-out lemma (Lemma [4.2)).

Generating GP:
1.y« Zy.
m—1
2. By = —
' [yT|oT|-~|oT]

3. HUBjtie(a, . sman) < La

4. GP = (n7m7Qa smaxyXlwe,X17X27XbigaBl)'

Generating {PKy }, o

1. {(A“7TAH)}u€N + EnTrapGen(1™,1™, q).
2. {Hu}yop < Zg™™.
3. {PKy = (Au, Hu) } o p-

Generating H(GID) for GID € H, (GID,U) € Q:

1. EGID — Xg?g_l.

2. H(GID) = fgp.

G

enerating {SKaip,« } for (GID,U) € Q:

uelU

[

4.

G

1
2

N on W

. {kQD,u} < Xgilg.
uelU

taio = (1, H(GID)).
Vu € U: ke
taoH, — k,A,).

Vu € U: SKeip,u = kcip,u + Kcip,u-

<~ EnSamplePre(A,,Ta,,o,

enerating CT:

. 8 Ly,

- {9 }j€{2,..4,smax} —Zy.
{: }icg < Zg-

{ei}ie[z] <~ Xme'

{€:i}icrg < Xbig:

Vi € [[] c;, = J:Z‘Ap(i) + e;.
Vi € [4):

&G = MlysBi+ [Dien
J:»;Hp(i)-i-éi.

cT= ({ci}iem A& }ic1q-MSB(sy ") @ b).

Mi’,jf’ij] -

-»Smax }

Fig. 6.2. Hyb,.
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Hyb,: This hybrid is the same as Hyb; except the way the matrices {Hu}uej\/ﬂp([f]) are
generated while generating the public keys for non-corrupt authorities. In the following, let
Smax = Smax — ¢, Where ¢ = ’p_l(C)|. Observe that the changes between Hyb, and Hyb, are also
merely syntactic, and hence, the two hybrids are indistinguishable.

Generating GP:
1.y« Zy.

m—1
N R
3. {Bj }j€{2,.“,smax} — ngm'
4. GP = (n,m, ¢, Smax, Xiwe; X1, X2 Xbig, B1)-
Generating {PKy }, o
1. {(Au,Ta,)}yen < EnTrapGen(1™,1™, q).

2. — Zy ™.

{HIIL }uENﬂp([ZD

Generating {SKaip, }

wep for (GID,U) € Q:

3. VueNnp([l]): |[Hu= Y M, 1, B+ H,.

J€[8max]

4 {Hu} e piiey & 23
5. {PKy = (Au, Hu) },o -

Generating H(GID) for GID € H, (GID,U) € O:

1. 'EGID +— Xg?g_l.
2. H(GID) = tgp.

=

. {I%GID,u} < X{)?g'
uelU

2. tap = (1,H(GID)).
3. Yu € U: kep,u
taoH, — k.A,).

4. Yu € U: SKeip,u = kcip,u + KciD,u-

+ EnSamplePre(A,,Ta,,0,

Generating CT:

1. s Zyg.

2. {9; }je{z,m,smax} —Zq-

3. @i biciy < Zg-

4. {eitici < Xiwe-

5. {&i}ici) < Xbig:

6. Vi€ [l]: ci=xiAyu) + e

7. ViEe[l): & = M;,lsBlJr[zje{2
z; Hy) + €.

8. CT = ({ci}iem A&i}icin MSB(sy™) @ b)~

Mz'/,jf’ij} =

----- Smax }

Fig. 6.3. Hyb,.
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Hybs: This hybrid is identical to Hyb, except the generation of the matrices { H,, }uéNﬂp([E])
while generating the public keys for non-corrupt authorities.The indistinguishability between
Hyb, and Hyb follows from the leftover hash lemma with trapdoors (Lemma [3.4).

Generating GP: Generating {SKaip,u }, ¢ for (GID,U) € Q:
1.y« Zy.
m—1 1. {EGID,u} < Xgil .
2. B = TIAT |- uelU &
y [0 [---]0 2. tep = (1, H(GID)).
3. {Bj}je{z.n,smax} — zZ7x™, 3. Yu € U: kepw <+ EnSamplePre(A,,Ta,,o0,

tapH, —k.A)).
4. Yu € U: SKeip,u = kci,u + KciD,u-

4. GP = (num7Q7 5max,Xlwe7X17X27XbigyBl)-
Generating {PKy }, o\

1. {(Au,Ta,)} en < EnTrapGen(1™,1™, q). Generating CT:

2‘ {Ru }ue_/\/mp([gb — {_1’ 1}7n><'m .

A

3
)
6

s Zy.

{'ﬁj }je{Q,m,smax} - Z;.
{mi}ie[e] A Zg'

{ei}ie[ﬁ] “ Xiwe-

{€:i}icry < Xbig-

Vi€l ci=xiApu) + e

! !
smax] Mp—1(uy,; Bit Hu.
. {Hu}ue/\/\p(m) — Zg™m.

{PKy = (A, H) by pe

Generating H(GID) for GID € H, (GID,U) € O:

N oW e

- : Vi€ [(]: é = M1{,13B1+[2je{2 Smax }
Y.t Yiellra=MsBit |2 e, max
1. tep + Xbig - :Ein(i) + é;.

2. H(GID) = tgp.
(GID) = teip 8 CT = ({Ci}ie[é] Hé }ie[f] ,MSB(sy ") ® b).

Mz",jf’ij} =

Fig. 6.4. Hybs.
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JEL2, 5max} AT€

generated during the global setup phase. The indistinguishably between Hybs; and Hyb, fol-
lows from the well-sampledness of matrix property of the enhanced trapdoor lattice sampler

EnLT = (EnTrapGen, EnSamplePre).

Generating GP:
1. y<«Zyg.

Generating {SKaip, }

for (GID,U) € Q:

uelU

m—1
2. B; = —
' Lﬂmﬁ--wcﬂ]
I:BéT ”"B/T

(BI = Smax] ' ? TB/)
EnTrapGen(1™(smax—1) 1";71: f)])

, nx(m-—1
{B; }je{Z-»-,smx} €Zq i

—

4. {b; }je{z,.u,smax} < ZZ.

5. V5 €{2,...,smax} | B; = [bT|B]].

6. GP = (n,m, q, Smax, Xiwes X1, X2, Xbig, B1)-

Generating {PKy }, o\

1. {(Au,TAu)}ueN < EnTrapGen(1™,1™,q).
2. {Ru}yenmpe ¢ -1 137

3. Vu e Nnp(ld): H), = AuR..
4. Yu e Nnp([d]): Hu =37 ¢,
5
6

smannd M1 ().
AH Y e pigy) < L™
- APKy = (Au, Hu) } o pr

Generating H(GID) for GID € H, (GID,U) € O:

1. iGID — Xgi’bgil.
2. H(GID) = gp.

B; +H,.

Vi€ [l & = MysBi+ [ e,

. {lz:(;u),u} < Xgilg.
uelU

. tap = (1, H(GID)).
. Yu € U: IE@D,H < EnSamplePre(Ay,Ta,,,o,

taoH, —k,A)).

. Vu € U: SKeip,u = koip,u + Kcip,u-

Generating CT:

. S Zyg.
. {'ﬁj}je{2

e bieig ¢ Xive-

,,,,,

. Vie [f] c; = aciAp(i) + e;.

M{,jf’a‘Bj] .

-Smax }

ziH i) + &

8. CT= ({Cz }ie[l] A& }ie[z] ’ MSB(S'.'JT) D b)'

Fig. 6.5. Hyb,.
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Hyby: This hybrid is identical to Hyb,
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except the way the outputs of the oracle H are generated.

The indistinguishably between Hyb, and Hybs follows from the smudging lemma (Lemma [3.1)).

Generating GP:

Generating H(GID) for GID € H, (GID,U) € Q:

— If (GID,U) € Q and U N p([4]) # 0 then:

1.y« Zj. 1. tep <—X§;—1.
e T —
y'[07]---0 3. | H(GID) = da + fao. |
, T — else:
3. (B = By |- |B.L ] .Ts) — 1. fap L
EnTrapGen(l"(sma"_l)7 1™t g): {B; } . € €
nx (m—1) JEE e 2. H(GID) = e
z .
N Generating {SKaip,u }, ¢ for (GID,U) € Q:
4. {b; }jE{Qwuvsmax} “ 2.
5. Vj€{2,...,cols}: B; = [b;'|Bj]. L. {kG'D’“}ueU £ Xbig-
_ ' 2. teip = (1,H(GID)).
6. GP = (n,m,q, smaanlweyXlaXQ:XblgaBl)' 3. Vu € UA: kGID,u « EnSampIePre(Au,TAu,a,
tapH, — kap,uA, ).
Generating {PKu }, ¢ 4. Yu € U: SKaip,u = kap,u + kaip.u.

. {(Au,TAu)}ueN + EnTrapGen(1™,1™,q).

AR enrpqey -1 pymxm.

YueNNp([¢]): H, = AyR,,.

’
—H(u),g

Vu e NNp([]): Hu =3¢, M

P

S
- AHu uenpqay < 2o
{(PKy = (Au, Hu) o

Generating CT:

1. s+« Zy.

2. {9; }j6{2,4.4,5n1ax} “Zg.

3. {mi}ie[e] A Zg'

4. {ei}ie[é] <~ Xme'

5. {&i};ci < Xbig:

6. Viec[l]: ci =xiAu) + e
7

Bj —l—H&

CViEll]: é = M{,lsBﬁ[z
min(i) + é;.

T = ({ci}ie[e] >{éi}¢e[£] ) MSB(syT) @ b)-

M{,jﬁij] =

JE{2,...,5max }

Fig. 6.6. Hybs.
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Hybg:

This hybrid is analogous to Hybs except the generation of {SKgip,y }

weUnp((f]) while

answering the secret key queries of A. The indistinguishably between Hybs; and Hybg follows

from the smudging lemma (Lemma [3.1)).

Generating GP:

1. y<«Zyg.

m—1
2. B; = —.
' [yT|oT|--~|oT]

T
.. (B = [B:'| - |Bi..] \Ts) «
En-l—rapGen(1n(smax71)7 1m71, q): {B; }

ng(mfl)'

5. Vj€{2,...,Smax} : B = [b}|Bj] .
6. GP = (n7m7Q7 5max,XIWe,X17X27XbigaBl)~

Generating {PKy }, o

1. {(Au,Ta,)}yep « EnTrapGen(1”,1™,q).

2 {Ru b yeniomay < =113

3. Vue Nnp(ld]): H, = AuR..

4. Yu e NOp([€)): Hu = 3¢5, M1, ;Bi+H.
5. {Hu}t,ennpqey < Zg™™

6. {PKy = (Au, Hu)}, o

Generating H(GID) for GID € H, (GID,U) € Q:

~ If (GID,U) € Q and U N p([f]) # 0:
1. i(;u:) — Xg?gil.
2. top + X1-
3. H(G|D) = EGID =4 EGID-
— else:
1. 'E(;|D — Xgilgil.

2. H(GID) = tgp.

Generating {SKeip,u } for (GID,U) € Q:

uelU

. €
Je{2,..., Smax }

Generating CT:

1. {I%GID,u} — Xbig-
uelU

2. teip = (1, H(GID)).
3. YueUnp(4)):

kaip,u — EnSamplePre(Ay,Ta,,, o,
Zje[émax] tGID(]M;fuu)’ij)T + (1, fg|D)RIAI —
kapuAL).

4. Yue Unp([d):

SKaib.u = kaip.u + kaip.u + (0, cp) R .

5. Yu € U\ p([f]): kcip,u < EnSamplePre(A,, Ta,,0,

tapH, — kcip,uA,,).
6. Yu e U\ p([4]): SKeip,« = Ecip,u + kaiD,u-

1. s Zyg.

2. {ﬁj }j6{2 ,,,,,

3. @i biciy < Zg-

4. {ei}z‘e[é] — Xime-

5. {&i}ie < Xbig:

6. Vie[l]: ci =xiAyu) + e
7

Vi€l &= M sBi+ [T,

JE{2,..., Smax }

Mi/%j{}jB]'] =
:Ein(i) + é;.

8. CT= ({Cz }ie[l] A& }ie[/z] ’ MSB(syT) @ b)'

Fig. 6.7.

Hybg.
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Hyb,: This hybrid is the same as Hybg except the way the vectors t are generated while prepar-
ing the outputs of the oracle H. In the figure, let d = (d1, ..., dsp0 Dopaxt1s - -+ > Dspuay) € Zghe>
be a vector such that dy = 1 and > ;¢ M”),l(u)’jdj =0 for all u € (CUU) N p([¢]), where
(GID,U) € Q and U N p([¢]) # 0. Note that by the game restriction, the set of rows of M with
indices in p~!(CUU), where (GID,U) € Q and U N p([¢]) # (), must be unauthorized with respect
to the access policy (M, p), and hence those rows of the matrix M’ must be unauthorized with
respect to the access policy (M, p). Therefore, the existence of such a vector d is guaranteed.
The indistinguishability between Hybg and Hyb, follows from the well-sampledness of preimage

property of the enhanced trapdoor lattice sampler EnLT =

(EnTrapGen, EnSamplePre).

Generating GP:
1.y« Zy.

m—1
2. B, = —
' Lﬂmﬁ--wcﬂ]

5. H(GID) = tcip + taip.
— else:

1. tep « Xg'i;l

2. H(GID) = tap.

3. (B = [B5| - IBSW] Tpr) Generating {SKe.u }. ., for (GID,U) € Q
n(smax=1) qm=1 enerating 1>ReIb,u fucy 1O ’ :
EnT:apGI?n(l 1 {B }Je{g vy Smax } ©
ZQX m— ~
. 1. Jkaip,u — Xbig-
4. { }]6{2 ,,,,, tcols} = Zq’ { }uGU
5. V5 €{2,..., Smax}: B; = [b)|B}]. 2. tap = (1,H(GID)).
6. GP = (n,m,q,s ig, B1) 3. Vu e UNp([f]): keip,u + EnSamplePre(A., T4, , 0,
. . ; Ty @y Smax, Xlwey X1, X2, Xbig, D1 )- Zj€[§rnax] tg|D(M;_1(u)’ij)T + (LtG'D)RIAI -
Generating {PKy }, o kcip,u AL ).
1. {(Au,Ta,)},en < EnTrapGen(1”,1™,q). 4. Yu € UTﬂ p([0): SKeipu = koibu + kb +
2. {R, }ue/\/ﬂp([f) H{ Ly . (0 tan) R, .
3. Yu e N N p([): HL = AuR.. o Yu € U\ oll): kap  EnSamplePre(d., Ta.. o,
4. Yu € Nﬂp([ﬂ) : Hu Z]E [max] 71(u) ]Bj +H7/J, tGIDH - kGID vy ) . .
5. oo Zoxm 6. Yu e U\ p([4]): SKeip,w = kcip,« + kacip,u-
6. {PKu = (AuvHU)}uEN'

Generating H(GID) for GID € H, (GID,U) € Q:

— If (GID, U)GQandUﬂp([]);ﬁ(D:
1. tG|D<—Xb,g

n
— Ly -

Generating CT:

.8 Ly,
. {'ﬁj}je{Q

,,,,,

Aeéiticy < Xbg:

f2,...,
(1,te) B3 |-

démaxy + .fsnnxv Ysmax+1s---
-|B

szx]

top EnSampIePre(B',TB/,o, (dey +
7y5max) -

1
2
3
4. {ei}z‘e[é] — X
5
6. Vie[l]: ci=x: Ay + e
7

Hp(i)+éi~

Mz 1sBl+[ZJ€{2 Mi/,j":’ij]_

,,,,, Smax }

8. CT = ({ci}iem A&}icin MSB(sy™) @ b)~

Fig. 6.8. Hyb..
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Hybg: This hybrid is the same as Hyb- except the generation of the vectors ¢ while generating
the output of the oracle H and the vectors {I~cg|D7u} U while generating the secret keys queried
ue

by A. Note that by the game restriction, for each secret key query of A corresponding to some pair
of user ID and attribute set (GID,U), the rows of M having indices in p~(C U U) are linearly
independent and unauthorized with respect to (M, p), and hence by Lemma , the rows of
M’ having indices in p~!(CUU) are also linearly independent and unauthorized with respect to
(M, p). This constraint is exploited by the challenger while sampling the vectors { f; }j 12, s}
in the key query phases starting with this hybrid as can be seen in the figures below. The changes
between Hyb, and Hybg are merely syntactic, and hence, they are indistinguishable.

Generating GP: 5. {Ui b ctsmanttssmany € Za-
1.y« Zn. 6. tep — EnSampIePre(B',TB/,o, (dey +
m—1 f27 o ad§maxy + f§max7 Yimax+1s-- ySmax) -
— A T T
2. Bi= [yT|0T| ... |OT]' (1,tep) [Bz |-+ | By, ] )
3. (B = [ByT|-|BL,]" Ts) - ZiseH(GID) = tep + tep-
n(smax—1) 1m—1 . ’ " B
EnT:apGjn(l 1 9): {BJ }je{2 ,,,,, Smax } € 1. tap < Xg?g g
nx((m-— ~
Zq : 2. H(G|D) = taip.
/ n
4. {bj }jE{2 Smax } < Zq ’

:::::

Generating {SKaip, } for (GID,U) € Q:

5. Vj€{2,...,5max} : B; = [b"|B}]. nEY

6' GP = (nam3q7 Smax;Xlwe7X17X2,Xbig7Bl)-

—_

. {kep.u — X
. {keo. }ueU\p(wn Xbie
Generating {PKy }, o v 2. tap = (1,H(GID)).

3. YueUnp([E]):

1. {(Ay,Ta,)}yen ¢ EnTrapGen(1™,1™,q).

A{PKy = (Au, Hu) } tapH, — kep,uA,).
6. Yu e U\ p([f]): SKeip,u = kcip,u + KciD,u-

2. {R. }ue/\/w([l]) —{=1,1}mm. I%Gm,u < EnSamplePre(Ay,Ta,,0, zcD,u)-

‘ B , , . Yu € np : Gib,u = kaip,uw + Kepu +
4. Yu € Nﬂp([ﬂ) ‘H, = Zje[émax] Mpfl(u),ij—’—H“' (0, 'EG|D)RI.
5 {Hu}yen o) < Zqg<™. 5. Yu € U\ p([f]): kcip,u < EnSamplePre(A,, Ta,,o,
6

Generating H(GID) for GID € H, (GID,U) € QO:

— If (GID,U) € Q and U N p([()) # 0: Generating CT:

m—1

1. teb < Xy 1. s+ Zy.
2. {I;'GID,u} — X 2. {v; }jE{Q,m,smax} Ly
weUNp([4) 3. @i biciy < Zg-
3. ’{ZG”),M }ueUmp([z]) — ZZ' 4. {ei}ie[g]  Xiwe-
4 A{Fit etz smany < Lo St 5 {&i}icig < Xoig:
6. Vi e [f] c;, = (BiAp(i) + e;.
Vu € U n p(0): 7. Vel & = M;lsBlJr[Zje{2 _“Smax}M;jﬁij]g
> 5 M- £ = 2 o
FEL2, - 8max } T (w),g T ziH i) + €.
za,u — (1,tep) Ry, A,y + kcip,u A, .

8. CT= ({ci}ie[ﬁ] 7{éi}i€[2] ) MSB(SyT) D b)-

Fig. 6.9. Hybg.
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Hyby: This hybrid is analogous to Hybg except the generation of the vectors {feu} Tp((e)
ucUNp

while answering the secret key queries made by A. The indistinguishably between Hybg and
Hybg follows from the well-sampledness of preimage property of the enhanced trapdoor lattice
sampler EnLT = (EnTrapGen, EnSamplePre).

1.

N

4.

5.
6.

Generating GP:

Y — Ly
m—1

B, = ~ |

1 [yT|oT|-~-|0T]
B = [B-BL.] Te)
EnTrapGen(1™(smax—1 1m=1 gy, {B] }jE{Z oo Smax }
ng(m—l).

/ n
{bj }jE{Q,uquax} 2
Vj€{2,...,8max} : Bj = [b)|B]].
GP = (n, ™, q, Smax, Xlwe; X1, X2, Xbig, Bl)

Generating {PKy }, o

1.
2.
3.
4.
5.
6.

{(Au,Ta,)} en < EnTrapGen(1™,1™, q).
{Ru }ueNmp<[[]> — {_17 1}7n><7n .
YueNNp([f]): H), = A, R,,.

Yu e NNp([f]): H, = Zje[
{Hu}uenpay < 2™
{PKy = (Au, Hu) } o pr

B; +H,.

!
Mpfl(u),j

Smax]

Generating H(GID) for GID € H, (GID,U) € Q:

— If (GID,U)

€ Q and U N p([f]) # 0:
1. taip X;rilg_l

2. {k u} — X
S0 [ wevnpqe — 8

3. {fﬂch,u} < Xa-
ueUNp([4])

L fitice, iy € Za St

Vu € UNp([€): Xjcqa smany Mp-1(uy s Fi =
kcp,uA, — (1,tcp)R, A, + kap,uA, .

€

— else:

Generating {SKaip,« }

5. {y; }j€{§max+1
6. tep — EnSampIePre(B',TB/,o, (d2y +
Foroo oW+ Foma Ysmaxt1 -+ Ysmmax) —
(1,te0) [B; |-+ | B,

Smax}

.....

7. H(GID) = b + te.
1. ig|D — Xgilgil.
2. H(GID) = fqp.

for (GID,U) € Q:

uelU

[

5.

Generating CT:

1
2
3
4.
5
6
7.

. 84 Zy.
. {f’j}jem

e }ie[é] < Xbig-
. Vie [f] c;, = (I!iAp(i) + e;.

{kG'D’“}uev\p(m)  Xoig

tep = (1,H(GID)). A ~

Vu € U N p(lf]): SKep,u = kepu + kepu +
(0, tG|D)RI.

Vu € U\ p([€]): kaip.u < EnSamplePre(A,, Ta,, o,

tG|DHJ _ kG'D,uAT—,Lr)'
Yu € U\ p([]): SKeip,u = kcip,u + Kcip,u-

,,,,,

{ei}ticpy < Xive:

Vi € [[] Ci
(l:in(i) + é;.

cr= ({Ci}iew] A&i}icin MSB(sy ") @ b).

M{,lsBH‘[Zje{z,u Mi,,jﬁij]_

-Smax }

Fig. 6.10. Hyb,.
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Hyb,o: This hybrid is identical to Hybg except the generation of the matrices { A, }uéNﬂp([E])
while generating the public keys for non-corrupt authorities. The indistinguishably between Hybg
and Hyb,, follows from the well-sampledness of matrix property of the enhanced trapdoor lattice

sampler EnLT = (EnTrapGen, EnSamplePre).

Generating GP:

1. y<«Zyg.
m—1
2. By = .
"m0 T
3. (B = [BsT|--- B . Ts) =
EnTrapGen(1™(smax—1) 1m=1 gy ): {B;j }je{E e} ©

ng(mfl).

: {b; }j€{2,4.4,smax} “Zq
5. Vj € {27 .. .,Smax} : BJ = [b;TlB;] '
6. GP = (n,m, q, Smax; Xiwe; X1, X2 Xbig; B1).

Generating {PKy }, o

n><m

LA buenmpqe < Za
{(Au,Ta,) }yenr o) < EnTrapGen(1™,17,
{R”}ueNﬂp([l) <_{ 1, 1}m><m.
Vue NN p([): H) = AuRa.

vu e NNp([4)): H, - S ctomn M1 (uy B+ HL.

{Hu}yennpqey < 2Za™"
{PKu = (A1L7Hu)}u€j\/~

Generating H(GID) for GID € H, (GID,U) €

— If (GID,U) € Qand Unp([d) #0:
1. tep « Xblg

2. {k u} — Xbi-
R I R

q)-

NS e W

Q:

3. {kclo,u —
ueUNp([4])
4. {fj}je{Qw,sAmx} — Zg st. Yu € U N
P X ietosmany Mp—1u).j fi = kep,u A, —

(1,fap) R, A} + kap.u AL .

5. {y; }je{émax+1,...,smax} — Zyq-

6. tep — EnSampIePre(B’,TB/,o, (dey +
f2>"'7d§maxy + fsmax7y§max+17"'7y8max) -
(1,fep) [Bs |-+ |BJ,..]

7. H(GID) = tcip + taip.
— else:

1. tep « XE?;l

2. H(GID) = £qp.

Generating {SKaip, } for (GID,U) € Q:

uelU

Generating CT:

=

. {kcbu — XL
{ ele. }ueU\pqe]) Xbig
2. tap = (1, H(GID)).

3. Vu € Un p(lf]): SKepu = kcip,u + kcip,u +
(0, t(;|D)RI.

4. Yu e U\ pA([ED: I;:Gm,u < EnSamplePre(A,,Ta,,o,
tapH, — ke, Ay ).

5. Yu e U\ p([f]): SKeip,u = kcip,u + Kcip,u-

1. s<Zy.

2. 4% }jeraomant © Za-

3. @i iy < Zy-

4. {ei}z‘e[é] — X

5. {&i}ie < Xbig:

6. Vie[l]: ci =xi Ay + e

7. Viel: & = M{,lsBﬁ[Z
win(i) + €é;.

8. CT = ({eihicgy € }icyq - MSB(sy ) @1b).

je{2,... Mz‘,,j"}ij]*

;Smax }

Fig. 6.11. Hyby,.
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Hyb,;: This hybrid is the same as Hyb;y except the generation of the vectors {¢; }ie[Z] while
preparing the challenge ciphertext. The indistinguishably between Hyb,, and Hyb,; follows from
the smudging lemma (Lemma .

Generating GP: 6. taip — EnSampIePre(B',TB/,o, (dey +
1. y Zg f2> [ d§maxy + f§max7 Ysmax+1s-- > yé‘max) -
_— (1,teo) [B; |-+ |B{,..]
/_/h ~ ~
2. By |:yT|0T|...|OT:|' 7. H(G|D) =tep + tap.
/ A an T N elsej

3. (B = [BQ e |B3max] 7TB/) A 1. tGlD — X’l’)rilgil.

EnTrapGen(1"(smax—1 1m=1 o). fB/Y € .

Znx(m=1) {5 }JE{QW’SMX} 2. H(GID) = tcp.

q .

1. {v, }je{2,<.<,snmx} « 1z Generating {SKaip,u },c for (GID,U) € Q:

5. Vj€{2,...,Smax} : B; = [b}|Bj] .
6' GP = (nam3q7 Smax;Xlwe7X17X27Xbig7Bl)-

[

. dkap.u “— Xbia-
{ e }uev\pqe]) Xbie
2. tep = (1, H(GID)).
3. Vu € U p([f]): SKeip,u = koip,u + keip,u +
(0, tG|D)RI. ~
4. Yu € U\ p([€]): kcip,u < EnSamplePre(A.,Ta, 0,
taoH, — kap,uA, ).
mXm ~ ~
{Ru}uenmpqey < {-1,1} . 5. Yu e U\ p([4]): SKaeip,u = kcip,u + kciD,u-
Yu e NNp(l4]): H, = AuR..
Vu e NNp([d]): Hu =3¢,
{HuYuenoqe ¢ 23"
{PK., = (Au,Hu)}ueN.

Generating H(GID) for GID € H, (GID,U) € Q:

Generating {PKy }, o

{Auenmpqe) < Zg™™
{(Au, Ta.) }yennp(e) ¢ EnTrapGen(1™,17, q).

, ,  Generating CT:
sumax] Mp=1(w)  Bi+ Hu:
1. s Zyg.

2. {ﬁj }j6{2 ,,,,,

3. {:131 }ie[l] < Zg.
4 {ei}ie[g]  Xiwe-

AR o

— If (GID,U) € Q and U N p([]) # 0: ; m
! (fcuo %)Xf-hl p([€]) # 5. {ez}igp,lw) b
. L
2 {’%GlD‘u} < Xbig: 6. Viep '(N):|é = —eiR, + €.
i weUnp([8)) ' -
3. {kcu:),u — X2. 7. {ei}z‘e;rl(c) — x5
ueUNp([]) 8. Vi€ [l]: ci =xmiAy) + e
4 A{Fitieraimmy & ZLq st Vuo€ U N _ ) / .
P Yea, gy Mysy 585 = kel = Vi€l &= MBS e ooy M0 B3|
(Lt R, A + kap,uA, - xiHp) + éi.
P et 10 €T = ({Ci}iem A€i}icpy MSB(sy") @ b)'

Fig. 6.12. Hyb,;.




Decentralized Multi-Authority ABE for DNFs from LWE 73

Hyb,,: This hybrid is the same as Hyb;; except the generation of the components of the
challenge ciphertext. In the figure, let ¢ be the dimension of the subspace spanned by the rows of
M (and hence the rows of the M’ by Lemma having indices in p~!(C). The indistinguishably
between Hyb,; and Hyb,, follows from the LWE assumption.

Generating GP: — else:
—_— : m—1
Ly« Z7. e = Xoie
m—1 2. H(GID) - tGID-
2. Bi=| | . ,
y'|0"]---|0 Generating {SKaip,u },,cr; for (GID,U) € Q:
. B/ — B/T B/T T R m
3. ( ( [71)2 l| smdx] ,Tr) AR {kGID,u} — Xbig-
EnTrapGen(1™\fmax=3) 1M 2 g): u€U\p([€])
{B }J€{2 smax} € ZZLX(M*U' 2. tep = (1,H(GID)). . -
b e an 3. Vu € UnN p([4): SKeip,u = kap,u + kap,u +
4.4 j}je{z,‘.‘,smax} < B (0,tcip) R, . ~
5. V5 €{2,...,5max}: B; = [b;-T|B;-] ) 4. Yu € U\ p([f}): ko, < EnSamplePre(A,,Ta,,0,

taoH, — keip,u A, ).

6. GP = (n7m7Qa smamXIweleaXQ:XbigaBl)' A =~
5. Yu € U\ p([€]): SKeip,u = kcip,u + KcD,u-

Generating {PKy }, o

Generating CT:

{Hu}uenrpqey < 2o
{PKu = (A1L7Hu)}u€N'

Generating H(GID) for GID € H, (GID,U) € O:

- If (GID,U) € Q and U N p([4]) # 0:
1. tep < Xb|g

{mi}iep,l(c) — Zy.
{eitic,-1(c) < Xive:
{€i}icp1v) < Xbig:
{€i}ico-1(c) < Xbig-

9. ‘{ci}iEp’l(N) « ZZR-‘

1. {A“ }uENﬁp([Z]) — ngm
2. {(Au7TAu)}u€N\p( )y < EnTrapGen(1",1™, q). L '
3. {R“}uENﬂP([Z) %{ 1 1}m><m : 2. {A }36{2 ~~~~~ Smax } < Zq‘
4. YueNNnp([l): H, = AR, 3 {05} etmant1,ssmany < La-
5.V Np([¢ Hu = M _ B;+H),,. / n
weN P(lE]): Zje [Smax] Hw)g + {wi}i@*l(/\/) Ly
6.
7.

S R A

2. {k: u} — Xbin- .
R N R 10. Vi€ p~'(C): i = i A, + €.
3. {I;: } — X2- ; -1 :
S X2 11. Vi€ p " (N):
4 {FY e s « I st Yu € U N
JSje{2, ., 8max } & = [Z'e{g . }Mz/j(ﬁ; fm;)BJ} +
P etz smany Mp-1uy i Fi = koin Ay — IS tmad
~ ~ 1A ’
(1,te0) Ry Ay + kaip,u Al - [Zje{émaxﬂ ..... smax } M"J'UjBf] — iRy + e
5. {y; }je{émaerl ..... smax} Zy. 12. Vi e pfl(C):
6. tep — EnSampIePre(B’ Tg/,o,(dy +
f27 s Smaxy + fsmax7y-‘>‘max+17 cee 7ysmax) - éz = [Zj€{§max+1y-»-75max} Ml{’j,ﬁij} - win(i) +
(17tG|D) (B3 |+ | Byl ) €i.
7. H(GID) = faip + fai. 13. CT = ({01}76 o A€}y [ MSB(7) )

Fig. 6.13. Hyb .

Analysis

For any adversary A and any = € {0,...,12}, let pa, : N — [0,1] denote the function such
that for all A € N, pa.()\) is the probability that A, on input 1%, guesses the challenge bit
correctly in the hybrld game Hyb_. From the definition of Hyb,, it follows that for all A € N,
lpao(N) —1/2] = %A -ABE ST CPA()\). Also, for all A € N, pa12 = 1/2 since there is no
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information of the challenge bit b < {0,1} selected by the challenger within the challenge
ciphertext in Hyb,5. Hence, for all A € N, we clearly have

-ABE,ST—LI—
AV ABESTTEECPA N <3 ™ p a1 (V) = paa (V)] (6.1)
z€[12]
Lemmas [6.1 will show that each term on the RHS of Eq. (6.1)) is nothing but negligible.
Hence, Theorem [6.2] follows. O

Lemma 6.1: For any adversary A, pao(A) =pai(N).

Proof: Observe that the only difference between Hyb, and Hyb; is with respect to the generation
of the challenge ciphertext. More precisely, in the former hybrid the challenger generates the

m—1

vectors {&; }iepg as & = Mis o’ 252, smax ) Minj0j —®iH () +€; for alli € [{],

——
y 10T
where M = (M; j)ix sy € {—1,0, 1175 C ZXsmax is the challenge access matrix committed
to by the adversary A and {v; }j €02, sman} Zq'. In contrast, in the latter hybrid the challenger
m—1
——
y'[o]---[o"

)ixsmax € ng‘g“"‘“‘ is the access matrix obtained by applying

generates those vectors as ¢; = M/ s
K

252 sma) Mi 0B — @iH o) + €

for all i € [¢], where M’ = (M];

Lemma on the challenge access matrix M committed to by A, {v;} JE[2sma} Zq, and
{Bi}jeto,smar < 207"
However, observe that since {v; }je{2 smae) & 2Ly and {B; }je{2 sma)

Zyg*™, the wvectors  {0;B;}, (2,5max} e distributed  uniformly  and  in-

dependently — over  Zy'.  Therefore, by Lemma @, we can conclude that

+ Za‘e{z...,smax} M; jv, } and
i€f]

m—1

the distributions M; s —
{ Lﬂ 0']---]0"
m—1
M!. s ~ ~
7,1 ’yT|OT|~--|0T

m—1
s! T]/OT\ |0T‘ € Zy in Hyby and Hyb; respectively are identical. This in turn im-
y ...

+Zje{2 ..... smaX}Mi,,j'[’ij} of LSSS shares of the vector
i€[(]

plies that the distribution of {¢; }z‘e[e] in the two hybrids are identical. Hence, it follows that
the views of the adversary A in the two hybrids are identical. This completes the proof of
Lemma [6.11 0

Lemma 6.2: For any adversary A, pai(\) = paa(A).

Proof: Observe that the only difference between Hyb; and Hyb, is with respect to the generation
of the public keys for non-corrupt authorities. More precisely, the only difference between Hyb,
and Hyb, is that while generating the public keys for the non-corrupt authorities the challenger
samples the matrices {Huy },ennpqq) ¢ Zg ™ in the former, while in the latter hybrid, the
challenger sets the matrices {Hu},enmp) 8 Hu = 2 jelsma M;,l(u)JBj + H] for all u €
N 0 p([4]), where {HJ, b nrmpey) < Zg ™

However, as the matrices {Zje[gmax] M;—I(U)J'Bj + H”/'L}UENQP([ZD with { HJ, }ue/\/mp([e]) A
Zy*™ are clearly uniformly distributed over Zj=™, it follows that the views of the adversary A

in the two hybrids are identical. Hence, Lemma [6.2] follows. 0

Lemma 6.3: Assuming EnLT = (EnTrapGen, EnSamplePre) satisfies the leftover hash lemma
with trapdoor (Lemma , for any adversary A, there exists a negligible function negls(-) such
that for all A € N, |pa2(X) —pas(N)| < negls(A).
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Proof: Suppose on the contrary, there exists an adversary .4 and a non-negligible function 7(-)
such that [pa2(A) —pasz(A)| > n(A) for all A € N. Using A as a sub-routine, we will construct a

reduction algorithm B below such that AdvEnLTLHL*T'a"‘q"’ (A) > n(A) for all A € N.

Generating the Global Public Parameters: The reduction algorithm B receives 1*, ¢, o
from its EnLT HL—Trap,q,c challenger and proceeds as follows:
1. Tt chooses dimensions n,m, and distributions Xiwe, X1, X2, Xbig s described in Section @

m—1

2. Next, it samples y < Zg and sets By = [yT| 0T| N ’0T .
3. It also samples { B; }je{z e} € L

4. Tt invokes A on input 1* and the global public parameters

GP = (na m, q, Smax; Xlwes X15 X2 Xbig7 Bl) .

Attacker’s Commitments and Queries: Upon receiving GP, A sends the following to B:
(a) A set C C AU of corrupt authorities and their respective public keys

{PKU = (AwHu) }uEC’

where A, H, € ngm for all u € C.

(b) A set N’ C AU of non-corrupt authorities, i.e., C NN = (), for which A requests the public
keys.

(c) A set H={GID} of H oracle queries, where each GID € GZD is distinct.

(d) A set @ ={(GID,U)} of secret key queries, where each GID € GZD is distinct and each
UcCWN.

(e) A challenge LSSS access policy (M,p) with M = (M;;)ixsme. = |[My |-+ |M/] €
{—1,0,1}7smax Z*smax and p: [(] — CUN subject to the restriction that for each pair
(GID,U) € Q, the rows of M having indices in p~!(C U U) must be linearly independent
and unauthorized with respect to (M, p).

Generating Public Keys for Non-corrupt Authorities: In order to generate the public

keys for the authorities u € N, B proceeds as follows:
1. It applies Lemma on the matrix M to determine the matrix M’ = (M];)rxspa €

ngsmax with the properties guaranteed by the lemma.

]T

2. Next, it sends 1", 1™, 1VOR(D! o its EnLT 4 L—Trap,q,0 Challenger and receives back matrices

{(Au, 8u) buennpq) € (Zg*™)%.
3. Itnilio generates {(Au, T'a,) }uenn p(g) ¢ EnTrapGen(17,1™, q) such that { Ay },epn o) €
zZpxm.
m—1
4. Subsequently, it sets H, = M//)_l(u)71 yT!m + Ej€{27-~~7<§max} M//J—l(u),ij + Sy
for all u € NN p([f]), where $max = Smax — ‘p_l(C)’.
5. It also samples {Hy },ean o) ¢ Zg ™

6. It provides A with the authority public keys

{PKy = (Au, Hy) }en -

Generating the Outputs of the Oracle H: For each GID € H and each (GID,U) € Q, B
generates H(GID) the same way as in Hyb, (or Hybs). More precisely, B generates H(GID) as
follows:

1. It samples tgp Xgilg_l.
2. Tt sets H(GID) = tgp.

Generating Secret Keys: To answer a secret key query of A corresponding to a pair

(GID,U) € Q, B runs the following steps:



76 Pratish Datta, Ilan Komargodski, and Brent Waters

1. It first samples {IQ:G”)’U }UEU — Xg?g-

2. Next, it sets tgip = (1, H(GID)).

3. Subsequently, for all u € U N p([f]), it sends u and the vector w,, = tgpH, — IQ:G|D,UAI to
its EnLT_HL—Trap,q,c challenger, receives back r, € Z™, and sets ’%GID,u =7,

4. Also, for all u € U\ p([f]), it generates kgp, < EnSamplePre(A,,Ta,,o, tapH, —
kGID uA ) itself.

5. Next, for all u € U, it sets SKgp = ’%GIDu + iCG”)u.

6. It provides {SKgip,u },,c to A

Generating the Challenge Ciphertext: This challenge ciphertext is generated in an identical

manner to that in Hyb, (or in Hybs). More precisely, in order to generate the challenge

ciphertext, B selects a random bit b <— {0, 1} and proceeds as follows:

L. It first samples s < Zy, {9; }JG{Z smax} € Ly, and {@iticyg « 23

2. It also samples {€; };c(q < Xiwe and {€i };cg < Xbig-

3. Next, for all i € [(], it sets

c;, = CClAp(Z) + e;
¢ = Mz‘/,l'SBl + Z Ml{,j’f)]’Bj — msz(z) + é;
J€{2,....,5max }

4. Tt gives A the challenge ciphertext
T= ({Ci}iem AéiYicig - MSB(sy ") @ b) :

Guess: A finally outputs a guess b’ € {0,1}. If ¥’ = b, B outputs 1. Otherwise, B outputs 0.

Note that the game simulated by the reduction algorithm B coincides with Hyb, (Fig. or
Hyb; (Fig. according as the matrices {5, }ue/\/mp([ﬁ]) it receives from its EnLT HL_Trap.q.0
challenger while generating the public keys for non-corrupt authorities queried by A are gener-

ated as {Sutyenmpg) ¢ Zg< " or Su = AuRy for all u € N N p([€]) with {Ru},enmp) ¢
{=1,1}™*"™. Hence, it follows that the advantage of B in the EnLT| i —Trap g0 game is at least
Ipa2(N) —pas(A)] > n(A). This completes the proof of Lemma 0

Lemma 6.4: Assuming EnLT = (EnTrapGen, EnSamplePre) satisfies the q-well sampledness of
matrixz property, for any adversary A, there exists a negligible function negly(-) such that for all

AEN, Ipas(A) —paa(N)] < negly(N).

Proof: Suppose on the contrary, there exists an adversary .4 and a non-negligible function 7(-)
such that [pa3(A) —paa(X)] > n(A) for all A € N. Using A as a sub-routine, we will construct a

reduction algorithm B below such that Adle;LTma“iX"”” (A) > n(A) for all A € N.

Generating the Global Public Parameters: The reduction algorithm B receives 1%, ¢, o
from its EnLT matrix,q,0 challenger and proceeds as follows:

1. It chooses dimensions n,m, and distributions Xiwe, X1, X2, Xbig s described in Section @
m—1
2. Next, it samples y < Z" and sets B = .
PEYT % : [yT|oT|~--|oT
3. Subsequently, it sends 1"(5"‘“_1), 1=t 11 to its En LT matrix,q,c challenger and receives back
a matrix B’ = [Bé—'—| |Bgmx} € ZZ(S“‘“"_DX(m_l).

4. Tt additionally samples {b;} < Zy and sets B; = [b}T|B§-] for all Vj €

J€{2,..;8max }
{2,..., Smax }-
5. It invokes A on input 1* and the global public parameters

GP = (na m, 4, Smax, Xlwes X15 X2 Xbig> Bl) .
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Attacker’s Commitments and Queries: Upon receiving GP, A sends the following to B:
(a) A set C C AU of corrupt authorities and their respective public keys
{PKu = (Aua HU) }uec )
where A,, H, € ngm for all u € C.

(b) A set N'C AU of non-corrupt authorities, i.e., C NN = (), for which A requests the public
keys.

(c) A set H={GID} of H oracle queries, where each GID € GZD is distinct.

(d) A set @ ={(GID,U)} of secret key queries, where each GID € GZD is distinct and each
UCWN.

(e) A challenge LSSS access policy (M, p) with M = (M;;)exsm = M |---|M,] €
{—1,0,1}smax ngsma" and p: [(] = CUN subject to the restriction that for each pair
(GID,U) € Q, the rows of M having indices in p~1(C UU) must be linearly independent
and unauthorized with respect to (M, p).

]T

Generating Public Keys for Non-corrupt Authorities: In order to generate the public

keys for the authorities u € N, B proceeds as follows:

1. It applies Lemma on the matrix M to determine the matrix M’ = (Mi,’j)fXSmax €
ngsmx with the properties guaranteed by the lemma.

2. Then, it generates {(Ay,Ta,) },ep ¢ EnTrapGen(17,1™, q) such that { Ay}, o € Z5*™.

3. Subsequently, it samples {Ru}uej\/mp([z]) — {=1,1}"™™ and sets H, = M;)—1(u)7131 +
D iE(2, bmae } M;_l(u),ij + Ay R, for all u € N N p([€]), where Smax = Smax — | (C)].

4. Tt also samples {Hy }, e nn o) < Zg ™™

5. It provides A with the authority public keys

{PKy = (Au, Hy) }ep -

Generating the Outputs of the Oracle H: For each GID € H and each (GID,U) € Q, B
generates H(GID) the same way as in Hyby (or Hybs). More precisely, B generates H(GID) as
follows:

1. Tt samples tgp Xg?gjl.
2. Tt sets H(GID) = tgp.
Generating Secret Keys: To answer a secret key query of A corresponding to a pair
(GID,U) € Q, B runs the following steps:
1. It first samples {I%GID,u} — Xl’)’?g.
uclU
2. Next, it sets tgp = (1, H(GID)).
3. Then, for all u € U, it generates I;:G|D7u < EnSamplePre(A,,Ta,,0,topH, — I%Gm,uAI).
4. Next, for all u € U, it sets SKG|D,U = I%GID,u + ’%GID,w
5. It provides {SKaip,u },,cy to A.

Generating the Challenge Ciphertext: This challenge ciphertext is generated in an identical
manner to that in Hyb, (or in Hybs). More precisely, in order to generate the challenge
ciphertext, B selects a random bit b «— {0, 1} and proceeds as follows:

L It first samples s <= Zg, {0 },c5 o < Zg, and {@; by < Z3.
2. It also samples {€; };cy < Xiwe a0d {€; };cpg < Xpig-
3. Next, for all ¢ € [{], it sets

C; = szp(z) +e;

éz' = Ml-IJSBl + Z Mi,,jﬁij — CCZHp(l) + éi
j€{27~~~73max}
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4. It gives A the challenge ciphertext

T= ({ci}ie[é} {éi}iciq - MSB(sy') @ b) :
Guess: A finally outputs a guess b’ € {0,1}. If ¥’ = b, B outputs 1. Otherwise, B outputs 0.

Note that the game simulated by the reduction algorithm B coincides with Hyb; (Fig. or
Hyb, (Fig. according as the matrix B’ € ZZ(S‘“a"_l)X(m_l) it obtained from its EnLT matrix,q,0

challenger while setting up the global public parameters is generated as B’ <« Zg(sm‘”‘_l)x(m_l)

or (B',Tg/) + EnTrapGen(1"(“”%"‘*1)7 1™71 ¢). Hence, it follows that the advantage of B in the
EnLT matrix,q,c game is at least [p.43(A) — paa(A)| > n(A). This completes the proof of Lemma[6.4]
O

Lemma 6.5: For any adversary A, there exists a negligible function negls(-) such that for all
AEN, Ipaa(A) —pas(A)] < negls(A).

Proof: Let us consider the difference between Hyb, and Hybs. The only difference between the
two games is with respect to the outputs of the oracle H. In partlcular in Hyb47 if (GID,U) € Q
and U N p([€]) # 0, then the challenger sets H(GID) = gip, where tgp Xpig - In contrast, in
Hybs, if (GID,U) € Q and U N p([f]) # 0, then the challenger sets H(GID) = tgip + tgip, where
toip « Xg?g_l and teip ¢ X1

Using the smudging lemma, since B > m?/252* holds, we can argue that there exists a negli-
gible function neglsy,dge(-) such that for all A € N, m € N, SD(D1, Da) < (m — 1) - neglyygge (A),
where

D, = {tGID | teip < Xbig }7
Dy = {tGID +taip | tep xﬁ?gl,fc|n < X1 }

As a result, if the total number of user IDs GID such that (GID,U) € Q and U N p([¢]) # 0
be Giey, then it follows that for any A € N,

‘p-AA()‘) - p.A,5()‘)‘ < Cjkey ’ (m - 1) ) neglsmudge()‘)'
This completes the proof of Lemma [6.5] O

Lemma 6.6: For any adversary A, there exists a negligible function negls(-) such that for all
AEN, [pas(A) —pas(M)| < neglg(N).

Proof: Let us consider the difference between Hybs and Hybg. The only difference in
the two games is with respect to the secret key queries. In particular, for each secret
key query of the adversary corresponding to some user ID-attribute set pair (GID,U), the
key components {SKgip }ueUmp([f]) are computed differently in the two games. In Hybsg,

for all w € U N p([4]), the challenger sets SKgip, = IQ:G|D7u + INCG”),u, where ’%GID,u —
Xﬁ?g and ’%GID,u — EnSampIePre(Au,TAu,a,tG|DHJ — I%G|D’UAI) with tgp = (17£GID +
teip) such that tap Xg?gl and tgp <« x1. In contrast, in Hybg, for all w € U N
p([€]), the challenger sets SKgip, = I%GIDu + ’%GID,u + (O,f@D)RI where ’%GID,u — Xgilg’
k:G|Du < EnSamplePre(A,,Ta,, o, de[smax tG|D(M () B)" +(1, top)RIA] — kcp WA,
with tgp = (LtGID + tGID) such that tGID — Xb|g tGID < x1, and R, +{—1 1}m><m

First, note that in both the hybrid games, for each of the secret key queries of the adversary

corresponding to some user ID-attribute set pair (GID,U) such that U N p([f]) # 0, we have
AuSKEp = Hutlp for all u € U N p([(]).
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This follows from the fact that Hy = 3¢5 M;rl(u),ij + Ay R, for all w € U N p([¢])
and the setting of {SKgp 4, }ueUmp([f]) in the two hybrids. Next, using the triangle inequality
for statistical distance and the smudging lemma, since B > m3/252* holds, we can argue that
there exists a negligible function neglgy,qge(-) such that for all A € N, m € N, SD(Dy,D3) <
SD(D1,Dz) + SD(Da, D3) < m - neglsmydge(A) + m - neglyygge(A) = 2m - neglgndge(A), Where

D, = {’ACGID,u + kcip,u | keip,u < Xiiy: kaipu € (Z N [—V/mo, \/ﬁa])m} :
Dy = {’%GID,u | kGiD.u < Xﬁ?g} :

. - - kcipw — X™ , kcip.w € (ZN [—/mo, \/mo])™,
Dy = {kGID7u+kGID,u+(07tGID)RI| Kaip.u ¢ X Kaip.u € (41 [=vime, /mol) }

teip < x1, Ry € {-1,1}™*™

As a result, if the total number of secret key queries made by the adversary for user ID-attribute
set pairs (GID,U) such that U N p([¢]) # 0 be Gkey = Gkey(A), then for any A € N,

|pA,5()‘) - pA,G()‘” < gkey()‘) ' |U N P([E])\ 2m - neglsmudge(k)‘
a

Lemma 6.7: Assuming EnLT = (EnTrapGen, EnSamplePre) satisfies (g, 0)-well sampledness of
preimage, for any adversary A, there exists a negligible function negl,(-) such that for all A € N,

Ipa6(A) —paz(N)] < neglz(A).

Proof Suppose on the contrary, there exists an adversary A4 and a non-negligible function 7(-)
such that |pa6(A) —par(A)] > n(A) for all A € N. Using A as a sub-routine, we will construct a

reduction algorithm B below such that Advg'™ P™=7 (X) > n()) for all A € N.

Generating the Global Public Parameters: The reduction algorithm B receives 1*, ¢, o
from its EnLT preimage,q,0 challenger and proceeds as follows:
1. Tt chooses dimensions n, m, and distributions Xiwe, X1, X2, Xbig @s described in Section @

2. Next, it samples y < Z; and sets By =

m—1
—.
y'|0T]---]0"
3. Subsequently, it sends 17(smax—1) ym=1 91 4 jtg EnLT preimage,q,0 challenger and receives
back a matrix B' = [By'|---|BLL ] e zglemeDx(m=1),

4. Tt additionally samples {b;} < Zy. And sets B; = [b;-T|Bﬂ for all Vj €

{2,..., Smax }-
5. It invokes A on input 1* and the global public parameters

jE{Qy---asmax}

GP = (nv m, qd, Smax, Xlwes X15 X2 Xbig> Bl) .

Attacker’s Commitments and Queries: Upon receiving GP, A sends the following to B:
(a) A set C C AU of corrupt authorities and their respective public keys

{PKu = (Auy Hu) }uGC 5

where A,, H, € ngm for all u € C.

(b) A set N C AU of non-corrupt authorities, i.e., C NN = (), for which A requests the public
keys.

(c) A set H={GID} of H oracle queries, where each GID € GZD is distinct.

(d) A set @ ={(GID,U)} of secret key queries, where each GID € GZD is distinct and each
UcCN.
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(e) A challenge LSSS access policy (M,p) with M = (M;;)ixsmax = [M1T||M2—}—r
{—1,0,1}0smax ngsmx and p: [(] = CUN subject to the restriction that for each pair
(GID,U) € Q, the rows of M having indices in p~1(C UU) must be linearly independent

and unauthorized with respect to (M, p).
Generating Public Keys for Non-corrupt Authorities: In order to generate the public

keys for the authorities u € N, B proceeds as follows:

1. It applies Lemma on the matrix M to determine the matrix M’ = (M];)ixspa €
ngsma" with the properties guaranteed by the lemma.

2. Then, it generates {(Au, Ta,) },cn < EnTrapGen(17,1™, q) such that { Ay}, cpr € Zg™™.
3. Subsequently, it sampleb {RU}uean @ < {—1,1™™ and sets H, — M (u) 1Bl n
de{l it M 104 B; + AR, for all u € N N p([¢]), where Smax = Smax — ‘p |

4. Tt also samples {H buennp() € Zg~
5. It provides A with the authority public keys

{PKu - (AuuH )}uej\/

Generating the Outputs of the Oracle H: For each GID € H and each (GID,U) € Q, B
generates H(GID) as follows:
— Case (I) (GID,U) € Q and U N p([¢]) # 0:
1. Tt first samples tgp < ng?g—l_
2. Next, it sends a preimage query to is EnLTpre,mageq o challenger by sending the index
1, receives back a vector r € Z™ !, and sets tep = 7.
3. It provides H(G|D) = tGID + tGID tO A.
— Case (II) Otherwise:
1. Tt samples tgp < X’beg L
2. It provides H(GID) = tep to A.

Generating Secret Keys: The secret keys are generated in the same manner as in Hybg (or in
Hyb-). More precisely, to answer a secret key query of A corresponding to a pair (GID,U) € Q,
B runs the following steps:

1. It first samples {’%GID,u} — Xg’?g.

uclU

2. Next, it sets tgip = (1, H(GID)).

3. Subsequently, for all u € UNp([¢]), it samples the vector kcp u EnSampIePre(Au, Ta,,
D i€ bmas] tGID(M';—l(u),ij) + (1,taip) R, A, — kcipuA,) and sets SKgip.u = kGIDu +
E:Gm,u +(0,tgip) R, . Note that we have H(GID) = tgp +tgp in this case by the generation
strategy for H(GID) described above.

4. Also, for all w € U \ p([¢]), it samples kcp u < EnSamplePre(A,,Ta,,0, topH, —
keip,uA,) and sets SKeip,u = kaip,u + kaip,u

5. It provides {SK¢ip v } wey to A
Generating the Challenge Ciphertext: This challenge ciphertext is generated in an identical

manner to that in Hybg (or in Hyb;). More precisely, in order to generate the challenge
ciphertext, B selects a random bit b <— {0, 1} and proceeds as follows:
1 It first samples s < Zy, {0, }36{27 sman} € L and {zx; Ve < Zg-
. It also samples {e; };c1y < Xiwe and {&€i };ciq ¢ Xpig-

3. Next, for all 7 € [¢], it sets

C; = mZAp(z) + €;

& =M sBi+ Y = M 5;B;—xHpy+é

j€{2,~--75max}

4. Tt gives A the challenge ciphertext

T= ({Ci}ie[é} 7{&7, }iG[f] y MSB(SyT) P b) .
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Guess: A finally outputs a guess b’ € {0,1}. If ¥’ = b, B outputs 1. Otherwise, B outputs 0.

Note that the game simulated by the reduction algorithm B coincides with Hybg (Fig.[6.7)) if
while answering the H oracle queries of A corresponding to the user IDs GID € GZD, the Vectors
7 it receives from its EnLT preimage,q,0 Challenger are generated as r <— x1. On the other hand, the
game simulated by the reduction algorithm B coincides with Hyb, (Fig. if while answering
the H oracle queries of A corresponding to the user IDs GID € GID, the vectors r it receives from
its EnLT preimage,q,0 Challenger are generated as 7 <— EnSamplePre(B’, Tg/, 0, w) with some fresh
w < Zqg . This is because the vectors (day + f2, - - -, dspan ¥ + Fomans Ysmaxt1s - - s Ysmax) —
(1,tG.D) [By |-+ |By,...] With {fj};cra ..y ¢ Zy and {y] b elomantlsman} & Ly, as origi-

nally used while answering the H oracle queries of A corresponding to the user IDs GID € GID
(Smax_l)

n(smax 1

in Hyb, (Fig. , are uniformly and independently distributed over Zq . Hence, it follows
that the advantage of B in the EnLT preimage,q,c game is at least [p46(A) —p.a,7(A)| > n(A). This
completes the proof of Lemma [6.7} 0

Lemma 6.8: For any adversary A, there ezists a negligible function neglg(-) such that for all
AeN, [par(A) —pas(A)] < neglg(A).

Proof: Let us consider the difference between Hyb; and Hybg. The only difference is with respect
to the outputs of the oracle H and the secret keys queried by the adversary A in the two hybrids.
More precisely, in Hyb., while generating H(GID) corresponding to some user ID-attribute set
(GID,U) with U N p([¢]) # 0 submitted by A requesting a secret key, the challenger samples

the vectors { f; }j €2 man} Zy and while preparing the requested secret keys, {SKaip,u }

generates the vectors {I~<:G|D } as IE:GDU < EnSamplePre(A,,Ta,,0
" uetunp([4) ’

Zj€[§max] tG|D(]\4;/)_1(11)7].Bj)T + (1,tAG|D)RIJ4;r - I%G|D,’U,A'I) for all v € U N p([e]) In
contrast, in Hybg, the challenger samples the vectors {f;}

uelU

< Zg satisfying

J€{2,....8max }
ZjG{Q,...,§max} M u)]‘fj = ZGID,u — (LtGID)RIAI + kG|D7uAI holds for all uw € U N p([f])
and forms the vectors {kGID,u} Ul as IE:G|D’u < EnSamplePre(A,,Ta,, 0, zcip,) for all
ucUNp
w e UnNp([f]), where {zgip,u }ueUmp([e]) — Zy.

First, note that by the restrictions of the static security under linear independence restriction
game, we have (a) the rows of the access matrix M, and hence those of the access matrix M’
(by Lemma , having indices in p~!(C U U) are linearly independent, i.e., no non-zero linear
combination of those rows over Z, can span the vector 0 € Zgm>* and (b) those rows are unautho-
rized with respect to the access policy (M, p), and hence (M’, p) (by Lemma , i.e., no linear
combination of those rows over Z, can span the vector (1,0,...,0) € Zy>. Combining facts (a)
and (b), we can readily conclude that (c) no non-zero linear combination over Z, of the vectors
obtained by removing the first entry of the rows of M’ having indices in p~*(C UU) can span
0¢c ZZ‘““_l, or in other words, those vectors are linearly independent. Moreover, since the rows of
M’ having indices in p~!(C) are linearly independent (follows from fact (a)) and has zeros in the
first Smax = Smax — ¢ positions (follows from Lemma, it follows that (d) the rows of M’ hav-

Smax Jj—1 Smax—]J

. . . . HH
ing indices in p~1(C) can span all the vectors { (0,...,0,0,...,0,1,0,...,0)

j€{§max+17~-~asmax}

M/
o

Facts (c¢) and (d) together imply that the set of vectors {(M;,l(u) gyt

{@inss) fuevnao
obtained by removing the first entry and the last ¢ entries of the rows of M’ having indices in
p~1(U) are linearly independent.

Hence, the sampling of the vectors { f; } max} C Zq in Hybg is well-defined. Moreover,

Jef2,..,
due to the fact that the vectors {zGlDu}ueUmp (i) are sampled uniformly from Zjy, it follows

that the vectors { f;} y C Zg sampled in Hybg are also uniformly and 1ndependently

]6{2,---,5max
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distributed over Zy. Hence, it follows that the distributions of the vectors { f; }
are in fact identical in the two hybrids.

n
F€(20m i} © Lo

Now, we claim that the distributions of the vectors {kch,u} Sl in the two hybrids are
uceUNp

also identical. From the definitions of the vectors {I;:GID,u } —— in the two hybrids, it follows
uceUNp
B j)T +

that to prove the above claim it would be sufficient to show that Zje[§max] tGlD(M;_l(u) i
(1,faip) R} A} — kaipu Al = zaip,y for all u € U N p([f]) in Hybg. Observe that in Hybg, for all
user ID-attribute set pairs (GID,U) with U N p([¢]) # () submitted by A requesting a secret key,
we have:

tGIDB = (1, e +tG|D)B = (1, tGID)B +tG|DBT
= (Lteo)B] + (djy+ f;) — (Lien)B;

=djy+f; Vi €{2. .. dma}
-
. R ~ m—1
and  tepB;, = (1,%ep + tep) [yT\ 0| |0T] Y

Also, by the choice of the vector d € Zjm>, we have (e) di = 1, and (f) the vec-
tor d is orthogonal to the rows of the matrix M’ having indices in p~'(C U U). Com-
bining fact (d) with (f), it follows that the vector d is orthogonal to all the vectors

§max j—1 Smax—]
J j . . . .
0,...,0,0,...,0,1,0,...,0) . This in turn implies that (g) d; = 0 for all

je{gmax"!‘l ----- Smax}
J € {8max +1,...,5max}. Now, facts (f) and (g) together imply that >, ;s M 1wy %

3T
D i€ [5mas] M/’)_I(U)de = 0 for all u € U N p([f]). Hence, for all (GID,U) with U ﬂ p([0]) # 0
submitted by A requesting a secret key, we have for all uw € U N p([¢]),

Z tGID(M/ Lu )JB')T + (L, tgp) R} A} — kcip LA,

]E[Smax

= Z M/—l(u)jd )y + Z M;)—l(u),jfj + (1,£G|D)RIAI — ’%GID,uAI (using (e))
Je[smax] J€{2,...,8max }

= Z M,/fl(u),jfj + (Ltap)R, A} — kaipuA,
j€{27 7§max}

(zaipu — (LieIR, A, + kapaA, ) + (LR, A, — kepaA, = 2GIDu-

In view of the above, it follows that the views of the adversary A in the two hybrids are
identical. Hence, Lemma [6.8] follows. O

Lemma 6.9: Assuming EnLT = (EnTrapGen, EnSamplePre) satisfies (g, o)-well sampledness of
preimage, for any adversary A, there exists a negligible function neglg(-) such that for all A € N,
[pag(A) —pao(N)] < negly(N).

Proof: Suppose on the contrary, there exists an adversary .4 and a non-negligible function 7(-)
such that [pag(A) —pae(A)| > n(A) for all A € N. Using A as a sub-routine, we will construct a
reduction algorithm B below such that AdenLT”'Eimage‘q"’ (A) > n(A) for all A € N.

Generating the Global Public Parameters: The reduction algorithm B receives 1*, ¢, o
from its EnLT preimage,q,0 challenger and proceeds as follows:

1. Tt chooses dimensions n,m, and distributions Xiwe, X1, X2, Xbig s described in Section @
m—1

2. Next, it samples y « Zg and sets By = T|m .
y oo
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3. Subsequently, it samples (B’ = [B}|---|B}! ]T ,Tps) < EnTrapGen(1™(smax—1) 1m—1_g)

Smax
such that {B;} € ng(m_l).

J€{2,...,Smax }
4. Tt additionally samples {b; } ‘

]6{2 ----- Smax}
{27 cee 75max}o

5. It invokes A on input 1* and the global public parameters

« Z@' and sets B; = [bj'|B}] for all Vj €

GP = (TL, m, q, Smax, Xlwes X15 X2 Xbig> Bl) .

Attacker’s Commitments and Queries: Upon receiving GP, A sends the following to B:
(a) A set C C AU of corrupt authorities and their respective public keys

{PKu = (Auy Hu) }ugc ’

where A,, H, € ngm for all u € C.
(b) A set N'C AU of non-corrupt authorities, i.e., C NN = (), for which A requests the public
keys.
(c) A set H={GID} of H oracle queries, where each GID € GZID is distinct.
(d) A set @ ={(GID,U)} of secret key queries, where each GID € GZD is distinct and each
UCN. .
(e) A challenge LSSS access policy (M,p) with M = (M;;)exsm = M |-+ |M,] €
{—1,0,1}%smax ngs“‘a" and p: [(] = CUN subject to the restriction that for each pair
(GID,U) € Q, the rows of M having indices in p~1(C UU) must be linearly independent
and unauthorized with respect to (M, p).
Generating Public Keys for Non-corrupt Authorities: In order to generate the public
keys for the authorities u € N, B proceeds as follows:
1. It applies Lemma on the matrix M to determine the matrix M’ = (M{yj)gx Smax
ngsmax with the properties guaranteed by the lemma.
2. Subsequently, it sends 17, 1™, 1V o its En LT preimage,q,0 challenger and receives back

{Au}uennpg) € Zg™™
3. It also generates {(Au, Ta,) byean o) < EnTrapGen(17,1™, q) such that { Ay },enn o) €

anm-
q
4. After that, it samples {Ru},crmpqg) ¢ {=1,1}™"™ and sets H, = M;_I(U)JBl +
Zje{27---7§111ax} M;),l(u)’ij + A R, for all u € N N p([¢]), where 8max = Smax — ’p_l(C)|.

5. It also samples {Hy },ean p(pag) ¢ Zg ™™
6. It provides A with the authority public keys

{PKy = (Au, Hy) }en -

Generating the Outputs of the Oracle H: For each GID € H and each (GID,U) € Q, B
generates H(GID) as follows:
— Case (I) (GID,U) € Q and U N p([¢]) # 0:

1. It first samples tgp — Y™ ! and sets {12: .
P GID * Xbig GID,u ueUNp([£]) Xbig

2. Subsequently, for all u € U N p([f]), it makes a preimage query to its EnLT yreimage g0
challenger by sending the index u, receives back a vector r, € Z™, and sets kgip, = Tu.

3. Next, it determines a vector d € Zym™> such that d; = 1 and Zje[smax] MZ-’J-dj = 0 for
alli € p~L(CUU).

4. I~t additionally samples { f; }jej:27~-v§max} < Zy satisfying ZjE{Q M;*I(u),jfj =
kcipuA, — (1, tap)R) A} + kcipuA, for all u € U N p([f]). The well-definedness of
this sampling procedure is justified in Lemma

7~~~7§max}
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5. It further samples {y; }j€{§max+1,...,smax} — Zy.

6. After that, it generates tgp < EnSampIePre(B’,TB/,a, (doy + fa,...,ds,,. Y +

P Yot 1o+ Ysma) — (LEaio) [BI [+ 1BL ] ).
7. It provides H(GID) = tep + tap to A.
— Case (IT) Otherwise:
1. Tt samples tgp < Xgilg_l.
2. Tt provides H(GID) = gp to A.

Generating Secret Keys: To answer a secret key query of A corresponding to a pair
(GID,U) € Q, B runs the following steps:

m

1. It first samples {sz|D7u}u€U\p(m)  Xbig-

2. Next, it sets tgp = (1, H(GID)).

3. Then, for all w € U N p([¢]), it sets SKgip,, = I%GID,u + I;:GID,u + (0, tgip) R, . Note that by
the generation strategy for H(GID) described above, we have H(GID) = tgp + tgip in this
case.

4. Also, for all w € U \ p([¢]), it samples I;:G|D’u < EnSamplePre(A,,Ta,,0,taqpH,] —
kcipuA, ) and sets SKgip,u = keip,u + kcipu

5. It provides {SKgip v }ueU to A.

Generating the Challenge Ciphertext: This challenge ciphertext is generated in an identical
manner to that in Hybg (or in Hybg). More precisely, in order to generate the challenge
ciphertext, B selects a random bit b <— {0, 1} and proceeds as follows:

L. It first samples s < Zg, {9, }je{2 .... smax} € Ly, and {@iticyg < 2y

2. It also samples {€; };c( < Xine and {€i };cg < Xpig-

3. Next, for all i € [£], it sets

C; = szp(z) + €;

& =MsBi+ Y = M 5;B;—xHpy;+é
7€{2,...,8max }

4. Tt gives A the challenge ciphertext

cT = ({ci}iem AéiYicig - MSB(sy ") @ b) :

Guess: A finally outputs a guess b’ € {0,1}. If &’ = b, B outputs 1. Otherwise, B outputs 0.

Note that the game simulated by the reduction algorithm B coincides with Hybg (Fig.
or Hyby (Fig. according as for each of the secret key queries of A corresponding to some
user ID-attribute set pair (GID,U) such that U N p([¢]) # 0, each of the vectors {7, Yueunp(e)
that B receives from its EnLT preimage g0 challenger while preparing H(GID) is generated as 7, <
EnSamplePre(Ay,Ta,, 0, zGiD,u) With some fresh zgp, < Zy or T, < X2. Hence, it follows
that the advantage of B in the EnLT preimage g0 game is at least [pag(A) —p.ao(A)| > n(A). This
completes the proof of Lemma O

Lemma 6.10: Assuming EnLT = (EnTrapGen, EnSamplePre) satisfies the g-well sampledness of
matriz property, for any adversary A, there exists a negligible function neglyy(-) such that for all
AEN, [pag(A) —pato(AN)| < negllO(N).

Proof: Suppose on the contrary, there exists an adversary .4 and a non-negligible function 7(-)
such that [pag(A) —pai0(A)] > n(A) for all A € N. Using A as a sub-routine, we will construct

a reduction algorithm B below such that AdlegnLTma”ix’q"’ (A) > n(A) for all A € N,



Decentralized Multi-Authority ABE for DNFs from LWE 85

Generating the Global Public Parameters: The reduction algorithm B receives 1*, ¢, o
from its EnLT matrix,q,0 challenger and proceeds as follows:
1. Tt chooses dimensions n, m, and distributions Xiwe, X1, X2, Xbig as described in Section @

m—1
)|
y'[o']|---]0
3. Subsequently, it samples (B’ = [Bg\ BT ]T ,Tpr) EnTrapGen(l"(smaxfl), 11 q)

Smax
such that {B;} € ZZX(mfl).
jE{Qr--asmax}

4. It additionally samples {

{2,..., Smax }-
5. It invokes A on input 1* and the global public parameters

2. Next, it samples y < Zg and sets By = [

n _ T ;
b;- }je{2,...,smax} < Zy. And sets B; = [b; |B§] for all Vj €

GP = (n7 m, 4, Smax, Xlwes X15 X2 Xbig> Bl) .

Attacker’s Commitments and Queries: Upon receiving GP, A sends the following to B:
(a) A set C C AU of corrupt authorities and their respective public keys

{PKU = (AmHU) }UEC’

where A, H, € Zy*™ for all u € C.

(b) A set N'C AU of non-corrupt authorities, i.e., C NN = (), for which A requests the public
keys.

(¢) A set H={GID} of H oracle queries, where each GID € GZD is distinct.

(d) A set @ ={(GID,U)} of secret key queries, where each GID € GZD is distinct and each
UCWN.

(e) A challenge LSSS access policy (M, p) with M = (M; )exsme = M |---|M,] €
{—1,0,1}F7smax Zéxsmx and p: [(] = CUN subject to the restriction that for each pair
(GID,U) € Q, the rows of M having indices in p~!(C U U) must be linearly independent
and unauthorized with respect to (M, p).

Generating Public Keys for Non-corrupt Authorities: In order to generate the public

keys for the authorities u € N, B proceeds as follows:
1. It applies Lemma on the matrix M to determine the matrix M’ = (M; )rxsp. €

Zf;xs’“ax with the properties guaranteed by the lemma.

]T

2. Subsequently, it sends 17, 1™, 1TNVODI to its EnLT matrix,q,0 challenger and receives back
{Autuennpg) € Zg™™

3. It also generates { (Au, Ta,) buean o) < EnTrapGen(1™,1™, q) such that { Ay },enn o) €
ZnXm'

q

4. After that, it samples {Ru},cnnpqg) < {=1,1}™ and sets H, = M;,l(u)ilBl +
Zje{z...,émax} M;/,—l(u),ij + AyR,, for all w € N N p([f]), where Smax = Smax — ‘p* (C)|

5. It also samples {Hy },ean p(pag) ¢ Zg ™

6. It provides A with the authority public keys

{PKy = (Au, Hy) }ep -

Generating the Outputs of the Oracle H: The outputs of the oracle H are generated in an
identical manner to that in Hyb;; (or in Hyb;5). More precisely, for each GID € H and each
(GID,U) € Q, B generates H(GID) as follows:

— Case (I) (GID,U) € Q and U N p([¢]) # 0:
1. It first samples tgp < Xgilg_l.

2. Next, it samples {kGID,u }ueUmp([z]) < Xpig and {kGID,u }uemp(w) X2
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3. Next, it determines a vector d € Zg™» such that d; = 1 and Z]e[smax] M ;dj = 0 for
alli € p~L(CUU).

4. Tt additionally samples { f; }] {2} < Zy satisfying Zje{2 ;) 1), fi =
kcpuA, — (1,tap)R) A} + kcip WA, for all u € UnN p([f]). The well-definedness of

this sampling procedure is Justlﬁed in Lemma
5. It further samples {y; } — Zy.

7~~-7§max}

j€{§m3X+1, asmax}
6. After that, it generates ftgp < EnSampIePre(B Tp,o,(dey + fo,...,ds, .Y +

Fomas Ysmaxt1s - - -+ Ysmax) — (Ltaip) [Bg |-+ | By, ] )
7. It provides H(GID) = teip + tep to A.

— Case (II) Otherwise:

1. Tt samples tgp < Xg?gl
2. Tt provides H(GID) = tgp to A.

Generating Secret Keys: The secret key queries of A are answered in an identical manner to
that in Hybg (or in Hyb,,). More precisely, to answer a secret key query of A corresponding
to a pair (GID,U) € Q, B runs the following steps:

1.

2.
3.

D.

It first 1 {k } — X

ISt samples GID,u wel\p([1]) Xblg
Next, it sets tgip = (1, H(GID)). .
Then, for all uw € U N p([¢]), it sets SKeip,u = kcip,u + Ecip,u + (0, t(;|D)RT Note that by
the generation strategy for H(GID) described above, we have H(GID) = tgp + tgip in this
case.

Also, for all w € U \ p([4]), it samples k:G|Du < EnSamplePre(A,,Ta,,0,tepH,

kcip.uA,) and sets SKaip.w = kaip.u + KGiD.u

It provides {SKgip u}ueU to A.

Generating the Challenge Ciphertext: This challenge ciphertext is generated in an identical
manner to that in Hybg (or in Hyb;;). More precisely, in order to generate the challenge
ciphertext, B selects a random bit b <— {0, 1} and proceeds as follows:

1.

2.
3.

It first samples s < Zg, {; }36{2 smax} € Ly, and {@iticy < 2.
It also samples {e; }ze[é] — X and {é; }ZE[Z] “ Xbig-
Next, for all 7 € [¢], it sets

C; = mzAp(z) +e;

¢ = M{’lsBl + Z Mi/’j’ﬁij — a:in(i) + é;
7€{2,...,5max }

4. It gives A the challenge ciphertext

T= ({ci}iem Aéi}icig - MSB(sy ") @ b) :

Guess: A finally outputs a guess b’ € {0,1}. If ¥’ = b, B outputs 1. Otherwise, B outputs 0.

Note that the game simulated by the reduction algorithm B coincides with Hybg (Fig. |6.10))
or Hyb,, (Fig. i according as the matrices {Au},cnnpqq) € Zg ™ it obtains from its
EnLT matrix,q,0 challenger while generating the public keys for non-corrupt authorities queried by
A are generated as (Ay,Ta,) < EnTrapGen(1", 1™, ) for all u € N'Np([€]) or { Au }yepmpg) ¢
ngm. Hence, it follows that the advantage of B in the EnLTmatrixgo game is at least

IpA9(A) —pa10(A)] > n(A). This completes the proof of Lemma [6.10] 0

Lemma 6.11: For any adversary A, there exists a negligible function negly;(-) such that for all
AEN, [paio(A) = paii(N)]| < neglyy(A).
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Proof: Let us consider the difference between Hyb,, and Hyb;. The only difference between the
two games is with respect to the challenge ciphertext. In particular, while preparing the challenge
ciphertext, the components {¢; }z‘e[é] are generated differently in the two games. In Hyb,, for all
i € [€], the challenger sets ¢; = Mz{,lsBl"‘Zje{z...,smax} Mi”jﬁij—a:in(i)—i—éi, where &; < xpi;-
In contrast, in Hybyy, for all i € [{], it sets & = M} 8B1+ > c00 o M, 0;B; — @ H ;) —
eiR,;) + e}, where e; < xji., Ry < {—1,1}""", and e} + Xbig:

Using the smudging lemma, since B > m?2¢2* holds, we can argue that there exists a
negligible function neglgy,qge(-) such that for all A € N, m € N, SD(D1, Da) < m - neglyygge(A),
where

Dl E{él | éi<_XgiLg}a
Dy = {—eiRp(Z-) +e | e+ Xiwe> Bpi) < {—1, L™ el «+ Xlr)?g} )

As a result, since the total number of ¢; components included in the challenge ciphertext is
¢, it follows that for any A € N,

’pA,lo()‘) - pA,ll()‘)| < L-m- neglsmudge()‘)'
This completes the proof of Lemma [6.11] a

Lemma 6.12: If the LWE,, ,, assumption holds, then for all PPT adversary A, there exists a
negligible function negliy(-) such that for all A € N, [pa11(X) —pa12(N)] < neglip(N).

Proof: Suppose on the contrary, there exists an adversary .4 and a non-negligible function 7(-)

such that [p411(A) —pa12(A)] > n(A) for all A € N. Using A as a sub-routine, we will construct
LWEy, 4.0

a reduction algorithm B below such that Advg (A) > n(A) for all A e N.
Generating the Global Public Parameters: The reduction algorithm B receives 1*,n, ¢, o
from its LWE,, 4, challenger and proceeds as follows:
1. It chooses dimension m, and distributions Xjwe, X1, X2, Xbig @s described in Section @
2. B uses its LWE,, 4, challenger to define the vector y € Zy. B makes a query to its LWE,;, 4 »
challenger, and receives back (a,r), where a < Zq and either r = sa' +e mod g for some

3<—Zg and e <= Dz, or 7 < Zg. It sets y = a and By =

m—1
|
y'[0']---]0
3. Subsequently, it samples (B’ = [Bg\ - |BT ]T ,Ts) < EnTrapGen(1™(smax—1) 1m=1 ¢

Smax
such that {B;} € ng(m_l).
j€{27~~~73max}

4. It additionally samples {

{2,..., Smax }-
5. It invokes A on input 1* and the global public parameters

— T ;
b, }jE{Q,...,smax} « ZD'. And sets B; = [b]T|B}] for all ¥j €

GP = (TL, m, 4, Smax, Xlwes X15 X2 Xbig> Bl) .

Attacker’s Commitments and Queries: Upon receiving GP, A sends the following to B:
(a) A set C C AU of corrupt authorities and their respective public keys

{PKu = (Au7 Hu) }uGC 5

where A, H, € Zy*™ for all u € C.

(b) A set N C AU of non-corrupt authorities, i.e., C NN = (), for which A requests the public
keys.

(¢) A set H={GID} of H oracle queries, where each GID € GZD is distinct.
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(d) A set @ ={(GID,U)} of secret key queries, where each GID € GZD is distinct and each

UcCWN.

(e) A challenge LSSS access policy (M,p) with M = (M;;)ixspa = [M1—|—||M£T}—r €

{—1,0,1}smax Z*smax and p: [(] — CUN subject to the restriction that for each pair
(GID,U) € Q, the rows of M having indices in p~!(C U U) must be linearly independent
and unauthorized with respect to (M, p).

Generating Public Keys for Non-corrupt Authorities: In order to generate the public
keys for the authorities u € N, B proceeds as follows:

1.

2.

It applies Lemma on the matrix M to determine the matrix M’ = (M];)ixspa €
25w By Lemma (4.2 we must have M; ;=0 for all (i,5) € C X [3max]-

Then it uses its LWEnqg challenger to deﬁne matrices { A, }ueNﬂp([E]) Zy*™. Let N N
p([€]) = {uz}eqnmp(ey- B makes m [N N p([¢])] more queries to its LWE, 4, challenger,
and receives back {(ab,n)}be[ wWopy) © Zg x Zq, where for all v € [m [N 0 p([4])]],

a, +— Z” and either r, = sa + e, mod q for some s < Z” and e, <~ Dz, or v, < Zy. B
sets the matrix A,, = (a:,;(z_l)Jrﬂ ’amz> S ngm for all 2 € [NV N p([€])]].
It also generates {(Au,Ta,) byean o) < EnTrapGen(1™,1™, q) such that { Ay },enn o) €

anm

Subsequently, it samples {R“}ue/\/mp ) < {—1,1)™™ and sets H, — M (u)1B n
Z]e{z, i} M “1(u),j B + AR, for all u € N N p([{]), where Smax = Smax — ‘p |

It also samples {H Fuenno() € Zg~
It provides A with the authority public keys

{PKu - (AU,H )}ue/\/’

Generating the Outputs of the Oracle H: The outputs of the oracle H are generated in an
identical manner to that in Hyb;; (or in Hyb;5). More precisely, for each GID € H and each
(GID,U) € Q, B generates H(GID) as follows:

— Case (I) (GID,U) € Q and U N p([¢]) # 0:

1. Tt first samples tgp < X’gilg_l.
2. Next, it 1{1% } P d{i?: } “ xo.
ext, 1t samples ¢ KGID,u weUnp(d) Xpig a1l GID,u weUnp(d) X2
Mi/,jdj = 0 for

3. Next, it determines a vector d € Zgm= such that di = 1 and }
alli € p~L(CUU).

4. Tt additionally samples { f; }]6{2 i} & Lq satisfying Zj€{2 _ u),jfj =
kcipuA, — (1,tap) R A + kaip WA, for all w € U N p([€]). The well-definedness of
this sampling procedure is justified in Lemma

5. It further samples {y; } — Zy.

je[smax]

7~~~7§max}

j€{§max+1a asmmx}
6. Subsequently, it generates tgp < EnSampIePre(B’ Tp,o,(d2y + fa,...,ds,.. Y +

fgmax’ ygmax"!‘l’ A 7y5max) - (17 tGID) [B;‘ ‘Bsmax] >
7. Tt provides H(GID) = tgip + tgip to A.

— Case (II) Otherwise:

1. Tt samples tgp < Xgilgl.
2. Tt provides H(GID) = tgp to A.

Generating Secret Keys: The secret key queries of A are answered in an identical manner to
that in Hyb;; (or in Hyb,5). More precisely, to answer a secret key query of A corresponding
to a pair (GID,U) € Q, B runs the following steps:

1.
2.

It first samples < kgip,u — XL
rst samp es{ SR S Xbig
Next, it sets tgp = (1, H(GID)).
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3. Then, for all w € U N p([4]), it sets SKgip,, = I%GID,u + ];GID,u + (0,tgp) R, . Note that by
the generation strategy for H(GID) described above, we have H(GID) = tgp + tgip in this
case.

4. Also, for all w € U \ p([¢]), it samples k:G|Du < EnSamplePre(A,,Ta,,0,tepH, —
keipuA,) and sets SKgip.u = kaip.u + kGiD,u

5. It prov1des {SKaIpu }yep to A.
Generating the Challenge Ciphertext: In order to generate the challenge ciphertext, B3
selects a random bit b <— {0, 1} and proceeds as follows:
1. It first 1 v’ — 77 {v;
rst samples 4 0’ P 7 105}
and {@; };c 10y < Zg.
2. Tt also samples {e; }z‘epfl(c) — Xime, {€i }z‘epfl(C) < Xbig: and {e;‘}ie;:—l(/\/) “— Xpig-
3. Then, for all i € p~1(N), it defines the vector r; as r = (Trm(z=1)41>- - -»Tmz) € Zy' if
p(i) = u, € N N p([f]), where it obtained {r.}epmivnpe) from its LWE, 4, challenger
while generating the public keys for non-corrupt authorities above, and sets the following:

n / n
F€{Smax+LysSmax} < Ly, {wi}z’epfl(/\/) Ly,

ci=T/ A, +1;
&= ), M -a)B;+ > M; ;6;B; — ciRy;) + €
j6{27---7§max} jE{érrlax+17---75max}
4. Next, for all i € p~1(C), it sets
c;, = $1Ap(z) + e;
¢ = Z Mi/,jﬁij — wsz(Z) + é;
je{émax'f'lr--vsmax}
5. It gives A the challenge ciphertext

CT = ({eidieg (& biepg - MSB() @)

where it obtained r € Z; from its LWE, 4, challenger while setting up the global public
parameters above.
Guess: A finally outputs a guess b’ € {0,1}. If &’ = b, B outputs 1. Otherwise, B outputs 0.
Note that the game simulated by the reduction algorithm B coincides with Hyb,; (Fig.[6 if
the responses ((a, r).{(a.,r.) }Le[mp\mp([e])\]) (Zp x Zg"N TP it receives from its LWEWLU
challenger are a collection of perfectly distributed LWE samples, i.e. if @ +- Z; and r = sa' +e,
and a, < Z7 and r, = sa, + ¢, mod ¢ for all ¢ € [m|N Np([f])]] for some s < Z and
(e’{eb}LG[’ﬂﬂ N P([Z])H) < Dz (which is statistically close to Dgz). This is accomplished by
B by implicitly setting {;},co 5y and {@i};c, -1y used in Hyby; as & = s + v} for
all j € {2,...,8max} and x; = s + @} for all i € p~}(N) while simulating the ciphertext
A€ tiep-1( N))' Further, the ciphertext components {é; }

components ({c;} ~1(c) are

i€p~L(N)
perfectly simulated as those in Hyb;; by B in this case since according to Lemma Mi’J =0

1€Ep

for all (i,7) € p~1(C) X [Smax].- On the other hand, the game simulated by B above coincides
with Hyb,, (Fig.[6.13)) if the responses <(a,r),{(ab,rL)}LE[mep([(])H) € (Zy x Z,) "N Oe(E)1+1
of its LWE,, 4+ challenger are uniformly random. The ciphertext components {c¢;},. p—1(\) are
perfectly simulated to those in Hyby5 by B since p is injective and {r; },. p1(\) B8 defined by B
in the simulation above are uniformly and independently distributed over Z" in this case. Also,
observe that since r < Z, in this case, MSB(r) & b is distributed identically to MSB(7) with
T < Zg. Finally, it is straightforward to observe that all the other ciphertext components are
generated identically to those in Hyb;, by B in this case. Hence, it follows that the advantage
of B in solving the LWE,, 4 » problem is at least [p4 11(A) — p.a,12(A)| > n(A). This completes the
proof of Lemma [6.12 O
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