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Abstract. We propose a generic construction of 2-pass authenticated
key exchange (AKE) scheme with explicit authentication from key en-
capsulation mechanism (KEM) and signature (SIG) schemes. We im-
prove the security model due to Gjgsteen and Jager [Crypto2018] to
a stronger one. In the strong model, if a replayed message is accepted
by some user, the authentication of AKE is broken. We define a new
security notion named “IND-mCPA with adaptive reveals” for KEM.
When the underlying KEM has such a security and SIG has unforgeabil-
ity with adaptive corruptions, our construction of AKE equipped with
counters as states is secure in the strong model, and stateless AKE with-
out counter is secure in the traditional model. We also present a KEM
possessing tight “IND-mCPA security with adaptive reveals” from the
Computation Diffie-Hellman assumption in the random oracle model.
When the generic construction of AKE is instantiated with the KEM
and the available SIG by Gjgsteen and Jager [Crypto2018], we obtain
the first practical 2-pass AKE with tight security and explicit authen-
tication. In addition, the integration of the tightly IND-mCCA secure
KEM (derived from PKE by Han et al. [Crypto2019]) and the tightly
secure SIG by Bader et al. [TCC2015] results in the first tightly secure
2-pass AKE with explicit authentication in the standard model.

Keywords: Authenticated key exchange - Tight security - Explicit au-
thentication - T'wo-pass protocol

1 Introduction

Among the primitives, algorithms and protocols in public key cryptography, au-
thenticated key exchange (AKE) [4, 7, 20, 1, 11, 8, 15, 6, 22] is by far the most
widely deployed one in the real world. For example, TLS [21] implements AKE to
compute shared session keys for peer communication parties. There are several
billions of active users in Facebook, Instagram, Wechat, etc., which lead to more
than 23 TLS handshakes daily [11]. AKE allows two communication parties to



share a session key, which is then used to provide security for the later commu-
nications of the two parties. The wide deployment of AKE pushes its security to
paramount importance. The security of AKE consists of two aspects. One aspect
considers passive adversaries, and it requires the pseudorandomness of the shared
session key. The other considers authentication to detect active adversaries. The
authentication functionality of AKE guarantees the identification of the parties
and the integrity of the messages transmitted during AKE, by detecting message
modification, discard, insertion, etc., from adversaries. There are two types of
authentication, explicit authentication [4, 7, 20, 1, 11] and implicit authentica-
tion [16, 8, 6, 15, 22]. Implicit authentication detects active attacks in the later
communication (after the completion of key exchange), while explicit authentica-
tion detects active attacks during the execution of AKE. Explicit authentication
enjoys its own advantages. Once the authentication fails, the protocol execu-
tion stops and no subsequent messages follow any more, avoiding unnecessary
computation and communication.

The security of AKE (also other cryptographic primitives) is achieved by a
security reduction under proper security model. Security reduction transforms
the ability of a successful adversary A to an algorithm B solving a well-known
hard problem. If A wins with probability e, then B solves the problem with
probability €/L. The parameter L is called the security loss factor. If L is a
constant (or O(A) with A security parameter), the security reduction is tight
(almost tight). The loose factor L is generally a polynomial of u, the number of
users, and £, the number of executions per user. Given a loose security reduction,
the deployment of AKE has to choose a larger security parameter to compensate
the loss factor L, resulting in larger elements and slower computations in the
execution of AKE. Taking i =~ 230 into account, this will lead to a great efficiency
loss of AKE. Therefore, pursuing tight security of AKE is not only of theoretical
value but also of practical significance.

1.1 Tightly Secure Authenticated Key Exchange

AKE is generally implemented in the multi-user setting, and it is quite possible
for an adversary A to adaptively obtain session keys of some protocol instances
and/or long-term secret keys of corrupted users. This is formalized by the reveal
and corruption queries of A in the security model. The security of AKE asks au-
thentication and indistinguishability. Roughly speaking, authentication requires
that if a party P; uses received messages to compute a session key and accepts
it, then the messages must be sent from another (unique) party P;, instead of
A. Indistinguishability characterizes the pseudorandomness of the session key,
which is successfully generated and accepted by two parties.

A good choice for AKE is the 2-pass signed Diffie-Hellman protocol [7]. It uses
a signature (SIG) scheme to provide authentication and a DH-like key encapsu-
lation mechanism (KEM) to provide indistinguishability, where P; contributes
pk = g%, P; contributes C = g® and the session key is K = ¢%. However, as
shown by Gjgsteen and Jager [11], it is hard to achieve tight security due to
the following “commitment problem”: in the reduction, if the DDH challenge



(9%, 9Y,g*) is embedded in the challenge session, then it can not be revealed,
and vice verse. Hence, the reduction algorithm has to guess the challenge session
(from pf sessions) and embed the DDH problem into it. That is reason why many
protocols [16, 18, 7] have a loose factor L = uf (or quadratic factor L = p2¢?).

To deal with the “commitment problem”, Gjgsteen and Jager [11] suggested
to add an extra hash commitment G(g”) as the first message, resulting in a
3-pass signed DH protocol with tight security.

Up to now, there are only two constructions of AKE [1, 11] with tight security
and explicit authentication, and both need three passes. One is the 3-pass signed
DH protocol in the random oracle model [11], as mentioned above. The other is a
3-pass AKE in the standard model by Bader et al. [1]. This AKE is constructed
from a SIG scheme secure against adaptive corruptions (MU-EUF-CMA®" secu-
rity), a strongly secure one-time SIG and a KEM scheme secure against adaptive
corruptions (MU-IND-CPA®" security). The KEM is constructed from two pub-
lic key encryption schemes, where the ciphertext is two encryptions of the same
random encapsulated key. Note that such a KEM is not a good choice for AKE,
since the session key is completely determined by the responder.

Over these years, reducing the round complexity and pursuing low-latency
key exchange have become a major design criteria [13, 10, 17, 21] by both re-
searchers and practitioners. Compared with 3-pass protocols, 2-pass protocols
are clearly more efficient, especially when the transmission time is high. Fur-
thermore, in a 2-pass AKE, any modification of the last (2nd) message can be
detected immediately, and no payloads from the initiator follow, which saves
computation and communication resources. Hence, a natural question is:

Is it possible to construct 2-pass AKE with explicit authentication and tight
security?

1.2 Our Approach
We answer the above question in the affirmative.

Achieving Tight Security. Our generic construction of AKE consists of two
building blocks, KEM and SIG. KEM is used to generate the session key, where
initiator P; contributes pk and responder P; contributes ciphertext C' under pk.
We rely on KEM’s security to guarantee the pseudorandomness of the session
key. Meanwhile, every party has a signing key as its long-term secret key, and
every transmitted message is signed by SIG, which provides authentication to
resist active attacks. See Fig. 1 (a) for the construction.

We solve the “commitment problem” with a tightly IND-mCPA™e! secure
KEM. The IND-mCPA"™e security is a new notion, which allows the adversary
to reveal the encapsulated keys from the challenge ciphertexts. With such a KEM,
the reduction algorithm B can embed challenge ciphertexts to every session of
AKE, while keeping the ability of answering reveal queries from A. We also ask
KEM to have diverse property (subsec. 2.3) to make sure that both initiator and
responder contribute to the session key. Meanwhile, SIG is required to have tight
MU-EUF-CMA®" security, where the adversary can corrupt some users to get
their signing keys.



Currently, tight MU-EUF-CMA®" secure SIGs are available [1, 11]. To achieve
tight security for AKE, the difficulty is constructing KEM with tight IND-
mCPA"v security. As discussed above, it is hard for the traditional DH-like
KEM to achieve tight IND-mCPA"™® security, due to the “commitment prob-
lem” in the security reduction.

In this paper, we present two KEM schemes that achieve tight IND-mCPAeve?!
security. Our first proposal is pk = (¢**,¢*2),C = ¢g¥,K = H(g"¥,g*2Y)
in the random oracle model!, which is derived from twin ElGamal PKE [5],
and based on the strong twin Diffie-Hellman (st2DH) assumption (which in
turn on CDH). Here we explain why tight IND-mCPA™' security can be
achieved in the single user setting. It can be easily extended to the multi-
user setting, since B can embed the 2DH problem into multiple (pk,C) pairs
with the help of the random self-reducibility of DDH [9]. In the reduction,
given a 2DH challenge tuple (¢g**,¢%2,¢¥), B sets pk = (g™, g*2), generates
a randomization b and computes the challenge ciphertext as C' = g¥*%. The
“commitment problem” is circumvented by B’s simulation of random oracle
H(-) and the decision oracle 2DH, which checks whether the inputs are two
DDH tuples. If A has not asked H(C*!,C*?) before, then the encapsulated
key is random to A, and B just samples a random key k and implicitly set
H(C™,C™) = k. If A has asked H(C*',C*?), then B must have stored item
(C*r,C*%2,k = H(C*,C%2)) in the hash list. Hence B can always resort to the
decision oracle 2DH(g**, g*2, C, C*1,C*?) = 1 to locate this item, and return the
corresponding k to A. In this way, B can answer reveal queries from A correctly,
and tight IND-mCPA"! security follows.

Our second proposal of KEM is derived from the tightly IND-mCCA secure
PKE scheme in [14], which has tight IND-mCCA security in the standard model.
We prove that IND-mCCA security implies IND-mCPA"™"?' security with a tight
reduction. Note that the two notions are defined in different styles, e.g., the
decapsulation oracle in IND-mCCA security cannot decapsulate the challenge
ciphertext, while IND-mCPA"™e? security allows the challenge encapsulated key
to be revealed. Hence, the tight security proof of implication is non-trivial (see
subsect. 2.2 for details).

Perfect Forward Security and KCI Resistance. Our generic construc-
tion provides perfect forward security (PFS, a.k.a. perfect forward secrecy [12,
16]) and KCI resistance (security against key-compromise impersonation attacks
[16]). PFS means that once a party has been corrupted at some moment, then the
exchanged session keys completed before the corruption remain hidden from A.
KCI resistance assures that sessions, which are established by honest P; but not
controlled by A, remain secure after corruption. In our construction, the long-
term secret key is used to sign messages and provide authentication. Hence, the
exposure of long-term secret key does not give A any advantages to break the
pseudorandomness of the session key. The same analysis applies to KCI resis-
tance.

! To simplify the description, the hash input does not include pk and C.



Dealing with Replay Attacks. Compared with multi-pass AKE, 2-pass AKE
inherently open to replay attacks [13]. In a 2-pass AKE protocol, when P; sends
a message msg to P;, there are only two choices for P;: compute a session key
& accept or reject. If P; accepts, the message msg can always be replayed to
P; by an adversary (see Fig. 1 (b)). This replay attack contradicts neither the
explicit authentication defined by [11], nor the implicit authentication, since msg
does originate from P; and the session key keeps pseudorandom to the adversary.
However, it does exhaust the computing & memory resources of P; and waste
bandwidth of the network.

The essence of explicit authentication is to detect active attacks in real time.
In this paper, we formalize a stronger security of AKE, by including replay
attacks in the active attacks. Meanwhile, we choose an efficient and practical
way to prevent replay attacks, by adding counters to identify the freshness of
messages, as advised in [13]. Roughly speaking, each party maintains a local
counter ctr. Initiator P; increases its counter ctr; before it sends (msg,ctr;) to
P;. Responder P; recognizes the freshness of (msg,ctr;) by checking whether
ctr; > ctr;. To respond fresh msg, P; will synchronize its counter ctr; := ctr;
and send (msg’,ctr;) to P;. The freshness of (msg’,ctr;) is recognized by P;’s
checking of the synchronization ctr; = ctr;. In this way, any replayed message
contradicts either ctr; > ctr; or ctr; = ctr;, and replay attacks can be detected
immediately in our 2-pass AKE (see Fig. 1 (c)).

| |
. . | msg=m | . .
P I A ’
pk, 0, | | ctrp++ Pk ctr), oy .
| A4 | Ifctr;<ctr;: L
I I
C 0, (KC)<Encap(pk) | ‘CQ\‘Z;:!/, | (C, ctr), 0, Else:ctr = ctr,
KeDecap(sk, C) l A 7 : Ifctr; ctry: L
| |
] 1

() (©)

Fig. 1. (a) KEM+SIG construction, (b) replay attacks, and (c) counter measure.

1.3 Owur Contribution

We present a security model which is stronger than that in [11]. In our strong
model, the adversary breaks authentication as long as a party accepts a replayed
message. To detect replay attacks, we introduce counters for each party as its
state. The counter will increase after execution of AKE, thus a replayed message
will be rejected due to its old counter.

We propose a generic construction of 2-pass AKE from KEM and SIG schemes.
We formalize a new security notion, named IND-mCPA"¢ for KEM and show
that IND-mCCA security of KEM implies IND-mCPA""¢? security. The strong
security of our 2-pass AKE (equipped with counter) can be tightly reduced to
the IND-mCPA"ve! security of KEM and the MU-EUF-CMAS" security of SIG.



Taking off counters from AKE results in a stateless AKE, which is tightly secure
in the original model of [11].
We give two instantiations of tightly secure 2-pass AKE.

— We present an instantiation of KEM and proved its tight IND-mCPA"eve
security based on the CDH assumption in the random oracle model. Together
with the signature scheme in [11], we obtain the first practical 2-pass AKE
scheme with strong and tight security (and a 2-pass stateless AKE scheme
with tight security) from the DDH assumption in the random oracle model.

— When instantiating KEM with the tightly IND-mCCA secure KEM derived
from [14] and SIG with the signature scheme in [1], we obtain the first 2-
pass AKE scheme with strong and tight security (also a 2-pass stateless
AKE scheme with tight security) based on the Matrix-DDH assumption in
the standard model.

The comparison of our AKE schemes with other tightly secure AKE schemes
with explicit authentication? is shown in Table 1.

Table 1. Comparison among tightly secure AKE schemes with explicit authentication.
Here “Comp.” denotes computation complexity in terms of exponentiations or pairing
operations, “Comm.” denotes communication complexity in terms of the number of
group elements/exponents (identities of users excluded). “I” denotes the initiator, “R”
the responder, “Sec. Loss” the security loss factor, “#Pass.” the number of passes
in AKE, “RO” the random oracle model, and “Std” the standard model. Note: in
[BHJ+15]’s AKE, the session key is determined only by the responder.

AKE Scheme|| Comp. (I) |Comp. (R)‘ Comm. (I4+R) Assumption |Sec. Loss|#Pass. Model
[GI18][11] 17 17 12411 DDH o(1) 3 RO
Ours: AKEppH 19 18 12411 DDH 0(1) 2 RO
(BHJ+15](1] o?i?) 0?22) (2K + 4k1+1€?+(4k +7) L%EI\TDSI;(P]ID Uloom | s | s
Ours: AKEwoor 0?223) 02(?63) (K + 5k 17L+1§+(4k +4) N;JIT»;DSS(I? i ow 2| s

2 Preliminaries

Let A € N denote the security parameter. For u € N, define [u] := {1,2, ..., u}.

Denote by x := y the operation of assigning y to x. Denote by x & X the
operation of sampling x uniformly at random from a set X'. For a distribution D,

? Some AKE protocols, like [6] and [22], consider tight security and implicit authen-
tication. In the security model of implicit authentication, A’s advantage is defined
by the ability of breaking indistinguishability (with no authentication requirement).
Most AKE protocols with implicit authentication are 2-pass. They can be extended
to provide explicit authentication via the key confirmation method [16], but with
the price of an extra pass and the addition computation of MAC.



denote by x <— D the operation of sampling x according to D. For an algorithm
A, denote by y < A(x;r), or simply y < A(z), the operation of running A with
input « and randomness r and assigning the output to y. “PPT” is short for
probabilistic polynomial-time, and () an empty string.

2.1 Digital Signature with Adaptive Corruptions

Definition 1 (SIG). A signature (SIG) scheme SIG=(Setup,Gen,Sign,Ver) con-
sists of four algorithms.

— Setup(1*): The setup algorithm takes as input the security parameter 1* and
outputs the public parameter ppgg, which determines the message space M,
the signature space X, and the key space VI x SK.

— Gen(ppgig): The key generation algorithm takes as input ppgc and outputs
a pair of keys (vk, sk) € VK x SK.

— Sign(sk,m): The signing algorithm takes as input a signing key sk and a
message m € M, and outputs a signature o € X.

— Ver(vk,m,o): The verification algorithm takes as input a verification key
vk, a message m and a signature o, and outputs a binary bit 0/1, indicating
whether (m, o) is valid or not.

Correctness of SIG. For all ppgg < Setup(1?), (vk, sk) < Gen(ppgig), o
Sign(sk, m), it holds that Ver(vk,m,o) = 1.

We recall the security notion existential unforgeability with adaptive corrup-
tions (MU-EUF-CMA®™) by Bader et al. in [1].

Definition 2. A signature scheme SIG is MU-EUF-CMA®™ secure if for all
PPT adversary A, Advgico! 4(N) := Pr[Expgic5, 4(\) = 1] is negligible.

m-corr

Expgigo,a(V): N Osion (i, m):

PPsic Setup(1?) o + Sign(ski,m)

For i € [u]: (vki, ski) < Gen(ppsc) Si =8 U{(m, o)}
Si := @ //Record the signing queries

8" := & //Record the corruption queries

(i*,m*,07) = Asin():Ocom ) (ppg, VK List 1= {vki}iem) Ocorn (1):

SCDI’I’ = SCOVI' U {Z}

Return sk;

Return o

If i* ¢ S©" A (m*,-) ¢ Si= A Ver(vki=,m*,c") = 1: Return 1
Else: Return 0

Fig. 2. The MU-EUF-CMA®" security experiment Expgic’, 4(A) of SIG.

2.2 KEM and Its Security in the Multi-User Setting

We review the syntax of KEM and its multi-challenge CCA (IND-mCCA) secu-
rity. We also define a new security notion, namely IND-mCPA"ve! which will
serve our generic construction of AKE. Then we show that IND-mCCA security
of KEM implies IND-mCPA""® security.



Definition 3 (KEM). A key encapsulation mechanism (KEM) scheme KEM=
(Setup, Gen, Encap, Decap) consists of four algorithms:

— Setup(1*): The set up algorithm takes as input 1* and outputs the public
parameter ppxem, which determines the encapsulation key space KC, the key
space PIC x SKC, and the ciphertext space CT .

— Gen(ppkem): The key generation algorithm takes as input ppxgy and outputs
a pair of keys (pk, sk) € PK x SK.

— Encap(pk): The encapsulation algorithm takes as input pk and outputs an
encapsulated key K € K along with a ciphertext C € CT.

— Decap(sk, C): The decapsulation algorithm takes as input sk and a ciphertext
C, and outputs K" with K’ € KU {L}.

Correctness of KEM. For all ppggy ¢+ Setup(1Y), (pk, sk) < Gen(ppkem),
(K, C) + Encap(pk), it holds that Decap(sk,C) = K.

Definition 4 (IND-mCCA security). A KEM scheme KEM is IND-mCCA
secure if for all PPT adversary A, Advigap 4 (M) := |Pr[ExpRen o, a(A) = 1] — 3
s negligible.

Expient 0,4 (A): m

PPxem < Setup(1*) (K,C) KEQ/'-E”CaP(PkL)
For i € [0): (pks, ski) < Gen(ppkem) ko :=K; k1 < K

CList := @ //Records the encapsulation queries CList := CList U {(pks, C)}
g {0,1} Return (kg, C)

B .
Bl = A OO0l (ppyeyy, PRList := {pki}ico) | o ;. ¢):

"~ If (pki, C') € CList: Return L
K’ + KEM.Decap(sk;,C")
Return K’

If B/ = B: Return 1
Else: Return 0

Fig. 3. The IND-mCCA security experiment Expggy’y 4(A) of KEM.

IND-mCPA' Security. The IND-mCPA security of KEM considers the
pseudorandomness of multiple encapsulated keys {K | (K,C) < Encap(pk;)},
where {(pk;,C)} are the corresponding public keys and challenge ciphertexts.
Now consider a stronger attack which allows the adversary to choose any (pk;, C),
even if (pk;, C') is one of the challenges, and see the (revealed) key K decapsulated
from C and sk;. This defines a stronger security notion IND-mCPA"v¢?' which
asks the pseudorandomness of unrevealed keys. KEM with this security notion
fits our AKE protocol.

Definition 5. A KEM scheme KEM is IND-mCPA"™' secure if for all PPT

r-m-cpa r-m-cpa

adversary A, Advigy's 4(A) = |Pr[Expegy’y 4(A) = 1] — %’ is negligible.

Note that in Expygy'y 4(A), the encapsulation oracle generates tuples {(pk:, C)}
as challenges. However, keys decapsulated from {(pk;, C')} can also be revealed.



Upon revealed, {(pk;, C)} cannot serve as challenges any more. Meanwhile, each
challenge (pk;, C") will be associated with an independently chosen random bit
. Therefore, IND-mCPA"v? is different from IND-mCCA.

r-m-cpa . OEV(?AP(i):
Boidns ) (K, C) « Encap(pk:)
PPyem ¢ Setup(1™) $ $
For i € [0]: (pk, ski) < Gen(ppkem) B < {0, 1};'ko =K ki +— K
CList := @ //Records the encapsulation queries Clist := ClList U{(pk:, C, K, B)}
RList := @& //Records the reveal queries Return (kg, C)

(phis, O, B) = ACBw OO (ppy ey PKLIst = {phi}ucro))

ORE\V’EAL(i7 C/):

If 3(pki-, C*, -, B) € CList s.t. (pks=,C*) & RList A §' = §: Return 1| K ¢ Decap(sk;, C") )
Else: Return 0 RList := RList U {(pk:, C")}
Return K’

Fig. 4. The IND-mCPA™*' security experiment Expjfifs () of KEM.

IND-mCCA Implies IND-mCPA""¢, We prove that IND-mCCA security
implies IND-mCPA"e?! security with a tight reduction.

Theorem 1. If a KEM KEM is IND-mCCA secure, it is also IND-mCPA™<
secure. More precisely, for any PPT adversary A of advantage Advygyy' 4 (A) in
Expkim'p.4(A), there exists a PPT algorithm B which has advantage Adviggyig 5(A)

in Expgemo,5(A) such that AdvEEﬁ}”;A(A) < 2Adviene.5(A)-

Proof. Given a PPT A in Expygy’y 4(A), we construct a PPT algorithm B in

Expkem o.5(). Let C be B’s challenger. Then C provides two oracles, OSNC(-) and
Obgc (-, +) to B. B simulates Expygy 'y 4(A) for A as follows.

1. First B gets ppkgm and a set of public keys {pk; };c[g) from its own challenger
C. Then it sends ppggyv and PKList := {pk;};cg to A. B also prepares two
lists CList := @ and RList := @.

2. There are two kinds of oracle queries from A, and B answers them as follows.

Ognear(): B asks its own oracle (’)gNC(i) and obtains (K,C) «+ Og\]c(i).
Then it sets kg := K, samples ki < K, throws a coin b & {0,1},
appends (pk;, C, K,b) into CList and returns (k;, C') to A.

ORrpveas(i, C'): B checks whether (pk;,C’,-,-) € CList. If yes, B parses
the tuple as (pk;,C’, K,b) and returns K to A. Otherwise, B asks its
own oracle Opg(i, C'). Let K’ + Opgc(i, C'), then B updates RList :=
RList U {(pk;,C")} and returns K’ to A.

3. If A aborts, B outputs a random bit. Otherwise, A outputs (pk;~, C*,b"). If
A(pki«,C*,-,b) € Clist s.t. (pki«,C*) ¢ RList A b/ = b, B outputs ' = 0.
Otherwise, it outputs 1.

Let B be the random bit generated by B’s challenger C, then B wins in
Exprem o.5(A) if B = 3. Recall that Och(') will always return real keys if 3 =0
and random keys if = 1.



Case 1: 3 =0. In this case, the output (K,C) of O% (i) is a real encapsu-
lation pair. B simulates Opyxcap(i) by outputting (ky, C), where ky is ei-
ther a real or a random key with 1/2 probability. Furthermore, for each
(pki, C', K,b) € CList, it holds that Decap(sk;,C’) = K. For simulation of
ORrgveas(t, C7), if there exists (pk;, C’, K,b) € Clist, B returns K; otherwise
B asks its own oracle Opgc(i, C') and returns the output of Opgc(i, C') to
A. Thus, B perfectly simulates Expygyfy 4(A) for A.

Case 2: 3 = 1. In this case, the output (K,C) of Ok.(i) contains a random

key K, which is independent of C. In B’s answer (kp, C') to Opnear(?), kb is

a random key, independent from b. Moreover, B ’s answer to OrgypaL (%, C")

does not use b at all. Hence A learns nothing about b from Opyeap(?) and

ORrgveas(t, C'). Thus, Pr[t/ =b] = 1/2 and Pr[5’ = ] = 1/2.

Advieno,5(A) = | Pr|

= |Pr[8" = B|B = 0] Pr[B = 0] + Pr[8’ = p|8 = 1] Pr[B = 1] — 1/2]
1
2

e 1, 1. rm
+Advigus AN + 55— 5l = 5AvEuE AN O
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2.3 Diverse Property of KEM

We define a property called diverse property for KEM, which is useful in the
security proof of our AKE.

Definition 6 (Diverse Property). A KEM scheme KEM = (Setup, Gen, Encap,
Decap) has diverse property if for all ppxem < Setup(1?), it holds that:

FE R ER; (pk, sk) < Gen(ppuem; T); . ¢ — jg| — 9 2™
(K, C) < Encap(pk;r); (K, C) < Encap(pk;7) ’

77 & Rir & R;
Pr | (pk, sk) < Gen(ppien; 7); (b’ sk')  Gen(ppyeys 7); + I = K| =277, where
(K, C) < Encap(pk;r); (K',C") < Encap(pk’; r)

R, R are the randomness spaces in Gen and Encap respectively.

Pr

2.4 The Strong Twin Diffie-Hellman Assumption

Let GGen be a group generation algorithm such that G := (G, ¢, g) + GGen(1%),
where G is a cyclic group of prime order ¢ with generator g.

Definition 7. For any adversary A, the advantage of A in solving the Compu-
tational Diffie-Hellman (CDH) problem is defined as

Advg i (\) = Pr[(G, q, g) « GGen(1*); 2,y &7, AG,q,9,9,9") = g"Y].

Definition 8. For any adversary A, the advantage of A in solving the Deci-
sional Diffie-Hellman (DDH) problem is defined as

$ T T
Advgl (\) := | Pr[(G, q,9) <+ GGen(1*); 2,y < Zg : A(G,q.9,9%, 9", g"¥) = 1]—
Pr((G,q, g) « GGen(1*); 2y, 2 < Z, : A(G,q,9,9", 9%, 97) = 1]].

10



In [5], Cash et al. proposed the Strong Twin Diffie-Hellman (strong 2DH or
st2DH) problem, and proved that it is as hard as the CDH problem.

Definition 9. [5] For any adversary A, its advantage in solving the strong twin
Diffie-Hellman problem is defined as AdVE?BH()\) =

Pr(G  GGen(1); w1, 32,y & Zg : APM900(G g, 9,67, 6%, g%) = (67, 977)),

where the decision oracle 2DH(g"™, g*2,-,-,) takes as input (¢¥,g*',g*?) and
outputs 1 if (x1y = z1) A (z2y = 22) and 0 otherwise.

Theorem 2. [5] For any PPT adversary A against the strong 2DH problem,
there exists a PPT algorithm B against the CDH problem such that Advg?BH()\) <

Advg?;(/\) + Q/q, where Q is the maximum number of decision oracle queries.

3 Authenticated Key Exchange Scheme

3.1 Definition of Authenticated Key Exchange

We consider a generic AKE scheme, in which each party maintains a state st;.
If st; =1, the AKE scheme is stateless.

Definition 10 (AKE). An authenticated key exchange (AKE) scheme AKE =
(AKE.Setup, AKE.Gen, AKE.Protocol) consists of two probabilistic algorithms and
an interactive protocol.

— AKE.Setup(1*): The setup algorithm takes as input the security parameter
1%, and outputs the public parameter ppaxe-

— AKE.Gen(ppake, B;): The generation algorithm takes as input ppaxg and a
party P;, and outputs a key pair (pk;, sk;) and an initial state st;.

— AKE.Protocol(P;(res;) = Pj(res;)): The protocol involves two parties P; and
Pj, who have access to their own resources, res; := (ski, sti, PPake, {PFu fuely])
and res; := (skj, stj, PPake: {PFu tuely]), Tespectively. Here ju is the total num-
ber of users. After execution, P; outputs a flag ¥; € {0, accept, reject}, and
a session key k; (k; might be empty string 0), and P; outputs (¥, k;) simi-
larly. Note that every execution of protocol may lead to update of st;,st;.

Correctness of AKE. For any distinct and honest parties P; and P;, they share
the same session key after the execution AKE.Protocol(P;(res;) = P;(res;)), i.e.,
¥, = ¥; = accept, k; = k; # 0.

Definition 11 (Stateless AKE). In Definition 10, if st; is set to L (i.e., no
state involved) for each party P;, then the AKE becomes a stateless AKE.
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3.2 Security Model of AKE

We will adapt the security model formalized by [1, 19, 11], which in turn followed
the model proposed by Bellare and Rogaway [2]. We also include replay attacks
in the security model, leading to a stronger model than those in [1, 11, 2].
First we will define oracles and their static variables in the model. Then we
describe the security experiment and the corresponding security notions.

Oracles. Suppose there are at most u users Pi, Py, ..., P,, and each user will

involve at most £ instances. P; is formalized by a series of oracles, 7}, 72, ..., wt.

3
Oracle 7} formalizes P;’s execution of the s-th protocol instance. Since we con-

sider stateful P;, we have two requirements.

(1) The very first queries to oracles 7}, 72, ..., mf by the adversary .A must be

in chronological order 1,2,...,¢. That is, for 1 < s < /, wf“ is inaccessible
to A before 7} is invoked. However, we stress that it does not eliminate the

possibility that A queries 7§, then 75%!, and back to 7, 7{ ™!, ... again.
(2) There is a state st; shared and maintained by 7}, 72, ..., 7!
Each oracle 7§ has access to P;’s resource res; := (sk;, st;, ppaxe, PKList :=

{pku}ug[u])7 where st; is the state of the time being. 7} also has its own variables
var{ := (Pid, kf, w?).
— Pid}: The intended communication peer’s identity.
— k7 € K: The session key computed by 77. Here K is the session key space.
We assume that () € K.
— U$ € {0}, accept, reject}: ¥ indicates whether 7§ has completed the proto-
col execution and accepted k.
At the beginning, (Pid}, k$, ¥F) are initialized to (0,0, (). We declare that

[ REA (]
ks # 0 if and only if ¥F = accept.
Security Experiment. To define the security notion of AKE, we first formalize

the security experiment Expﬁ!@’E “4(A) with the help of the oracles defined above.

Expﬁ!ﬁE “4(A) is a game played between an AKE challenger C and an adversary A.

C will simulate the executions of the £ protocol instances for each of the p users
with oracles 7}. See Fig. 5 for the formal description of Expﬁﬁ?A(A).

Adversary A may copy, delay, erase, replay, and interpolate the messages
transmitted in the network. This is formalized by the query Send to oracle 7.
With Send, A could send arbitrary message to any oracle 7;. Then 7} will execute
the AKE protocol according to the protocol specification for P;.

We also allow the adversary to observe session keys of its choices. This can
be reflected by the Reveal query to oracle ;.

Corrupt query allows A to corrupt a party P; and get its long-term secret key
sk;. With RegisterCorrupt query, A can register a new party without public key
certification. The public key is then known to all other users.

We introduce Test query to formalize the pseudorandomness of k. For a Test
query to 77, the oracle will return L if the session key k] is not generated yet.

12



strong

EXpAKE,u,IZ,A()‘)v EXpAKE,u,é,.A(A):

PPake < AKE.Setup(1*)

For i € [p]:
(pki, ski, sti) < AKE.Gen(ppake, Pi);
crp; := 0 //Corruption variable

PKList := {pki}ie[u]

For (i,s) € [p] x [€]:
b <& {0,1}; Pids == kF = W
Aflag; := 0; Tflag; :=0;
//Whether Pid{ is corrupted when 7§ is accepted or tested
T7 :=0; R; := 0 //Test & Reveal variables

(i*,5%,b*) « AAEC) (pp, o, PKList)

0;

WinAuchZO

Winaun:=1, If 3(4, s) € [p] x [4] s.t.

(1) &7 = accept //x} is T-accepted

(2) Aflag; =0 //P; is 7-corrupted with j := Pidj and 7 > 7

(3) (3.1) V (3.2) V (3.3). Let j := Pid?

(3.1) A t € [(] s.t. Partner(r§ « m})

(3.2) 3t e 4, (5,t) € [u] x [£ with (4,t) £ (5',¢) s.t.
Partner(m; < 7%) A Partner(m} + 7751)

(3.3) It e f,(#,s) € [u] x [€] with (i,s) # (7,8 s.t.
Partner(n < %) A Partner(r$, « %)

Wimnd::O
(i,8,b%) := (3", s",b"); j := Pid;
If (1) TP =1 A Tflag; =0
//m; is T-tested and Pid; is 7-corrupt with 7 > 7
(2") R; =0 //m} is co-revealed
(3') If 3t € [€] s.t. Partner(m} « 7}) then RS =T} =0
//If 7} is partnered to mf, then 7} is co-revealed and oo-tested

Then: If b* = b;: Winj,ga=1; Return 1
Else: Return 0
Else: Abort

D-Partner(r;, 7%):
If w7 is the initiator and k;
If 7} is the responder and k;
Return 0

//Checking whether Partner(m§ < m5)
K(m$, %) # 0: Return 1
K(mh, m$) # 0: Return 1

Oake(query):

If query=Send(3, s, j, msg):
res; := (ski,sti, ppake, PKList)
var; := (Pidj, k7, ¥;)
(msg’, st} Pid7, k3, W) < mi(msg, res;, var; )
st; := st/
Let j := Pids
If U7 = accept A crp; = 1: Aflag] :=1
Return msg’

If query=Corrupt(3):
crp; =1
Return sk;

If query=RegisterCorrupt(u, pk.,):
If u € [u]: Return L
PKList := PKList U {pk.}
Return PKList

If query=Reveal(i, s)
If U7 # accept: Return L
Else: R; := 1; Return kj

If query=Test(i, s):
If U7 # accept: Return L
Let j := Pid;
If crp; = 1: Tflag; :=1
TP =15 ko := kf; k1 & K; Return kee

m; (msg, res;, var; ):

//7; executes AKE according to the protocol specification
Ifmsg=T:
m; is an initiator;
m} generates the first message msg’ of AKE
and updates st; and (Pid{, k5, ¥;)
If msg # T:
m uses msg to generate the next message msg’
and updates st; and (Pid5, k7, %;);
If msg is the last message of AKE: msg’ := ()
Return (msg’, st;, PidS, k7, ;)

strong

Fig. 5. The strong security experiment Exp
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Otherwise, m{ will return k7 or a truly random key with half probability. The
task of A is to tell whether the key is the true session key or a random key.
Formally, the queries by A are described as follows.

— Send(i, s, j, msg): If msg = T, it means that A asks oracle 7§ to send the first
protocol message to P;. Otherwise, A impersonates P; to send message msg
to 7. Then 7} executes the AKE protocol with msg as P; does, outputs a
message msg’, and updates the state st; and its own variables var?. In formula,
(msg’, st}, Pid;, k7, ¥7) < wf(msg,res;,var?). Only the output message msg’
is returned to A.

If Send(4, s, j, msg) is the 7-th query asked by A and 7§ changes ¥ to accept
after that, then we say that 7} is 7-accepted.

— Corrupt(4): C reveals to A party P;’s long-term secret key sk;. After corrup-
tion, 7}, ..., 7rf will stop answering any query from A.

If Corrupt(i) is the 7-th query asked by A, we say that P; is 7-corrupted.
If A has never asked Corrupt(z), we say that P; is co-corrupted.

— RegisterCorrupt(i, pk;): It means that A registers a new party P; (i > p). C
distributes (P, pk;) to all users. In this case, we say that P; is 0-corrupted.

— Reveal(i, s): The query means that A asks C to reveal 7}’s session key. If
U? # accept, C returns L. Otherwise, C returns the session key &} of 7.
If Reveal(i, s) is the 7-th query asked by A, we say that 7f is 7-revealed.

If A has never asked Reveal(i, s), we say that 7§ is co-revealed.

— Test(i,s): If ¥ # accept, C returns L. Otherwise, C throws a coin b? &

{0,1}, sets ko = kf, samples ky & K, and returns kp: to A. We require that
A could ask Test(i, s) to each oracle 77 only once.

If Test(i,s) is the 7-th query asked by A and ¥ = accept, we say that 7}
is T-tested.

If A has never asked Test(7, s), we say that 7§ is co-tested.

Informally, the pseudorandomness of k] asks that any PPT adversary A,
access to Test(s, ), could guess b with probability no better than 1/2 + negl.
Yet, we have to exclude some trivial attacks: (1) A asks Reveal(s, s); (2) A asked
Corrupt(j) before ¥? = accept; (3) A asks Reveal(j,t); (4) A asks Test(j, 1),
given that 77 and 7% have a successful protocol execution with each other.

Definition 12 (Original Key [19]). For two oracles 7§ and 7%, the original
key, denoted as K(ﬂf,ﬂp, s the session key computed by the two peers of the
protocol under a passive adversary only, where 7} is the initiator.

Remark 1. We note that K(x?, 7'(';) is determined by the identities of P; and P,
the internal randomness and the states st} and st}, where sty and st} denote the
states when 77 and 7% are invoked respectively.

Definition 13 (Partner [19]). Let K(-,-) denote the original key function. We
say that an oracle m; is partnered to 7r§, denoted as Partner(m? < 7r§)3, if one of
the following requirements holds:

3 The arrow notion 7§ 7r§- means 7; (not necessarily 7r§) has computed and accepted
the original key.
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— i} is the initiator and ki = K(77,7t) # 0, or

— m} is the responder and kf = K(r}, 7¢) # 0.
For 2-pass AKE, the security model of [11] cannot cover replay attacks. Given
Partner(mj, < 7r§), a successful replay attack means that A resends to 7} the

messages, which were sent from 7T§- to 7rf,/, and 7 is fooled to compute a session
key, i.e., Partner(m{ «+ 775) Now, we add the formalization of replay attacks (see
(3.3) in Fig. 5) in the security model of [11] and define a stronger security notion.

Definition 14 (Strong Security of AKE). Let u be the number of users
and £ the maximum number of protocol executions per user. The strong security
experiment Exppye .o 4(N) (see Fig. 5) is played between the challenger C and
the adversary A.

1. C runs AKE.Setup(1*) to get AKE public parameter ppaye-

2. For each party P;, C runs AKE.Gen(ppake, F;) to get the long-term key pair
(pki, sk;) and P;’s initial state st;. Then it provides A with the public pa-
rameter ppaxe and public key list PKList := {pk;}ic[,-

8. A asks C Send, Corrupt, RegisterCorrupt, Reveal, and Test queries adaptively.

4. At the end of the experiment, A terminates with an output (i*,s*,b*), where
b* is a guess for bf* of oracle 7Tf*

Strong Authentication. Let Winay, denote the event that A breaks authen-
tication in the security experiment. Winaun happens iff 3(i,s) € [p] x [¢] s.t.

(1) 77 is T-accepted.

(2) Pj is 7-corrupted with j := Pid} and 7 > 7.

(3) Either (3.1) or (3.2) or (3.3) happens. Let j := Pid;.
(8.1) There is no oracle 7r§ that 7} is partnered to.
(3.2) There exist two distinct oracles 773— and 7T§:, to which m; is partnered.

(8.3) There exist two oracles 7% and 7wt with (i, 8") # (i,5), such that both

!
7¢ and m}, are partnered to .

Remark 2. Given (1) A (2), (3.1) indicates a successful impersonation of P;,
(3.2) suggests one instance of P; has multiple partners, and (3.3) corresponds to
a successful replay attack.

Indistinguishability. Let Win|,q denote the event that A breaks indistinguisha-
bility in Expflr(ogi)&A()\) above. For simplicity, let (i,s,b*) := (i*,s*,0*) be A’s
output. Wining happens iff b* = b7, and the following conditions are satisfied.

(1') = is T-tested and Pid; is T-corrupt with 7 > 7.

(2) 7§ is co-revealed.

(8") If m¢ is partnered to 7% (j = Pid]), then 7} is co-revealed and co-tested.

Note that ExpSAt?Ei’LA()\) = 1 iff Win,q happens. Hence, the advantage of A is
defined as

AdVake®, o 4(A) : = max{Pr[Winaum], | Pr[Wining] — 1/2[}
= max{Pr[Winau], | PrExpiie o4 (A) = 1] — 1/2[}.
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An AKE scheme AKE has strong security if for any PPT adversary A, it holds
that Advf&ogi’gﬂ(/\) is negligible.

Remark 3. Indisitinguishability asks the pseudorandomness of the session key
shared between P; and P;, excluding trivial attacks such like P; is corrupted, or
the session key is tested in P}, or it is revealed.

Definition 15 (Security of AKE). The security experiment Expage ,,.r,.4(N)
(see Fig. 5) is defined like Expifkogi’é,A()\) except that (3.3) is eliminated from
Winauth- Stmilarly, an AKE scheme AKE has security if for any PPT adversary
A, the following advantage is negligible:

AdVAKE 1,0, 4(A) := max{Pr[Winaun], | Pr[EprKE)M)Z’A(A) = 1] —1/2|}.

Remark 4 (Perfect Forward Security and KCI Resistance). The security model
of AKE supports (perfect) forward security (a.k.a. forward secrecy [12]) (charac-
terized by “x? is 7-tested and Pid; is 7-corrupt with 7 > 77 in Winjaq). That is,
if P; or its partner P; has been corrupted at some moment, then the exchanged
session keys completed before the corruption remain hidden from the adversary.
Meanwhile, 7§ may be corrupted before Test(i, s), which provides resistance to
key-compromise impersonation (KCI) attacks [16].

4 Generic Construction of AKE and Its Security Proof

4.1 Construction

There are two building blocks in our AKE scheme, namely a MU-EUF-CMA<"™"
secure signature scheme SIG = (SIG.Setup, SIG.Gen, SIG.Sign,SIG.Ver) and an
IND-mCPA"¢ secure KEM scheme KEM = (KEM.Setup, KEM.Gen, KEM.Encap,
KEM.Decap) with diverse property. Our AKE scheme is shown in Fig. 6.

In our AKE scheme AKE, every party P; will keep two arrays of static coun-
ters as its state, i.e., st; = {sctr; o[j],sctr; 1[j]} e[, Static counters sctr; p[j] are
initialized to Os and will record the serial number of protocol instances. Counter
sctr; o[j] implies that P; is the initiator and P; is the responder, while sctr; 1 [5]
implies P; the initiator and P; the responder. For example, sctr; o[j] = 3 denotes
that P has initialized 3 protocol instances with P;, while sctr; 1[i] = 5 denotes
that P;, as a responder, has 5 protocol instances with P;.

AKE.Setup(lA). PPsic < SIG.Setup(1?), ppem < KEM.Setup(1*). Return ppake
= (PPsic; PPKeM)-
AKE Gen(ppake, Pi)- (vki, sk;) < SIG.Gen(ppg), sctrio[u] := 0; sctr; 1[u] := 0
for w € [u], st; := {sctr; o[u],sctr; 1 [u]}ye[,)- Return ((vk;, sk;), st;).
AKE.Protocol(P; = Pj). P;has access to res; = (sky, sti, ppake, PKList = {vky }uepy))
and P; has access to res; = (skj, st;, ppake, PKList = {vky }uefy))- As an ini-
tiator, P; invokes (pkkem, skkem) < KEM.Gen(ppkgnm ), increases its counter
with sctr; o[j] := sctr; o[j] + 1, and uses sk; to sign a signature o7 of message
my := (P, Pj,sctr; o[j], pkKEM) Then P; sends (mq,01) to P;.
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AKE.Setup(1*):
PPsic < SIG.Setup(1*); ppem < KEM.Setup(1*)
Return ppake = (PPsic PPkem)

AKE.Gen(ppake, Pi):

(vki, ski) <+ SIG.Gen(ppgc)
st; := {sctr; ofu] := 0,sctr;1[u] := 0}yuepy
Return ((vki, ski), sti )

AKE.Protocol(P; = P;):
Pi(res;)
res; = (ski, sti, ppaxe PKList := {vku}uepy)

with st; = {sctri,o[u],sctri,l[u]}ue[u]

U =0 ki =0
(Pkkem, skkem) < KEM.Gen(ppyem)
sctrio[j] := sctrio[j] + 1
my = (P;, Pj, sctriolj], pkxem)
o1 + SIG.Sign(ski, m1)

//Update the state

st; : = {sctriyo[u],sctrivl[u]}uew (m1,01)

(m2,02)
Parse my = (P}, Pj, ctr’, O)
If NOT (PII =P /\P], = Pj N SCtI’iyo[j] = ctr’
A SIG.Ver(vkj, mi||mz2,02) = 1):

¥; := reject //mq is invalid
Else: //ma is valid

K’ < KEM.Decap(skkem, C);

ki := K'; ¥; :== accept
Return (%, k;)

Pj(res;)
res; = (skj, stj, ppaxe, PKList := {vku}uepu))

with st; = {SCtl'jyo[’U‘], sctrjyl[u]}ue[u]

U =0, k;j =0
Parse m1 = (P;, P}, ctr, pkkem)
If NOT (Pj = P; A ctr > sctrj 1 [i]
A SIG.Ver(vki,mi,01) = 1):
¥; = reject //m, is invalid
Else: //ma1 is valid
sctrj1[i] := ctr;
(K, C) < KEM.Encap(pkKEM);
mg = (P;, P, sctrjifi], C);
o2 < SIG.Sign(sk;j, m1||ma2);
kj := K; ¥; = accept;
//Update the state
st; == {sctrjofu], sctrj1[u]buep
Return (&5, k;)

Fig. 6. Generic construction of AKE and AKE*** from KEM and SIG, with

gray parts only in AKE.

After P; obtains (mq,01), it will verify oy with vk; and check whether its
own counter sctr; 1[¢] is less than ctr contained in mq = (P;, P}, ctr, pkkem).
If everything goes well, then P; takes m; as a valid message; otherwise P;
returns (reject, (). If m, is valid, P; stores (mq,01), encapsulates a key K
via (K, C) + KEM.Encap(pkkem) and synchronizes sctr; 1 [i] := ctr. Then P;
signs m1 ||mq with mg := (P;, P;,sctr;1[i], C) via o9 < SIG.Sign(sk;, m1||m2)
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and sends (mg,02) to P;. P; will accept K as the session key with P; by re-
turning (accept, K).

After P; obtains (mq,03), it will verify whether (mq||ms,o2) is a valid
message-signature pair w.r.t. vk;. It also checks synchronization of its own
counter sctr; o[j] and the counter ctr’ in mg = (P;, P;,ctr’,C), i.e., whether
sctr; o[j] = ctr’. If everything goes well, P; will take ms as a valid message and
decapsulate the ciphertext C' in ms to obtain K’ <+ KEM.Decap(skkem, C).
P; will accept K’ as the session key with P; by returning (accept, K'). If
my is invalid, P; returns (reject, ().

Correctness. The correctness of AKE follows from the correctness of SIG &
KEM and the fact of sctr; o[j] > sctr; 1[é]. The increasing mode of counters in
our AKE is as follows: the initiator P; always increases the counter sctr; o[j],
while the responder P; synchronizes its counter sctr;q[i] := sctr; o[j] only if
the received message m is valid. If my is invalid, sctr;1[i] stays the same, so
sctr; o[j] > sctrj 1[¢]. Consequently, sctr; o[j] > sctr; 1[] holds in either case.

Estateless

We can also construct a stateless AKE scheme AK , where all states

are removed from the AKE scheme. See Fig. 6.

Remark 5 (Synchronization). A failed execution of AKE does not lead to desyn-
chronization. If my or my is lost (due to the network) or modified by active
attacks, then the underlying session fails (i.e., P; does not accept). In this sce-
nario, it keeps that sctr; o[j] > sctr; 1[i], and P; can launch a new session as the
initiator latter and correctness (synchronization) still holds.

Remark 6 (PKI Setting). Our security model simply assumes that each party
has access to the public key list. In practice, the users’ public keys are regis-
tered via certificates from PKI. In some real-world protocols (like TLS [21]),
public keys and certificates are also exchanged through the protocol (by send-
ing (ma, vk, cert;,o1) and (me,vk;, certj, o2)). In this case, o1 is a signature
of (my,vk;, cert;), and so is oy. (Identities are suggested to be included in the
signature to prevent unknown key-share (UKS) attacks [3].)

4.2 Security Proof

Before the proof, we define two sets Sent; and Recv; for 7f and event (4) for
. . it
each (i,s) € [u] x [€] in Epolr(oEni_’Z’A()\).
— Sent}: The set collecting messages sent by 7.
— Recv;: The set collecting valid messages received and stored by m7. We stress
that invalid messages will be discarded and do not appear in Recv;.

Message Consistency. 7] is message-consistent with 7r§- as a responder,
if 77 is a responder with Recv; = {(m1,-)} # @ and 7! is an initiator with
Sent§- = {(m,")} # @. ©f is message-consistent with w' as an initiator, if 75
is an initiator with Sent; = {(m1,-)} # &, Recv; = {(my,-)} # @ and 7} is a

responder with Recv} = {(m1,)} # @, Sent) = {(m2,-)} # @.
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Define Event (4) for (i,s): Let j := Pid;. If ¢ is responder, then #}t € [¢] such
that 7] is message-consistent with 77} as a responder; if 77 is an initiator, then
t

Bt € [¢] such that 75 is message-consistent with 7 as an initiator.

Claim 1. For a specific pair (i,s) with j := Pid}, if =(4) happens, there exists
t € [€] such that 7§ is not only message-consistent with 7 either as a responder
or as an initiator, but also Partner(m; < 7%).

Proof of Claim 1. If —(4) happens, then 77 must be message-consistent with
some 7r§». Hence 7] and 7r§ are executing the protocol following the specification
of AKE, and 7§ must be accepted with kf (# 0). According to the correctness

of AKE, kj must be the original key, so Partner(r} « 7%). |

Claim 2. For a specific pair (i,s), if (1) ©f is accepted; (2) P; with j = Pid;
is uncorrupted; and (4) happens, then w can always collect a valid message-
signature pair (m,c) from Sent; and Recv;, such that SIG.Ver(vk;,m,0) = 1
with j := Pid}. Meanwhile, m must be different from any message m’' signed by
7wt for all t € [(].

Proof of Claim 2. (1) means 7} is accepted, so Recv; # @ and Sent] # @. (2)
says P; is not corrupted yet, so 7r§- is accessible.

Case 1: Responder 7. Let Recv; = {(m1,01)}, we have SIG.Ver(vk;, mi,01) =
1 since m; is valid. And for any 7} with Sent; = {(m},01)} # @, we know
that o is a signature of m/ signed with sk;. Meanwhile, (4) implies m; # m/.

Case 2: Initiator 7f. Let Sent; = {(m1,01)} and Recv; = {(m2, 02)}, we have
SIG.Ver(vk;, mq||mse, 02) = 1 since my is valid. And for any 71';'- with Recv§ +
@ and Sent; # @, let Recv = {(m},0})} and Sent’ = {(m},0})}, then o is
a signature of m/ ||m} signed with sk;. Similarly, my ||mg # m}||m} by (4). |

We analyse Wina first in the proof of AKE’s strong security.

Theorem 3. Suppose that SIG is MU-EUF-CMA®" secure, KEM is IND-mCPA"ve!
secure and has diverse property, then AKE has strong authentication. More pre-
cisely, for any PPT adversary A against AKE, there exists a PPT adversary
Bsic such that Pr[Winau] < 2Advgio s, (A) + 2720,

Proof. In Expf:{fE"i’E,A()\), A is allowed to ask Send, Corrupt, RegisterCorrupt,
Reveal, and Test queries adaptively (see Fig. 9 in Appendix B). According to the
definition, Winauh happens iff 3(7, s) such that (1) A (2) A ((3.1) V (3.2) V (3.3))
holds, where

(1) w7 is T-accepted;

(2) P; is 7-corrupted with j := Pid} and 7 > ;

(3.1) t € [{] s.t. Partner(w; < 7}), where j := Pid};

(3.2) 3t € [, (5, t') € [u] x [€] with (j,t) # (§',t') s.t. Partner(r$ < wt) A
Partner(mf + 775»:), where j := Pid};

(3.3) 3t € [{,(,s) € [u] x [f] with (i,s) # (7/,s") s.t. Partner(n{ < wt) A
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Partner(rs ), where j := Pid;;
Pr{Winaw] = _Pr [(1) A (2) A ((31)V (3:2) v (33))]
< Pr(MA@AGD+ Pr[(DARAG]+ Pr[()A@AGI) (1)

3(4,s) 3(4,s) 3(3,s)

Lemma 1. There exists a PPT algorithm Bsic such that

35};)[(1) A2)ABD)] < 352)[(1) A(2) A (4)] < AdvgicT g (V)

Proof of Lemma 1. First we prove Pra(; [(1)A(2)A(3.1)] < Prgg o [(1)A(2)A(4)].
This can be done by a proof of Prg(; 4 [(1)A(2)A=(3.1)] > Pr3g; o [(1)A(2)A—(4)].
For a specific pair (i, s), if (1) A (2) A =(4) happens, according to Claim 1, there
exists t € [¢] such that Partner(m} - %), hence (1) A (2) A =(3.1) must happen.

Next we prove that Pryg; 4[(1) A (2 ) (4)] < AdVgic 5 (V)

To this end, we construct a PPT algorithm Bgg against the MU-EUF-
CMA®"™ security of SIG. Let Csig be the challenger of Bsig in Expg‘,'Gcf’;;',BSIG(/\).
Bsig gets a list of verification keys {vk;}ic[,) from Csig. Csig also provides Bsg
with ppgg, oracles Ogion (-, -) and Ocogr(+), where Ogiox (4, m) returns a signature
with o + SIG.Sign(sk;,m), and Ocorg(?) returns the signing key sk;.

Bsig simulates the strong security experiment of AKE for A. First Bgig in-

vokes ppyem < KEM.Setup(1*), sets ppake = (PPsig, PPkem)s and sends ppaxe
and PKList := {vk;};c[,) to A. Then Bsic answers the queries of A as follows.

— Send(i, s, j, msg): Bsig answers just like the challenger in Expagp®, , 4(A).
Whenever there is a message m to be signed with sk;, Bs|g asks its own oracle
Osiex (i, m) to get the corresponding signature. In this way, Bsig answers the
Send query perfectly.

— Corrupt(4): Given i, Bsig asks its own oracle Ocorr (i) to get sk;. Then it

returns sk; to A.

RegisterCorrupt(u, vk, ): Bsig registers a new party P, (0-corrupted) and adds

vk, to PKList. Then Bgg returns PKList.

— Reveal(i, s): Bsic answers just like the challenger in the experiment.

— Test(4, s): Bsig answers just like the challenger in the experiment.

In the simulation, Bsig checks whether 3(7, s) such that (1) A (2) A (4) hap-
pens. If yes, there exists a T-accepted oracle 7{ with j := Pid;. Claim 2 tells us
that a valid message-signature pair (m, o) can be derived from Sent; U Recv; =
{(m1,01), (M2, 02)}, such that SIG.Ver(vk;, m, o) = 1. Bsig then outputs (4, m, o)
as its forgery.

Now Bsig simulates the experiment perfectly. Event (2) implies that P; is
not corrupted yet, so Bsig never queries Ocorr (7). And by Claim 2, m must be
different from any message signed by 7r§ for all ¢ € [f]. Therefore, Bsig never
queries Ogion (4, m) and m is a fresh message. So if (1) A (2) A (4) happens, Bsig
wins in ExpgicY, gee (M), thus Pr(1) A (2) A (4)] < Advic) 5 (A)-

20



Lemma 2. Prg; [(1) A (2) A (3.2)] = 2—02(N)

Proof of Lemma 2. For a specific pair (i, s), if event (1) A (2) A (3.2) happens,

then there exist at least two oracles to which 7] is partnered. Suppose 7 is

. . ’
partnered to two distinct oracles 7 and ¥,

Case 1: Responder 7$. Let pkkem, pkkgy be the public keys of KEM deter-
mined by the internal randomness of 7% and 7r§/, On the one hand, Partner(7} <
¢

m;) means ki = K, and the original key K is derived from (K,C) <

KEM.Encap(pkkem; r); on the other hand, Partner(mf «+ 77;51) means kf = K’
and K’ is derived from (K’,C") < KEM.Encap(pkigy;7)- Here r is the in-
ternal randomness chosen by 7f. This suggests K = K’. According to the
diverse property of KEM, this occurs with probability 2~ 2().

Case 2: Initiator 7). Let pkxgm be the public key of KEM determined by
the internal randomness of 7f, and r, ' be the randomness chosen by 7T§-
and W;i, respectively. Let (K,C) < KEM.Encap(pkkem;r) and (K',C") +
KEM.Encap(pkkem; ). Since Partner(nj < 7%) and 7 is the initiator, we
have kf = KEM.Decap(skkem, C). Similarly Partner(n} < 7r§l,) implies kf =

KEM.Decap(skkem, C’). By the correctness of KEM, we have K = kf = K,
which occurs with probability 2~(") by the diverse property of KEM.

There are uf choices for (i,s) and C’ZZ choices for (j,¢) and (j/,t'). By a union
bound, Pra(; ) [(1) A (2) A (3.2)] = pl - C2, - 279 = 27200, |

Lemma 3. If there exists an accepted w§ with j := Pid;, and P; is uncorrupted

when m; accepts, then there exists a unique 7r§, which ©} is partnered to and

message-consistent with, except with probability Advg]‘c'_:f’;BSIG()\) + 272N e,

Prag ) [(1) A (2)] = Pragg [(1) A (2) A=(4) A=(3.2)] < AdVEET g0 (A) +27 7.

Proof of Lemma 3. This is done by the total probability rule, Lemmas 1 and 2.
e () A (2)

= Pr () A @) A@]+ _Pr[(1)AR) A=) A B2)] +_Pr (1) A (2) A=) A~(32)

< Pr MA@ A@]+ Pr (1) A @) AB2)]+ Pr [(1) A (2) A=) A=(32)

< AVEET e (V) +27 %) 4+ Pr (1) A (2) A —(4) A ~(3.2) I

Lemma 4. Prs; )[(1) A (2) A (3.3)] < AdvgiS s (A) 4+ 2720,

Proof of Lemma 4. Suppose that there exists (i, s) such that (1) A (2) A (3.3)
holds. That is to say, 3 (3, ), (¢/, '), ¢ with (i,s) # (¢/,s’) and j := Pid], such
that P; is uncorrupted, Partner(r$ < %) and Partner(mj, < 7%).

According t/o Lemma 3, except with probability Adveico s, (A) + 2720,
both 77 and 7}, must be uniquely partnered to and message-consistent with 7r§.

In this case, Pid} = Pidf,, = j. Meanwhile, the message sent by 7! contains a

J
unique identity indicating its peer, so i = 4’.
Given ¢ = 1/, we have the following fact. Suppose s’ < s.
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Fact 1 Let stf = {sctr; o[u],sctr} ;[u]}uep) and sty = {sctrf’/O [u],sctrfj1 [u] }ueu]
be the current states when w; and Wf,/ are invoked. If &l'/,f/ = accept and Pidf/ =
J, then sctrf:0 [j] < sctrfo[j] and sctrf’,1 [j] <sctri[j].

We then show that the counters in states will make (1) A (2) A (3.3) impossible.

Case 1: Responder 7f. Suppose that ((ma,03),5t; ,...) « 7% ((m1,01),...),
where st; = {sctr; o[u], sctr; ; [u] }uepy- Let ctr be the counter contained in
ma, then sctrf’ [j] < ctr = 5ctr}, [j]. By Fact 1 we have sctr; [j] < sctrf  [j].
Consequently ctr < sctrf [j], which means ¥} = reject. This contradicts to
U7 = accept.

Case 2: Initiator 7f. Let (mg,02) be the message sent by 7T§. Message mo

contains a counter ctr and defines a unique partner. Q/f/ = WS = accept
means sctrfjo[j] + 1 = sctrig[j] + 1 = ctr. By Fact 1 we have sctrfjo[j] <
sctri o [j], and this leads to a contradiction. |
Theorem 3 follows from Eq. (1), Lemmas 1, 2 and 4. ad

Theorem 4. Suppose that SIG is MU-EUF-CMA™ secure, KEM is IND-mCPAreve
secure and has diverse property, then AKE is strongly secure. More precisely, for
any PPT adversary A against AKE, there exist PPT adversaries Bsig and Bxkem
such that AdVSAtkOE,gM,@,A(A) < 2AdVrSn|_GC?IZtBS|G()‘) + AdVEE’;/T,p:Z,BKEM ()\) + 27900,

Proof. We prove it by three games, Game 0, Game 1 and Game 2. The security
games for the proof are shown in Fig. 9 in Appendix B.
Game 0. Game 0 is the original game. Thus

Pr[Expae 5.e.a(A) = 1] = PriGame 0 = 1]. (2)

Game 1. Game 1 is the same as Game 0 except that the experiment will abort
if bad happens, where bad := 3(i,s) ((1) A (2) A (4)). In words, bad means there
exists an accepted 7] such that 7} is not message-consistent with any oracle 7r§.
If bad does not happen, Game 0 is identical to Game 1. By the difference lemma
and Lemma 1, we have

|Pr(Game 1 = 1] — Pr[Game 0 = 1]| < Pr[bad] < Advgic 5, (A)-  (3)

Game 2. Game 2 is the same as Game 1 except that D-Partner(rf,7%) in the
experiment is changed to a new one, where D-Partner(r$,

7, 7) is the algorithm to
check whether 7 is partnered to 7%.

D-Partner(}, 7%) in Game 1 D-Partner(w}, 7%) in Game 2

If ¥; # accept: Return 0

If w7 is message-consistent with 71';-
as a responder: Return 1

If 7} is message-consistent with 71‘;‘-
as an initiator: Return 1

Else: Return 0

Initiator 7r;:

If kj = K(n}, %) # 0: Return 1
Responder 7:

If kj = K(n}, m7) # 0: Return 1
Else: Return 0
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In Game 2, deciding Partner(7} + 7T§) is implemented by simply checking the
message consistency between 77 and 7r§. It gets rid of computation of original
keys as in Game 1, and this is a preparation for the proof of Lemma 5.

We then prove that the new algorithm D-Partner(r?, 7r§) has the same func-
tionality as the old one except with probability 2~ 2().

Note that D-Partner(rf, %) is only invoked in testing (1) A (2) A (3). (1)
implies the existence of an accepted 7§ with j := Pid; and P; uncorrupted. If
bad does not happens, according to Claim 1, there exists ¢ € [¢] s.t. Partner(n} <
7r§) and 77 is message-consistent with 7r§. So, if 7 is uniquely partnered, then
Partner(m} <« 71';) if and only if 7} is message-consistent with 775». Hence, Game
1 and Game 2 are the same unless 7} is partnered to multiple oracles, which

happens with probability no more than 2~“®) by Lemma 2. Thus,
| Pr[Game 2 = 1] — Pr[Game 1 = 1]| < 279%™, (4)
Lemma 5. There exists a PPT algorithm Bkem such that
| Pr[Game 2 = 1] — 1/2| < Advigy™ 5,0, (V- (5)

Proof of Lemma 5. Let (i*,s*,b*) be the output of A. For simplicity, define
(i,8,b%) := (i*,s*,b*) and j := Pid;. Recall that Exp(jAtl'r(°Er‘i7é7A()\) outputs 1 iff
b* = bj under the following conditions.

(') 7§ is 7-tested and Pid; is 7-corrupt with 7 > 7.

(2") 7§ is co-revealed.

(3) If 3t € [¢] s.t. 7 is partnered to 7%, then 7% is co-revealed and oo-tested.

Now we construct a PPT algorithm Bkgm to break KEM’s IND-mCPArevea!
security (Definition 5) by simulating Game 2 for A. Bggm first obtains from its
challenger Ckem the public parameter ppyxgy of KEM and a list of uf public keys
PKListkem := {pki,pks,...,pkue}. Meanwhile, Bxem has access to two oracles
Ogxcar(+) and Ogrgyear (s, +). See Fig. 7 for Bkem’s simulation of Game 2.

In the simulation, to send the first message (mq,01) for ¢, Bkem can al-
ways use public key pk(;_1),4+s € PKListkem as pkkem in m; and sign my
with sk;. Hence Bkem’s simulation of (mq,01) is perfect. After receiving a mes-
sage (my,01), to generate (mg,os) for 7T§, Bkewm invokes its oracle Opyxeap(+) to
generate (K,C) if pkkem € PKlistkem (pkkem is in mq). In this case, Bkem
stores (pkkem, K,C) into CList, but Bkgm cannot determine the session key
k%, since K might be random with half probability. So Bkem sets k} := . If
pkkem ¢ PKLlistkem, then m; must be forged by A. In this case, Bkem can in-
voke (K, C) < KEM.Encap(pkkem) and set k; := K. Thus in either case, Bkem’s
simulation of (mg, o3) for 7T§- is perfect, just like Game 2 does.

After receiving the last message (ma, o3) for 77, Bkem retrieves pkyxem from
my and C from ms (pkkem € PKlistkem since my is generated by Byem). If
(pkkem, C, K) € CList for some K, then Bxewm has asked Opyeap(-) to generate
(K,C) w.r.t pkkem, so Bkem sets ki := *. Otherwise, C is forged by A. In
this case, Bkem uses its oracle Orgypa(+, ) to reveal the real key K’, and sets
ks .= K'. At last, Bkgm returns () to A as Game 2 does.
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BSEER\/'ICA\P(')aoRE\'EA\L('7')(1)\7 ", 67 PPKEM PKLiStKEM):
//Simulation of Game 2
PPsic ¢ SIG.Setup(1*); ppaxe := (PPsic: PPxem)
For i € [u]:
(vks, sk;) < SIG.Gen(ppgg);
st; = {sctri_yo[u] =0, sctri,l[u] = O}UE[M];
crp; := 0 //Corruption variable
For (i,s) € [u] x [£]:
b3 & {0,1}; Pid} := &k} := ¥ := ; Sent] := Recv; :
Aflag; := 0; Tflag; := 0;
//Whether Pid; is corrupted when = is accepted/tested
T :=0; R] :=0 //Test & Reveal variables
PKList := {vk:}ic(y); Clist := &
(i*, 5%, b%) < A9MEC) (pp, o, PKList)
Bkem aborts if bad happens during the simulation
If (i*, ™) satisfies (1) A (2") A (3'):
Parses CList[i", s*] = (pkkem, C, K);
Return (pkkem, C, b*)

;

Oaxe(query):

If query=Send(i, s, j, msg = T): //sim. of initiator m§
PRKEM 1= PEGi—1)uts
Pid? := j; sctr; 0[] := sctrio[j] + 1
my = (’i, Pidf, SCtl’iyo[j],pkKEm); o1 < SlG.Sign(ski, m1)
Sent := {(m1,01)}
Return (m1,01)

If query=Send(j,¢,i, msg # T): //sim. of responder 7’
Parse msg = (m1 = (4, Pid;, ctr, pkkem), 01)
If Not (Pidf = j A ctr > sctr; 1]]
N SIG.Ver(vk‘i,ml,al) = 1)
W; := reject; Return L
Pid} := 4; sctrj1[i] := ctr
If pkkem € PKListkem:
(K, C) — OENCAP(pkKEM)§
m[‘ﬂ t] = (pk‘KEM7C7 K); k; =k
If pk}KEM ¢ PKListkem:
(K, C) + KEM.Encap(pkkem); k == K
¥; := accept; Recv; := {(m1,01)}
If erp; = 1: Aflag; =1
mo : (Pid;,j, SCtI‘jJ[’L‘],C); 092 SIG.Sign(skj,mlanz)
Sent! := {(m2,02)}
Return (ma2,02)

Oake(query):
If query=Send(i, s, j, msg # T): //sim. of initiator 7}
Parse msg = (m2 = (Pid}, j, ctr, C), 02)
Choose (m1,01) € Sent§, pkkem € ma
If NOT (Pid} =i A Pidj =j A ctr = sctr;o[j]
A SIG.Ver(vkj,m1Hm2,ag) = 1):
¥} := reject; Return L
//pkkem € PKListkem, since mi is generated by 7
If 3¢ € [¢] s.t. CList[j, t] = (pkkem, C, K) for some K:
CLiSt[i7 S} = (pkKEm, C, K); ki =%
Else:
K' + OREVEAL(pkKEM,C); kls =K’
U7 .= accept; Recvi := {(m2,02)}
If crp; = 1: Aflag; :=1
Return 0

If query=Corrupt(z):
crp; := 1; Return sk;

If query=RegisterCorrupt(u, pk.,):
If w € [p]: Return L
PKList := PKList U {pk. }; Return PKList

If query=Reveal(%, s)
If &7 # accept: Return L
R} =1
If kj # »: Return kj
If ki = *: Parse CList[i, s] = (pkxem, C, K);
K’ + ORE\"F}AL(pkKEM7 C), Return K’

If query=Test(i, s):

If &7 # accept: Return L

j:=Pid}; T =1

If erp; = 1: Tflag] =1

If kf # x: ko := kj; k1 <i K; Return kbf

Parse CList[i, s] = (pkkem, C, K);

If k{ =« A3t € [{] s.t. (D-Partner(nf, m5) = 1LAT] =1):

//A has asked Test(j, t) where Partner(w} < 7})
K' + OREVEAL(pkKEMy C),
ko := K'; ki <& K; Return kys

Else: Return K

Fig. 7. Bkem’s simulation of Game 2.
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Bkem’s simulation makes sure that if ¥ = accept and k] # *, then kJ must
be the real session key. Hence, upon a Reveal(i, s) query, Bxem will return k7 if
k2 # . Otherwise, it will ask Orgyea(+, ) to get the real key and return it to A.
Therefore, Bxem’s answers to Reveal queries are perfect.

Upon a Test(i,s) query, if k # x, then k7 is the real session key. If &k} = =
and A has asked Test(j, t), where Partner(n} + 7T§), then Bkem asks Orgyear (-, +)
to get the real session key. In either case, Bxgm can answer Test queries with
the help of the real session key, exactly like Game 2 does. We stress that Bkem
checks partnership with message consistency, instead of computing the original
key. If K = * and there is no such a partner which has been tested, Bkem
retrieves Clist[i, s] = (pkkem, C, K) associated with 7, and returns K to A.
This simulation is also perfect, since K is either a real key or a random key with
half probability.

Given A’s outputs (i*, s*,b*), let (i, s,0*) := (i*,s*,b*) and j := Pid;. Con-
dition (1’) implies that P; is uncorrupted when «} is tested (hence accepted).

Thus there exists a unique 7r§- to which 7} is partnered, and this implies the
existence of CList[i,s] = (pkkem,C, K). Conditions (2') A (3') said that 7}, 7
are oo-revealed, and 7r§ is oo-tested. Hence Bkegwm has never asked Orgypar(s, )
for (pkkem, C'). Consequently, Bxem implicitly sets b7 = 5 where § is the random
coin chosen by Ckem. Thus Bkem wins as long as b* = b7, and Lemma 5 follows. |

By Egs. (2), (3), (4), (5), we have

| PEXGEREE,  4(N) = 1]~ 1/2] < AdVEET i, (0) + AV s, () +27 70,

AdVSAf?Ei,e,A()‘) := max{Pr[Winaut], | Pr[ExpsAtlr(OE"i’e’A()\) =1]-1/2|}
< 2AdVEET 5o () 4 AdViEPe, 5 (V) + 277, O

Note that in the strong security of AKE, only the proof of Pr[(1)A(2)A(3.3)] <
Advgic e (A) + 2= in Lemma 4 makes use of the non-decreasing property
of counters in states. For our stateless AKE scheme AKES®**%* the normal (not
strong) security requirement (see Fig. 5) does not need (1) A(2)A(3.3). Therefore,
AKES@tess can he proved to be secure, and the security proof almost verbatim

follows that of Theorems 3 and 4. Hence we have the following corollary.

Corollary 1. Suppose that SIG is MU-EUF-CMA®" secure, KEM is IND-mCPA"™ve!
secure and has diverse property, then our stateless AKE scheme AKES@tess g
secure. More precisely, for any PPT adversary A against AKES®*®*  there exist
PPT adversaries Bsig and Bkem such that

AdVAKES’t:;’eZS-S"l(A) < Advag?ﬁtgsm()\) + Adv;?’(/??:ﬁ,BKEM ()\) + 2_9()\)‘

5 Instantiations of AKE with Tight Security

In this section, we present specific constructions of AKE by instantiating the two
building blocks KEM and SIG, where KEM has tight IND-mCPA"® security
and diverse property, and SIG has tight MU-EUF-CMA®" security.

25



5.1 Instantiations of KEM with Tight IND-mCPA''¢? Security

We present two KEM schemes. The first one is derived from the twin ElGamal
encryption [5] based on the CDH assumption in the RO model. The other is
derived from [14] and based on the MDDH assumption in the standard model.

KEMqopy from the st2DH Assumption in the RO Model. Now we present
KEMgeopH, and prove that its IND-mCPA™v?! security can be tightly reduced to
the st2DH assumption [5], which is in turn to the CDH assumption by Theorem
2, in the random oracle model. See Fig. 8

KEM.Setup(1*): KEM.Encap(pk):
(G, q,9) + GGen(1") Parse pk = (X1, X3)
H:G*=> K yﬁZq;C::gy

Return ppgen = (G, 4,9, H) | K = H(X,, X,,C, XV, X))
Return (K, C)
KEM.Gen(ppyew):

1,2 & Zq KEM.Decap(sk, C):

X1 =g Xp 1= g"2 Parse sk = (x1,x2)

pk‘ = (Xl,Xz); sk = (1’1,372) K/ = H(X1,X2,C, Cxl,C;m)
Return (pk, sk) Return K’

Fig. 8. KEMspy from the strong twin DH assumption.

Correctness. Correctness is due to ((g™)Y, (¢™2)¥) = ((¢¥)"*, (¢¥)™2).

Theorem 5. The KEM scheme KEMgopn is IND-mCPA™ ¢ secure in the ran-
dom oracle model. More precisely, for any PPT adversary A against the IND-
mCPA™® security, there exists a PPT adversary B solving the st2DH problem
such that AdvicfP ) 4 (A) < AdvEET () < Advg™ (A) + 2790,

Proof. We construct a PPT algorithm B that simulates EXPEEI;/(I::::DH,G,A(A) to the
KEM adversary A, and uses A’s ability to solve the st2DH problem.

First we sketch the high-level idea in the single user setting. Let (g**, g*2, g¥)
be the tuple needed to be solved. Intuitively B will embed (¢**, g*2) to the pub-
lic key, and embed gV to the challenge ciphertext C' = g¥*°. If A never asked
H(g*:,g*2,C,C*,C*2), then k = H(g"*, g*2,C,C*,C*?) is truly random and
A has no advantage at all. If A ever asked H(g**, g%2,C,C**,(C*2), then B can
find the answer (C*/g®, %2 /¢®) to the st2DH problem. The difficult part of B’s
simulation is the reveal of encapsulated key k = H(g*t, g*2,C,C*,C*2) to A,
when the secret key (1, 22) and log, C' are unknown. This difficulty is circum-
vented by B’s simulation of random oracle H(-) and the decision oracle 2DH. If A
has not asked H(g**, g*2,C, C®*, C*2) before, B samples a random key k and im-
plicitly set H(g™*, g*2,C,C**,C"2) = k. If A has asked H (g™, g*2,C, C**, C*2),
B must have stored item ((¢g*, g"2,C, C**,C*2), k) in the hash list. Then B can
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resort to the decision oracle 2DH(g*, g*2, C, C**,C*2) = 1 to locate this item,
and return k to A. In this way, B successfully simulates the reveal oracle to A.

Now we show B’s simulation in detail. Firstly B gets a group description
G = (G, q,g) along with (¢**, ¢g*2, ¢g¥) from its strong 2DH challenger. The chal-
lenger also provides a decision oracle 2DH(g*, g*2, -, -, ), which takes as input
(¥, g%, ¢9*?) and returns whether (z1y = 21) A (22y = 22).

B prepares four lists, CList, RList, Ly and Lopy. CList and RList are used
to record Ogyear(+) and Orgvear (s, ) queries and their answers respectively. Ly
is used to store the hash queries and their values. Lopy is a list of tuples in
G® x Zg x K. For any w € Lapn, w is the form of (pk = (g% a1, g¥2Teiz) C =
g¥tt 7y = Cmitain 7, = C%2taiz bk = H(pk,C,Z1,Z5)). If some entry is
still unknown to B, it will be denoted by ?. As long as B learns the value of the
entry, B will replace ? with the value. Then B simulates Expygy® 5 4(A) to A
as follows.

1. Bsets ppxem = (G, ¢, 9, H), samples a; 1, a; 2 & Zq and sets pk; = (g™ %1,
g*2t2) sk; = (0,0) for i € [#]. Then B sends ppygy and {pk;};cf,) to A.
2. Upon receiving a hash query (X, Xz, C, Z1, Z5) from A, B replies as follows:

— If there exists ((X1, X2,C, Z1,22),k) € Ly for some k, B returns k to
A.

— Otherwise, for each w = (X; = ¢g¥1T%1 Xy = g%tz 77 . k) €
Lopn, B queries the 2DH oracle with (C, Z, /C%:t, Zy/C*2). If 2DH(g™,
9%2,C, Z, /C%r | Zy/C%2) = 1, B replaces (7,7) with (Z1, Z3) in w. Now
w = (grrtaein gvataiz O 7 7, - k). Then B adds (X1, Xs,C, Z1, Z3), k)

to Ly and returns k. If no such w exists, B samples k & K, adds
((X1,X2,C,Z1,Z5),k) to Ly and returns k.
3. When A asks Ogycar(?), B samples b & Z, and sets C 1= g¥+?.

— If there exists ((g¥17%1, g¥2Tai.2 O 71, Z5), k) € Ly such that 2DH(g**,
g%2,C, Z1/C%1 | Zy/C%2) = 1, Badds w = (g¥1T%1, g¥2 iz O 71, Zy b, k)
to Lopw, sets kg := k, samples k; & K, B & {0,1}, adds (pk;, C, k, 8)
to CList and returns (kg, C).

— Otherwise, B samples ko, k1 & K, B & {0,1}, sets k := kg, adds w =
(g¥rtain g¥ataiz (7 7 b k) to Lopn, adds (pk;, C,k,3) to Clist and
returns (kg, C).

4. When A asks Ogrgypar(i,C"), B parses pk; = (g% %1 g®2F%.2) and adds
(pki, C") to RList.

— If there exists w = (g*1 7%, g*2tai2 ¢ .. . k) € Lopy for some k, B
returns k.

— If there exists ((g¥1 %1, g%2T%i.2 ' 7y, Z5), k) € Ly such that 2DH (g%,
gx270/a Zl/C/aiJ, ZZ/O/aiYQ) = L Badds w = (gzl+ai’lagx2+ai'270/a Zh Z27 ?7 k)
to Lopy and returns k. Otherwise, B samples k & K,adds w = (g¥1taeir grataiz
C',?7,7,7,k) to Lopy and returns k.

At last A terminates with an output (pk;«, C*, 8’). If there exists w* € Loppy
of the form (g%t g¥2ta2 C* 7, 75 b, k), B outputs (Z1, Z}) with

(Z1,Z5) = (Z1 [ (g"*bgvia gbhimn), Zy /(920 g¥%i 2 gP%" 2)). (6)
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Otherwise, B outputs a fail symbol L.

First, if such w* exists, B’s output must be the correct answer. The exis-
tence of w* implies 2DH(g*, g*2,C*, Z1/C*%* -1, Z5 /C*%*:2) = 1, which holds
iff 2DH(g™, g™, g%, Z1/(g"10 gV 1 g*%" 1), Zo [ (9720 gV 2 gP% 2)) = 1.

Let (pk;+,C*,3") be the output of A, where 8’ is A’s guess of § for some
(pki=,C*,-,8) € Clist, and C* is generated by B after an Opycap(i*) query
with C* = g¥*b. Recall that pk;- = (g*1+%~.1, g%2F%~2) and the real key k =
H(pk;-, C*, C**1Ha C*¥2Fais2) Tet queryy be the event that A has asked a
hash query with (pkg-, C*, Zf = C*™1F %1 7% — O*®21%.2) We have

Pr[Expigmopn.0,.4(X) = 1] = Pr[Expiey™ o 4(A) = 1[=queryy] Pr[-query |+
PrExpigmbany.0,.4(A) = 1|query ;] Pr(query]
< Pr[Expygnion.0,.4(A) = 1|mqueryy] + Prquery ).

Note that (pk;-,C*) has never been revealed and H works as a random
oracle. If A has never asked a hash query with (pk, C*, Zf = C**1 %" 7% —
C*¥2F%".2) then the encapsulated key k is truly random for A and independent
of 8. Therefore, Pr[ExpygyP ) 4(A) = 1|-queryy] = 1/2.

Next we claim that Prlqueryy] < Advg?BDH()\). Note that (pki-,C*,-,8) €
CList, so we must have w* = (g¥1+%*1 g¥2¥ax2 C* 2?7 b k) € Lapy. Since A
ever asked a hash query (pk;-,C*, Z; = C*"1 1% 75 — Cr*2F%".2) (query,
happens), and 2DH(g*, g*2,C*, ZT/C**" 1, Z% /C***2) = 1, B can always lo-
cate w* and update w* := (g% T4 gT2tai2 CO* 7% 7% b k). As discussed
above, w* can be used to solve the 2DH problem according to Eq. (6).

Thus we have® AdviggP o (A) =

| Pr(Exprem o 0.4(X) = 11 = 1/2] < [1/2 4+ AdviRT (V) — 1/2] < AdvER"(N). D

To save space, the proof of diverse property of KEMgopn is put in Appendix C.

KEMmppn from the MDDH Assumption in the Standard Model. In
[14], Han et al. proposed a public key encryption (PKE) scheme based on the
MDDH assumption over bilinear groups (see Appendix A for their definitions).
The PKE scheme has almost tight IND-mCCA security. In the encryption, the
plaintext is masked by K, which can be regarded as an encapsulated key. As
a result, from the PKE we can derive an IND-mCCA secure KEM KEMwyppH,
which is shown in Fig. 10 in Appendix D.1.

Theorem 6 (IND-mCCA Security of KEMyppn). Let ¢ > 2k + 1. If (i)
the Dy ,-MDDH assumption holds over both Gy and Go, (i1) H is a collision-
resistant function family, then KEMyppn in Fig. 10 is IND-mCCA secure. More
precisely, for any PPT adversary A who makes at most Q. times of ENC queries

5 Without loss of generality, we assume that Pr[Expigmiopn.o,.4(N) = 1] > 1/2.
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and Qg times of DEC queries, there exist PPT adversaries By, By and Bs, such
that

AAVRE R oo, 0,4(\) < (4Tlog Q]+ ¢/ =k +2) - (Advp o' e, 5, (M) + Advip e, 5, (V)
+ Adv§] g, (A) + 2790,

The diverse property of KEMyppn can also be easily tested (see Appendix D.2).

5.2 Instantiations of SIG with Tight MU-EUF-CMA®" Security

We review two signature schemes. The first one SIGppy was proposed by Gjgsteen
and Jager [11] and its MU-EUF-CMA®" security was based on the DDH as-
sumption in the random oracle model. The other one SIGyppy was proposed by
Bader et al. [1] and its MU-EUF-CMA®"™ security was based one the MDDH
assumption over bilinear group but in the standard model.

SIGppy from the DDH Assumption in the RO Model. The DDH-based
signature scheme SIGppy in [11] is shown in Fig. 11 in Appendix D.3, and its MU-
EUF-CMA®" security can be tightly reduced to the DDH & CDH assumptions
in the random oracle model. See Theorem 7.

Theorem 7. [11] For any PPT adversary A against S|Gppn, there exist PPT
adversaries Bppn and Bcepy against the DDH and CDH problems such that

AdvEiEm | 4(N) < Advelt L (A) + 2AdvgE L (A) + 272,

SIGvppH from the MDDH Assumption in the Standard Model. The
MDDH-based signature scheme SIGyppy in [1] is shown in Fig. 12 in Appendix
D.4, and its MU-EUF-CMA®"™ security can be tightly reduced to the MDDH
assumption. See Theorem 8.

Theorem 8. [1] For any PPT adversary A against S\Guppn, there exist PPT
adversaries By and By against Dp-MDDH in Gy and Go such that

AV A (V) < AdVR G s, (A) +2X - Advp 2l 5, (V) +2/g.

5.3 Instantiations of AKE

Following the generic construction of AKE in Fig. 6, if we instantiate the KEM
and SIG schemes with KEMgopy and SIGppy, then we obtain a practical 2-pass
AKE scheme AKEppy (AKER2') with tight security in the random oracle
model. See Fig. 13 for the AKEppy scheme in Appendix D.5.

By Theorems 2, 4, 5, 7, we have the following corollary.
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Corollary 2. AKEppy is strongly secure (AKESSE®S is secure) in the ran-

dom oracle model. More precisely, for any PPT adversary A against AKEppy
(AKE‘Bthtﬁless), there exist PPT adversaries Bppu and Bcpn against the DDH and
CDH problems such that

DDH CDH -
AdVaggsases 0, 4(A) < AAVRRES ) 4(X) < 2AdVE g, (M) +BAAVE g, (A)+2 2O,

Similarly, if we instantiate the KEM and SIG schemes with KEMyppy and
SIGymppH, then we obtain another 2-pass AKE scheme AKEwppn (AKE,S\}%ST_,SS)
with tight security in the standard model. See Fig. 14 for the AKEpppH scheme
in Appendix D.6.

By Theorems 1, 4, 6, 8, we have the following corollary.

Corollary 3. AKEwppy is strongly secure (AKESSS®S s secure) in the standard

stateless

model. More precisely, for any PPT adversary A against AKEmppn (AKENDDE: /s
there exist PPT adversaries By, Ba, B}, B, and Bz such that

Advaegas e, 4 (V) S AAVRGES L0 4 (A) <27 4 2AdVETE 5, (V) + 4N Advi L s, ()

+2Advy; 5, (A) + (8[log Qe + 20 — 2k +4) - (AdeDDHGLB,l \) + Advgl'?,?:@wé (N).
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Supplementary Material

A Bilinear Group and the MDDH Assumption

Let PGGen be a bilinear group generation algorithm. PGGen takes as input 1%,
and returns a description Gy, = (G1, G2, Gr, g, €, g1, g2) of an asymmetric pairing
groups, where G, G2, G are cyclic groups of order ¢, g1 and go are generators
of G; and G, respectively, and e : G; x Gy — Gr is an efficiently computable
(non-degenerated) bilinear map. Define gr := e(g1, g2) be the generator in Gr.
Fors € {1,2,T} and a € Z, define [a], := g2 € G, as the implicit representation
of a in G,. For a matrix A := (ai;)nxm With a;; € Z,, define [A], as the implicit
representation of A in G,. For a,b € Z¥, define e([a]y, [b]2) := [a" b]r € Gr.
Let ¢,k € N and ¢ > k. D, is a matrix distribution if it outputs matrices
in ZﬁXk of full rank £k in polynomial time. If { = k 4+ 1, we denote it by Dy.

For B ¢ Z((Ikﬂ)xn, define B € ZZX" as the first £ rows of B. Without loss of
generality, assume that the first k rows A of A < D, form an invertible matrix.

Definition 16 (D, ,-MDDH). Let Dy i, be a matriz distribution and s € {1,2,T'}.
For any PPT adversary A, the advantage of A in solving Dy -Matriz Diffie-
Hellman (Dg,-MDDH) problem is defined as

AVIPPR (V) == | Pr[G « GGen; A + Dy w & ZF - A(G,[A,, [Aw],) = 1]
— Pr[G  GGen; A Dy piu & ZL - A(G, [Al,, [u],) = 1]].

B Exppkeo.e.a(A) and Security Games in the Proof of
Theorem 4

There are three security games in the proof of Theorem 4, as shown in Fig. 9.

strong

— Game 0 is just the experiment Exppye, , 4(A) for AKE.
— Game 1 aborts if bad happens.
t

— Game 2 uses a new algorithm D-Partner(r$, 7%) to check Partner(m} < 75).
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Expakt 5i.0,.4(V): //Game 0, Game 1, Game 2
A L

,,,,,,,,,,,,, ]

PPsic < SIG.Setup(1*); pprem — KEM.Setup(1?)
PPake ‘= (PPsig» PPkem)

For i € [u]:
(vks, ski) < SIG.Gen(ppsc);
st; 1= {sctr;o[u] := 0,sctry 1[u] := 0}yepy);

crp; :== 0 //Corruption variable

PKList := {vki}icpy

For (i,s) € [p] x [£]:
bs & {0,1}; Pid§ := k] := ¥ := 0; Sent] := Recv; :
Aflag; := 0; Tflag; := 0;
//Whether Pid§ is corrupted when 7 is accepted or tested
T7 :=0; R := 0 //Test & Reveal variables

(i%,5%,b%) < A€ (pp, o PKList)

I,

WinAuchIO
Winauwn:=1, If 3(z, s) € [u] x [€] s.t.
(1) &7 = accept //=7} is T-accepted
(2) Aflag; =0 //P; is 7-corrupted with j := Pid; and 7 > 7
(3) (3.1) V (3.2) V (3.3). Let j := Pid?
(3.1) At € [€] s.t. Partner(m} « })
(32) 3t e, (4, t) € [n] x [4 with (5,t) # (§',t') s.t.
Partner(r] < m}) A Partner(m; 7r§;)
(33) 3t e, (@,s) € [u] x [£] with (i,s) # (i, s") s.t.
Partner (7§ < mt) A Partner(rs < %)

bad:=0

:If (4, s) € [p] x [€] s.t. (1) A (2) A (4): then bad:=1

1 (4) Pt € [€] such that 7} is message-consistent with 7 (j := Pid;)
If bad=1: Abort

|
!
L e o e e e e e e e e e e e e e e e e e

r
!
|

Wimnd::O
(4,8,b0%) := (3%,s%,b); 7 := Pid;
If (1) T =1ATflag; =0
//m; is T-tested and Pid§ is 7-corrupt with 7 > 7
(2") R =0 //x} is co-revealed
(3") If 3t € [{] s.t. Partner(nj < %) then RS =T} =0
//If wi is partnered to 7r§7 then 7T§ is co-revealed and oo-tested

Then: If b* = bj: Winjng=1; Return 1
Else: Return 0
Else: Abort

//Checking whether Partner(r; « %)
D-Partner(n},7}): //Game 0, Game 1

If 7} is the initiator and k§ = K(7§, 7%) # 0: Return 1
If 7j is the responder and ki = K(7r§, ;) # 0: Return 1
Return 0

D-Partner(n§, 7%) //Game 2
If &7 # accept: Return 0
If w; is message-consistent with 7T;: Return 1

Else: Return 0

=
!
|
|
|
|
|
!
]

Oake(query): //Game 0, Game 1, Game 2

If query = Send(3, s, j,msg = T): //m; is the initiator
Pldf = j; (pkKEm,SkKEm) < KEM.Gen(ppKEM)
sctrio[j] := sctriofj] + 1
ma := (i, Pid§, sctri o[7], pkkem)

o1 < SIG.Sign(sk;, m1)
Sent := {(m1,01)}
Return (mq,01)

If query = Send(j, t,i, msg # T): //x% is the responder
Parse msg = (m1 = (i, Pid;, ctr, pkkem), o1)
If NOT (Pidj = j A ctr > sctrj1[i]
A\ S|G.Ver(1}]€i,771170'1) = 1):
U} :=reject; Return L //ma is invalid
Pid® = i; sctrj,1[i] := ctr
(K, C’) — KEM.Encap(pkKEM)
ma := (Pid%, j, sctr;1[], O)
o2 < SIG.Sign(sk;, m1||m2)
Recvl := {(m1,01)}; Sent! := {(m2, 02)}
k; = K; Q'/]t := accept
If erp; = 1: Aflag§ =1
Return (mg, 02)

If query = Send(i, s, j,msg # T): //x} is the initiator
Parse msg = (m2 = (Pid;,j7 ctr,C),02)
Choose (m1,01) € Sent;]
If NOT (Pid} =i A Pidj =4 A ctr = sctri o]
A SIG.Ver(vkj,m1||m2,ag) = 1):
;7 :=reject; Return L //mg is invalid
Recvs := {(ma,02)}
K + KEM.Decap(skKEM,C)
ki := K; ¥; := accept
If crp; = 1: Aflag; :=1
Return @) //msg is the last message of AKE

If query = Corrupt(i):
crp; := 1; Return sk;

If query = RegisterCorrupt(u, vk, ):
If uw € [p]: Return L
PKList := PKList U {vk, }; Return PKList

If query = Reveal(i, )
If ¥ # accept: Return L
Else: R; := 1; Return kj

If query=Test(i, s):
If &7 # accept: Return L
Let j := Pid;
If crp; = 1: Tflag] =1
T2 :=1; ko :=kj; k1 & K; Return kps

Fig. 9. Expztkoé'iyeﬂ
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C Proof of Diverse Property of KEMg2pn

For all ppygy ¢ KEM.Setup(1*), let ppxem = (G, q, 9, H), and H : G — K be a
random oracle. Recall that pk = (¢™, ¢*2), (K,C) = (H(g™¥, g"2¥), ¢¥), where
x1,%2 € Zy are randomness used to generate pk in KEM.Gen, and y € Z, is the
randomness used to generate the encapsulated key K in KEM.Encap.

The diverse property of KEMgopy can be proved with the following two cases.

(1) Given 1, o & Zg, Y,y & Zyg,

Pr[K =K]|=Pr[K=KAy=9y]+Pr[K =K Ay #7
= Prly = g] + Pr[K = K|y # y] Pr[y # 9]
<1/q+Pr[H(g™Y,g"¥) = H(g™"¥, g"*")|y # 4]
=1/q+1/¢> +1/|K|
=290,

(2) Given 1, xo, 2, ) & Ly, y & Zq,
Pr[K = K'] = Pr[K = K' A (21, 12) = (27, 25)] + Pr[K = K' A (21, 22) # (2], 25)]
=Pr[(z1,29) = (v, 25)] + Pr[K = K'|(x1,22) # (27, 25)] Pr[(z1, x2) # (2, 25)]
<1/q* +Pr[H(g™Y,g"Y) = H(g"™¥, g"2")| (21, 72) # (2}, 7))

=1/¢* +1/q+ 1/K|
=220,
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D Instantiations

D.1 The Tightly IND-mCCA Secure KEM KEMpyppu

The KEMmppn scheme is derived from the PKE scheme in [14]. See Fig. 10.

Gop = (G1,G2,Gr. g, e, 1,92) & PGGen(1Y) |k & Zi3 p'le =K' - [Ac) € Gy
Ai1,A2 < Dey; H &y K& Zg", [IS]T = [Az]s K- [A1]: € G
Return ppgey := (Gop, [A1]1, [A2]2, H) K& Y/ [Pl := K- [A1]; € GI**

pk = ([p]27 [f,]Tv [f)]l)z sk = (k,ﬁvk)
KEM.Encap(pk): Return (pk, sk)

W1 (ﬁ ZI;; [C1]1 = [A1]1 -W1 € G‘{
wa & 74 [ca]z == [Acla - w2 € G KEM Decap(sh O
K:=[p ]z w2 € Ga Parse er: ([e1]r, [e2]2, [7']7)
(72 == H(le1]y, [zl K) € G K=k -lealz € G

[w]r == w3 - [Plr-wi+[L,7]2- [P]i - w1 € Gr [7]2 := H(lew]y, [ea]e, K) € Go

~ = = feald - K -fea) + (1, 7]z K- [er]y € G
T T

C := ([e1]s, [e2]2, [7]T) ) 7o A

Return (K, C) If [7']r = [r]7r: Return K

Else: Return L

Fig. 10. The tightly IND-mCCA secure KEM KEMwmppn in [14].

D.2 Proof of Diverse Property of KEMpyppy

For all ppkgy  KEM.Setup(1*), let ppxey = (Gops [A1]1, [A2]2, H), and Gy =
(G1,G2,Gr,q,¢,91,92). Note that K = [k - Ay - walo € Go, where [As]y is a
part of ppxgm and As is of full rank. k € Zf; is a part of randomness used to
generate pk := (k' - [As]y,...) in KEM.Gen. Meanwhile, wy € Z} is a part of
randomness used to generate the encapsulated key K in KEM.Encap.

The diverse property of KEMyppn can be proved with the following two
cases.

. $ _ 8
(1) Given k « Zf;, Wao, Wo — Z’;,
PI‘[KZK] ZPI‘[kT 'A2 * Wo :kT ‘A.2 'Wg]
= PI‘[kT . A.2 . (W2 — WQ) = O]
S PI‘[WQ = Wg] + Pr[kT . A2 . (W2 - WQ) = 0|W2 7é Wg]

=1/¢"+1/q //det Ay =k
— 9020\
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(2) Given k,k’ & Zf;, Wo & Z’;,

PrK = K'| =Pr[k" - Ay -wo =K' - Ay - wy

=Pr[(k—-k)"-A,-

WQZO]

< Pr[Ay-wy =0]+Pr[(k — k') - Ay -wy = 0]Ay - Wy # 0]

=1/¢" +1/q
=290,

//det Ay =k

D.3 The Tightly MU-EUF-CMA®" Secure SIG SIGppy

Gjosteen and Jager [11] proposed an effi

cient MU-EUF-CMA®°" signature scheme

SIGppy with tight security in the random oracle model. The scheme is based on
the DDH and CDH assumptions. It makes use of the Fiat-Shamir approach and

does not depend on bilinear maps.
Let GGen be a group generation
{0,1}* — G and Hs : G — Z, be

algorithm (Section 2.4). Let Hy; : R X
two hash functions, where R is a ran-

domness set. The scheme SIGppy is shown in Fig. 11.

SIG.Setup(1*):

©.0.9)  GGen(1")
Hi:Rx{0,1}* > G

Hy:G'" — Z,

Return ppg := (G, ¢, g, H1, H2)

SIG.Gen(ppg¢):
b {0,1}; ap <& Z,
xp = g% 1y &g

vk := (zo,1); sk := (b, ap)
Return (vk, sk)

SIG.Sign(sk, m):

Parse sk = (b, ap)

t & R; y := H1(t,m)

zp =Y z1-p ﬁ G

7Teq,or <~ ZPrVelIYOT(b? ap; Lo, T1,Y, ya 20, Zl)
Return o := (¢, 20, 21, Teq,or)

SIG.Ver(vk,m,0):

ml); o= (t, 20, 21, TI'gq,or)

y:= Hi(t,m)

If ZVAy, ;o (Teg,or; T0, X1, Y, Y, 20, 21) = 1
Return 1

Else: Return 0

ZPrVeg,or (b, ap; To, 21,4, Y, 20, 21):

$
Yi-b, B1-b & Zyq

a1_p = g'Yl—b(mlib)ﬂl—b

O/lfb = y’Yl—b(zlib)ﬂl—b
$

P Zqg

ap 1= gl ap =yt

B« Ha(gllzol|z1[|y[|yl|20||21]|co o1 ||| |ax1)
Bb =B — Bi-s

Yo := py — Boasp

Teq,or ‘= (Oéo,Oé{),041,05/1,60,61,"}/0,’)/1)
Return meq,or

Znyeq,or(ﬂ-quOT;x07x17y7y7Z07Z1):
Parse Teq,or = (Oé(),066,041,0/1,50,51,’)/07’}’1)
B’ < Ha(gllwollz1[yllyl|z0l |21 [|cvo]a ||ap|[e1)

If: B = Bo + fu;

ao = g0’
ah = y"02";
o = gna
o =y
Return 1

Else: Return 0

Fig. 11. The tightly MU-EUF-CMA®" secure signature scheme SIGppn in [11].
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D.4 The Tightly MU-EUF-CMA®" Secure SIG SIGymppuy

SIG.Setup(1*):

Gup + PGGen(1*); A,A' « Dy; B:= A7 € Zk*¥

For0<:<[,0<b<1:

Xip & T Yo, & ZEF

Zz’,b = (YIbeiyb) . A S Z’;Xk
Return ppgg := (Gop, [A}h [B]27

([Zib)1, [x{ B2, [Yi,sBl2)o<i<io<b<1)

x(m) := Zilzl szi € ZéXk
Y(m) =" Yim, € Z6**
Z

Z(m) =35, Zim, = (Y(m) T|Ix(m) ") - A € 25"

SIG.Gen(ppsc):

alZyb 7k

c':i=("|la) A ez

vk := [c]: € GY; sk := ([a]2, [b]2) € G5™
Return (vk, sk)

Parse sk = ([a]2, [b]2)
v & Zbiri=Ber €7}

u:=a+x(m) -

r € Zy

vi=b+ Y(m) € 7k
Return o := ([r]2, [u]2, [V]2)

SIG.Ver(vk, m, o):

Let vk = [c]1

sﬁZ’;

Ife ([cT -8y -
e ([A -s)y -

Return 1
Else: Return 0

[12) =

u

NQ e([Z(m) -sh, [r]2)

Fig. 12. The tightly MU-EUF-CMA®" secure signature scheme SIGmppn in [1].

D.5 The Instantiation of AKEppH

Let GGen be a group generation algorithm, which outputs a cyclic group G of
prime order ¢ with generator g (Section 2.4). Let H : G* — K, Hy : Rx{0,1}* —
G and Hs : G'* — Z, be three hash functions, where R is a randomness set and
KC is the key space.

Following the generic construction of AKE in Fig. 6, we instantiate the KEM
and SIG schemes with KEMgopy and SIGppy, and obtain a practical 2-pass AKE
scheme AKEppH (AKESDtEtﬁleSS) with tight security in the random oracle model. See
Fig. 13 for the AKEppy scheme.

D.6 The Instantiation of AKEmppH

Let PGGen be a bilinear group generation algorithm that takes as input 1*, and
returns a description Gy, = (G1,G2,Gr,q,¢,91,92) of an asymmetric pairing
groups (see Appendix A). Following the generic construction of AKE in Fig. 6,
we instantiate the KEM and SIG schemes with KEMpyppn and SIGyppr, and
obtain the first 2-pass AKE scheme AKEvppy (AKEIES) with tight security
in the standard model. See Fig. 14 for the AKEyppn scheme.
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AKE.Protocol(P; = P;): //Phase II

AKE.Setup(1*):

S \ U :=0; k; =0
(G,q, 92) + GGen(17%) Parse m1 = (4,5, ctr, (U1, U2))
H:G" =K . Parse vk = (xf)i),:cgi)); o1 = (t, 20, 21, Teq,or)
H, :R1>1< {0,1}* = G y = Hi(t,mi)
H2: G = Zq If not (j' = j A ctr > sctr;1[d]

Return PPake ‘= (G, q,9, H7 H17 HQ) A Zny(Treq ors xé'b)’ $§1), Y, Y, Z0, Zl) — 1)

Return (¥; := reject, k;)

AKE.Gen(ppake, 12): sctrj.1[i] == ctr

b & 40,1} 0l & 2, //KEM.Encap
(). o L) 8 $ v v v
) =gn 2V, &G v Zg; V=g K := H(Uy,Us, V,UY, U3)
vk@® .= (m(()z)ym(ll)); sk(® .— (bm,a,(f)) ma := (1, ], sctrj,l[i], V)
For u € [u]: //SIG.Sign .
sctriofu] := 0; sctrs1[u] ;=0 Parse sk@ = (b, a()
sti := {sctriofu], sctri1[u]bue(u) t &R, y = Hy(t,mi||ma)
Return (vk“), sk, st;) NE) $
Zp(i) =Gt 5 Z_h() (I(;’) G
) ,0). .G J
AKE.Protocol (P, = P;): //Phase I Tequor <= ZPreq.or (077, a5 5 225, 217y, Y, 20, 21)
=0 ki =0 02 = (£, 20, 21, Teq.or)
//KEM.Gen Send (m2, 02)
$ Return (¥; := accept, k; := K)
U, Ug < Zg; Uy := g"t; Ug := g"?
sctrio[j] := sctriolj] + 1 AKE Protocol (P, = P;): //Phase TIT
- :Sl(é é’-scui’om’ (U1, U)) Parse my = (&', j', ctr’, V)
p // k('i)lgj NORNG Parse vk = (xé]),:r(lj)); o2 := (t, 20, 21, Teq,or)
e sk — y = H (£, )
t+ Ry (:) Hy(t,m1) If not (¢/ =i Aj =7 Actr' =sctr;olj]
Zp(i) = gab » Z1—p(0) ﬁ G . . A Zny(Trfiq,OT‘ax(()]>axgj)7yvy320azl) = 1)
Teg,or < ZPrVeq,or(b(i)z a£2)§ .Z‘éz), UCY), Y, Y, 20, Zl) Return (l‘pl = reject, kl)
o1 := (t, 20, 21, Tegq,or) //KEM.Decap
Send (m17 Ul) Vi = accept; ki == H(U17 U2a ‘/7 v ) V’Mz)

Return (%3, k;)

Fig. 13. Construction of AKEpph.
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AKE Setup(1*):
Gop < PGGen(1*); A,A' « D;; B:= A’ € Z’;Xk //PPsic
For 0<i<1l,0<b<1:
Xip & TE: Yoy & T Zay = (Y] ||xi) - A € ZE7F
M1, M2 = Dei; H: {0,1}" — G2 //pprem
Return pppye = (gb:m [A]1, [B]27 [M1]17 [MZ}% H,
([Zip)1, [x1pBl2, [YisBl2)o<i<i0<p<1)

For m = (mu,...,m;) € M := {0,1}": //Message space

xX(m) == 3 Xim; € Lg*
Y(m )IZ Y@miez'm
Z(m) =325, Zim, = (Y(m) T|Ix(m) ") - A € Z5"*

AKE.Gen(ppake, P-):
a® & Zy; b E 7 cOT .= (b7 |ja0) . A € ZL*F
vk® = [cD]y; sk( ) = ([a®)a, [b(i)h)
For u € [p]:
sctriofu] := 0; sctry1[u] := 0
st; 1= {sctr; o[u],sctr; 1[u]}uely
Return (vk@, sk®  st;)

AKE.Protocol(P; = P;): //Phase I

U, =0 ki =0
//KEM.Gen
k& 7t P ]2 =k - [Mals
K &zl [Plr = [Ma]] - K- [Mi]s
K & 7274 [P]: := K - [M1],

pkiem = ([pl2, [P]r, [P]1); skkem := (k, K, K)
sctr; o[j] := sctriolf] + 1
my = (’i,j, SCtI’Lo[]’],pkKEM)
//SIG.Sign
Parse sk = ([a@]z2, [b®]2)
& ZEr:=B.r
uw:=a¥ +x(m1) -r;v:=bD +Y(my) r
o1 := ([r]z, [u]2, [v]2)
Send (m1,01)

AKE Protocol(P; = P;): //Phase II

lI/j = @; kj = @
(i, 5", ctr, phiem = ([Pl2, [P]r, [P]1))
Parse o1 = ([r]2, [u]z, [V]2); vk = [c@]

Parse m; =

sé& Z’;
If not (j' = j Actr > sctrj1[i] A e ([c(i)T -8]1 - [1]2)

=c(1a-sh 3] ) el s )
Return (¥; := reject, k;) ’
sctrj1[¢] := ctr
//KEM.Encap

wi & ZE; [eti]r := [Mi]1 - wa
wa <& ZE; [cta]s == [Ma]s - wa

K= [PT]z wo; [7]2 := H([ct1]1, [cba]s, K)
[W]T = Wg [P]T w1 + [1 T]Q [P]l W1
C = ([eta]u, [cte]2, [7]7)
mo = (i,j, SCtrj71[i],C)

//SIG.Sign
Parse sk = ([a']5, [b1)]2)
’iZ’;;r::Bm'
u:=a" + x(mi||lms2) - r; v := b9 4 Y (my||ms) - r
o2 = ([r]2, [u2, [V]2)
Send (ma2,02)
Return (¥; := accept, k; := K)

AKE.Protocol(P; = P;): //Phase III

Parse ma = (1,4, ctr’,C = ([ct1]1, [ctals, [7']1))
Parse o2 = ([r]2, [u]2, [v]2); vk = [c(j)}1

$ ok
S <+ Zq

Ifnot (' =iAj =jActr =sctriolj] A e ([cw—r -s]1 - [1]2)

e (s [3] ) eltzomiima) - sh.ix1) 7
Return (¥; := reject, k;) ’
//KEM.Decap
K = k—r . [Ctg]gi\[ﬂg = H([Ct1]1, [CEQ]Q,K)
[ﬂ']T = [CtQ]; K- [Ctl]l + [1,7’]2 K- [Ctl]l
If [7']7 # [w]r: Return (¥; := reject, k;)
Else: Return (¥; := accept, k; := K)

Fig. 14. Construction of AKEmppH-
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