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Abstract. Differential branch number and linear branch number are critical for the security
of symmetric ciphers. The recent trend in the designs like PRESENT block cipher, ASCON
authenticated encryption shows that applying S-boxes that have nontrivial differential and
linear branch number can significantly reduce the number of rounds. As we see in the lit-
erature that the class of 4 x 4 S-boxes have been well-analysed, however, a little is known
about the n x n S-boxes for n > 5. For instance, the complete classification of 5 x 5 affine
equivalent S-boxes is still unknown. Therefore, it is challenging to obtain “the best” S-boxes
with dimension > 5 that can be used in symmetric cipher designs. In this article, we present
a novel approach to construct S-boxes that identifies classes of n X n S-boxes (n = 5,6)
with differential branch number 3 and linear branch number 3, and ensures other crypto-
graphic properties. To the best of our knowledge, we are the first to report 6 x 6 S-boxes with
linear branch number 3, differential branch number 3, and with other good cryptographic
properties such as nonlinearity 24 and differential uniformity 4.

Keywords: S-box, Resilient Boolean function, linear branch number, differential
branch number, nonlinearity, differential uniformity, lightweight cipher.

1 Introduction

A basic design principle of a block cipher consists of confusion and diffusion as
suggested by Shannon [15]. The confusion layer makes the relation between the key
and the ciphertext as complex as possible, whereas the diffusion layer spreads the
plaintext statistics across the ciphertext. Over the years, several block ciphers have
been constructed, and the most notable one is AES [6]. Later on, a lot of interest
grew in lightweight cryptography, as the requirement of security of Internet of Things
(IoT) was felt. In this regard, lightweight block ciphers like PRESENT [4], CLEFIA
[17] were standardized by ISO/IEC 29192. NIST too has taken an initiative to
standardize lightweight cryptography algorithms [10]. With the advent of lightweight
cryptography, a lot of effort has been devoted to find lightweight S-boxes with good
cryptographic properties. There is also a considerable amount of literature available
on lightweight MDS matrices which are used to build the diffusion layer.

In practice, S-boxes are used to build the confusion layer. An n x m S-box is a
mapping from FJ to F'. In most cases S-boxes with n = m are used, however there
are some S-boxes where n # m, for instance DES [7] uses (6,4) S-boxes. In order to
build a secure block cipher, the S-box should have high nonlinearity, high differential
uniformity, high degree. Additionally, to reduce the number of rounds, it is desired
that the number of active S-boxes increase as quickly as possible, and to achieve this
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goal, the S-boxes should have high differential and linear branch numbers. In case
of AES, the number of active S-boxes increases due to the choice of ShiftRow and
MixColumn operation. However, in the case of PRESENT or ASCON, this depends
largely on the branch numbers of the S-box itself. PRESENT has removed the usual
diffusion layer that is normally implemented by an MDS matrix. Thus saving a
considerable amount of hardware cost. It uses a 4 x 4 S-box that has the following
properties: differential branch number is 3; differential uniformity is 4; nonlinearity
is 4; algebraic degree is 3.

The round function of PRESENT is comprised of 16 such S-boxes followed by
a bit-permutation L : F$* — FS' where the role of the bit-permutation is to mix
up the outputs of the S-boxes which become the input to the next round. As a
bit-permutation can be implemented by wires only, this reduces the hardware im-
plementation cost (in gates) for the entire design.

In [14], the upper bounds on linear and differential branch numbers were derived.
For an n x n S-box &, its linear branch number, denoted by LBN(S), satisfies
LBN(S) < n—1, and its differential branch number, denoted by DBN(S), satisfies
DBN(S) < [2]. Tt is also interesting to note that ASCON [8] and SYCON [13] use
5 x 5 S-boxes that have differential branch number 3 and linear branch number 3.
The block cipher SC2000 [16] used a 6 x 6 S-box, however, it has both linear and
differential branch number 2.

1.1 Owur Contribution

It is easy to observe that the trivial lower bound for differential and linear branch
number is 2. However, constructing an S-box that has both differential and linear
branch number greater than 2 along with other cryptographic properties is a non-
trivial task. In this article, we investigate the problem of constructing S-boxes with
both differential and linear branch number greater than 2. Our idea is to apply
the relationship between resilient Boolean functions and the linear branch number
to construct S-boxes that ensure linear branch number at least 3. In Section 3, we
present Algorithm 1 that produces S-boxes with linear branch number 3. Further,
we present Algorithm 2 which produces S-boxes with linear branch number 3 and
differential branch number 3. Then, in Section 4, we consider some known classes
of permutations over Fys with well-known cryptographic properties, and applying
Algorithms 1 and 2, we obtain 6 x 6 S-boxes with both linear and differential branch
number 3, nonlinearity 24, and differential uniformity 4. The hardware implemen-
tation cost of such S-boxes are also provided. To the best of our knowledge, this is
the first time such 6 x 6 S-boxes with good cryptographic properties are reported.
We also show how to construct efficient 5 x 5 S-boxes that have low hardware im-
plementation overheads.

2 Preliminaries

Denote by Fs, the finite field of two elements {0, 1}. Let Fan be the finite field with
2" elements and [} be the n-dimensional vector space over Fy. For any x € Fy, the
Hamming weight of x, denoted by wt(z) is the number of 1’s in x. Bitwise XOR
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is denoted by @ and for any z,y € FJ their dot product x - y is simply the usual
inner product zoyo @B -+ ® Tp_1Yn—1. An n X n S-box is a permutation S : F§ — 5.
We denote by GL(n,Fs), the set of all linear permutations of F3. Clearly GL(n, Fy)
is a proper subset of the set of all permutations over Fj. The S-box S can also be
viewed as an n-tuple of Boolean functions in n-variable, i.e., S = (fi,..., fn), where
fi : Fy — Ty, here f; is called a coordinate function of & and any linear combination
of coordinate functions is called a component function of S.

For a secure design, S-box needs to satisfy several properties such as high non-
linearity, high differential uniformity, high algebraic degree, etc [5]. Basically the
nonlinearity of S is the minimum nonlinearity that is obtained by any component
function of §. The algebraic degree of § is the maximum degree of its coordinate
functions. Let S(6,A) = {#x € F} : S(z) @ S(x @ §) = A}. Then the differential

uniformity of S is defined as

DUds = max{S(6, 4)}-

Lower the differential uniformity, better the resistance is against the differential at-
tack [3]. The least possible differential uniformity is 2, and S-boxes with 2 differential
uniformity are called Almost Perfect Nonlinear (APN) functions. The differential
distribution table (DDT) of S is a matrix of order 2" x 2" constructed as follows:
the (d, A)-th element of DDT is S§(d, A). In Table 1, we present the difference dis-
tribution table of the S-box & = 408235B719A6CDEF.

Table 1. DDT of S-Box 408235B719A6CDEF

6A0123456789ABCDEF
0 [16000000000000000
1 10400202020204000
2 |0080000020022002
3 10006202220000020
4 10002440202000200
510202040022002002
6 10000004400040004
7 10202000400220220
8§ 10020240042000002
9 10200200024000240
A (00000022024 20220
B 10222002000242000
C |0420002020002400
D |0000200202204400
E 00022000024 00024
F |0020042000020042

We now recall the notions of correlation matrices, linear and differential branch
numbers. Consider an n X n S-box §. For any «, 8 € F} the correlation coefficient
of § with respect to («, ) is given by

Cs(a, ) = ) (~1)F @, (1)

zeFy
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If S(x) = (fi(z),..., fu(x)), then - S(z) is a Boolean function that is a linear
combination of {fi(z),..., fo(z)}, and a -z is a linear Boolean function of the form
€1$1 D...P gnxn
It is easy to see that —2" < Cg(a, ) < 2". The correlation matrix Cs of S is the
2" x 2™ matrix indexed by «, f € F4 in which the entry in the cell («, ) is given by
CS(CY, 5)
Cs = [Caplanxen  where C, 5 = Cs(a, B) (2)

Next we recall some definitions related to the differential branch number and
linear branch number.

Definition 1. For any n x n S-box S, its differential branch number (respectively
linear branch number) is denoted by DBN (S) (respectively LBN(S)) and defined as

DBN(S):= min A{wt(z ® ') +wt(S(z) ® S(z))},

z,x' €FY, x#x!

and

LBN(S) := min  {wt(a) + wt(B)},

a,8€Fy, Cs(a,8)7#0

where Cs(a, B) is the correlation coefficient as in (1).

If S is a linear permutation of F7, then there exists a binary n x n invertible
matrix M such that S(z) = M for every x € FY. In this case DBN(S) and LBN(S)
can be simplified as done in the following fact taken from [6, Ch 9].

Fact 1 Let S be a linear permutation of F given by M € GL(n,Fy). Then,
DBN(S)= min {wt(a)+ wt(Ma)}

a€lFy,a#0

LBN(S) = min {wt(a)+ wt(M'a)}.

acly,a#0

For any S-box § it is easy to see that DBN(S) is > 2 and LBN(S) > 2. Also,
DBN(S) = DBN(S™) and LBN(S) = LBN(S™).

It is interesting to note that the differential branch number is related to DDT.
The differential branch number can be redefined as
DBN(S) = i t(o t(A)}.
N(S) =, min o (wt(0) +wi(A)}
For example, it is clear from the DDT (Table 1), the differential branch number of
408235B719A6CDEF is 2.
One important classification of S-boxes is partitioning them into affine equiva-

lence classes. For sake of completeness, we define the affine equivalence of S-boxes
below.

Definition 2 (Affine Equivalence). Let §,8’ be two permutations of Fy. We
say that S is affine equivalent to S if there exist matrices A, B € GL(n,Fy), and
c,d € Fy such that

S'(z)=B -S[Az® @ d, for all x € Fy. (3)
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Affine equivalence preserves some cryptographic properties of S-boxes, such as dif-
ferential uniformity, nonlinearity, degree, but it does not preserve branch num-
bers in general. For instance, the two S-boxes & = C56B90AD3EF84712 and &' =
CD6310A5BE784F92 are affine equivalent, but they have different differential branch
number: DBN (S) = 3, whereas DBN(S’) = 2. The S-box S is used in PRESENT.

On the other hand, if A and B are permutation matrices* then the correspond-
ing affine equivalence class preserves the branch number [12]. We state this as the
following lemma.

Lemma 1. If S and S, are two affine equivalent n x n S-bozes, such that Si(x) =
B-S[Ax & @& d, for all x € Fy, where A and B are n X n permutation matrices,
and c,d € Fy, then DBN(S) = DBN(S1) and LBN(S) = LBN(S).

3 Relation between resilient Boolean function and linear
branch number

Let us define the resilient Boolean function first.

Definition 3. A Boolean function f :Fy — Fy is called r-resilient if

> iyt o,

z€Fy

for all o € FY such that 0 < wt(a) <.

The relation between resilient Boolean functions and linear branch number was
first noticed in [14]. We reiterate it here for the sake of clarity.

Lemma 2. Let S : Fy — Fy be an S-bozx. Then all the coordinate functions are
(LBN(S) — 2)-resilient and also the algebraic deg(S) <n — LBN(S) + 1

Proof. Let us assume LBN(S) = r. Then for all 8 with wt(8) = 1 and for all «
with 1 < wt(a) <r —2

Cs(a, B) = Z (_1)/3~S(x)+a~a: 0.

ey

Aswt(f) =1, so 5-S(x) is a coordinate function of S, and every coordinate function
of an S-box is necessarily balanced.

The degree of an n-variable r-resilient function is bounded by n — 1 — r, which
proves the second part of the lemma. O

Suppose the S-box S has LBN(S) = 3, then every coordinate function of S
will be 1-resilient. The differential and linear branch numbers are not invariant in
an affine equivalence class unlike nonlinearity or differential uniformity. So if by
some construction method one can get an S-box with high nonlinearity and high
differential uniformity, but with DBN = LBN = 2, then one naive idea would be
to search in the affine equivalent class of that S-box for DBN > 3 and LBN > 3.

4 A matrix obtained by permuting rows (or columns) of an identity matrix.
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However, this search may not conclude as the size of affine equivalence is huge
to exhaust for dimensions more than 4. For instance, cardinality of GL(5,Fs) is
around 224, In this case we can apply the necessary condition that every coordinate
function should be resilient, to reject many S-boxes without checking their whole
affine equivalence class. Based on this, we develop an algorithm which takes an S-
box as an input and efficiently checks the possibility of the existence of any S-box
with linear branch number 3 in its affine equivalence class.

Algorithm 1 Construction of S-boxes with linear branch number 3
Input: S-box S : F5 — Fy
Output: @ or S-boxes with linear branch number 3

1: Construct B as the set of all possible nonzero component functions of &

2: Extract the subset R C B which is the set of 1-resilient component functions of S.

3: if |R| < n then

4: return ()

5: else

6: T=0 > Empty Set
7: Form a new set {fi,...,fn}; fi €ER

8: if U = (f1,..., fn) is a permutation of F3 then

9: T «+ T U{U} and go to Step 7

10: return T

Algorithm 1 is an heuristic one that we apply to construct a collection of affine
equivalent S-boxes with linear branch number 3. The input S-box S could have
linear branch number 3 or 2. However, the effectiveness of this algorithm can be
realized if we take S such that LBN(S) = 2, then we show how it can lead to an
affine equivalent S-box(es) with LBN (S) = 3. First it forms all possible 1-resilient
component functions of § out of all 2" — 1 component functions in Step 2. If R
does not have at least n numbers of 1-resilient functions, the algorithm quits as, to
ensure the linear branch number 3, all n-coordinate functions must be 1-resilient.
On the other hand, if there are at least n numbers of 1-resilient component functions
available, then every time n of them are chosen as coordinate functions in Step 7.
Then it all remains to check whether I/ is a permutation or not. If yes, it is an S-box
with LBN = 3. Obviously, U is an affine equivalent of S and thus the nonlinearity
and differential uniformity are preserved in U.

We now apply the degree bound in order to show a nonexistence result related
to 4 x 4 S-boxes.

Theorem 1. There is no 4 x 4 S-bozx with LBN = 3 and nonlinearity nonzero.

Proof. If a 4 x 4 S-box § has LBN = 3, then by Lemma 2, we know deg(S) < 2.
There are 302 affine equivalent 4 x 4 S-boxes, and among them only 6 classes have
degree 2. Each of these 6 S-boxes have nonlinearity zero. Thus the proof. O

The degree bound of S-box with LBN = 3 has been very effective in the above
proof. Out of 302 affine equivalent S-boxes, there are 244 S-boxes with nonzero
nonlinearity and nontrivial differential uniformity (< 16). Then in order to prove
the same result, one had to check the full class of each of these 244 S-boxes.
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3.1 Adding DBN = 3 criterion

It is clear that ensuring LBN(S) = 3 will harden the linear cryptanalysis [9], on
the other hand it is also desired that DBN(S) > 2, which gives better protection
against the differential cryptanalysis.

For lightweight ciphers, 4 x 4 S-boxes have been very popular choice, for example,
PRESENT [4], SKINNY [2], and GIFT [1]. In [14], the upper bounds on linear and
differential branch number were derived. For an n x n S-box S, LBN(S) < n — 1,
and DBN(S) < [3*]. Thus for 4 x 4 S-boxes the maximum LBN and DBN values
are exactly 3. However, as per Theorem 1, there is no scope of using 4 x 4 S-box
with LBN = 3. Lightweight ciphers namely ASCON [8] and SYCON [13] have used
5 x 5 S-boxes with LBN = DBN = 3.

We now introduce another heuristic in Algorithm 2 which takes an S-box with
LBN = 3 and DBN = 2, and then applies linear transformation on both input and
output to get an affine equivalent S-box which preserves the linear branch number,
however, makes DBN = 3.

Algorithm 2 Construction of S-boxes with linear branch number 3 and differential

branch number 3
Input: S-box S : F§ — F3 with LBN(S) =3
Output: @ or S-boxes with linear branch number 3 and differential branch number 3

1: Take a set of matrices M1 C GL(n,F2)
2: As =10

3: for A in M; do

4: if LBN(So A) =3 then

5: As +— AsUA

6: Take a set of matrices My C GL(n,F2)
7. Bs =10

8: for B in M5 do

9: if DBN(B o S) = 3 then
10: Bs +— BsUB
11: T=0

12: for A € As do
13: for B in Bs do

14: if LBN(BoSo A)=3and DBN(BoSo A) =3 then
15: T+ TU{BoSoA}
16: return T

One can apply Algorithm 1 to get an S-box with LBAN = 3, which will be the
input to Algorithm 2. One naive way to look for S-boxes with LBN = DBN = 3
is to search in an affine equivalence class of an S-box. As the dimension grows, the
size of the affine equivalence class also grows making it impossible to exhaust. So we
apply the heuristic that takes a subset of matrices A of GIL(n,Fs) which acts on the
input variables of S with LBAN(S) = 3, and also preserves the LBN. Then it takes
another subset of matrices B of GLL(n,Fs) which acts on the output of S o A, and
also increases DBN to DBN = 3. After that combining these two submatrices, if
LBN(BoSoA)=DBN(BoSoA) =3, then BoSo A is added to the collection T.
For a fixed M; and M, the worst-case time complexity of Algorithm 2 in terms of
bit operations is O(|]My] - [My| - (n?2" + 22" 4 n23")) = O(| M| - | M| - n2%") where
O(n?2") is the time complexity of constructing an affine equivalent S-box, O(2%")
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is for computing differential branch number, and O(n2%") is for computing linear
branch number.

We do not want to consider M; = My = GL(n,Fy), as the complexity will be
too high. For instance, |GLL(5,Fy)| &~ 224, so one can imagine the vastness involved
in this case. We carefully choose some subclass of GL(n,Fy). We also want to keep
the n X n identity matrix Z, «,, in both M; and M. If the input S-box is already a
lightweight one, then ideally we want a minimum overhead for the input and output
linear transformation so that the overall implementation does not scale much. In
that case one of A and B being equal to Z,,,, will serve the purpose.

4 Leveraging the known classes of S-boxes with good
cryptographic properties

As we aimed at constructing S-boxes with good cryptographic properties along with
high branch numbers, we leverage the existing classes of S-boxes that are known
to have good cryptographic properties. We achieve this by applying Algorithms 1
and 2 to the known classes of S-boxes with good cryptographic properties. We start
with the power functions, which are defined over finite fields Fo» and are of the form
F(z) = 2% for some d such that F is a permutation of Fa.. There are several known
classes of power functions which have good cryptographic properties. We consider
the simplest one, the Gold functions.

4.1 Gold function
Definition 4. Let n be odd. The function F : Fon — Fon, defined by

F(:L') _ x2k+1
is known as Gold function where ged(k,n) = 1.

Note that the Gold functions are quadratic. For odd n and ged(k,n) = 1, then
it becomes APN [11]. In the case of even n and ged (2% + 1,2" — 1) = 1, the Gold
functions can have the best differential uniform 4. For example, for £ = 2 and n = 6,
Gold function F(x) = z° is 4 differentially uniform, the nonlinearity is 24, which is
also high. Therefore, this function is interesting to the cipher designers. However,
LBN(F) = DBN(F) = 2, and that makes it a weaker choice for the design. We now
apply Algorithm 1 hoping that it would yield an S-box that has LBN = 3. In order to
do that first we consider all the nonzero component functions of F'. As this is defined
over finite fields, so the set of component functions is Cr = {Tr(AF(x)) : A € F3. },
where I3, consists of all nonzero elements from [Fy.. Note that the Trace function
(T'r) is defined by

Tr(z) =z 42>+ ... +2% |
and the range of T'r is in [y, that means it is a Boolean function.
By computing Cr for F(x) = z°, we notice that there exist only 10 1-resilient
component functions. For As there are 6 coordinate functions for a 6 x 6 S-box,
thus enough combinations of 1-resilient functions are available to construct an affine
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equivalent S-box with LBN = 3 as per Algorithm 1. The only thing that we need to
care about is that while taking 6 component functions as the coordinate functions,
they should form an S-box, that is a permutation of FS. Then we are ensured to
have a 6 x 6 S-box with linear branch number 3 and nonlinearity 24. Following is an
example of a set of 6 1-resilient component functions of #° defined over Fys, which

yield the S-box with LBN = 3.

Yo = Tox5 D X1T2 D T123 D Xoy D To2X5 O T304 D X3T5 D T3 D 425 D x4 O X5
Y1 = LTy ProgDPr1Ts D X104 Dx1 D Toxy D Toks D X3 D Ty DTy
Yo = XoT1 D Tox3 D 0123 D 0104 D X1 D T2x3 D Toly D X324 D T4 D x5
Y3 = ToT2 D Tox3 D Toxy D X122 D X124 D 1 D X223 D X2x5 D X374 D X375
D x3 D xyxs Dy D25
Ys = XoT1 D ToTa B To D x172 D 11204 O 125 B 1 D T2x3 © Toxy B 374 D X475 D T4

Ys = Tox1 D XoTz D Toxs D X1 D X2 D X324 D X3T5 D T3 D T4x5 D x4

4.2 6 X 6 Quadratic S-box with LBN = 3 and DBN =3

We consider the class F'(z) = z'° + az defined over Fys. First we find by using
Algorithm 1, 6 x 6 S-boxes with LBN = 3 of this form. Then we apply Algorithm
2 to get an S-box with LBN = DBN = 3. Essentially we will form a subclass of
affine equivalent S-boxes. In order to shorten the search effort, we choose a small
class of invertible matrices. We choose 6 x 6 nonsingular Toeplitz matrices.

Definition 5. A matriz is called Toeplitz if every descending diagonal from left to
right is constant.

Following is an example of a Toeplitz matrix of order n x n

Qo ay a9 e Qp—2 Ap—1
a_1 Qo aq oo Qp—_3 Ap—2
o (4)
a—(n—1) @—(n—-2) @—(n-3) --- @-1 Qg

A Toeplitz matrix is defined by its first row and first column. For instance
{ag,a1,...,an_1,a_1,a_9,...,a_(,—1)} defines the Toeplitz matrix as in (4).

We consider the S-box S = [0, 54, 47,48, 3, 5, 24, 55, 23, 56, 32, 38, 46,49, 45, 27, 61,
14,62, 36, 16, 19, 39, 13, 1,43, 26, 25,22, 12,57, 10, 30, 58, 17, 28,9, 29, 50, 15, 8, 53, 31,
11,37,40,6, 34,2, 35, 33,41, 59,42, 44, 20,63, 7,4, 21,60, 52, 51, 18]. For this S-box we
have LBN(S) = 3, but DBN(S) = 2. The hardware cost of this S-box is 79.68 GE.

We take S as an input to Algorithm 2. Let Ty denote the set of all nonsingular
6 x 6 Toeplitz matrices. Then |Tg| = 1024. To keep the search space small, we choose
M1 = My = Tg. As a result we see that among the possible Toeplitz matrices, by
applying the following Toeplitz matrix M on the output, it is possible to obtain an
affine equivalent S-box &’ with LBN (S') = 3 and DBN(S') = 3.
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[100000]
010000
001000

M= 000100( " (5)

000010

100001

In Table 2, we present this S-box &', and its hardware cost is 86.71 GE. The cost
of this derived S-box does not scale much as it comes through by applying such a
low cost matrix M in Equation (5).

Table 2. 6 x 6 S-box 8" with LBN(S’) = 3, DBN(S’) = 3. nonlinearity = 24, differential uniformity = 4,
degree = 2

z [0]1(2]3|4]5|6|7|8]9(10(11|12|13|14|15|16|17|18|19|20|21|22|23|24|25|26|27|28|29|30|31
()| 0 58|47|28| 3 |29|24|15|23|53|32|11|46|40|45|34|61|35|62]41|16(42|39(20| 1 | 7 |26(21|22|52|57 |18
T [32|33(34|35|36|37|38(39|40(41|42|43|44|45]46|47|48|49|50|51|52(53|54|55|56|57|58|59(60(61 (62|63
S(z)|30(54(17(48] 9 | 5 |50|55| 8 |56(31|38(37|49| 6 |27| 2 |14(33|36(59(19(44|13|63|43| 4 |25(60{12|51|10

S

We would like to point out that as far as we know the existence of 6 x 6 S-box
that have significant cryptographic properties and at the same time has LBN =
DBN = 3 has never been reported. This function is the first in the literature.

4.3 Cubic function
Next we consider the function F': Fos — a6, defined by

F(z) = 2",

S-box derived from this function has degree 3, nonlinearity 24 and differential uni-
formity 4. We apply the same technique as in Algorithm 1, however, we extend the
input by considering the Extended Affine (EA) equivalent® class of 1%, Then we get
a 6 x 6 S-box S such that LBN(S) = 3 and DBN(S) = 3. The S-box is given in
Table 3 and its hardware cost is 158.59 GE.

Table 3. 6 X 6 S-box S with LBN'(S) = 3, DBN(S) = 3. nonlinearity = 24, differential uniformity = 4,
degree = 3

z [0]1(2]3|4]5|6|7|8]9(10(11|12|13|14|15|16|17|18|19|20|21|22|23|24|25|26|27|28|29|30|31
S(x)| 0]45|48|15|58(32|14(49(13| 7 |41|12| 3 |54|55|26|42|25(22|34|60|38|53|31|21|51| 4 |24|27|28|43|33
x [32|33(34|35|36|37|38(39|40(41|42|43|44|45]46|47|48|49|50|51|52{53|54|55|56|57|58|59(60(61 (62|63
S(z)|39(19(30(63|16| 1 |59| 8 |57|62]29|50| 6 |44|36|17(23|10(56|37| 9 |47| 5 |20[40|52(35| 2 [18|61|46|11

5 S and 8’ are EA equivalent if S’ = BoS o A+ L for some linear function L and affine permutations A
and B.
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Table 4. 5 x 5 S-box S with LBN(S) = 3, DBN(S) = 3. nonlinearity = 8, differential uniformity = 8,
degree = 2

r [0[1|2]3|4(5|6(7/8|9(10(11]12(13|14|15|16(17|18(19]20{21|22|23|24|25(26(27{28(29|30(31
S(x)[0]14]27(17|22|24|15]5(30(|25| 7 | 4 [11|12|16]19] 3 | 9| 8 | 6 |21|31|28|18|20(23(29|26| 1 | 2 [10|13
Yo = Tox3 D r1 D x2x3 D X374 D T4
Y1 = To P x1x2 B 173 D x1 D x2x3 D T2 D T3 D X4
Y2 = Xox1 D ToTs B o D T2 D 23
Y3 = Tox3 D To D 1 D x3x4 D T3
Ya = X1%4 D T1 D T2 D X3
lHardware cost = 38.28 GE‘

x (00112345 ]6|7|8(9[10(11(12(13(14|15]|16|17|18(19(20(21(22(23|24|25|26|27|28(29({30(31
S(x)[0]27|22(15(14|17|24|5(30|7|11{16|25| 4 |12]19] 3 | 8 |21|28| 9 | 6 |31|18]20(29| 1 |10|23|26| 2 |13
Yo = Lo D 123 D X223 D T3x4 D X4
Y1 = ToT1 © xox3 D To D X123 Dr1 D a2 D T3 D Xa
Yo = ToT2 D x1 D T2T4 © x2 D T3
Y3 = o O 223 O 2 D x374 B T3
Ys = ToTa D x0 D1 D X3
Hardware cost = 38.28 GE‘

z (001234567 8(9/10{11(12(13|14|15|16(17|18|19(|20(21|22|23|24|25(26|27|28(29(30|31
S(x)[0]|27(14(17|22|15|24|5(30|7|25| 4 |11|16]|12]19| 3 | 8| 9| 6 |21|28|31|18|20(29|23|26| 1 [10| 2 |13
Yo = To D 123 D X223 D 374 D X4
Y1 = ToT2 D Tox3 O xo D T1 D T2x3 D T2 D T3 D T4
Y2 = ToT1 D X124 D1 2 D 3
Yz = o D x123 G 1 © x374 D 73
Ys = ToTg O x0 D T2 O X3
Hardware cost = 44.53 GE‘

5 Lightweight 5 X 5 S-boxes

In another direction we use the relationship between resilient Boolean functions and
S-boxes with linear branch number 3 to come up with lightweight S-boxes with
LBN = 3 and DBN = 3. In particular we restrict to 5 x 5 quadratic S-boxes.

We give a little tweak to Algorithm 1, and start with 1-resilient functions in the
first place in order to get S-boxes with LBN = 3. First we enumerate all the 5-
variable quadratic 1-resilient Boolean functions, the total number of such functions
is 2868. However, if we restrict the quadratic resilient functions to have only 4
terms, then there are 285 such functions; and with only 5 terms, there are 330
such functions. We consider this type of resilient functions and combine them as
coordinate functions of S-boxes. If these coordinate functions form an S-box, then
LBN = 3 is ensured. Then we apply the idea of Algorithm 2, however with a
little tweak. We randomly select matrices from GIL(5,F,), and apply on input and
output of the S-boxes in order to get S-boxes with LBN = 3 and DBN = 3. We
give some examples of S-boxes that are obtained in this way in Table 4. We also
measure their hardware cost. Implementation of all the S-boxes in this article are
done using Verilog HDL for ASIC. Mentor LeonardoSpectrum Level 3 (2018a.2) is
used for synthesis with the UMC 65 nm Low-Power RVT (Regular VT) Standard
Performance Generic Core Cell Library from Faraday.
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Conclusions

We have studied the relationship between the resilient Boolean functions and S-boxes
with linear branch number 3. We have shown how efficiently and systematically S-
boxes with linear and differential branch number 3 can be constructed. We have
presented such 5 x 5 and 6 x 6 S-boxes with good cryptographic properties such
as nonlinearity and differential uniformity. The hardware costs of these S-boxes are
provided. We think these S-boxes are interesting and can be used in cipher design,
for instance, by following the design principle of ASCON. This idea can also be
explored further in order to construct new hardware-friendly S-boxes.
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