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Abstract

Recent works on distributed garbling have provided highly efficient solutions for constant-round

MPC tolerating an arbitrary number of corruptions. In this work, we improve upon state-of-the-art
protocols in this paradigm for further performance gain.

First, we propose a new protocol for generating authenticated AND triples, which is a key building

block in many recent works.

We propose a new authenticated bit protocol in the two-party and multi-party settings from bare IKNP
OT extension, allowing us to reduce the communication by about 24% and eliminate many computa-
tion bottlenecks. We further improve the computational efficiency for multi-party authenticated AND
triples with cheaper and fewer consistency checks and fewer hash function calls.

We implemented our triple generation protocol and observe around 4 X to 5x improvement compared
to the best prior protocol in most settings. For example, in the two-party setting with 10 Gbps network
and 8 threads, our protocol can generate more than 4 million authenticated triples per second, while
the best prior implementation can only generate 0.8 million triples per second. In the multi-party
setting, our protocol can generate more than 37000 triples per second over 80 parties, while the best
prior protocol can only generate the same number of triples per second over 16 parties.

We also improve the state-of-the-art multi-party authenticated garbling protocol.

We take the first step towards applying half-gates in the multi-party setting, which enables us to
reduce the size of garbled tables by 2k bits per gate per garbler, where « is the computational security
parameter. This optimization is also applicable in the semi-honest multi-party setting.

We further reduce the communication of circuit authentication from 4p bits to 1 bit per gate, using
a new multi-party batched circuit authentication, where p is the statistical security parameter. Prior
solution with similar efficiency is only applicable in the two-party setting.

For example, in the three-party setting, our techniques can lead to roughly a 35% reduction in the size of
a distributed garbled circuit.
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1 Introduction

Secure multi-party computation (MPC) protocols [ Yao86, GMW87] allow a set of parties with private inputs
to compute a joint function without revealing anything more than the output of the function. A variety
of adversarial models have been considered regarding the adversarial behaviors, the threshold of corrupt
parties, etc. In this paper, we focus on statically secure MPC protocols tolerating an arbitrary number of
malicious corruptions.

Distributed garbling [BMR90, DIO5] allows a set of parties to jointly generate a garbled circuit in a dis-
tributed manner. It is a core tool to construct constant-round MPC protocols. Recent advances on distributed
garbling have led to a set of efficient protocols [CKMZ14, LPSY 15, LSS16, WRK17a, WRK17b, HSS17,
HIV17, KRRW18, ZCSH18] for constant-round MPC tolerating an arbitrary number of malicious corrup-
tions. For example, Wang et al. [WRK17b] demonstrated an implementation that can securely compute
AES-128 among 32 parties in about one second, something unimaginable a few years ago. For example,
recent works [GM17, ZMM™20] have used these implementations to introduce extra privacy features on
real products. As a brief overview, these protocols all follow a similar paradigm consisting of three phases:

1. Function-independent phase, when parties only know an upper bound on the size of the circuit to be
computed. In most protocols, this stage requires computing authenticated version of Beaver triples and
takes the most computation and communication resources.

2. Function-dependent phase, when parties now know the function being computed. This phase usually
involves generating a multi-party garbled circuit, which may be either asymmetric [WRK17b] or sym-
metric [HSS17].

3. Online phase, when parties know their inputs and can evaluate the garbled circuit generated in the
previous phase.

Although this paradigm has significantly improved the efficiency of constant-round maliciously secure MPC
protocols, we find that inefficiencies still exist in many key building blocks that, if optimized, can potentially
lead to huge improvements.

— The communication overhead to obtain malicious security is still high. For example, the best-known
maliciously secure two-party computation (2PC) protocol [KRRW 18] still requires sending about 310
bytes per gate, even with amortization. This is about 10 x more communication than the best semi-honest
garbled-circuit protocol [ZRE15] sending only about 32 bytes per gate.

— The computational overhead of existing maliciously secure protocols is surprisingly higher than com-
monly thought. For example, the most efficient implementation [WRK17a] in the two-party setting re-
ports a speed of 833K authenticated AND triples per second under 10 Gbps network bandwidth and a
36-core CPU. However, if the network was fully used, we would expect at least 4300K authenticated
AND triples to be generated per second,' which is a 5x performance gap due to high computation cost!

The problem is more prominent in the multi-party setting, where additional consistency checks are needed
among the parties and this causes even more computation overhead. For example, with eight parties,
the implementation from Wang et al. [WRK17b], benchmarked using the same hardware as above, can
compute about 68 K multi-party authenticated AND triples per second. The speed would be 510K triples
per second, if the 10 Gbps network bandwidth is fully utilized. This is a performance gap of 7.5 x.

ISince every authenticated AND triple in their protocol takes &= 290 bytes of communication, 10 Gbps bandwidth can support
around 4.3 x 106 triples.



#Parties 2 (8 threads) 2 (32 threads) 3 8 24 40 48

[WRK17a, WRK17b] 1.26 0.59 502 10.77 40.55 6266 75
This paper 0.24 0.18 1.26 2.31 637 1141 13.54
Improvements 5.28x 3.28% 398x 4.66x 636x 55x 5.54x

Table 1: Comparison of the best prior implementation and ours for generating an authenticated AND
triple. All reported numbers are the running time, in microseconds (us), to generate one authenticated AND
triple. All experiments are performed with machines with 10 Gbps network bandwidth and 36 vCPUs. Both
implementations are applied with the same level of code optimizations.

These computation and communication overheads become increasingly prominent as the need of malicious
security emerges in real life. However, as numerous prior works have extensively studied approaches to op-
timize this paradigm recently [WRK17a, WRK17b, HSS17, HIV17, KRRW18, ZCSH18], any improvement
requires novel insights and careful analysis of the protocol.

1.1 Our Contributions

In this paper, we present a set of improvements to the distributed garbling paradigm for constant-round MPC
protocols tolerating an arbitrary number of malicious corruptions. Our implementation shows significant
performance boost compared to the best prior work. See Table 1 for a selected set of comparison points and
Section 5 for more details. Below we summarize our results and provide intuitions of our ideas in Section 2.

First, we design a new authenticated AND triple (aAND) protocol from scratch with improved efficiency.
To exploit every possible improvement, we start our analysis from the most basic building blocks, within
the KOS protocol [KOS15] for maliciously secure OT extension. Our improvements can be directly applied
right out of the box to many MPC protocols that need authenticated AND triples [WRK17a, WRK17b,
HSS17, KRRW18, ZCSH18, AORT19, RW19, DEF'19]. In detail, we improve three key components in
the protocol.

— Improved multi-party authenticated bit. The state-of-the-art protocol [NST17] for each authenticated
bit (aBit) requires (k + p)-bit communication and a high computational cost due to the use of bit-matrix
multiplication and multiple checks for correlation and consistency. As an evidence, two-party authenti-
cated bit is about 3x slower than the ordinary maliciously secure OT extension even when running over
a local host [Rin].

We propose a new multi-party authenticated bit protocol directly based on the bare IKNP OT exten-
sion [IKNPO3, ALSZ13] with a small harmless leakage. Our new protocol reduces the communication
per aBit from (k + p) bits to  bits and eliminates all sources of slowdown mentioned above. See Sec-
tion 2.2 for more elaboration.

— Improved multi-party authenticated share. Multi-party authenticated share (aShare) is another key
building block towards aAND (See Section 2.3). The previous protocol [WRK17b] for multi-party au-
thenticated shares needs to repeat a checking procedure p times, to boost the soundness error from 2
to 27°. We propose an improved checking procedure based on the re-randomization idea by Hazay et
al. [HSS17] where a single check is sufficient.

— Improved multi-party leaky AND triple. Leaky authenticated AND triple (LaAND) is yet another
important building block towards fully secure AND triples. We reduce the number of hash function calls
by a factor of 2x when computing leaky AND triples and show that the security preserves even given the
leakage introduced in aBit as above. See Section 2.4 for more details.



By applying the above optimizations, we can reduce the communication cost of authenticated AND triple
generation by ~ 24%. Our implementation shows that in most settings, it leads to an improvement of
running time by 4 x to 5x in both the two-party and the multi-party settings. See Table 1 for a performance
summary.

Our next bundle of optimizations are specific to the WRK multi-party authenticated garbling [WRK17b]
with an emphasize on the function-dependent phase.

— Towards multi-party half-gates. Although it is known how to distributively compute the half-gates
scheme [ZRE15] in the two-party setting [KRRW 18], the multi-party setting is completely open. Here
we partially enables half-gates in the multi-party setting and reduce the size of a distributed garbled
circuit from each garbler by 2« bits per gate. Our technique here is also applicable in the semi-honest
setting [BLO16]. See Section 2.5 for a high-level description.

— Improved circuit authentication. Katz et al. [KRRW 18] proposed an efficient way to authenticate dis-
tributed garbled circuits using the amortized MAC check in the two-party setting. However, it does not
directly apply to settings with more than two parties. To obtain similar efficiency in the multi-party
setting, we design a new batched circuit authentication based on almost universal linear hash func-
tions [CDD*16]. The resulting solution improves the communication from 4p bits to 1 bit per gate.
See Section 2.6 for more discussion.

As a result, for example in the three-party setting, our optimizations result in an about 35% reduction in
communication for function-dependent phase.

1.2 Discussion of Some Related Works

Recently, Boyle et al. [BCG™19] presented a maliciously secure protocol that can be used to realize cor-
related OT with sublinear communication. In the two-party setting, their protocol can be used to further
reduce the communication of our protocol. Based on their performance benchmark, it would be faster
than the KOS OT extension [KOS15] when the network bandwidth is below 500 Mbps. In the same se-
curity setting, Hazay, Venkitasubramaniam, and Weiss [HVW20] recently proposed a maliciously secure
MPC protocol with constant communication overhead over the semi-honest GMW protocol, which implies
constant-round MPC based on BMR distributed garbling, while our protocol has a communication overhead
of O (p/log|C|). However, their result remains mostly theoretical and here we are mainly interested in the
practical efficiency.

1.3 Organization

In Section 2, we introduce important concepts and building blocks needed for our constructions. We also
present the intuitions about how our improvements work. Then in Section 3 and Section 4, we describe
in detail the improved protocol for authenticated AND triples and the improved multi-party authenticated
garbling protocol, respectively. Finally, in Section 5, we discuss the concrete efficiency gain of the protocol.
We defer some basic concepts and protocols/proofs to Appendix and our full version [YWZ19].

2 Background and Technical Overview

In this section, we introduce some background information on the state-of-the-art protocols for authenticated
AND triples and authenticated garbling. Alongside, we also provide high-level ideas on how our work
improves these protocols. In Appendix A, we describe more commonly known preliminaries, including
two useful functionalities Fcom and FRrand for commitments and coin-tossing respectively, almost universal
linear hash functions, and the amortized opening procedure of authenticated bits/shares.



2.1 Notation

We use « and p to denote the computational and statistical security parameters respectively. We use a < S
to denote sampling a uniformly at random from a finite set S. We will use [n] to denote the set {1,...,n}.
For a bit-string x, we use Isb(z) to denote the least significant bit of x, and z[k] to denote the k-th bit of
x. Depending on the context, we use {0, 1}*, F5 and Fy~ interchangeably, and thus addition in F% and Fa«
corresponds to XOR in {0, 1}". We use bold lower-case letters such as x € F5 to denote a vector, and x[k]
to denote the k-th component of x. We will use a hash function H : {0,1}* — {0, 1}* modeled as a random
oracle. We use negl(-) to denote some unspecific negligible function such that negl(x) = o(x~¢) for every
constant c. We write Fox = Fo[X]/f(X) for some monic, irreducible polynomial f(X) of degree x. We
denote by Py, ..., P, the parties.

A boolean circuit C is represented as a list of gates of the form («, 3,7, 7T"), which denotes a gate with
input-wire indices v and [3, output-wire index y and gate type T' € {®, A}. By |C|, we denote the number of
AND gates in a circuit C. We use Z; to denote the set of circuit-input wire indices with the input from party
P;, W to denote the set of output wire indices for all AND gates, and O; to denote the set of circuit-output
wire indices associated with the output of ;. Without loss of generality, we assume that the input and output

of all parties have the same length, i.e., |Z;| = --- = |Z,| and |O4] = --- = |O,|. We use |Z| and |O] to
denote the length of all circuit-input wires and circuit-output wires respectively. Our MPC protocol will use
H({Zw}wew) to denote H(Zy, , . . ., Zu) for Zy, € {0,1}", where here w1, . .., w|c| are the sorted output

wire indices of all AND gates in an increasing order.

In this paper, we consider a static, malicious adversary who can corrupt up to n — 1 out of n parties. We
use A C [n] to denote the set of all corrupt parties. All our protocols allow abort, and are provably secure in
the standard simulation-based security model [GolO4]. Our protocols need a broadcast channel, which can
be efficiently implemented using a standard 2-round echo-broadcast protocol [GLO05] as we allow abort. The
communication of this broadcast protocol can be optimized in a batch [DPSZ12] by using either an almost
universal linear hash function or a collision-resistant hash function.

2.2 Multi-Party Authenticated Bits

Authenticated bits (or equivalently information-theoretic MACs) were firstly proposed for maliciously se-
cure two-party computation by Nielsen et al. [NNOB12], and can also be extended to the multi-party set-
ting [BDOZ11, LOS14]. Every party P; holds a uniform global key A; € {0,1}*. We say that a party P,
holds a bit z € {0, 1} authenticated by P}, if P; holds a random local key K;[z] € {0,1}"* and P; holds
the MAC M;[z] = K;[z] ® zA;. We write [m]z = (x, Mj[z],K;[z]) to represent a two-party authenti-
cated bit where x is known to P; and authenticated to only one party F;. In the multi-party setting, we let
[z]; = (x,{M;[x]};-i, {K;[x]};-:) denote a multi-party authenticated bit, where the bit x is known by P;
and authenticated to all other parties. In more detail, P; holds (x, {M;[x]};-;), and P; holds K [x] for j # i.

We note that [z]; is XOR-homomorphic. That is, for two authenticated bits [x]; and [y]; held by P, it
is possible to locally compute an authenticated bit [z]; with z = = @ y by each party locally XOR their
respective values. That is, P; computes z := = @ y and {M;[z] := M;[z] @ M,[y]};»; P; computes
K;[z] := Kj[z] @ K;[y] for each j # i. We use [z]; := [z]; @ [y]; to denote the above operation. As such,
[x]f is also XOR-homomorphic.

With a slight abuse of the notation, we can also authenticate a constant bit b: P; sets {M;[b] := 0}
P; sets K;[b] := bA; for each j # i. Similarly, let [b]; = (b, {M;[b]} i, {K;[b]} ji). Now we can write
[x]; ® b= [z]; ® [b];, and let b|x]; be equal to [0]; if b = 0 and [x]; otherwise.

Prior solution. Prior solution for multi-party authenticated bits is very complicated, involving the following
steps to generate a bit known by P; and authenticated to all other parties:

1. First, using the maliciously secure KOS OT extension [KOS15], P; computes random correlated strings
with P;, e.g., M;[z] and K;[z] such that M;[z] ® K;[z] = xA;. This includes an IKNP OT exten-
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sion [IKNPO3, ALSZ13] followed by a KOS correlation check [KOS15] for the consistency of the
choice-bit vector. The correlation check is leaky in which it allows the adversary to guess a few bits
of P;’s global key A;.

2. To establish two-party authenticated bits, Nielsen et al. [NST17] proposed a way to eliminate the above
leakage. We can execute the first step to obtain random correlated strings of length (x + p) bits. Then,
we can use a random bit matrix to compress the bit string to « bits and at the same time eliminate the
leakage.

3. To generate multi-party authenticated bits for P;, we can execute the above two steps between P; and each
other party, where the KOS correlation check and bit-matrix multiplication compression are executed
n — 1 times for each authenticated bit.

4. The above procedure for multi-party authenticated bits is not fully secure, as a malicious F; may use
inconsistent bits when executing the two-party authenticated bit protocol with different parties. Wang et
al. [WRK17a] designed an extra consistency check that allows honest parties to catch such inconsistent
behavior with probability 1/2. The check needs to be repeated by p times to ensure a cheating probability
of 1/2°.

In practice, the above steps are very costly in computation. Different layers of consistency checks and com-
pression cause heavy computation and require the data to flow through the CPU cache back and forth. The
computation of bit-matrix multiplication is particularly expensive, even after carefully optimized. For ex-
ample, libOTe [Rin] shows that two-party authenticated bit is about 3 slower than the ordinary maliciously
secure OT extension even when running on the same machine.

Our solution. Towards improving the efficiency of the above protocol, we make the following crucial
observations:

1. The leakage caused by the KOS correlation check is harmless in our setting because, intuitively, the
resulting correlated strings will be used either for authentication or for constructing distributed garbled
circuits, where learning all bits of a global key is required to break the security. In particular, an adversary
can guess a few bits of honest parties’ global keys but get caught if any guess is incorrect. Therefore, the
probability that the protocol does not abort and the adversary learns the whole global key is bounded by
27¢ % 2 (F=¢) — 27K for the leakage of c bits, which is the same as the case without such leakage.

2. The two consistency checks are of similar goals and thus one may already achieve the goal of the other.
In detail, both checks aim to ensure that a malicious receiver uses consistent choice bits: the first KOS
consistency check is to ensure that a unique choice-bit vector is used among all columns of the extension
matrix within one execution between two parties such that the unique choice-bit vector can be extracted
by the simulator; while the second multi-party check is to ensure that a consistent choice-bit vector is
used across two or more executions between multiple parties.

As a result, we propose an improved multi-party authenticated bit protocol that allows the adversary to
guess a small number of bits of the global keys of honest parties with the risk of being caught if any guess is
incorrect. The protocol consists of only two steps: 1) P; executes the IKNP OT extension protocol [ALSZ13]
with every party P; for j # ¢; 2) All parties jointly execute a single check that serves both purposes
of correlation check and consistency check in the prior work. The check works similarly with the KOS
correlation check, except that it is done jointly by all parties in a batch.

Compared with prior solutions, we improve the communication overhead and computation cost per
authenticated bit as follows: 1) reduce the communication from « + p bits to x bits; 2) reduce the number
of base OT's between each pair of parties from & + p to x; 3) eliminate the need of bit-matrix multiplication,



as well as the multi-party consistency check. The detailed protocol and proof of security can be found in
Section 3.1.

2.3 Multi-Party Authenticated Shares

In most cases, authenticating a bit known to one party is not sufficient. We would like a way to authenticate
a bit unknown to all parties, which can be done by secret sharing together with authenticating each share. In
detail, to generate an authenticated secret bit z, we can generate XOR shares of x (i.e., shares {J:i}?zl such
that ", 2! = ), and then ask every party to authenticate to every other parties about their shares. We use
(z) = ([z']1,...[2z"]5) to denote an authenticated share of bit z, i.e., (x) means that every party P; holds
(2", {M;[2"], Ki[27]} j:). Ttis straightforward to see that authenticated shares are also XOR-homomorphic.
For a constant bit b € {0,1}, we let (z) ® b = ([z']; @ b, [2?]2, ..., [2"],), and define b(z) to be equal to
(0) = ([0]1,.-.,[0]n) if b = 0 and (z) otherwise.

Prior solution. In prior works, authenticated shares are constructed by letting each party execute the au-
thenticated bit protocol with their only shares of the secret bit. However, since every party participates in
multiple authentication processes, it is possible that a malicious party uses different global keys in multiple
executions of the authenticated bit protocol with different parties, and thus causes the inconsistency. In
WRK [WRK17b], they proposed a protocol to check the consistency of global keys by making use of the
XOR-homomorphic property of authenticated bits. Their checking protocol requires each party to compute
2p + 1 commitments.

Our solution. Based on the re-randomization technique by Hazay et al. [HSS17], we improve the WRK
consistency check for authenticated shares by reducing the number of commitments from 2p + 1 to 1. In
particular, we use a linear map that maps « random shares of a party P; to a random element y* in Fo~. Then
we use a random zero-share to re-randomize each element y*. To prevent the collusion, each party needs
to make only a single commitment. Note that the inconsistency may occur only when there are at least two
honest parties. In this case, y' is kept secret from the re-randomization based on zero-share, which assures
the consistency of global keys.

The checking procedure can also be efficiently implemented given hardware support for finite field
multiplications. See Section 3.2 for the detailed protocol and proof of security.

2.4 Improved Authenticated AND triples

The protocol for leaky authenticated AND triples is to generate a random authenticated AND triple ((z), (y),
(z)) with one caveat that the adversary can choose to guess the share 2° of an honest party P;. A correct
guess remains undetected, while an incorrect guess will be caught.

Prior solution. The multi-party leaky AND triple protocol by Wang et al. [WRK17b] consists of two steps:
1) the parties execute a protocol to generate AND triples without correctness guarantee; 2) all parties run a
checking procedure to ensure correctness, which also introduce some potential leakage to the adversary. Re-
cently, Katz et al. [KRRW 18] proposed an efficient checking protocol reducing the number of hash function
calls by half in the two-party setting. The key idea is to apply the point-and-permute technique [BMR90]
for garbled circuits to the context of AND triple generation. They integrated the above two steps into one as
the least significant bit can represent the underlying share.

Our solution. We extend their idea from two-party setting to the multi-party setting. The extension of the
protocol is fairly straightforward; nevertheless, we believe it is an important task to figure out all details of
the security proof. We give the protocol description and a full proof that the protocol is still provably secure
given the leakage of global keys introduced as above in Appendix D.1.

2.5 Improved Distributed Garbling with Partial Half-Gates
Classical and half-gates garbling. The classical garbling with point-and-permute [BMR90] and free-



XOR [KSO08] requires 4 garbled rows per AND gate. Let P and P; be the garbler and evaluator respectively.
Each wire w is associated with a random garbled label L,, o € {0,1}" and a wire mask \,, € {0, 1} both
known only to the garbler. The garbled label for a bit b is defined as Lo, = Lao @ bAg, where Ay is a
random global offset only known to P». The garbled table computed by P», namely {Guv}u7ve{071}, for an
AND gate («, 3,7, ) consists of four garbled rows in the following form

Gu’u = H(La#, Lﬁ,v) @ L%O S T’U/UA27

where 74, = (u @ X\a) A (v @B Ag) & Ay, and we omit « in H for simplicity. Half-gates by Zahur et
al. [ZRE15] is the state-of-the-art garbling scheme that only requires 2 garbled rows per AND gate. In this
case, the garbled table can be written as:

Go :=H(Lao) ® H(La,1) & AgAo,

) )

G, :H(Lﬁ 0) D H(L/B 1) D La,O D Ao

) )

Garbler P, can compute the 0-label for the output wire as:
L'y,O = H(La70) ©® H(L,Bp) D (>\a)\ﬂ D /\»Y)Ag.

Classical and half-gates two-party distributed garbling. Following the previous observation by Katz et
al. [KRRW18], we can conceptually divide the authenticated garbling protocol into two parts: 1) jointly
generate a distributed garbled circuit among all parties; 2) authenticate the correctness of the garbled circuit
for the evaluator. Here we only consider the first part about distributed garbling. The WRK distributed
garbling [WRK17a] in the two-party setting can be written as:

P G12w = H(LCV,U’ Lﬁﬂ)) D (L%O & Ka [quw] S T’ZUAQ)
P :G’iv = MQ[Tiv],

where 1L, @72, = r,, is defined as above. The correctness can be checked given the fact that G, ® G2, =
Gy as in the classical garbling.

Recently, Katz et al. [KRRW 18] showed that the half-gates technique can be applied to the above two-
party distributed garbling. Although P cannot compute Gy, G1 and L, o as in the half-gates garbling
(because P, does not know the wire masks, and thus cannot compute the terms AgAa, AoAz and (A A5 ©
Ay)A»), both parties P; and P, hold the authenticated shares, say, R1 & Ry = AgAg, S1 @S2 = Ay Ag, and
T1 ® To = (AaAg @ A\y)Ag. Thus, they can conceptually “shift” the entire garbling procedure by Ry, .S}
and 7. In detail, P, can compute

G§ = H(La0) @ H(La1) @ Ra,
G? :=H(Lgo) ®H(Lg,1) ® Lao & So,
L%Q = H(La,O) () H(Lﬂo) @ Ts.

Evaluator P, can recover GGy and GG1 by computing G := G(Q) @® Ry and Gy = G% @® S1. Then P; can
perform the standard half-gates evaluation, and adds 7} as a correction value, so as to compute the garbled
label for output wire .

Applying half-gates for multi-party authenticated garbling. Applying half-gates to the multi-party set-
ting has been an open problem proposed by multiple prior works [BLO16, WRK17b, BLO17, KRRW18,
BJPR18]. We present how to partially use half-gates in the multi-party distributed garbling for boolean
circuits. Recently, Ben-Efraim [Ben18] proposed a technique for distributed garbling of arithmetic circuits,
which makes it compatible with some of the half-gates optimizations. Note that their technique does not



reduce the size of distributed garbled circuits for the case of boolean circuits. Thus, their work still leaves
the open problem of applying half-gates to the multi-party distributed garbling for boolean circuits.

Let’s first recall the classical multi-party distributed garbling [WRK17b]. For each wire w, every garbler
P; (1 > 2) has a pair of garbled labels Lw K w,1 such that Liu,o @ Liml = A;, where A; is a random offset
only known to P;. For each AND gate («, 3,7, A) and u, v € {0, 1}, the distributed garbling is constructed
in the following form:

Piyi 2 2 Gly = H(Lh 0 L) & (MGl diins Lo @ () 4iKilrl) @ 7,0 ),
G11w = {Mj [Tuv]}j#b
where @, (,, "t = Tuv is defined as above.

As we can see above, the multi-party garbling is very complicated and difficult to analyze. Our first step
is to further split the distributed garbled table into two parts as below:

Al = H(L LG, ® (Lo @ (DK [rl]) @ riu A i)

By = H(LL 0 LG ) @ ({My [, ]} i)

Essentially, we can view G%, as (A%, , B.,). Now we can see that A?, is very similar to the two-party

distributed garbling. Thus we can attempt to apply the half-gates optimization on this portion:

Al = H(L, )@H( 1) @ Ry,
Al = H(L )@H(Lﬁ’l)@La’o@S,-,
Lo =H(Lbo) ®H(Lso) & T,

where @ ;¢ Bi = AsAi, Dicp Si = Aa A and ;¢ i = ()\ Ag @ Ay)A;. Unlike the two-party
setting, here Py cannot recover H(L, o) ® H(LY, 1) © AgA; and H(L} o) © H(L ;) ® LY, o ® Ao Ay, and then
perform the standard half-gates evaluatlon since it does not get the other parties’ shares for A\gA; and Ao A;.
By a careful evaluation, we show that evaluator P; can still compute the garbled label for output wire - in the
following way. If P holds public values A, Ag and the corresponding garbled labels {La Ao L ﬂ Ag}i#l’
then for each ¢ # 1, it computes as follows:

1. Evaluate the half-gates portion:

H(Li ) ®H(LA,) @ Ao - Af @ Ag - (AT ® LG, 4,)
= H( a,o)@H( B,O)@AaRi@ABSi@AaAgAi.

2. Evaluate classical garbling portion. Let u = A, and v = Ag. Then, the evaluator P; can compute
Mj[ril} sy = H (Laanr Laa,) © Bl
where M;[r?, ] is P;’s share of A, A; for j # i.

3. Py can compute its share Mi[riv] of A,A; for each @ # 1. Then, P; combines them with the above
results as follows:

(H(Lo0) @ H(Ls0) © Aokt © AgS; @ AaApAi) @ (),Milrlu])
= H(Lio) @H(Ls) & T & AyA; =L g & AyA; =LY,
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The correctness holds because
AFYAZ‘ = AaAgAi ©® Aa)\BAz‘ ©® Ag)\aAi D (/\a)\g S¥ /\*y)Ai

= AalpAi @ Ao (Dicp Bi) © As(Dicpy Si) © (Digpy T)
= (AaAgAi D AR, D ABSZ' D Ti) D (®j7éi(Ao‘Rj ) AgSj D T]))
= (AalpAi & AoR; & AgS; & T) & (€D, Milrhu]),

where Ay, = (Ao ® Aa) A (Ag @ Ag) @ A, and Mi[rh,] = AuR; ® AgS; @ Tj is Pj’s share of A, A;.
As a result, we can reduce the communication per AND gate from each garbler by 2 bits in the function-
dependent phase. We refer the reader to Section 4 for the detailed construction.

2.6 Batch Circuit Authentication in the Multi-Party Setting

In this section, we focus on the circuit authentication part, which is used to authenticate the correctness of a
garbled circuit. Specifically, this part roughly works as follows:

— In the preprocessing phase, for each AND gate («, /3,7, /), every party P; holds authenticated shares of
)\a, )\5, )\,y and )\aﬁ = )\a . )‘»3‘

— After evaluating the distributed garbled circuit in the online phase, for each wire w, the evaluator Py
obtains a public value A,,, which is the XOR of the actual value on the wire (based on the input) and a
wire mask \,,. P, would like to check correctness of all public values by using the above authenticated
shares. In particular, it will guarantee that for each AND gate, the actual values on the wires form an
AND relationship.

Prior solution. For each AND gate (o, 3,7,A) and u,v € {0,1}, we define ry, = (u ® Ao) A (v D
Ag) @ Ay. In the original WRK protocol [WRK17b], the circuit authentication was essentially done by
encrypting authenticated bits of the form (7%, M1[r¢,]) in each garbled row, where 7%, is P;’s share of 7.,
This because the garblers do not know the public values at the stage of garbling. When incorporating the
optimization [WRK17a] into the protocol, their solution requires 4p bits of communication per AND gate
in the function-dependent phase.

Katz et al. [KRRW 18] observed that in the two-party setting, such circuit authentication can be done in a
batch, which reduces the communication to 1 bit per AND gate. In particular, evaluator P; needs to send the
public values on the output wires of all AND gates to P», as P cannot evaluate the circuit. For each AND
gate (v, 3,7, \), for correctness of A, it suffices to show that ¢, = (Aq B o) A(Ag®Ag) B (AyBA,) = 0.
Two parties compute the authenticated shares t% and t% of ., by using the authenticated shares of \,, Ag,
Ay and A, - A\g. Then P sends My [t%] to P;, who checks its validity by comparing it with K; [t%] > t,lyAl,
where ¢, = 0 if and only if t}/ = t,2y. This authentication procedure can be made in a batch for all AND
gates by checking whether H({M1[t2]}wew) = H{K1[t2] © tL A1 }wew). A malicious Py may flip some
public values, and reveals some secret shares held by P» from such authentication, which may break the
privacy. To prevent the attack, P; also needs to send H({Ms[tL]}.wew) to Py who checks that it is equal to
H({Ka[tL] ® t2, As}wew). This solution does not extend to the multi-party setting directly, because when
there are multiple garblers, P; only knows t% but not individual t@ fori # 1.

Our solution. For each wire w € W, we let P; check that ¢,, = ®ie[n] t! =0, after Py sends {Ay bwew
to all other parties, where t,, is defined as above. In a naive approach, each garbler P; sends (t%,, M1 [t},]) to
Py, who checks that M1 [t!] = K [ti,] ©t!,A. This requires |C| - ( + 1) bits of communication per garbler.
By optimizing the approach with batched MAC check, the communication is reduced to |C| + « bits.

We propose a new circuit authentication procedure in the multi-party setting based on an almost-universal
linear hash function H (as defined in Appendix A.2), which further reduces the communication per garbler
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to x bits. Specifically, each garbler P; (i # 1) sends z; = H({M1[t},]}wew) € Fax to Py, and P; computes
Mi[ty,] := @iz Kilth,] © t,, A1 for each wire w € W. For each w € W, t,, = 0 if and only if

Dicp Miltl] = 101 ® B,y (Kilth,] © Mi[t,]) = Dy tod1 = twAi = 0.

Py computes z1 := H({M1[tL]}wew), and then checks that @Dicpn) 2 = 0. As His XOR-homomorphic,
we have that

@z‘e[n] 2= @ie[n] H({Ml[tfu]}weW) = H({@ie[n] Ml[tfv]}weW) =0.

From the almost-universal property, we have ®i€[n] My [ti,] = 0 for w € W. We can use a polynomial
hash based on GMAC to instantiate the linear hash function H, whose computation is blazing fast given
hardware-instruction support.

To prevent the attack mentioned above, we let P; send h; = H({Lfm A, Jwew) to every garbler P; who
checks that h; = H({ Lfv’o ®AwA;twew). Through the approach, every garbler P; can check the correctness
of the public values sent by P, because evaluator P; can learn only one garbled label for each wire and
garbled label qu A, can be viewed as an MAC on bit A,,. After the circuit authentication procedure, all
parties can obtain the correct public values, which allows our protocol to support multi-output functions in
a straightforward way. We give the detailed protocol in Section 4 and the full proof in Appendix E.

2.7 Other Optimization

In the WRK protocol [WRK17b], the input bits are masked with authenticated shares. However we ob-
serve that this is not necessary and that an extended form of authenticated bits is already sufficient. In-
tuitively, since every party can arbitrarily choose its input, and thus the shares from all other parties can
be set to 0. We define a useful operation called Bit2Share, which takes as input an authenticated bit
[Ali = (A {Mg[A]}szi, {Ki[A]}i2s) with bit X known by P, and extends it to an authenticated share () as
follows:

— Set [\ := [A];: Py sets X' := X and {M[\] := I\/Ik[)\]}k#, Py sets Ki[\F] := Ki[)] for each k # i;

— Set [M]; := [0]; for each j # i: P; sets M := 0 and {My[N] := 0}.;, and P defines Ki[\’] := 0 for
each k # j.

In our protocol, the circuit-input wires are processed using the above procedure instead of a full-fledged
authenticated shares. This is partially effective when the input is large (See Section 5). A similar idea is
used in the semi-honest MPC protocol [BLO16], where the MACs need not to be considered.

3 Improved Preprocessing Protocols

In this section, we present the details of our optimizations for faster authenticated AND triple generation.
Since we have discussed the key insights and high-level ideas of the preprocessing protocols in Section 2,
here we will focus on detailed description of the protocols and their proofs of security.

In Section 3.1, we will present our improved multi-party authenticated bit protocol with a detailed proof
of security. Then in Section 3.2, we will show the authenticated share protocol with an improved global-
key consistency check. We defer the detailed description and security proof of the improved protocol for
authenticated AND triples to Appendix D.

Our protocols for authenticated bits, shares and AND triples jointly implement the preprocessing func-
tionality Fprep as shown in Figure 1. In functionality Fprep, We allow the adversary to make multiple (leak)
queries on the same index i ¢ A. Each bit guess of A; made by the adversary will be caught with probabil-
ity 1/2. For each (leak) query, the adversary needs to provide a subset S C [r] representing the positions
in which the guessed bits locate. Our MPC protocol with improved authenticated garbling as shown in
Section 4 will work in the Fprep-hybrid model.
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Functionality 7,

This functionality runs with parties P, ..., P,. Let A C [n] be the set of corrupt parties.
Initialize: Upon receiving (init) from all parties, sample A; < {0,1}" for i ¢ A and receive A; € {0,1}" from
the adversary for i € A. Store A; for i € [n] and send A; to party P;.

Macro AuthBit(%, ) (this is an internal subroutine only)

1. If P; is corrupted, receive an MAC M, [z] € {0,1}" from the adversary and compute K;[z] := M;[z] & zA,
for each j # i.

2. Otherwise, sample honest parties’ keys K;[z] < {0,1}" for j ¢ A, j # i. Receive keys K;[z] for j € A from
the adversary. Compute the MACs M; [z] := K;[z] @ zA; for j # 1.

3. Output (z, {M,[x]},x;) to P; and K;[z] to P; for j # 1.
Authenticated bits/shares/triples: This functionality generates random authenticated bits, shares and triples as
follows:

1. Upon receiving (aBit, 7) from all parties, sample x <— {0, 1} if P; is honest and receive x € {0, 1} otherwise,
and then generate a (random) authenticated bit [z]; by executing AuthBit(i, x).

2. Upon receiving (aShare) from all parties, sample <« {0,1}, and then execute the following macro
AuthShare(z) to generate a random authenticated share (x):

— Receive ' € {0,1} from the adversary for i € A ; sample % < {0,1} for i ¢ A such that Dicn b=z
— For each i € [n], execute AuthBit(i, z*).

3. Upon receiving (aAND) from all parties, sample random bits a, b < {0, 1}, compute ¢ := a A b, and generate
a random authenticated AND triple ({a}, (b), (c)) via running AuthShare(x) for each = € {a, b, c}.

Selective failure leakage: Wait for the adversary to input (leak, i, S, {A’[k]}res). If P; is honest, this function-
ality executes the macro GKleak(s, S, {A’[k]}recs) defined as follows:

— If there exists some k € .S such that A’[k] # A;[k], this functionality sends fail to all parties and aborts.

— Otherwise, it sends success to the adversary and proceeds as if nothing has happened.

Figure 1: The multi-party preprocessing functionality.

3.1 Optimized Multi-Party Authenticated Bits

We propose a new protocol II,gj; to generate authenticated bits in the multi-party malicious setting. Our
protocol uses a correlated OT with errors functionality FcoTe [KOS15] shown in Figure 2. In functionality

FcoTes if a receiver P is honest, it will input a “monochrome” vector x; = x; - (1,...,1) for i € [/] and
x; € {0, 1}, which results in the correct correlation, i.e., M[z;] = K[z;] + z; - A. If P is malicious, it may
input a “polychromatic” vector x; # x; - (1,...,1) for i € [¢], which results in M[z;] = K[z;] + x; * A,

where x; * A = (x;[1] - A[1],...,x;[k] - Alk]). We can rewrite x; = z; - (1,...,1) + e;, and get M[z;] =
Klz;|+x;- A+e;xA, where e; € F4 is an error vector counting the number of positions in which Pr, cheated.
An efficient protocol, which implements the functionality FcoTe, has been described in [NieO7, KOS15].
This protocol is the same as the IKNP OT extension protocol [IKNPO3, ALSZ13], except that it terminates
before hashing the output with the random oracle to break the correlation and executing the final round of
communication. Nielsen [NieO7] has shown that the protocol securely realizes the functionality FcoTe.

We present the details of our protocol II,g;; in Figure 4, where II,g;; works in the (FcoTe, FRand)-
hybrid model. The bits sampled by a party F; in our protocol are authenticated by weak global keys, where
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Functionality FcoTe

Initialize: Upon receiving (init, A) from a sender Ps where global key A € F%, and (init) from a receiver Pg,
store A and ignore all subsequent (init) commands.

Extend: Upon receiving (extend, ¢, x1,...,x;) from Pr where x; € F%, and (extend, £) from Ps, this function-
ality does the following:

1. Foreach i € [¢], sample K[z;] «+ F4. If Pg is corrupted, instead receive K[z;] € F% from the adversary.
2. Compute M[z;] := K|x;] + x; * A € F§ for each i € [¢], where * denotes component-wise product.
3. If Pg is corrupted, receive M[xz;] € F5 from the adversary and recompute K[z;| :== M[z;] + x; * A.

4. For each i € [{], output K[z;] to Ps and M[z;] to Pg.

Figure 2: Functionality for correlated OT with errors.

Functionality F,g;

This functionality generates random bits known by a party P; and authenticated to all other parties.

Initialize: Upon receiving (init, ¢) from P; and (init, ¢, A;) from P; for j # ¢ where A; € {0,1}", store A; for
J # i and ignores all subsequent (init) commands.

Authentication: Upon receiving (aBit, ¢, ¢) from all parties, sample 1, ...,2z, < {0,1} if P; is honest, and
receive bits {zy}rey from the adversary otherwise. Generate ¢ authenticated bits {[y];};c(q by running
AuthBit(i, 1) defined in Figure 1 for k € [¢].

Selective failure leakage: If P; is corrupted, wait for the adversary to input (leak, j, S, {A'[k]}res). If P} is
honest, this functionality executes GKleak(j, S, {A[k]}res) as defined in Figure 1.

Figure 3: Functionality for multi-party authenticated bits.

the adversary is allowed to guess a few bits on the global keys of honest parties. We use a functionality
Fagit shown in Figure 3 to define authenticated bits with selective failure leakage of global keys. In the
(init) command of F,git, an honest party P; will input a random global key A;, while a corrupt party P;
allows to send an arbitrary string A; € {0, 1}". By the (leak) command of F,git, the adversary may guess
a few bits of global key A; for j ¢ A. A correct guess keeps undetected, while an incorrect guess will
be caught. In particular, while the adversary succeeds to leak c; bits of A; with probability 27 for some
¢; € [k] U {0}, the remaining x — ¢; bits of A; are still uniform and unknown from the adversary’s view.

Security of our authenticated bit protocol. We first analyze the checking procedure (Steps 5—7) of pro-
tocol I1,g;; shown in Figure 4 and give several important lemmas. The analysis and lemmas can be found in
Appendix B.1. Then, we prove the security of our authenticated bit protocol I1,g;; in the following theorem.
The full formal proof of the theorem is postponed to Appendix B.2.

Theorem 1. Protocol 1l,gjx shown in Figure 4 securely realizes functionality F,gj; with statistical error
max{1/2°,8/2%} in the (FcoTe, FRrand)-hybrid model.

Optimization and communication complexity. We first optimize the generation of random coefficients
in Step 5 of protocol II,p; described in Figure 4. Specifically, instead of calling functionality FRrang, the
parties can use the Fiat-Shamir heuristic to compute the random coefficients {Xx }re[¢ by hashing the
transcript during the authenticated bit generation procedure, which is secure in the random oracle model.
This optimization reduces the communication rounds of protocol II,g;; by two rounds.
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Protocol I1,;;

Let ¢/ = ¢+ (k + p). A party P; generates ¢ bits authenticated by all other parties.
Initialize: All parties initialize the protocol as follows:

1. For each j # 4, P; picks a random global key A; < {0, 1}".
2. For j # i, P; sends (init, A;) to Fcote; P; sends (init) to Fcore.
Generate authenticated bits: The parties generate ¢’ authenticated bits without correctness guarantee as follows:

3. P; picks random bits x1, ...,z < {0,1}, and then sets a monochrome vector x;, := zj - (1,...,1) € Fj
foreach k € [¢].

4. For each j # i, Pj and P; call Fcote on respective inputs (extend, ¢’) and (extend, ¢',x1,...,% ), which
returns the keys {K; [xk]}ke[f’] to P; and the MACs {M; [mk]}ke[é’] to P;.

Check correlation and consistency: The parties check the correlation of their outputs from Fcote and the
consistency of P;’s inputs in multiple calls of FcoTe as follows:

5. The parties call coin-tossing functionality Frang to obtain £’ random coefficients x1, ..., xeo € Fox.

6. P; locally computes over Fa« the value y* := Zi;le - g, and {M;[y’] := Zi,zl Xk - Mj[zg] } d

,_an
, , e
broadcasts y* to all parties. For each j # i, P; also sends M;[y"] to P;.

7. For each j # 4, P; computes K;[y'] := Zf::l)(k - K,[zy], and checks that M;[y*] = K;[y'] + y* - A;. If the
check fails, P; aborts.

8. The parties output ¢ authenticated bits [x1];, .. ., [z¢]; with [z]; = (g, M;[z], K;[zg]) for k € [€].

Figure 4: Protocol for generating multi-party aBits.

Now, we analyze the rounds and communication cost of protocol II,g;; with the above optimization,
including the rounds and cost of the IKNP OT extension protocol [ALSZ13] realizing FcoTe. When ignoring
the communication rounds in the initialization phase, our protocol II,g;; needs only one round. If we adopt
the base OT protocols such as [PVW08, CO15, CSW20] to implement the initialization procedure, the whole
protocol has three rounds. We ignore the communication cost of global keys setup in the initialization phase
(Step 1 and Step 2), as the setup needs to be run only once, and the one-time setup cost depends on which
base OT protocol is used and is minor for the efficiency of the whole protocol. The communication cost of
protocol I1,g;; is about (n — 1)(¢ + k + p)k bits.

3.2 Improved Multi-Party Authenticated Shares

We propose an efficient protocol 11,gh,re, Which allows n parties to compute authenticated shares of secret
bits. One straightforward approach is to call F,g;; n times, where in the j-th call, the parties obtain a
random authenticated bit [27] ; for a random bit 27 known only by P;. However, a malicious party P; may
use inconsistent global keys in multiple calls of F,g;;. This results in that two authenticated bits [a:jo] jo
and [271] ;i are authenticated by two different global keys A; and Al respectively. Based on a similar
observation [WRK17b], we note that the two-party functionality FcoTe has already guaranteed that P; uses
the same global key A;, when P; and P; generate the MACs on multiple bits. Therefore, if one authenticated
share has the consistent global keys, then all authenticated shares have the consistent global keys. In our
construction, we let all parties additionally generate  authenticated shares, and then open them to check the
consistency of global keys.

The detailed construction of authenticated share protocol I1,spare is described in Figure 5. If rli, e r,i S
{0,1} are sampled at random, then y* = Sr_rh X h=1 is uniformly random over Fy«. In the following
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Protocol I1,share

Initialize: All parties initialize the protocol as follows:
1. For each i € [n], P; picks a random global key A; < {0, 1}".
2. Foreach i € [n], for each j # ¢, P; sends (init, ¢, A;) to Fagit.

Generate authenticated shares: All parties generate ¢ + « authenticated shares without consistency guarantee
by calling F,pi:.

3. For each i € [n], all parties send (aBit, i, ¢ + ) to Fagit, which samples x%, ..., z%,ri, ... 7l < {0,1} and
sends random authenticated bits {[x}]; }nefg and {[r},]i }re(s) to the parties.

If receiving fail from functionality F,g;, the parties abort.
Consistency check: The parties check the consistency of global keys.

4. Each party P; locally computes over Fa~ the following values:

= XM M ZXh LM, [ri] for j # i, Kily ZX’L L K[r] for j # i
h=1

h=1

5. Every party P; obtains a random zero-share u’ € Fa« such that > ;" | u’ = 0 by exchanging random elements
over a private channel as follows:

— For each i € [n] and j # 4, P; picks a random element u*J < Fy~ and privately sends it to P;.

— Every party P; computes u’ := >, (u"/ + u/*) over Fax.

6. Every party P; computes y' := y' + u’, and then broadcasts it to all parties. Then, for each i € [n], P;
computes y := > y".

7. Each party P; computes z} := >, Ki[y?] + (y* + ) - A;, and commits to <{Z; =M;lyl}, ;2 1) € F3.
by calling the (Commit) command of Fcom.

8. After all commitments have been made, all parties open their commitments by calling the (Open) command
of Fcom, and then check that:

for each i € [n], Zzz =0.

j=1
If the check fails, the parties abort.

9. The parties output £ authenticated shares (z1), . .., (x,) with (xx) = ([zi]1, ..., [z}]s) for k € [£].

Figure 5: Protocol for generating multi-party authenticated shares.

theorem, we prove that protocol II,share securely realizes the functionality F,share for authenticated shares
with weak global keys as shown in Figure 12 of Appendix C. The full proof of the theorem is provided in
Appendix C. We also give the communication rounds and complexity of protocol II,ghare in Appendix C.

Theorem 2. Protocol 11 share Shown in Figure 5 securely realizes functionality F,share With statistical error
1/2% in the (Fagit, Fcom)-hybrid model.

Implementing the (aBit) command of 7. In functionality Fprep shown in Figure 1, all parties can call
the (aBit) command to generate authenticated bits in which the bits are known by n different parties. The
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parties can execute the protocol 1I,g;j; described in Figure 4 n times to implement this command. In this
case, a malicious party P; may use inconsistent global keys in n different executions of I1,g;;. Nevertheless,
we note that if one authenticated share has the consistent global keys, then all multi-party authenticated
bits have also the consistent global keys. Therefore, by one execution of protocol I share, We have already
guaranteed that all authenticated bits from n executions of Il,g;; have the consistent global keys. In a very
special case that II,share is not executed by the parties when the circuit does not include any AND gate,
the parties still need to perform the consistency check underlying the protocol Il,ghace to guarantee the
consistency of global keys.

4 Optimized Multi-Party Authenticated Garbling
4.1 Construction in the F.,-hybrid model and Proof of Security

In this section, we present our MPC protocol Ilypc in the Fprep-hybrid model. Since we have already
discussed the main ideas of our improvements in Section 2, we directly show the complete description
of the protocol in Figure 6 and Figure 7. In protocol Ilpc, we use an amortized opening process for
authenticated bits/shares described in Appendix A.3, which has also been used in the previous protocols
such as [NNOB12, KRRW18]. Specifically, every party can send the bits/shares along with a hash value of
the corresponding MACs to the other parties, which implements the amortized opening procedure denoted
by Open. In Appendix A.3, we prove that the amortized opening is still secure in our setting where a few
bits of global keys may be leaked via the selective failure attack.

In addition, protocol IT,,c uses an almost universal linear hash function H(z) = z[1]-x+- - -+2z[m]-x"™,
where z € Fy. and m = |C|. The definition of such hash functions and the security of the construction are
given in Appendix A.2. In the output processing of protocol Il,pc, without loss of generality, we assume
that every party’s output is associated with different circuit-output wires. If we allow two parties to obtain
the same output from the same circuit-output wires such as O; = O, then for each w € O; the wire masks
¢, and Al, need to be revealed over a private channel.

In Appendix E, we give a detailed security proof of protocol IIypc. In particular, we are able to prove
the following result.

Theorem 3. Let f : {0,1}*1 — {0,1}9 be an n-party functionality. Then protocol Mype shown in
Figures 6 and 7 securely computes f in the presence of a static malicious adversary corrupting up ton — 1
parties in the Fyrep-hybrid model, where H is a random oracle.

4.2 Communication Complexity

In this section, we first give the communication complexity of our protocol 11y, shown in Figures 6 and 7,
and then compare it with the state-of-the-art constant-round maliciously secure MPC protocols [HSS17,
WRK17b] in the dishonest majority setting.

In the function-independent phase, our protocol IT,pc needs 8 communication rounds, when the initial-
ization procedure for the setup of global keys is instantiated by the base OT protocols such as [PVWOS,
CO15, CSW20]. In this phase, protocol IIypc needs to compute |Z| authenticated bits, |C| authenticated
shares and |C| AND triples, and thus needs about (4B + 1)|C|(n — 1)k + |Z|(1 — 1/n)k bits of communica-
tion per execution for every party. In each execution of the function-dependent phase, our protocol needs two
rounds for computing circuit-dependent AND triples and sending a distributed garbled circuit, and requires
atmost (4n—6)|C|x+(2n—1)|C| bits of communication per party and (4n—6)(n—1)|C|k+2n(n—1)|C|+|C]
bits in total. In the online phase, protocol 1ly,c requires 4 rounds for that all parties obtain their outputs,
and needs about |Z|x + |Z|/n+ |O| (resp., |C|+ |Z|/n+ |O]) bits of communication per execution for every
garbler P; (resp., the evaluator Pp).

In Table 2, we compare our MPC protocol with the state-of-the-art constant-round protocols [HSS17,
WRK17b], where all protocols are optimized by using the amortized opening procedure (as described in
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Protocol I,

Inputs: In the function-independent phase, all parties know |C| and |Z|. In the function-dependent phase, the
parties agree on a circuit C for a function f : {0,1}7* x --- x {0,1}%» — {0,1}91 x --- x {0,1}°". In
the online phase, P; holds an input z* € {0,1}% for every i € [n], where x!, denotes the bit of input =’ on a
circuit-input wire w € Z;.

Function-independent phase:

1.
2.

All parties send (init) to Fprep, Which returns a random A; € {0, 1}" to P; for each i € [n] with Isb(Ay) = 1.

For each ¢ € [n] and w € Z;, the parties send (aBit, 7) to Fprep, Which returns a random authenticated bit [A,,];
to the parties. Then the parties define an authenticated share (\,,) via running Bit2Share([A,];).

For each w € W, the parties send (aShare) to Fyep, Which returns a random authenticated share (\,,) to them.

For each w € W, the parties send (aAND) to Fprep, Which returns a random authenticated AND triple
({a), (), (c)) to the parties.

Foreachw € 7y U - - - UZ,, P; samples LY, , < {0,1}" for i # 1.

If receiving fail from Fprep in Steps 2—4, the parties abort.

Function-dependent phase:

6.

For each XOR gate («, 8,7, ®), the parties compute (\y) := (Aq) ® (Ag). Fori # 1, P; also computes
Lo = Lao @ Lo

For all AND gates («, 3,7, A), the parties execute in parallel:

(a) Take a fresh authenticated AND triple ({a), (b), (c}) from the previous phase, and then compute (d) :=
(Aa) @ (a) and (e) := (A\g) @ (b).
(b) Compute d := Open({(d)) and e := Open({e)).
(c) Compute (Aog) = (M- Ag):=(c)®d-(b)de-(a)dd-e
For each AND gate (o, 8,7, M), for i # 1, P; computes L}, ; := L}, , © A; and Ly, := Lj; ; © A, and
computes the following:
L0 = H(Lhoo7) @ HLL 1,7) @ ()4 KilX5]) © ApA

gj/,l = H(L%,Oa’Y) @ H( Zﬁ,p’Y) @ I-la,o @ (@j;ﬁi sz‘é]) D AGA;

L;,o = H( L,o,v) @ H( ,ZB,Oa'V) S (@j;ﬁi Ki[)‘ig]) D AgﬂAi @ (@j;ﬁi Ki[)‘]ﬂ) @ )‘ZWAZ’

by == le(L?y,O) ifi = 2. For u,v € {0,1}, compute the following:

{Mj[rie] o= u- MGl @ v My @ MGl @ MyINLT

Lo = H(Le 0, Lb.0,7.) & Mylrgg] for j #1.1
G:,j()l = H(Lé,()a Lé’,lv’%j) @ M;[rg,] for j # 1,1
GLlho = H(Le 1. Lb.0.7.) ® Mylrig] for j #1.1
G:,jn = H(Lé,la Lé’,lv’%j) @ M;[ri,] for j # 1,1

w,1

For each wire w € W, every garbler P; sends (G, o, Gi, 1, {Golo0, Gilor, Gl 1o Gi&{u}#i ,) to P1. Addi-
tionally P, sends {b, }wew to Pr.

Figure 6: Our MPC protocol in the Fprep-hybrid model.
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Protocol II,,., continued

Online phase:
9. For each i € [n] and w € Z;, the parties execute as follows:
(a) P; computes A, := xﬁu @ Ay, and then broadcasts A, to all parties.
(b) For each j # 1, P; computes and sends L{U,Aw = Li;,o @ AyAjto Pr.
10. Py evaluates the circuit following the topological order. For each gate (a, 3,7, T), P1 holds (Ao, {L, 4 }iz1)
and (Ag, {L};}Aﬁ }iz1), and
- If T'= @, compute A, := A, ® Ag and LZ;y,A,Y =LA, @ Li&AB for i # 1.
- If T = A,letu = A, and v = Ag, and compute the following:
(a) Foreachj # 1, Mj[ry,] == Ao - Mj[AL] © Ag - M;[AL] © Mj[AL 5] © Mj[AL].
(b) Fori#1land j # 4,1, M;[ry,] == H(Ly 5 Lh o, 70 0) © Gl
(c) For eachi # 1, compute the garbled label on the output wire:
L;,Aw = H(L&Auﬁ) @ H(L%,AB,’Y) DAGL B A(GL, @ Lg,Aa) S (@j;&i Mi[ﬁ%]) .
(d) Compute the public value A := b, @ Isb(L2 , ).

11. Py computes h; := H({qu,Aw Ywew) for each @ # 1, and also samples a seed x < Fox. For i # 1, P; sends
({Aw} e > his X) to Pi. Then, P; checks that h; = H({L, o ® AwA;}wew). If the check fails, P; aborts.
For each XOR gate (v, 5,7, @) and ¢ # 1, P, computes locally A, := A, & Ag.

12. For all AND gates (e, 8,7, A), Pi checks ty, = (Aq @ Aa) A (Ag @ Ag) & (A, @ Ay) = 01in a batch, by
interacting with all other parties as follows:

(a) For each AND gate («, 3,7, /A) and i # 1, P; computes
Mi[t] == Aq - Mi[AG] @ Ag - Mi[AL] @ My[XL 5] @ My[AL].

(b) For each AND gate (v, 8,7, A), P1 computes ¢} := Ao - Ag ® Ay @ Aoy - Ap B Ag - A, @ X, 5@ ] and
the following values:

{Kl[t;] = Ao Ki[AS] @ Ag - Ko [AL] @ Ko [N 5] @ Klw‘y]} Lo Ml = (@#1 Kl[t;]) S tLA;.

g

(c) Let H be the almost universal linear hash function defined by x. For each ¢ # 1, P; computes and sends
2 = H({Ml[t;]}wew) S ]an to Pl.
(d) Py computes z1 := H({M;[t}]}wew) € Fax, and checks that > ;" | 2; = 0. If the check fails, Py aborts.

13. Foreach i € [n], P; computes its output as follows:
(a) For each wire w € O; and j # 4, P; and P; compute A/, := Open([\],]%).

(b) For each wire w € O;, P; computes y& = A,, ® (@ i€l /\{U) Then P; outputs y°.

Figure 7: Our MPC protocol in the Fprep-hybrid model, continued.

Appendix A.3) for authenticated bits/shares. Recall that B = W + 1 denotes the bucket size. The
communication rounds and complexity are obtained from the work [HSS17] for HSS and calculated from
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Func. Ind. phase Communication (bits) Rounds

[HSS17] (3B2+1)(n —1)|C|(k + p) + (n — D|Z|(x + p) 13
[WRKI7b] (3B + 5B +1)(n—1D)[C|(s+p) + (n = DIZ|(k+p) 9
This paper 4B+ 1)(n—1D|Clk+ (1 —1/n)|Z|x 8

Func. Dep. phase Communication (bits) Rounds

[HSS17] 4n|Clk +2(n — 1)|C| + (n — 1)|Z| + |O| 2
[WRK17b] A(n —1)[C|K + 4[C|p + 2(n — 1)|C| + (n — 1)[Z] 2
This paper (4n — 6)|C|k + (2n — 1)|C] 2

Online phase Communication (bits) Rounds

[HSS17] IZ|(n — 1)k + [Z|/n 2
[WRK17b] IZ|k + |Z]/n + |O)] 3
This paper max{|Z|x, [C|} + |Z|/n + |O| 4

Table 2: Comparison of communication complexity and rounds between our MPC protocol and the state-of-the-art
protocols. The communication complexity is the maximum amount of data sent by any one party per execution. The
columns for # R denote the rounds. |Z| (resp., |O]) is the length of all circuit-input (resp., circuit-output) wires, and
thus |Z|/n is the length of every party’s input. |C| is the number of AND gates in the circuit.

the protocol description for WRK [WRK17b].

In the online phase, we assume that every party obtains a possible different output. It is straightforward to
extend the HSS protocol [HSS17] for supporting multiple different outputs. No explicit approach to support
multiple outputs is described for the WRK protocol in their work [WRK17b]. The main problem is how
every garbler P; with ¢ = 1 obtains the correct public values on its circuit-output wires in an efficient way,
where recall that only the evaluator P; can compute the circuit. We can solve the problem, by considering a
garbled label qu, A, = wa @ A, A; as an MAC on bit A,,. Thus, we can let P; send the public values along
with a hash value of garbled labels on these values to every garbler P; who can check the correctness of
these values. In this way, we can extend the WRK protocol [WRK17b] to support multiple different outputs.

From Table 2, our protocol obtains lower communication complexity in the preprocessing phases, and
has the (almost) same online communication overhead. Although our protocol has more rounds in the
online phase, we believe that this is a reasonable trade-off for lower communication cost in the function-
dependent phase. We refer the reader to Section 5 for the comparison of the concrete communication cost
and performance.

5 Performance Evaluation

In this section, we compare the performance of our protocol with the best prior work. We developed an
automatic benchmarking platform to remotely control a large number of machines executing MPC without
the need to log in each machine. We will make it publicly available on EMP toolkit [WMK16] for all
implementations that we produced from this work, as well as this testing platform. For all protocols, we
choose computational security parameter x = 128 and statistical security parameter p = 40. All experiments
are executed across machines of type c5.9x1arge with 36 vCPUs. The network bandwidth is 10 Gbps with
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Comm.  Running time with different threads (ns)
(bytes) 2 4 8 26 32

[WRKI17a] 286 3978 2255 1263 765 588
This paper 193 677 412 239 203 184

Improvement 1.48x  5.88x 5.47x 5.28x 3.77x 3.2X%

Table 3: Comparison of our protocol and WRK in the two-party setting. The running time, which is
needed to generated one authenticated AND triple, is reported in nanoseconds (ns). Communication cost is
the amount of bandwidth needed per party to compute one authenticated triple.
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Figure 8: Comparing our protocol with WRK for generating a multi-party authenticated AND triple
(small number of parties). The cost of generating one triple in the multi-party setting with number of
parties from 3 to 12. Error bars show the standard derivation.

latency about 0.1 ms.

5.1 Improvements for Authenticated Triple Generation Protocols

Two-party setting. In Table 3, we compare our authenticated triple generation protocol with the best prior
implementation available by Wang et al. [WRK17a]. We compare the performance by using both implemen-
tations to compute 223 authenticated triples and report the number of nanoseconds per triple. To demonstrate
the computation-communication cost, we run the same experiment with different number of threads. For
a fair comparison, we applied the same code optimization that we did in our code to the original WRK
code. As a result, our reported WRK performance is actually twice faster than the performance reported in
their paper. However, even after all these extra optimizations are applied to WRK, our protocol is still 5x
faster than WRK when eight or less number of threads are used. When the number of threads approaches
32, we observe that the improvement decreases to 3x. This is because the network gradually becomes the
bottleneck and limits the performance of our protocol.

Multi-party setting. In Figure 9, we compare our authenticated triple generation protocol with the best
prior implementation [WRK17b] in the multi-party setting. Similar to the two-party setting, we applied all
our code optimizations to the original WRK protocol [WRK17b] so that the comparison does not include
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Figure 9: Comparing our protocol with WRK for generating a multi-party authenticated AND triple (large
number of parties). The cost of generating one triple in the multi-party setting with number of parties from 8 to 80.
Error bars show the standard derivation.

pure engineering effort. We keep the number of threads used in both cases and two protocols the same:
for n-party triple generation, the number of threads used is 2(n — 1). We observe higher fluctuation in
running time for the multi-party setting, especially when n is large. Therefore, we also include the standard
derivation as the error bar.

The WRK implementation frequently hangs when computing across more than 50 parties. It runs fine
when the triple is less than 2'° where the bucket size is 4. To make it fair, we only compare up to the number
of parties when WRK can run smoothly over 2%° triples. We can observe that our protocol consistently
improves the efficiency by at least 5x. What’s more, the running time of WRK for 16 parties is already
slower than our protocol executed over 80 parties! We also give the exact running time for both protocols in
Table 4 for different number of parties.

5.2 Improvements for Authenticated Garbling

Our improvements in the triple generation protocol directly translate to improvements of the function-
independent phase in our MPC protocol. Here, we will mainly describe our improvements in the function-
dependent phase for the authenticated garbling protocol. Our improvements mostly focus on the communi-
cation complexity in the multi-party setting, which also reflect the overall running time since the computation
is cheap. Therefore, we will compare the communication complexity in the multi-party setting with the best
known MPC protocol [WRK17b].

To make the comparison fair, we optimize the size of distributed garbled circuit of WRK [WRK17b]
by using the trick proposed in the two-party setting [WRK17a]. This reduces the size of garbled circuit for
WRK [WRK17b] from 4nk bits per AND gate to 4(n — 1)k + 4p bits per AND gate. In addition, the online
communication cost of WRK is obtained by using the amortized opening of authenticated bits.

Comparison of communication cost based on AES circuit. An AES circuit consists of 6800 AND gates
and 128 bits of input and output. In the multi-party setting, we assume that all parties hold XOR shares of
the input and the circuit will first XOR all input shares before the AES computation. Table 5 compares the
communication cost for secure AES evaluation between our protocol and the best prior protocol [WRK17b]
in the multi-party setting.

Compared to WRK [WRK17b], our protocol gives about 1.52x improvement for three-party case and

22



#Parties 3 4 5 6 7 8
WRK [WRK17b] 5.02 5.98 7.13 8.26 9.46 10.77

This paper 1.26 143 1.62 1.86 2.17 2.31
Improvement 3.98x  4.12x  44x 4.44x  4.36x 4.66x
#Parties 16 24 32 40 48 56
WRK [WRK17b] 29.09 4055 51.6 62.66 75 —
This paper 4.95 6.37 87 1141 1354 16.86

Improvement 5.88x 6.36x 5.9x  5.5x  5.54dx —

Table 4: Comparison of our protocol and WRK in the multi-party setting. The running time, which is needed to
generated one authenticated AND triple, is reported in microsecond (u$).

Func. Ind. (MB) Func. Dep. Online

#Parties Protocol
#1 #1024 (MB) (KB)
n—3 WRK [WRK17b] 4.8 3.6 1.0 6.3
Ours 3.7 2.8 0.66 6.2
- WRK [WRK17b] 9.7 7.2 1.9 10.4
Ours 7.5 5.7 1.5 10.3

Table 5: Comparison of communication cost between our MPC protocol and the best known protocol for secure
AES evaluation. All numbers are the maximum amount of data sent by any one party per execution. The columns
for “#1” and “#1024” denote the communication cost over a single execution and the amortized cost over 1024
executions respectively.

#Parties Protocol Func. Ind. (MB) Func. Dep. (MB) Online (MB)
n—3 WRK [WRK17b] 1352.2 311.4 101.5
Ours 942.2 202.6 100.9
— WRK [WRK17b] 3056.6 580.9 169.1
Ours 1884.3 472.1 168.0

Table 6: Communication cost of our and prior best protocols for computing Hamming distance.

1.27x improvement for five-party case in the function-dependent phase. In terms of the communication cost
of function-independent phase, our protocol leads to a 1.3 improvement with a single execution and 1.26 x
improvement with 1024 executions. While reducing the communication in both preprocessing phases, we
do not increase the communication cost in the online phase. In terms of the total communication from three
phases, our protocol results in about 1.3 x improvement for both a single execution and 1024 executions.

Comparison of communication cost based on other circuits. In Table 6 and Table 7 shown in the
Appendix, we also compare our protocol with the state-of-the-art protocol [WRK17b] for circuits of other
shapes, including hamming distance and sorting. As described in [WRK17a], these two circuits provide the
following functionalities:

— Hamming distance. In the multi-party setting, every party inputs an XOR-share of two bit-strings of
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#Parties Protocol Func. Ind. (MB) Func. Dep. (MB) Online (MB)

n—3 WRK [WRK17b] 5319.7 1518.1 6.4
Ours 4269.8 987.8 6.3
n—s WRK [WRK17b] 10661.5 2831.8 10.6
Ours 8539.5 2301.5 10.5

Table 7: Communication cost of our and prior best protocols for secure sorting evaluation.

Applications 25 Mbps 50 Mbps 200 Mbps 1 Gbps

Bolt [GM17] 611 305 75 15
DECO [ZMM120] 49 24 6 1.2

Table 8: Performance of our protocol used in other applications under different network bandwidthes. All
numbers are in seconds (s).

length 1048576 bits. The circuit first XORs the shares to recover the underlying two bit-strings, and then
output a 22-bit number containing the hamming distance of the two strings. The circuit includes 2097K
AND gates.

— Sorting. Each party inputs an XOR-share of 4096 32-bit numbers. The circuit first XORs them to recover
the numbers, and then sorts the numbers. The sorting circuit has 10223K AND gates.

Here, we only compare the communication cost of a single execution, as the circuits are large enough to take
advantage of amortization within the circuit. In the function-independent phase of secure Hamming distance
evaluation, our optimizations result in 1.44x and 1.62x improvements for three-party and five-party cases
respectively. For sorting circuit, our protocol gives a 1.25x improvement in the function-independent phase.
In the function-dependent phase, our protocol gets a 1.54x improvement in the communication for three-
party case, and a 1.23x improvement for five-party case. In particular, compared to WRK, our protocol
reduces the total communication by more than 500 MB when n = 3 (1 GB for n = 5) for secure Hamming
distance evaluation and 1.5 GB when n = 3 (2.5 GB for n = 5) for sorting.

5.3 [Evaluation on Real Applications

Here we evaluate the improvement of our protocol in real applications, which includes Bolt [GM17] and
DECO [ZMM "20]. Note that both works need a two-party computation protocol. We use the same hardware
as above and limited network bandwidth to emulate a realistic setting. The circuit needed in Bolt is about
10 million AND gates while the circuit in DECO is about 770 thousand gates. We present the experimental
results in Table 8.
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A More Background

A.1 Commitment and Coin-tossing

Our protocols need two standard functionalities for commitment and coin-tossing respectively.

Functionality Fcom,

This functionality runs with parties P, ..., P, as follows:
Commit: On input (Commit, i, x, ;) from P;, store (i, x, ;) and output (4, 7,) to all parties.

Open: On input (Open, i, 7,) from P, if a tuple (¢, x, 7,,) was previously stored, output (i, x, 7 ) to all parties.
If instead (NoOpen, 4, 7,,) is given by the adversary and P; is corrupted, output (¢, L, 7,) to all parties.

Figure 10: Functionality for commitments.

Commitment. We will use a commitment functionality shown in Figure 10. This functionality can easily
be implemented in the random oracle model [HSS17] via defining Commit(i,z) = H (i, z,r) where H :
{0,1}* — {0,1}?% is a random oracle and » € {0,1}" is a randomness, where note that Commit(i, x)
needs to be broadcast in the multi-party setting.

Functionality Frang

This functionality runs with n parties P, . .., P, as follows:

— Upon receiving (Rand, R) from all parties where R is any efficiently sampleable set, sample 7 <—s R and send
r to all parties.

Figure 11: Coin-tossing functionality.

Coin tossing. We will use a standard coin-tossing functionality Franq shown in Figure 11, which samples
an entry from any efficiently sampleable set R. This can be securely realized in the random oracle model by
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having every party commit to a random seed; € {0, 1}" via calling Fcom, and then open all commitments
and use @ie[n] seed; as a seed to sample an element from set R.

A.2 Almost Universal Linear Hash Functions
We will use a family of almost universal linear hash functions [CDD ™" 16] over Fgs for some parameter
s € N, which is defined as follows:

Definition 1 (Almost Universal Linear Hashing). We say that a family H of linear hash functions Fy: — Fos
is e-almost universal, if it holds for every non-zero vector x € F5% such that

where H is chosen uniformly at random from the family H.

Efficient constructions for a family of almost universal linear hash functions have been proposed such
as [DPSZ12, CDD" 16, NST17]. In this paper, we adopt the following practical construction, which is a
polynomial hash based on GMAC and also used in [NST17, HSS17]:

— Sample a random seed x < Fas.

— Use x to define the following linear hash function H:

H : F5: — Fos, H(zy,29,...,0m) =21 - X+ 22 - X2+ + Ty - X"

The seed x € Fas is short, but the computational complexity is O(m - s). When s = 128 is adopted, the
finite field multiplication over Fos can be performed very efficiently in hardware on modern CPUs by using
the Intel SSE instruction [NST17]. This construction described as above provides an almost universal family
with € = m -27%, as x is uniformly random in Fas and independent of the input x = (x1, x2, ..., Zy,). This
can be improved to 27%, at the cost of a larger seed, by using m different random coefficients.

A.3 Amortized Opening Procedures

In this section, we present how to open authenticated bits/shares in an amortized way (i.e., it is possible to
open £ authenticated bits with less than £ times the communication) using the standard techniques [NNOB12,
DPSZ12]. In a naive approach, a party P; can open [z]] to P; via just sending = and M;[z] to P;. Party
P; is able to verify the validity of = by checking that M;[z] = K;[z] @ zA;. As observed in previous
work [NNOB12], authenticated bits/shares can be opened in the following amortized process.

— aBits: Foreachi € [n|,j # i, P; can open ¢ two-party authenticated bits [azl]f ey [:cg]g to P; as follows:

1. P;sends z1,...,z,and 75 := H(M;[z1],..., M;[x/]) to P;.
2. Pj checks that 7; = H(K;[z1] ® 214, ..., K;zg] @ z,A;). If the check fails, P; aborts.

We use Open([xk]f ) for each k£ € [{] to denote the above amortized opening process for two-party au-

thenticated bits. P; can also open ¢ multi-party authenticated bits [x1];, ..., [z¢]; to all parties via opening
[z1]], ..., [x¢]] to P; for each j # i.
— aShares: All parties can open ¢ authenticated shares (x1), ..., (x¢) by every party P; opening its portion

in the following way.

1. Foreach j # i, P, sends 1, ..., z} along with 7; ; := H(M,[z}], ..., M,[z}]) to P;.
2. For j # i, Pj checks that 7; ; = H(K;[z%] ® 2 A;, ..., K;[z}] & 24A,), and aborts if the check fails.
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Let Open((zy)) for each k € [¢] denote the above amortized opening process for authenticated shares.

Below, we prove that the above opening process in a batch is secure in the random oracle model, even if
the adversary can leak a few bits of global keys such that each bit leaked of global keys will be caught with
probability 1/2. We focus on the case of two-party authenticated bits, where the security proof is easy to be
generalized to multi-party authenticated bits and authenticated shares.

Lemma 1. [fH : {0,1}" — {0,1}" is a random oracle, in the amortized opening process for two-party
authenticated bits, either an honest party P;j aborts, or Pj receives the correct bits from a malicious party
P; except with probability (q + 1)/2", where q is an upper bound of the number of queries to H. Let A be a
probabilistic polynomial time (PPT) adversary, which corrupts the party P;. Assume that A leaks c bits of
global key Aj for some c € [k] U {0}, and honest party P; will abort with probability 1/2°.

Proof. Let x1,...,x, be the correct bits that will be sent by semi-honest P;. In the opening process, ad-
versary A on behalf of P; sends the bits z, . .., 2}, along with 7']’- to honest party P;. If P; does not abort,
then 7 = H(K[z1] ® 214, ..., K[z, ® 73A;). If A makes a query z to H such that H(z) = 7} but
z # (Klz] @214, ..., Kz @ 2A;), then A finds a target collision for random oracle H, which happens
with probability ¢q/2".

Below, we assume that .4 does not find a target collision, and then analyze the probability that there
exists some k € [(] such that ) # xj. The probability that A forges an information-theoretic MAC
M;[z)] = Kjlzi] @ 2}, A; is bounded by 1/2%~¢. Note that P; will abort except with probability 1/2¢, due
to the ¢ leaked bits of A;. Together, the probability that P; does not abort and A forges an MAC M [z} ] is
1/2¢.1/28=¢=1/2".

Overall, except with probability (¢ + 1)/2", P; will receive the correct bits, if it does not abort. O

B Proof of Security for Our Authenticated Bit Protocol
B.1 Analysis of Checking in the aBit Protocol

Analysis of correlation check: For the security analysis of correlation check, we recall an important lemma
by Keller et al. [KOS15]. Here we consider that P; is corrupted by the adversary. Without loss of gener-
ality, we fix an honest party P; to analyze the correlation check. When calling the (extend) command of
functionality FcoTe, a corrupt party F; may send a vector Xy, ; for k € [¢'] to FcoTe, and receives an MAC
M (k5] = Kjlzk,] + xk; % Aj for k € [¢']. We take P;’s inputs X1 5, ..., Xy ; € F5 to be the rows of
an ¢’ x k matrix. Let X;1,...,%X;, € F g/ be the columns of the same matrix. If P; is semi-honest, then
xy,j for k € [¢'] is monochrome, and X 1,...,Xj are all equal. Given a sender P; and a receiver P, our
correlation check for two parties without broadcast is the same as that by Keller et al. [KOS15]. Thus, we
can use the following lemma by Keller et al. [KOS15] to prove the security of the correlation check in our
protocol I;gjt.

Lemma 2 ([KOS15]). Let Sa; C Y be the set of all Aj for which the correlation check passes, given the
view of receiver P;. Except with probability 27", there exists d; € N such that

1. |Sa,| =2%.
2. Foreachs € {Xj}ic[x), let Hs = {l € [r] | s = X;}. Then one of the following holds:

— Foralll € Hg and any Agl), A§-2) € Sa;, Ag.l)[l] = A§2) [1].
— |Hg| > d; and [{A;[Hg| A .es. | = 24 where A;[Hg| denotes the vector consisting of the bits
J J i€SA,; J
A;lllhiem,. In other words, Sa. restricted to the bits corresponding to Hg has entropy at least d;.
J s j J
Furthermore, there exists § such that |Hg| > d;.
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According to the analysis by Keller et al. [KOS15], we give some intuition about the above lemma. The
probability of passing the correlation check is [Sa;|/2", as A; is sampled uniformly at random by P;. For
a semi-honest P;, Hy is always the set {1,...x}. So the size of Hg reflects the number of deviation in the
protocol for a given s. Furthermore, the precise indices in Hg correspond to a subset of the bits of A;. The
second part of Lemma 2 implies that for any s, either the bits of A; corresponding to the indices in Hg
are known, or the size of Hy is at least d;. In the first case, the bits of A; are revealed by the adversary
corrupting P; by guessing the bits and observing whether the correlation check passes. In the second case,
we have a bound on the amount of information that the adversary can learn. In particular, the total amount
of the bits of A; learned by the adversary is bounded by ¢; = k — d;, since \SA].] = 24 and SA]. restricted
to the bits corresponding to Hg has entropy at least d;.

Letzy,..., 2w ; be the bits in vector S. Then, for k € [¢'], we can write the MAC with an error received
by the malicious party P; as Mj 2k ;] = Kjlzg j]+ar - Aj+ey j*A;, where ey j = (xkj, . . ., Tk j) +Xk ; €
[F5 is an adversarially chosen error vector. For each k € [¢'], by the definition of Hy and ey, ;, we have that
ey ;[l] = e [l'] forall [,I" € Hs, forany s € {Xj1,...,%X;,}. Note that ey ;[I] = O for all [ € Hg, as
Xp;[l] = i ; for all | € Hg. This implies that ey, ;[I] - A;[l] = 0 for all | € Hs. Lemma 2 implies that
there exists only one s = § such that the second case happens, except with probability 27%. 2 That is, for
s # §, the first case occurs in Lemma 2 except with probability 2~*. In this case, for all k € [¢'] and | € Hs,
e ;[l] - Aj[l] is known by the adversary by the fact that A; € Sa,. Therefore, for k € [¢], the adversary
knows ey, ; * A; and thus the correct MAC M [z ;] = K[z ;] + 21 ; - Aj. In addition, we will use the
following lemma.

Lemma 3 ([KOS15]). Let A be a random (t + m) X t matrix over Fo where m > 0. Then A has rank t
except with probability less than 27™.

Analysis of consistency check: Now, we assume that the outputs have the correct correlation, i.e., M [z ;] =
Kjlzk;] + ok, - Aj forall k € [¢], j # i. When calling the (extend) command of FcoTe, the malicious

party P; may use inconsistent inputs z, for k& € [¢'] with two different honest parties. In particular, we

define {LUk,j}ke[g/] to be the actual bits used by P; when calling FcoTe With an honest party P;. Without

loss of generality, we choose an honest party Pj, and fix z;, = x}, j, for each k € [¢']. For each j € H and

k € ['], z ; can be denoted as xy j = x, + O ; € Fo, where 6y, j, = 0. Based on Lemma 2 and the above

analysis, we prove that the malicious party P; cannot use inconsistent values xy, ; to different honest parties

in the following lemma.

Lemma 4. For a corrupt party P; and every honest party P; ¢ A, P; and Pj holds a secret sharing of
xy, - Aj for each k € [U'). In other words, for each k € [{'] and j ¢ A, d;,; = 0.

Proof. For each j ¢ A, we define the MAC of corrupt party P; on value Zgzl Xk © Tk, as Mjly?] =
S Xk - Mz ], and the local key of honest party P; on the same value as K;[y’] = S35 xx - K[z -
For each j ¢ A,k € [('], we have that M[zy ;] = Kj[zy ;] + 2x,; - A; known by the adversary corrupting
P In Step 6 of protocol 1l,gjt, P; may broadcast an incorrect value y* = y* + €’ to other parties where
y' = Zk | Xk - T, and send an incorrect MAC M, ;[¥"] = M,[y’] + E; j to every honest party P;. If P; ¢ A

2One can easily prove if there are two different s, s’ satisfying the second case of Lemma 2, then the correlation check will not
pass except with probability 27".
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does not abort, then I\A/Ij [y = K;[y"] +¥° - Aj. Thus, we have:

Mjly' ] +Eij = Kily' ] +y' - A e A

Z/
& Eij+y'Aj+e'Aj = M;ly' T+ Kjly'] = (ZXk ' xk’j) A
k=1

Z/
S Ej= (yi +el +) xp- (zr+ 5k,j)) AV,
k=1
& Em‘ = (el + Zxk . 5k,j) . Aj
k=1

For each j ¢ A, a corrupt P; has the following two possible ways to cheat P;, but succeeds with negligible
probability in both cases.

1. If E; j # 0, then (e’ + Ef;,zl Xk - Ok,;) 7 0, and thus the adversary can learn A;. The P;’s check passes
with probability [Sa |- 277 +27% = 24i=# 1 27%_Therefore, the probability, that honest party P; does
not abort and the adversary learns A;, is (247 4 27%) . 274 = 27% 4 2= (r+d;) < g=r+l

2. IfE;; = 0, then e’ = Zilzl Xk - O,j unless A; = 0 with probability 27", As d;, j, = 0 foreach k € [¢'],
this implies that e’ = 0. Thus, for each j ¢ A\{;j°}, we have that Zgzl Xk - Ok,; = 0. The probability,
that there exists some k € [¢'] such that 03 ; # 0, is at most 27", as {0 j } e[| are independent of
{X&} ke and x1, - . ., xe are uniformly random.

Overall, with probability at least 1 — 4 - 277, this lemma holds. O

B.2 Proof of Theorem 1

Theorem 4 (Theorem 1, restated). Protocol 11,gjt shown in Figure 4 securely realizes functionality F,git
with statistical error max{1/2°,8/2%} in the (FcoTe, FRrand)-hybrid model.

Proof. Let A be a probabilistic polynomial time (PPT) adversary, who corrupts a subset of parties A C [n].
We construct a PPT simulator S that has access to the functionality F,g;; and simulates the adversary’s view.
Simulator S outputs whatever .4 outputs before it aborts or terminates the simulation. We consider two cases
of honest P; and malicious P; separately. In both cases, we prove that the real world is indistinguishable
from the ideal world.

DESCRIPTION OF SIMULATOR. S emulates functionalities FcoTe and Frand, interacts with adversary A
and simulates as follows.

Case 1 (honest party P; ¢ A):

1. For each j € A, S emulates the functionality FcoTe, and receives A; and K;[z1], ..., K;[zp] from A.
Then S sends these values to F,git-

2. For the call of Frang from A, S samples random x4, . .., x¢, and then sends them to .A.

3. Acting as honest party P, for each j € A, S computes K;[y’] := Zf;/zl Xk - Kj[xg], samples y* «— Fax,
and sends y’ and M;[y’] = K;[y']+y’-Aj to A. Foreach! ¢ A\{i}, S samples a random M;[y’] + Fa«
and sends it to dummy party F}.

Case 2 (corrupt party P, € A):
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9.

. Foreach j ¢ A,if S; # (), S computes ey, j* A; for each k € [¢'], where ey, ;[I] -

. For each corrupt party j € A\{i}, S receives A; from A for FcoTe, and then sends A; to F,p;jt. For

each j ¢ A, S emulates FcoTe and receives Xy 5, . .., Xy j and M, [:cu}, el M; [z ;] from A acting as
corrupt party F;.

For each j ¢ A, let § and Hg be as in Lemma 2, i.e., |[Hs| > dj and X;; = %X,y for all [,!" € Hg. This
implies x;, ;[I] = x, ;[I'] forall [,!" € Hs and k € [¢']. For each k € [{'], S sets x, j := xy, ;[I] for some
| € Hy. Foreach j ¢ A, S computes ey, j := (@ j,. .., %k ;) + Xi ; for k € [¢]. Simulator S defines a
set S; = {l € [] |3k € [¢'] s.t. ey ;[I] = 1} and sets ¢; := |S].

. Upon receiving (Rand, ¢') from A, S emulates the functionality Frang, samples xi < Fow for each

k € [¢'], and sends these random coefficients to A.

. . i’ .
. Foreach j ¢ A, S computes y"/ := Z£:1 Xk - Zk,j> and receives y* from A over a broadcast channel.

Then, S computes e’/ := ' + y*I. If €% # 0, S aborts. Additionally, S receives M;[y?] from A, and
then computes E; := M,[y] + S>0_, xx - M [zk,;] € Fas. If Sj = 0, S aborts if E; # 0, and sets
e;; * A; = 0 for k € [¢] otherwise. Otherwise, S continues the simulation.

. Foreachj ¢ A,if S; # 0, S can re-write Zg:l Xk (er,j*A;)as X;-t;, where X; € nglsﬂ is a matrix

determined by {ey ; }re(e) and { Xk frepe), and t; € Flzsj‘ is a column vector such that t;[[] = Aj[l] for
each [ € S;. Then, S establishes the equation X; - t; = E};, and does the following:
— If there is no solutions for the equation, S aborts.

— If there is a unique solution for the equation (i.e., X; has rank ¢; =
and thus obtains a guess {A[l]};es; from A.

]9

— If there are at least two solutions for the equation, S aborts.

Foreach j ¢ A, if S; # 0, S sends (leak, 4, S;, {A; [l}ies;) to Fagie. If S receives fail from Fopit, S
aborts. Otherwise, S receives success from Fap;; and is confirmed A;[I] = A’[l] foreach | € Sj.

Ajl] =0foralll € Hg,
and S knows e, ;[I] and A;[l] for each | € S;. Then, S computes M;[zy ;] := M[z ;] + ey ; * A for
ke [0].

. If there exists two different j, ;" ¢ A such that x;, ; # x, j for some k € [¢], then S aborts. Otherwise,

for each k € [¢], S sets x), := xy, ; for some j ¢ A.

S sends x1, ..., x, and Mj[l‘l] = Mj[iL‘Lj], ey Mj[l‘g] = Mj[l‘&j] to FaBit-

This concludes the description of the simulation. Below, we show that the simulation is indistinguishable
from the real protocol execution for two cases.

Analysis for Case 1. It is easy to see that the correlation and consistency checks pass in the case of honest
party P;. For j ¢ A\{i}, M;[y’] sampled by S has the same distribution as the one in the real protocol

execution, as K;[y'] = 22/:1 Xk - Kj[zx] is uniformly random in [Fo~. Below, all we need to do is to prove
that y* and M j [y?] for j € A sentby S are statistically indistinguishable from the values sent by P; in the
real protocol execution.

Recall that in the real protocol execution, honest party P; sends the following value:

l+K+p

y' —ZXk $k—ZX1c T+ Z Xk * Tk-

k=041
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The second summation corresponds to the image of a linear map v : IFF”J”’ — 5. From Lemma 3, we know
that the map ¢ has full rank with probability 1 — 277, In this case, » k+ éif Xk * Tk is uniformly random
in For, since (241, ..., T¢4r4p) are sampled uniformly at random by honest P;. Thus y* in the real world
is statistically indistinguishable from the value simulated by S. Finally, M;[y’] has the same distribution in
both worlds, since there is only one M;[y’] satisfying the equation M;[y’] = K;[y’] +y" - A;.

Analysis for Case 2. Without loss of generality, we first fix an honest party P; ¢ A and analyze the
simulation of S. In the real protocol execution, if P; does not abort, then M, i) = Kily )+ 3 - A =
K[y’ +y™7 - A; + e - A;, where K;[y’] = 2%, x - K[z ;. Besides, we have that

ZXk M [y ;] = ZXk iloh ] + kg A +ep;x Aj)

e/
= ZXk Kok + (ZXk : wk,j) IR PPTRCRERNY
k=1 k=1 k=1

El
= KilyT+y" A+ xn e (eny x Ay).
k=1

From E; = Mj[yi]+§ji':1 XMz ;] = M; [yi]—kM; [y'], we have E; = Zﬁ;l Xk (kjxA;)+ebI - Aj.
Since A knows ey, j * A; for k € [¢'] and E;, we have that e’/ = 0 unless A learns the global key A;.
The probability that the P;’s check passes is [Sa;| - 27" + 27" = 2%—# 4 27% By Lemma 2, we have
that Sa; restricted to the bits corresponding to Hg has entropy at least d;. Therefore, with probability at
most 2%, A guesses successfully the bits {A;[l]};cq,. Overall, the probability that e/ # 0 and the P;’s
check passes is 27% - (24 % £ 27F) = 27K 9~ (n+d;) Therefore, the probability, that S aborts in Step 4
of the simulation but the real protocol execution does not abort, is 27% + 2~ (*+%) = negl(k). As a result,
if the protocol does not abort, we have that I; = Ef;/zl Xk - (e,w» * Aj) in both worlds with probability
1 — negl(k).

IfS; = 0, 1i.e., e = Oforall k € [¢'], then it is easy to see that the simulation of S is indistinguishable
from the real protocol execution. Below, for each j ¢ A, we only consider the case that S; # (). If the
equation X; - t; = FE; has no solutions, this means that the real protocol execution will abort, which is
the same as the simulation. If this equation has a unique solution (i.e., X; has rank ¢; =
can extract a guess made by A about global key A, and forwards a decision from F,g;j; to A. Clearly,
in this case, the simulation of S is indistinguishable from the real protocol execution. If this equation has
at least two different solutions, it means that matrix X; has rank < ¢;. By Lemma 3, we know that this
happens with probability at most 2~% . In the real protocol execution, the probability that P; does not abort
is [Sa,|- 27"+ 27" = 24i=% 4 27 Tn all, the probability, that S aborts in Step 5 of the simulation but
the real protocol execution will not abort, is bounded by 2=% - (24— 4 27%) = 2% 4 2=(v+d)) "which is
negligible in k. From Lemma 4, the probability that S aborts in Step 8 of the simulation is negligible in .
Therefore, the simulation of S is indistinguishable from the real protocol execution.

In all, we have that the simulation is statistically indistinguishable from the real protocol execution,
except with probability at most 1/2” for Case 1 and 8/2" for Case 2. The outputs of honest parties are either
independent from the adversary’s view or always determined uniquely by their independent inputs and the
outputs of corrupt parties. Therefore, we obtain that the joint distribution of the outputs of honest parties
and adversary A in the real world execution is statistically indistinguishable from the joint distribution the
outputs of honest parties and simulator S in the ideal world execution, which completes the proof. O
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Functionality F,spare

Initialize: Upon receiving (init) from all parties, sample A; < {0,1}" for i ¢ A and receive A; € {0,1}" from
the adversary for i € A. Store A; for i € [n] and send A; to party P;.

Authentication: Upon receiving (aShare, ¢) from all parties, sample x1, . ..,2y < {0, 1} and generate authenti-
cated shares {(z1) } e[y by executing AuthShare(zy) defined in Figure 1 for k € [¢].

Selective failure leakage: Wait for the adversary to input (leak, ¢, S, {A’[k] }kes). If P; is honest, this function-
ality executes the macro GKleak(i, S, {A’[k]}kes) defined in Figure 1.

Figure 12: Functionality for authenticated shares.

C Complexity and Security of Our Authenticated Share Protocol

We have already described the authenticated share protocol Il share in Section 3.2. In the following, we
analyze the rounds and communication complexity for protocol Il share. Then, we prove that protocol
ITashare securely realizes functionality Fagpare Shown in Figure 12 in the (Fagit, Fcom)-hybrid model.

C.1 Communication Complexity

Now, we analyze the rounds and communication cost of protocol Il share (Figure 5) involving the cost of our
authenticated bit protocol II,g;;. Without considering the base OT protocol in the initialization phase, our
protocol I share needs 4 rounds of communication. When the base OT protocol such as [PVWO0S8, CO15,
CSW20] is used, one extra round is required, as random zero shares can be computed in parallel with the
base OT protocol. Note that all the calls of F,gj; (related to the executions of 1I,g;j;) can be made in parallel.
The communication cost per party is dominated by (n — 1)(¢ 4 2k + p) bits for generating authenticated
shares. The consistency check needs only about 5k bits of extra communication, which is negligible for a
moderate large £.

C.2 Proof of Security

In the following, we provide the detailed security proof of our protocol Il share. First we can see that IT share
is correct when all parties are honest, because

n
Sozl=zi+) 2 =(y +y) A+ (Kily] + Mi[y7])
j=1 j#i J#
=(y' +y) At )y A=y Aty A =0
J#i

In the (init) command of F,gj, a corrupt party P; may deviate the protocol by providing inconsistent inputs
A; with two different honest parties. We define A; ; to be actual inputs used by corrupt F;, i.e., P; sends
(init, j, A; ;) to Fagie. Without loss of generality, we pick an honest party Pj, and fix A; = A; ;,. We define
R;; == A;; + A; for j # i, and thus R; j, = 0. Note that R; ; is fixed in the initialization phase. In the
following lemma, we prove that a corrupt party F; is impossible to provide inconsistent global keys A; ;
with different honest parties P; ¢ A.

Lemma 5. If all honest parties do not abort in protocol 1l 5pare, then for every corrupted party P; € A, all
the global keys A; j are consistent with probability 1 — 1/2", i.e., R; ; = 0 for each j ¢ A.

Proof. In Step 6 of protocol Il share, if all corrupt parties are semi-honest, then every corrupt party F;
broadcasts y* and computes y := > ., y’. However, every malicious party P, € A may broadcast an
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adversarial value y*, such that y := YicA v+ Zi¢ A y' = y + e, where e is an additive error of the
adversary’s choice. We define z{ to be the value committed by a party P, when P; behaves honestly.
The corrupt parties may deviate the protocol by committing the values if for k € A, in such a way that
> okea 28 =3, c 428 + E;, where E; is an adversarially chosen error.

If a malicious party F; tries to cheat, then it has to pass the check in Step 8 of protocol II,share. Therefore,
we have the following:

0=>"¢a z] + > jea # =zl + D it zl + E;

= (Z#i Kily/]+ (y'+y+e)- Ai) + 252 Mily?] + E;

=D i (Kily/ ]+ Mily’]) + (' +y+e) - Ai + E;

= Zj#iyj AR (yi+y+e) A+ B

=2 iuY Rij+ (Y +y+te+ X, y) A+ E

= Zj;éiyj "R +e- A; + B
If a malicious party P; provides inconsistent global keys, then there exists jo, jl. ¢ A such that R; j, # Rij
and jo # j1. Therefore, the attack requires the adversary to set &; +e-A; = y’° - R; ;o +y/' - R; j,. Due to

the re-randomization by random zero-sharing, from the adversary’s view, y/° and y’! are uniformly random
additive shares of y. Thus, the adversary succeeds to cheat with probability 27", O

Based on Lemma 5, we easily prove the following theorem.

Theorem 5 (Theorem 2, restated). Protocol Il share Shown in Figure 5 securely realizes functionality Fishare
with statistical error 1/2" in the (Fagit, Fcom)-hybrid model.

Proof. 1t is easy to construct a simulator S, since all parties only communicate to each other in the phase of
consistency check and S is allowed to know the shares 7}, ..., r., for each ¢ ¢ A. Specifically, for any PPT
adversary A, we construct a PPT simulator S with access to functionality Fagpare as follows:

1. In the initialization phase, S emulates F,pit, and receives (j, A; ;) fori € A and j # ¢ from A. On
behalf of every P; € A, S defines and sends A; := A, j, for some jo ¢ A to Fashare-

2. In the generation phase of authenticated shares, S plays the role of F,g;; and records all the values
received from .A. On behalf of every corrupt party P;, S sends the corresponding shares, MACs and local
keys to Fashare- For each i ¢ A, S also samples 7%, ..., 7% < {0,1}, and for each h € [x], computes
M;[ri] using the keys K;[ri] and A ; from A if j € A and samples M;[r}] < {0, 1}* otherwise.

3. When S plays the role of F,g;:, upon receiving the (leak) queries from A, S forwards these queries to
Fashare, and sends the decision results from Faghare t0 A. If Fashare aborts, S aborts. Otherwise, S
continues to the simulation.

4. Foreach i ¢ A, S samples a dummy global key A; < {0, 1}" such that A; is consistent with the real
global key of P; on the bits that have been leaked. For each i ¢ A and h € [s], S defines K;[r7] using

the corresponding Mi[ré] and A;.

5. S uses the values obtained in previous steps to perform the consistency check honestly on behalf of all
honest parties. If the check fails, then S aborts.

6. If there are two different honest parties jo, j1 ¢ A such that A; j, # A; j, for some i € A, then S aborts.
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Functionality 7 .anD

Initialize: Upon receiving (init) from all parties, sample A; < {0,1}" for i ¢ A and receive A; € {0,1}" from
the adversary for i € A. Store A; for i € [n] and send A; to party P;.

Triples: Upon receiving (LaAND) from all parties, sample z,y < {0, 1}, compute z := x A y, and generate a
random authenticated triple ({(x), (y), (2)) by executing AuthShare(u) for each u € {z,y, z}.

Selective failure queries for shares: Wait for the adversary to input (Q,q, {R;};ga) where Q € {0,1}", ¢ €
{0,1} and R; € {0,1}". This functionality checks that

If the check fails, this functionality sends fail to all parties and aborts. Otherwise, this functionality sends

success to the adversary, and proceeds as if nothing has happened.

Selective failure queries for global keys: Wait for the adversary to input (leak, i, S, {A’[k]}kes). If P; is honest,
this functionality executes GKleak(i, S, {A’[k] }res) as defined in Figure 1.

Figure 13: Functionality for leaky AND triples.

In the above simulation, before S would abort, it outputs whatever A outputs. By Lemma 5, we guarantee
the probability that S aborts in Step 5 is bounded by 27%. Therefore, it is easy to see that the simulation
of § is statistically indistinguishable from the real protocol execution. Note that S does not know the real
global keys of honest parties in the ideal world. Simulator S samples a dummy global key for every honest
party to just perform the consistency check, and never uses these keys in any other place. Again, the outputs
of honest parties are either independent from the adversary’s view or always determined uniquely by their
independent inputs and the outputs of corrupt parties. Therefore, we have that the joint distribution of the
outputs of honest parties and adversary 4 in the real world execution is statistically indistinguishable from
the joint distribution the outputs of honest parties and simulator S in the ideal world execution. O

D Improved Authenticated Triple

In Appendix D.1, we present an optimized protocol for authenticated AND triples with the leakage of
partial shares. Then, we show that the bucketing technique [NNOB12] for eliminating the leakage can still
be applied in our setting in Appendix D.2.

D.1 Protocol for Leaky AND Triples

We first describe a functionality F| ,anp for leaky authenticated AND triples in Figure 13. Then, we present
an efficient protocol I} ;anp shown in Figure 14 that securely computes Fi,anp in the (Fashare, FCom)-
hybrid model, where H : {0,1}** — {0,1}" is a random oracle.

For functionality F ,anp. similar to prior works, an adversary A is allowed to guess a share z°" € {0, 1}
of an honest party P;+. An incorrect guess will be caught immediately, while a correct guess keep undetected.
In more detail, A does not directly learn the share 2°", but instead is allowed to make a query on some linear
combination of 27" and A;«. In this special way, .A cannot obtain more information than making a query on
2% and A;+ directly. Moreover, A cannot learn any information on ° or z° .

For the protocol IT ;anp shown in Figure 14, we require that Fashare generates global keys {Ai}ie[n]
such that €D, ¢, Isb(Ai) = 1, e.g., Isb(A;) = 1if i # 1 and Isb(A;) = n mod 2 otherwise. In protocol
I .aND, We add a tweak i||7]|¢ to the computation of hash function H for generating the ¢-th leaky AND
triple. It aims to prevent the attack described in [GKWY20] that a malicious party P°; may send the same
share and MAC in multiple executions. In addition, we do not let a party P; straightforwardly broadcast a
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Protocol II ;anD

Initialize: All parties send (init) to Fashare, Which returns A; € {0,1}" to P; for i@ € [n] such that
Generate leaky AND triples: The parties generate the ¢-th leaky AND triple as follows:

1. All parties send (aShare, 3) to Fashare, Which returns random authenticated shares (x), (y), (r) to the parties.

If receiving fail from functionality Fishare, the parties abort.
2. Foreach i € [n], P; locally computes ®; := y’A; & <@k¢z(Kl[yk} ® Mk[y’]))
3. For each ordered pair (P;, P;) where ¢ # j, P; computes
Kile']a, := H(Ki[2?], ]l j[|t) and Uy ; := Ki[2"]s, ® H(Ki[2'] @ A, i|j][t) © @,
and then sends U; ; to P;. Upon receiving U; ; from P;, P; computes

M,;[Ij}cp = 55j : Ui,j S5 H(Mv[xj]le]”t)

4. For each i € [n], P; executes as follows:

(a) Compute the following value
Si = 10 © (@B (Kile o, ® MilaTa,)) @ 12 & (D (Kilr™] @ Mi[]))

(b) Commit to d; := Isb(S;) by calling the (Commit) command of Fcom-

(c) After all commitments have been made, open its commitment via calling the (Open) command of Fcom,
and then compute d := €D, di-

5. Foreach i € [n], P; computes and commits to T; := S; & dA; by calling the (Commit) command of Fcom.

6. For each i € [n], after all commitments have been made, all parties open their commitments by calling the
(Open) command of Fcom, and then check that &, €ln] T; = 0. If the check fails, the parties abort.

7. For each i # 1, the parties define [2%]; := [r?];. The parties also compute [z']; := [r!]; & d.
8. The parties output a leaky AND triple ((z), (y), (2)).

Figure 14: Protocol for leaky authenticated AND triples in the (F,share, Fcom)-hybrid model. For a bit
z andi € [n], Ki[z]s, and M;[z]e, = K;[z]e, ® xP; denote the local key and MAC respectively associated
with a global key ®;.

bit d;. Instead, we make the party commit to d;, and then open it. This because the simulator needs to know
the bits from the adversary before sending a bit d; on behalf of honest party P;, in the security proof.

For the sake of simplicity, we only describe one leaky AND triple generation in protocol I ;anp. When
¢ leaky authenticated AND triples need to be computed, we can run ¢ executions of protocol II} ;anp in
parallel with the same initialization, where all parties send (aShare, 3¢) to Fashare- In this case, we can
further reduce the communication complexity by combining ¢ commitments into one commitment in a
natural way.

Optimization and communication complexity. When the parties need to check that @ie[n] T;+ = 0 for
t € [f], every party must open ¢ values in protocol IT| ;anp, Which leads to ¢k bits of communication. We
can reduce the communication to only x bits by using the following batched check procedure.
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1. After all T;; for i € [n],t € [¢] have been computed, the parties call Frang to generate random coeffi-
cients x1,...,x¢ € Fox.

2. Every party F; computes V; := Zle Xt - 15 ¢ (with arithmetic over Fox) and commits to V; via calling
functionality Fcom -

3. After all commitments have been made, all parties open their commitments by calling Fcon and check

All the coefficients { X };|¢ are uniformly random after the values {77 ; };c|n] tc[¢ have been defined. There-
fore, @;¢(, Vi = 0 implies that P, Tir = 0 for t € [{] except with probability 2. For selective failure
queries of shares, this functionality can check a random linear combination of errors chosen by the adver-
sary. As such, the adversary can still guess a bit 2% of honest party correctly with probability 1/2, and an
incorrect guess will be caught except with probability 1/2”. The communication used to implement Frand
can be eliminated by using the Fiat-Shamir heuristic. In particular, the parties can compute the random
coefficients by hashing the transcript, which is secure in the random oracle model.

With the above optimization, we analyze the communication rounds and complexity of II} ;anp ( Fig-
ure 14) in the F,ghare-hybrid model. When generating ¢ leaky AND triples, this protocol needs 5 rounds
and about /(k + 1)(n — 1) bits of communication per party.

Proof of security for protocol II ;,anp. To prepare for the security proof of our main protocol, we first
show that: 1) our protocol is correct if all parties are honest; and 2) if the protocol execution does not abort,
then the parties generate a correct authenticated AND triple with probability 1 — negl(x).

Lemma 6. Protocol 11| ;aonD shown in Figure 14 would output a correct AND triple, if all parties are honest.

Proof. According to the definition of ®;, we have the following:

Dicin) @i = Drcta) (125 © Brs (Kily'] @ Mely]))
= Dici (121 ® By (Kily'] & Mily]) )
= Bico (100 © B v A1)
= (Bictn¥') (et ).
Note that K;[27]e, © M;[27]e, is equal to:
= H(K;[2?],4]1][t) ® H(M;[27], i 4]|t) ® 27 - Uy 5
= H(K;[2’], 1| j[|t) ® H(K;[27] & 27 Aq, i j[t)
o - (H(Kie?], il 7]18) ® H(Kie?] @ Ay, ] j]]t) @ @)
= H(Ki[2’], 2]l j[It) ® H(K;[2’], ]l jlIt) & 27 - @5 = 27 ;.
Taking the above two equations, we have that
@ie[n] Si = @ie[n] (xiq’i ® @k;éi (Ki[xk]dn ® Mkz[fi]@k) DA @ @k;éi (Ki[rk] ® Mk[ri]))
= Dicp (fci‘bi ® Dy (Kilz"]o, @ Mi[xk]qn)) S Dicl (TZAZ' @ Dy (Kilr"] @ Mi[Tk])>
= Dicny (705 © By 1) & By (100 @ B A
= (Dicr ') (Dictor ®:) @ (Bictor ™) ( Bicr 1)
= ((@ie[n] wl) A (@ie[n] yi) & (@ie[n] TZ)) (@ie[n] Ai)-
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Since Isb(Ep A;) = 1, it holds that

i€[n]

d = Isb(Pep) i) ( icin] @ ( ) ® <@i€[n] ri) )

)
From 2" = r and 2! = r'®d, we have (EB el ) ( ) d® (@ie[n] ri) = @Dic[y #'- Finally,
@z’e[nl( ©d0) = (i S1) B (Bien A1) =
U

it is easy to see that the following holds: @ie[n] T, =
0. Therefore, no parties would abort.

Lemma 7. Let A be the set of malicious parties. If the honest parties do not abort, then the parties would
output a correct AND triple such that

(@ie[n} 95@) A (@z’e[n} yi> = @z‘e[n] 2,
where {zl = ri}#l and z* = r' @ d, the bit d' is computed in Step 4c of protocol I ;anD, and
{z',y", ’I“i}ﬁ_ are defined from authenticated shares (), (y), (r) output by Fashare-

Proof. Let U] ], d’, S, T} denote the values computed by a party P; in the protocol IIj ,anp When some
malicious parties dev1ate the protocol, and U; ;, d, S;, T; be the values that P; would have computed when
all parties are honest. For each ¢ € A, we define R; ; := Ul-’J» @® U, ; foreach j ¢ Aand Q; :=T] @ T;. For
each j ¢ A, we also define R; := @, 4 R

Firstly, we show thatif d' = d = (@ie[n] x’) A (®ie[n] ?/Z) 5 (@ie[n] T’i) ) @ie[n] 7= (@ie[n} $’> A
<®i6[n] yz) holds with probability 1. Since 2! = 7% fori # 1 and 2! = r! @ d’, we have:

Picin 2= (@z‘e[n] ri) aod = (@ie[n] 332) A (@ie[n] yz) .

Below, we assume that d’ # d while at the same time that the check passes, and we will derive a contradiction
from this. Foreachi € A, an honest party P; ¢ A would compute Mj[27]g, := 27-U] ;0H(M;[27],1j|[t) =
xd - UZ'J @ H(MZ[ZL'J],ZHth) @ al - Ri’j = Mi[xj]q% @l - Ri,j- Then PJ will compute S; = Sj D
(Drea 2/ Rij) = Sj @ a? - R;. Note that we have ;) T = 0. Thus, we know that

Gaie[nl T = @icaTi & @ieA T
= @ica (T ® Qi) & Diga (Sj @A)
=Dica (Ti® Qi) ® eaing (S; ® 'R ® dA; @ A;)
= @ici Ti © Dica Qi © Diga T'R; ® Diga A
=Dica Qi ®Djga 7' Ri © Djga A

To make D¢, T} = 0, the adversary must find errors such that

Dica Qi & Diga ' Ri = Djga D (1)

We here consider the case that there is only one honest party, because if there are at least two honest parties,
adversary A will have a lower probability to guarantee the above equation (1) holds. Let P« ¢ A be
the unique honest party. If A succeeds to guess ¢ bits of A;« for some ¢ € [k] U {0} via the (leak)
command of F,share, the protocol will abort except with probability 1/2¢. If A makes at most ¢ queries
to random oracle H, then it will learn A;+ from {Uj« ;} 4+ sent by P;« with probability at most ¢/ gr—l—c,
Therefore, the probability, that the protocol does not abort and the above equation (1) holds, is bounded by
q/2,‘i—1—c . 1/20 — Q/Qﬁ_l- ]
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Theorem 6. Let H be a random oracle. Protocol Il ;aonp shown in Figure 14 securely realizes functionality
FLaAND in the (Fashare; FCom)-hybrid model.

Proof. Let A be a PPT adversary who corrupts a subset of parties A. We construct a PPT simulator S with
access to functionality F| ;anDp, Which runs A as a subroutine and simulates .A’s view. Before S aborts, it
outputs whatever .4 outputs.

Description of the simulation.

1. When playing the role of Fishare, S receives global key A; and P;’s authenticated shares of (x), (y), (1)
from A for each i € A. Then S samples d < {0, 1}, and defines [2!]; := [r']; for each i # 1 and
[21]1 := [r']1 @ d. Fori € A, S sends A; and P;’s authenticated shares for ((x), (3), (2)) to FLaAND-

2. For all (leak) queries on global keys of honest parties from .4 against Fashare, S forwards these queries
to FLaAND, and then sends the decision results to A. If F| ,anp aborts, S aborts.

3. Foreachi ¢ A, S picks a random U; ; < {0,1}" as a message sent from P; to P; for each j # i. For
each ¢ € A, using global key A; and the P;’s authenticated shares of (x), (y), (r), S computes locally
U;j foreach j ¢ A,j # i, d; := Isb(S;) and T; := S; ® dA;, which will be sent by a semi-honest
party P;, where S; is the value computed by semi-honest party P; with its authenticated shares and the
messages {Uj; } .

4. For each i ¢ A, S acts as honest party P; and sends U; ; sampled in the previous step to P; for each
J # 4. Foreachi € A, forevery j ¢ A, j # i, S acts as honest party P; and receives Ui” ; from A, and
then computes R; ; := UZ»’J- ® Uj ;. Foreachi ¢ A, S computes R; := @ 4 Ry ;-

5. S emulates Fcom and receives d; for each i € A from A. Then, S computes ¢; := d; @ d; and q :=
P,c4 ¢- By Lemma 7, we know that d’ = Dicin d} is equal to d = ;e di in the real protocol
execution with probability 1 —negl(x). Therefore, S sets d’ := d. Foreachi ¢ A, S samples d; +— {0,1}
such that @ie[n] d, = d’ = d. Then, S emulates Fcom and opens d for each i ¢ A to all parties.

6. S plays the role of Fcom, and receives 17 from every corrupt party P; € A. S computes Q; := T} ®T; for
each i € A, and then computes Q := €, 4 Q;. Then, S sends (Q, g, { ;i }i¢4) to FLaanD as a selective
failure query on z-shares. If F| ,anp aborts, S aborts. Otherwise, for each i ¢ A, S picks T/ < {0,1}"
such that Isb(7}) = d; & d' - Isb(A;) and P, ¢, T; = 0, and then opens it to all parties.

For each i ¢ A, we assume that A guesses ¢; bits of A; for some ¢; € [x] U {0} with probability of aborting
1 — 1/2%. Since H is a random oracle, the probability that (M;[z7] © A;, i||j||t) for j # i has been queried
is bounded by ¢/2%~17¢, where ¢ is the number of queries to H. Therefore, for eachi ¢ A, j # i, random
value U; ; simulated by S is indistinguishable from the value in the real protocol execution, except with
probability at most 1/2% - ¢/2¢~17¢ = ¢/25~1 which is negligible in x. In the F,share-hybrid model, the
shares of all honest parties for (y), (r) are uniform and kept secret from the adversary’s view. Therefore,
{d’i}ig 4 simulated by S have the same distribution as the bits sent in the real protocol execution.

Below, we show that the probability of aborting due to the selective failure attack in the real world is the
same as the one in the ideal world. By the proof of Lemma 7, we have that S} = S; & z* - R;. Thus, for each
i¢ A d, =d; ®a' Isb(R;). Due to d; = d; ® q; for each i € A, we know that

d' = Dicpy & = Biga d; © Bicad;
= Do) & © Diga 2’ - Isb(R:) ® Djep ¢i
=d®Djga 7t Isb(R;) @ q.
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Based on the above equation, we have that

Pr=PrePr

ic[n] icA i¢ A
P Te)eP (Sieda;
icA ig A
- P T@Qz@@<T€BxR@ @ +'1sb(R, A@qA)
€A i¢A JjgEA
—@T@@Qz@@x’}z@(q@@xlsb )(@A)
€A ¢A

:QEB(EBﬂRZ)@(qEB@:UIsb )(@A)
i¢A
Therefore, @ie[n] T! = 0 if and only if the following holds:

Qe (Digar'Ri) = (40 Djgaa'Isb(R;)) (Djga Ai)

which implies the same probability of aborting for both two worlds.

In the simulation of S, if Fi,anp does not abort, for each i ¢ A, TZ-’ is chosen at random except
for the least significant bit. We need to show that if the protocol does not abort, then {77 }i¢ 4 simulated
by S is indistinguishable from the values opened in the real protocol execution. Firstly, we prove that
@ie[n] Isb(7!) = 0 with probability at least 1 — q/2%~1, where ¢ is an upper bound of the number of
H queries. From a similar analysis of the proof of Lemma 7, we have that () = @i¢ A 2'R; and q =
;¢4 'Isb(R;), except with probability at most ¢/2"~". Thus, with probability at least 1 —¢/2"~", Fiaanp
does not abort, Isb(Q) = gandd' = d® ¢ P ;¢4 2'1sb(R;) = d. From the simulation by simulator S, we
have that €9, () Isb(T, 7) is equal to:

=P (d; @ d' - 1sb(A;)) @& €D (1sb(T3) & Isb(Q))

i¢A i€A
=Pded Pisbr)e P (d®d-lsb(A;)) & P lsb(@:)
i¢A i¢A i€A i€A
=P dod- - Pisb(r) e Pd@q)®d- @lsb(a
i¢ A i¢A icA icA
—dad- (@sbmi)) —d @d=0.
i€[n]

Below, we prove if the protocol execution does not abort, then 7/ computed by honest party P; is uniformly
random under the condition that ®ze[n T! = 0and Isb(T}) = d;@d'-Isb(A;) in the real protocol execution.
When only one party is honest, it is obvious that 7/ with ¢ ¢ A is defined by the equation EBie[n} T/ =0.In
the following, we focus on the case that there are at least two honest parties. In particular, for each ¢ ¢ A,

we define ‘
F= (Ki[rk] @ Mk[w]) :
ki

We show that for any proper subset S C [n]\ A, @, F; is perfectly indistinguishable from a random value
in {0, 1}". We use e to denote an honest party such that e ¢ A and e ¢ S. Such e always exists, as S is a
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proper subset of [n]\ A. We have the following holds:

Dr-PP (Ki[rk] ® Mk[ri})

i€S i€S k#i
- P DK e DD
i€S k#i i€S k#i
- POk e DDMI
i€S k#i k€ES ik
=P PkilrieP B M.
1€S k#i 1€[n] k€S, k#i

From the above equation, we have that for i € S, K.[r?] is not in the computation, while M.[r!] =
Ke[r'] @ rA. is. Since K.[r] is uniform at random from F,spare and is kept unknown for A as both
i,e ¢ A, @, Fiis random and unknown for A. Therefore, for any proper subset S C [n]\A, @,5 S; is
indistinguishable from a random value, except that the least significant bit is revealed, where S is the value
computed by honest party P; in Step 4a for i € S. Thus, for any proper subset S C [n]\A, P, 5T} is
indistinguishable from a random value except that Isb (@ies T! ) is fixed.

From Lemma 7, if (@,c( ) A (@Bicpn ¥') # Dicjn #'> then the real protocol execution will abort
with probability 1 — ¢/2%~!. Therefore, if honest parties do not abort, then protocol IT; ,anp Will output a
correct authenticated AND triple with probability 1 — negl(x), while functionality J| ,anp always outputs
a correct AND triple. In conclusion, we complete the proof. 0

D.2 From Leaky Authenticated AND Triples to Authenticated AND Triples

Similar to prior works, we can eliminate the triple leakage based on bucketing. Based on the techniques
in [NNOB12, WRK17b], we present an efficient protocol IT,onp for authenticated AND triples, which se-
curely computes a functionality F,anp shown in Figure 15. The details of II,anp are described in Figure 16.
Our protocol is essentially the same as the one by Wang et al. [WRK17b], except that a) opening authenti-
cated shares in an amortized way rather than directly sending the MAC:s; b) calling the functionality F| sanD
for leaky AND triples with weak global keys. Given prior works [NNOB12, WRK17b], the security proof
of protocol II,aonp follows immediately, and thus is omitted. Note that although the adversary may leak a
few bits of global keys via the selective failure attack, this has no impact on the security, by following the
proof in Lemma 1.

According to Theorem 8 in [NNOB12], we have that B = bg% + 1 such that the success probability of
the adversary is bounded by 27”. We analyze the communication rounds and complexity of protocol II,anp
shown in Figure 16 in the F,share-hybrid model, including the cost of LaAND. Specifically, this protocol
needs 5 rounds as the executions for Frand and Open in Figure 16 can be merged with the final three rounds
of IT sanp. Protocol IT anp needs to communicate about B4(k+1)(n—1) 4+ (B — 1)¢(n — 1) bits for each
party per execution.

E Security Proof of Our MPC Protocol
In this section, we give a full proof of security to the protocol Il described in Section 4.
E.1 Related Lemmas

Prior to proceeding the main proof, we present four related lemmas. The first lemma addresses the correct-
ness of our distributed garbling scheme in the honest case. The second lemma shows that malicious party
P can learn only one label generated by an honest party for each wire. The third lemma addresses the cor-
rectness of P;’s output when other parties are corrupted. The fourth lemma addresses the correctness of the
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Functionality F,anD

Initialize: Upon receiving (init) from all parties, sample A; < {0,1}" for i ¢ A and receive A; € {0,1}" from
the adversary for i € A. Store A; for i € [n] and send A; to party P;.

Triples: Upon receiving (aAND, ¢) from all parties, for each k € [¢], sample xy, yr < {0,1}, compute z; :=
xp A Yy, and generate a random authenticated triple ({x1), (yx), (zk)) by executing AuthShare(uy) for each
ug € {Tk, Y, 2k }-

Selective failure leakage: Wait for the adversary to input (leak, ¢, S, {A’[k] }kes). If P; is honest, this function-
ality executes the macro GKleak(i, S, {A’[k]}kes) as defined in Figure 1.

Figure 15: Functionality for authenticated AND triples.

Protocol II,anD

Initialize: All parties send (init) to F.anp, which returns A; € {0,1}" to P; fori € [n].

Generate leaky AND triples: All parties set ¢/ := B - £ where B is the bucket size, and then call F ;anp £ times
and obtains ¢’ leaky authenticated AND triples {((zx), (yr), (2&)) }re[e)- If receiving fail from functionality
FLaAND, the parties abort.

Eliminate the leakage with bucketing: The parties eliminate the possible leakage on x-shares as follows.

1. All parties call Frang to sample a random permutation 7 on {1,...,¢'}. Then the parties randomly partition
all leaky AND triples into E buckets of size B accordingly, i.e., for j € {0,1,...,¢ — 1}, the B triples
{(zrm))s Wr)), <z,r(k)>)}if;f+l are defined to be in the j-th bucket.

2. For each bucket, the parties combine the B leaky AND triples into one non-leaky AND triple. We describe
how to combine two leaky AND triples, calling them ({x1), (y1), (z1)) and ({z2), (y2), (z2)), into one calling
the result ((x), (y), (2)). In particular, the parties execute as follows:

(a) Compute d := Open({y1) ® (y2)).
(b) Set (z) := (21) ® (22), (y) := (y1), and (2) := (21) B (22) © d(x2).

To combine all B leaky triples in the same bucket, the parties just iterate by taking the result and combine it
with the next triple in the bucket.

3. All parties output the ¢ non-leaky AND triples.

Figure 16: Protocol for authenticated AND triples without leakage of shares.

output of honest party P; with ¢ # 1, when P; and other parties are corrupted. We omit the proof of correct-
ness for generating authenticated shares of multiplication of two wire masks by using random authenticated
AND triples (Step 7 of protocol IImpc), when some parties are corrupted. Recall that this procedure adopts
a standard technique (i.e., authenticated Beaver triples [Bea92, BDOZ11]), and uses a random oracle H to
perform the amortized opening of authenticated shares in which the security is proved in Appendix A.3.

Lemma 8. When all parties follow the protocol description honestly, then after Step 10, for each wire w in
the circuit, evaluator Py can obtain the correct public value A, and garbled labels {Liw Aw }Z 21

Proof. In the following, we prove this lemma by induction on the gates in the circuit.

Base step. It is easy to verify that this lemma holds for all circuit-input wires after input processing has
been executed (Step 9).
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Induction step. This lemma trivially holds for XOR gates. Thus, we focus on each AND gate («, 3,7, A).
By the induction hypothesi.s, P.l holds the correct (Aq, {L’a A, yiz1) and (Ag, {Llﬁ As }iz1). Letu = A, and
v = Ag, Py evaluates the circuit as follows:

{M;lra,] == Ao - M[AR] @ Ag - Mj[AL] @ M; AL 5] @ My[AL]}
{M;[rie] == H(LG AL Lia 7, 0) @ G?f;v}#l#i,l,
{LUa, =HLG A7) @ H(LE A, © AaGy o ® Ap(G 1 @ Ly a,) @ (D Milri]) ) -

AL

Observe that for each ¢ # 1, we have:

L n, = (HLh a0 7) @ 8020 © Aa(@ MDD ) © (H(Ls a7 @ As(Gh, &L, )8
As(@;2 MM & (@D MilN]) & (€D MilN) ).
It is easy to verify that the following holds:

H(LQAQ,’Y) S Al o ® Aa(D; 4 Mz[)‘]g])
= H(L!, 5,,7) @ Aa(H(L0,7) @ H(L, 1,7)) © Aal(€D, KilXS] @ M54, & B, Mil M)
= H(LQO,V) @ A A,
and
H(Lig,Aﬂa’Y) ® Aﬂ(gé,l ©® fo,Aa) & As(D;i M;[NA])
= H('—%,ABW) D AB(H(L%,OW) ® H('—}mﬂ)) @ Ag(Li o ® LQ,AQ)
DA (D, Ki [Na] & D, Mi[MA] © AA,)
— H(L07) © AaApli © Aphad.

Each garbler P; locally computes the 0-label Léy,o as:
L g = HLh0:7) @ H(L 0,7) & (4 KilNo]) @ Nps @ (), KilX]) @ N A

Thus, we conclude that L’ , @ L! , is equal to:

= MaAsl; ® AghsA; & AghaA; @ (@#i Kil\. ] ® @, Mil\. 5] & /\iaﬂAi)

® (@j;ﬁi KiM] @ D, M;[M] @ A%Ai)

= AaAﬁAi D Aa)\,BAi D AB)\aAi D )\QBAZ' D )"YAi

= AaAﬁAi D Aa)\,gAi D Aﬂ)\aAi D )\a)\ﬁAi D )\yAi

= ((Aa ® o) A (Mg @ Ag) ® X)) A = A A,

where it is easy to verify that A\,3 = A, - Ag according to the Beaver triples. This means that according
to P;’s definition of L, A, the label evaluated by P is always correct. The public value is correct, since
Isb(Az) =1 and by @ Isb(LiAv) is equal to:

Isb(L2 o) @ Isb(LZ ) = Isb(L2 & L7 5 ) = Isb(A,As) = A,.
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Lemma 9. Let A be a PPT adversary who corrupts a subset of parties such that P; € A is corrupted.
Either the execution of protocol lype aborts, or A learns at most one of two garbled labels for any wire
and honest party, except with probability at most q/25~1, where q is the number of H queries.

Proof. Clearly, adversary A learns both garbled labels from some honest party P; ¢ A for some wire if and
only if A learns the global key A;. Thus, we only need to prove the probability that the protocol execution
does not abort and A learns A; is at most ¢/2%~ L. If A succeeds to guess ¢; bits of A; for some ¢; € [k]U{0}
via the (leak) command of Fpyep, then the real protocol execution will abort except with probability 1/2%.

Note that all the MACs received by A from Fprep do not include any information on A;, as the local
keys are uniformly random. Therefore, only the garbled tables generated by P; may include the infor-
mation of A;. In the half-gates garbled rows, A; is encrypted by both garbled labels, and thus is known
by A if and only if A has queried both garbled labels to random oracle H. Besides, in the garbled rows
{GZJJ,DW wlo1 Gl Gl 1 }j 4 forw € W computed by P, the information of A; is only available in
the computations H(LY, ., Liﬁm,fy,j) for (u,v) € {0,1}*\{(Aa,Ap)}, v € Wand j # i, 1, and thus A can
only obtain A; if and only if it makes the queries including both garbled labels for some wire to random
oracle H.

In both cases, the only way that A learns 4A; is to make queries to random oracle H. As a result, the
probability, that both garbled labels for some wire have been queried to H by A (i.e., A; is learned by A),
is bounded by ¢/2%~ 1=, Overall, with probability at most 1/2% - q/25~1=¢% = q/2%~1, the protocol does
not abort and A learns A; (thus both garbled labels for some wire). ]

Lemma 10. For each i € [n), let xi, % Ay @ Ay for each w € I;, where A, is what P; sends in

Step 9a of protocol Ilmpe and Ay, is from Fpyrep. If any PPT adversary A corrupts a set of parties such
that Py ¢ A is honest, then either Py aborts, or Py outputs y' = fi(x', ..., z™) with probability at least
1 —(|C| + q + 2)/2", where H is |C|/2"-almost universal, A makes at most q queries to H and f, denotes
the Py’s output on multi-output function f.

Proof. After Step 10, P; obtains a set of public values for all wires in the circuit C. In the following, we
will prove that if these public values are not correct, then P; will abort with probability 1 — (|C| 4+ 1) /2",
where recall that we use a polynomial hash to instantiate almost universal hash function H.

We first prove that for each w € W, we have t,, = 0. For each AND gate («, 3,7, A), from the
definition of ¢, for i € [n], we have

Dicty = Ao A DAy S Ay - (@ie[n] )\%) ®Ag - <@ie[n] AZ&) ® <®ie[n] )‘fm) ® (@ie[n} 3)
A A B AL B A Ag B A5 Aa ®Aa- g DA,
= (Aa @A) A(Ag @ Ag) & (Ay B Ay) =1y

According to the definition of {M;[t%]};1 and My [t},] for w € W, we have the following:

i My [t!)] = Z Kylth ]+ th Ay + Z M [t%,]

i#1 i#1
= > (Ka[th,] + Mafth]) +t, A
i#£1

n
= ZtiﬂAI = twl1.
=1

For each i # 1, we use z; to denote the correct value computed with H and the MACs held by P;, and Z;
to denote the value sent by a malicious party ;. Thus, >, 1% = > 21 % + e, where e is an adversarily

46



chosen error. Note that z; is correct, as P is honest. Since H is additively homomorphic, we have that

izi - Zj;H ({l\/ll[tfv]}wew)
—H ({ Zn: Ml[tﬁv]}wew>

= H ({tuA1} ) = H({tuhuew) - Ar.

Thus, H({tw }wew) - A1 = e, as 3,4, £ = 0if P; does not abort.

Below, we analyze the probability that H({t,, }wew) # 0 but P; does not abort. We assume that the
adversary A leaks ¢; bits of A; for some ¢; € [k] U {0} by the (leak) command of Fpep. In this case,
the real protocol execution will abort except with probability 27 1. Then the remaining x — ¢ bits of A
are uniformly random from the adversary’s view. Thus, e and {t.,} ¢, are independent of the unknown
k — c1 bits of Ay. As P is honest, linear hash function H defined by a random seed x is independent
of Ay. Therefore, under the condition that ¢; bits of A; have already been leaked, the probability that
A1 = H({tw}wew) ! - e is at most 2°1 7%, Overall, with probability 27¢ - 2¢1=% = 27% P does not
abort and H({t. }wew) # 0. Since {t, } ¢y are independent of H and H is |C|/2"-almost universal, the
probability that there exists one w € W such that ¢,, # 0 is at most |C|/2". Overall, with probability at least
1—(|C]+1)/2%, we have t,, = 0 for all w € W.

Below, we prove by induction that for each wire w, public value A,, is correct.

Base step: The public values for all circuit-input wires are correct, according to how x?, is defined for each
i € [n],w e

Induction step: It is easy to verify that the public values for the output wires of XOR gates are correct. So,
we will focus on each AND gate («, 3,7, A). According to the induction hypothesis, we have that P, holds
correct public values A, and Ag. Recall that the correctness of public value A, is checked by computing
the following value:

ty = (Aa @A) A (Ag @A) ® (Ay B Ny).

From ¢, = 0, we have A, = (Ay ® A\a) A (Ag @ Ag) ® A,. According to the correctness of A, and Ag,
Ay @ Ao and Ag @ Ag are the correct actual values for input wires o and 3 respectively. Therefore, A is
correct.

If Py does not abort in Step 13 of protocol I, the probability that there exists a corrupt party P; flipping
its share A\, for some w € O is (¢g+1)/2", according to Lemma 1. From the above proof by induction, we
have that public value A, is correct for each w € Oy, except with probability (|C|+1)/2". In conclusion, if
Py does not abort, i1, = A, @ Ay, is correct for each w € O, except with probability (|C| +q +2)/2%. O

Lemma 11. For every PPT adversary A corrupting a subset of parties, every honest party P; ¢ A either
aborts, or outputs y' = f;(x, ..., x™) with probability at least 1 — 3q/2", where f; denotes the output of
function f to P; and q is the number of H queries.

Proof. We first prove that P; ¢ A either aborts or obtains the correct public values in Step 11 of protocol
IImpe, even if P is corrupted by A. Let {A], }.,,ew be the public values received by P; in Step 11 when Py
is corrupted, and {Ay }wew be the correct public values that should be sent by an honest P;. Below, we
analyze the probability that there exists some w € W such that A}, # A,,. In Step 11, A on behalf of P,
sends a value h;- to P;. If P; ¢ A does not abort, then we have that

hi =H ({qu,o ® A;ﬂAi}weW) )
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Since H is a random oracle, the probability that A finds a target collision is ¢/2". Therefore, with probability
1—q/2% L,y = L, o ® Al,A; for each w € W is learned by A. In addition, A has learned L}, , =
Liw @ A, A; by evaluating the circuit on behalf of P;. If A/, # A,, for some w € O;, then A learns both
garbled labels LY, o and L}, , for the wire w. By Lemma 9, this happens with probability at most ¢/2"~".
Overall, except with probability at most 3¢/2", the public values on all wires in W received by P; are
correct, if P; does not abort. Together with that the public values for all circuit-input wires are correct and
the public values on the output wires of XOR gates are correct by induction, we obtain that the public values
on all wires in the circuit are correct, except with probability at most 3¢/2".

Based on the proof of Lemma 1, the probability that P; does not abort in Step 13 and there exists a
malicious party P; flipping its share X/, for some w € ©; is bounded by 3¢/2". In this probability, the
probability that A finds a target collision for H is bounded by ¢/2"; the probability that the real protocol
execution does not abort and adversary A learns A; is at most ¢/2%~1 from the proof of Lemma 9. Therefore,
P; will obtain a correct wire mask A, for each w € O;, except with probability at most 3¢q/2".

In conclusion, if P; does not abort, then yfv = Ay P Ay is correct for each w € O;, except with
probability at most 3g/2". O

E.2 Proof of Theorem 3

Given the Lemmas 8—11, the proof of Theorem 3 is relatively easy. Below, we present the details of the
proof.

Theorem 7 (Theorem 3, restated). Let f : {0, 1}l — {0,1}C1 be an n-party functionality. Then pro-
tocol mpe shown in Figures 6 and 7 securely computes f in the presence of a static malicious adversary
corrupting up to n — 1 parties in the Fpyrep-hybrid model, where H is a random oracle.

Proof. Let A be a PPT adversary who corrupts a subset of parties A. We construct a PPT simulator S,
which runs A as a subroutine, simulates the adversary’s view, and has access to an ideal functionality Fmpc
that implements f. Whenever any honest party simulated by S aborts or A aborts, S outputs whatever A
outputs and aborts. The simulator S is defined as below.

Description of the simulation.

— INITIALIZATION: After A corrupted a subset of parties A, S corrupts the same parties in the ideal world,
and internally emulates an execution of the honest parties running I, with A.

— PREPROCESSING: S emulates the functionality Fprep, and records all the values from adversary A. Sim-
ulator S acts as every honest party P, ¢ A and simulates honestly the execution of P; in function-
(in)dependent phases.

— ONLINE: S simulates honestly the execution of honest parties, with the following exceptions:
— For every honest party P; ¢ A, S adopts 2* := 0%l as P;’s input, and broadcasts A, := ), to all
parties for each circuit-input wire w € Z;.
— For each corrupt party P; € A, for every w € Z;, S receives a public value A,, from A, and computes
xt, = Ay @ Ay as an input bit of P;.
— For every corrupt party P; € A, S sends (input, 2*) on behalf of P; to Fmpe, and receives an output '
S computes

(gL, ..., 9" = f&,..., 2",
where {Z’ :~:'*O|Ii|}i%;4 and {z = '}, - Then S Shgoses any ]* ¢ Al ind thﬁj’l foreachi € A, w €
O, defines Ay, := My ©ys, @ ¥, and computes M;[Ag, | := M;[X, ] © (M, © Xy )A;. Foreachi € A,
S acts as honest party Pj« and opens {)\{U }weoi to corrupt party P; in the amortized way.

48



Based on Lemmas 8—11 in the previous section, we prove that the real protocol execution is indistinguishable
from the ideal world execution by a sequence of games.

Hybridg. This is the same as the real protocol execution shown in Figures 6 and 7, where the actual inputs
{'}i¢ 4 are used for honest parties.

Hybrid;. This is the same as Hybridy, except that S plays the role of honest parties { P; };¢ 4.
Hybrid; is essentially the same as Hybridyg.

Hybrid,. This is the same as Hybridy, except that a) for each ¢ € A, w € Z;, S receives a public value
A, from A and computes 7, := A, © \y; b) foreach i € A, S sends (input, 2*) on behalf of P; to Frpe
and receives an output 3"

The distributions on the view of adversary A in Hybrid; and Hybrids are identical. If P, is honest,
then the outputs obtained by P; in two hybrids are the same except with probability at most (|C|+q+2)/2" =
negl(x) from Lemma 8 and Lemma 10, where ¢ is an upper bound of the number of H queries. If P; is
honest for each i ¢ A, i # 1, then the outputs obtained by P; in two hybrid games are the same except with
probability at most 3¢/2" = negl(x) by Lemma 11. Therefore, the distributions in Hybrid; and Hybrids
are indistinguishable, except with probability negl(x).

Hybrids. This is the same as Hybridz, except that simulator S executes as follows:

1. Use {2’ = 0|[i|}i¢ A as the inputs of honest parties in Step 9 of protocol ITypc.

2. Compute (j',...,7") == f(&',...,&"), where & := 0/l for each i ¢ A and &’ := 2 for each i € A.

3. Chogss any j* gé* A, a~ng for f?f‘Ch i € Ajw € O; define Ny o= My, @ yl, @ ¢%,. Then compute
MMy ] = MMy ] @ (M @ M)A

4. For each i € A, act as honest party Pj« and open {5\{; }weo, to corrupt party P; in the amortized way.

We first prove that for every honest party P;, its share \! for each wire w in the circuit is uniformly
random and kept secret in A’s view, before these shares are revealed in the phases of input and output
processing. Here we do not consider the circuit-input wires associated with other parties’ inputs, as the
corresponding shares are set as 0. If ¢ = 1, it is easy to see that the P;’s shares for all wires are kept secret
in the information-theoretic sense. If i # 1, we show that P;’s shares are computationally hidden, even if
Py is corrupted. For each XOR gate (o, 3,7, @), A}, = A}, © A is kept unknown for A, if at least one of
A%, and \J is kept secret. Thus, we focus on each AND gate (, 3,7, A). The half-gates garbled rows G
and g;’l for v € W are encrypted by both garbled labels for input wires. Therefore, A are still unknown
for P;’s shares )\ia and )\g on input wires v and 3, unless it learns A;. From Lemma 9, this occurs with

probability at most ¢/2%~1 = negl(x). Besides, each garbled row G%7,,, for each v € W, u,v € {0,1} and
j # i, 1 is encrypted using different combinations of L, ,,L?, ; and L} o, L’ ;. To open at least two garbled
rows, A needs to learn both garbled labels for some wire. From Lemma 9, this happens with probability
at most ¢/2"~! = negl(). Therefore, A does not learn the shares \{, and \; for the input wires. In the
process of checking public values, if P; with i # 1 does not abort, the public values on the output wires
of all AND gates are correct except with probability at most 3q/2" = negl(x), according to the proof of
Lemma 11. Therefore, the value z; sent by P; does not reveal its shares for each AND gate («, 3,7, A), as
)\g 5 1s uniformly random and masks F;’s shares.

For each i ¢ A, w € T;, we have proved that \!, is uniformly random and unknown for .A. Therefore,
the distributions of the public values {Aw}wEUigA 7, in Hybridz and Hybrids are both independently
random, and thus are exactly the same. For each wire w associated with the outputs of corrupt parties, .4
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does not know the share )\{; of Pj- ¢ A, and both )\{: and 5\5 are uniformly random. Therefore, for each
i€ Aw € O, X, sent by S in Hybrids has the same distribution as A, sent by honest party P;« in
Hybrids.

For each w € W, the public value A, is uniformly random and has the same distribution in Hybrid,
and Hybridgs, as {/\fu}ig 4 are uniformly random and not known to A. If P € A, then P is able to
learn only one garbled label for each wire except with probability at most ¢/ 2¢~1 = negl(x) by Lemma 9.
Thus, Py can open only one of four garbled rows G, G741, G7, G2%)y foreach y € W, i ¢ A and
j # i, 1. In two hybrids, the distribution of garbled rows evaluated by corrupt party P is indistinguishable,
as the distribution of public values {A,, } e is the same. Moreover, the garbled labels obtained by P; are

indistinguishable in two hybrids.

Based on the proof of Lemma 10, if honest party P; ¢ A does not abort in Step 12 of protocol IImpc,
Aw = G4, (@ j¢ |y M) foreach w € O; except with probability at most (|C[+1) /2% = negl(x). Therefore,

foreachi € Aand w € O;, Ay & (B, MNy)yo M, =A, @ (DBjen M) @yl @ i, = yi, which means
that A will obtain the correct output. If P € A, A will also get the correct output for each ¢ € A, due to
the setting of the shares {\], },,co, of honest party Pj-.

In conclusion, Hybridg is indistinguishable from Hybridz, except with probability negl(x). O
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