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Abstract

We propose FOake, a generic construction of two-message authenticated key exchange (AKE)
from any passively secure public key encryption (PKE) in the quantum random oracle model
(QROM). Whereas previous AKE constructions relied on a Diffie-Hellman key exchange or required
the underlying PKE scheme to be perfectly correct, our transformation allows arbitrary PKE schemes
with non-perfect correctness. Dealing with imperfect schemes is one of the major difficulties in
a setting involving active attacks. Our direct construction, when applied to schemes such as the
submissions to the recent NIST post-quantum competition, is more natural than previous AKE
transformations. Furthermore, we avoid the use of (quantum-secure) digital signature schemes which
are considerably less efficient than their PKE counterparts. As a consequence, we can instantiate our
AKE transformation with any of the submissions to the recent NIST competition, e.g., ones based on
codes and lattices.

FOake can be seen as a generalisation of the well known Fujisaki-Okamoto transformation (for
building actively secure PKE from passively secure PKE) to the AKE setting. As a helper result, we
also provide a security proof for the Fujisaki-Okamoto transformation in the QROM for PKE with
non-perfect correctness which is tighter and tolerates a larger correctness error than previous proofs.

Keywords: Authenticated key exchange, quantum random oracle model, NIST, Fujisaki-
Okamoto.

1 Introduction

AUTHENTICATED KEY EXCHANGE. Besides public key encryption (PKE) and digital signatures, authenti-
cated key exchange (AKE) is arguably one of the most important cryptographic building blocks in modern
security systems. In the last two decades, research on AKE protocols has made tremendous progress in
developing more solid theoretical foundations [11, 20, 39, 32] as well as increasingly efficient designs of
AKE protocols [38, 48, 45]. Most AKE protocols rely on constructions based on an ad-hoc Diffie-Hellman
key exchange that is authenticated either via digital signatures, non-interactive key exchange (usually
a Diffie-Hellman key exchange performed on long-term Diffie-Hellman keys), or public key encryption.
While in the literature one can find many protocols that use one of the two former building blocks, results
for PKE-based authentication are rather rare [8, 18]. Even rarer are constructions that only rely on
PKE, discarding Diffie-Hellman key exchanges entirely. Notable recent exceptions are [24, 25] and the
protocol in [2], the latter of which has been criticised for having a flawed security proof and a weak
security model [47, 40].

THE NIST PosT-QuANTUM COMPETITION. Recently, some of the above mentioned designs have gathered
renewed interest in the quest of finding AKE protocols that are secure against quantum adversaries,
i.e., adversaries equipped with a quantum computer. In particular, the National Institute of Standards
and Technology (NIST) announced a competition with the goal to standardise new PKE and signature
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algorithms [42] with security against quantum adversaries. With the understanding that an AKE protocol
can be constructed from low level primitives such as quantum-secure PKE and signature schemes, the
NIST did not require the submissions to describe a concrete AKE protocol. Many PKE and signature
candidates base their security on the hardness of certain problems over lattices and codes, which are
generally believed to resist quantum adversaries.

THE QUANTUM ROM. Quantum computers may execute all “offline primitives” such as hash functions
on arbitrary superpositions, which motivated the introduction of the quantum (accessible) random oracle
model (QROM) [15]. While the adversary’s capability to issue quantum queries to the random oracle
renders many proof strategies significantly more complicated, it is nowadays generally believed that only
proofs in the QROM imply provable security guarantees against quantum adversaries.

AKE AND QUANTUM-SECURE SIGNATURES. Digital signatures are useful for the “authentication” part
in AKE, but unfortunately all known quantum-secure constructions would add a considerable overhead
to the AKE protocol. Therefore, if at all possible, we prefer to build AKE protocols only from PKE
schemes, without using signatures.! Our ultimate goal is to build a system that remains secure in the
presence of quantum computers, meaning that even currently employed (very fast) signatures schemes
based on elliptic curves are not an option.

CENTRAL RESEARCH QUESTION FOR QUANTUM-SECURE AKE. In summary, motivated by post-quantum
secure cryptography and the NIST competition, we are interested in the following question:

How to build an actively secure AKE protocol from any passively secure PKE in
the quantum random oracle model, without using signatures?

(The terms “actively secure AKE” and “passively secure PKE” will be made more precise later.) Sur-
prisingly, one of the main technical difficulties is that the underlying PKE scheme might come with
a small probability of decryption failure, i.e., first encrypting and then decrypting does not yield the
original message. This property is called non-perfect correctness, and it is common for quantum-secure
schemes from lattices and codes, rendering them useless for all previous constructions that relied on
perfect correctness.?

PrEVIOUS CONSTRUCTIONS OF AKE FROM PUBLIC-KEY PRIMITIVES. The generic AKE protocol of
Fujioka et al. [24] (itself based on [18]) transforms a passively secure PKE scheme PKE and an actively
(i.e., IND-CCA) secure PKE scheme PKE,., into an AKE protocol. We will refer to this transformation
as FSXY[PKE, PKE.c,]. Since the FSXY transformation is in the standard model, it is likely to be secure
with the same proof in the post-quantum setting and thus also in the QROM. The standard way to
obtain actively secure encryption from passively secure ones is the Fujisaki-Okamoto transformation
PKE... = FO[PKE, G, H] [26, 27]. In its “implicit rejection” variant [29], it comes with a recently discovered
security proof [44] that models the hash functions G and H as quantum random oracles. Indeed, the
combined AKE transformation FSXY[PKE, FO[PKE, G, H]] transforms passively secure encryption into
AKE that is very likely to be secure in the QROM, without using digital signatures, hence giving a first
answer to our above question. It has, however, two main drawbacks.

e Perfect correctness requirement. Transformation FSXY is not known to have a security proof
if the underlying scheme does not satisfy perfect correctness. Likewise, the relatively tight QROM
proof for FO that was given in [44] requires the underlying scheme to be perfectly correct, and a
generalisation of the proof for schemes with non-perfect correctness is not straightforward. Hence,
it is unclear whether FSXY[PKE, FO[PKE, G, H]] can be instantiated with lattice- or code-based
encryption schemes.

e Lack of simplicity. The Fujisaki-Okamoto transformation already involves hashing the key using
hash function H, and FSXY involves even more (potentially redundant) hashing of the (already

LClearly, PKE requires a working public-key infrastructure (PKI) which in turn requires signatures to certify the public-
key. However, a user only has to verify a given certificate once and for all, which means the overhead of a quantum-secure
signature can be neglected.

2 There exist generic transformations that can immunise against decryption errors (e.g., [23]). Even though they are
quite efficient in theory, the induced overhead is still not acceptable for practical purposes. While lattice schemes could
be rendered perfectly correct by putting a limit on the noise, and setting the modulus of the LWE instance large enough
(see, e.g., [13, 30]), the security level cannot be maintained without increasing the problem’s dimension, accordingly. Since
this modification would lead to increased public-key and ciphertext length, many NIST submissions deliberately made the
design choice of having imperfect correctness.



hashed) session key. Overall, the combined transformation seems overly complicated and hence
impractical.

In [25], a transformation was given that started from oneway-secure KEMs, but its security proof
was given in the ROM, and its generalisation to the QROM was explicitly left as an open problem.
Furthermore, it involves more hashing, similar to transformation FSXY.

Hence, it seems desirable to provide a simplified transformation that gets rid of unnecessary hashing
steps, and that can be proven secure in the QROM even if the underlying scheme does not satisfy perfect
correctness. As a motivating example, note that the Kyber AKE protocol [17] can be seen as a result of
applying such a simplified transformation to the Kyber PKE scheme, although coming without a formal
security proof.

1.1 Owur Contributions

Our main contribution is a transformation, FOaxe[PKE, G, H] (“Fujisaki-Okamoto for AKE”) that converts
any passively secure encryption scheme into an actively secure AKE protocol, with provable security in
the quantum random oracle model. It can deal with non-perfect correctness and does not use digital
signatures. Our transformation FOake can be viewed as a modification of the transformation given in
[25]. Furthermore, we provide a precise game-based security definition for two-message AKE protocols.
As a side result, we also give a security proof for the Fujisaki-Okamoto transformation in the QROM in
Section 3 that deals with correctness errors. It can be seen as the KEM analogue of our main result, the
AKE proof. Our proof strategy differs from and improves on the bounds of a previously published proof
of the Fujisaki-Okamoto transformation for KEMs in the QROM [33].

1.1.1 FO transformation for KEMs.

To simplify the presentation of FOakg, we first give some background on the Fujisaki-Okamoto trans-
formation for KEMs. In its original form [26, 27], FO yields an encryption scheme that is IND-CCA
secure in the random oracle model [10] from combining any One-Way secure asymmetric encryption
scheme with any one-time secure symmetric encryption scheme. In “A Designer’s Guide to KEMs”,
Dent [22] provided FO-like IND-CCA secure KEMs. (Recall that any IND-CCA secure Key Encapsulation
Mechanism can be combined with any (one-time) chosen-ciphertext secure symmetric encryption scheme
to obtain a IND-CCA secure PKE scheme [21].) Since all of the transformations mentioned above required
the underlying PKE scheme to be perfectly correct, and due to the increased popularity of lattice-based
schemes with non-perfect correctness, [29] gave several modularisations of FO-like transformations and
proved them robust against correctness errors. The key observation was that FO-like transformations
essentially consists of two separate steps and can be dissected into two transformations, as sketched in
the introduction of [29]:

e Transformation T: “Derandomise” and “re-encrypt”. Starting from an encryption scheme PKE and
a hash function G, encryption of PKE' = T[PKE, G] is defined by

Enc’(pk, m) := Enc(pk, m; G(m)),

where G(m) is used as the random coins for Enc, rendering Enc’ deterministic. Dec’(sk, c) first
decrypts ¢ into m’ and rejects if Enc(pk, m’; G(m')) # ¢ (“re-encryption”).

e Transformation U%: “Hashing”. Starting from an encryption scheme PKE’ and a hash function H,
key encapsulation mechanism KEI\/I#L = U#[PKE', H] with “implicit rejection” is defined by

Encaps(pk) := (¢ < Enc’(pk, m), K := H(m)), (1)
where m is picked at random from the message space, and

H(m) m#L
H(s,¢c) m=_1

b

Decaps(sk, ¢) = {

where m := Dec(sk, ¢) and s is a random seed which is contained in sk. In the context of the FO
transformation, implicit rejection was first introduced by Persichetti [43, Sec. 5.3].



Transformation T was proven secure both in the (classical) ROM and the QROM, and U7, was proven
secure in the ROM. To achieve QROM security, [29] gave a modification of U%, called QUZ, but its
security proof in the QROM suffered from a quartic?® loss in tightness, and furthermore, most real-world
proposals are designed such that they fit the framework of FO#, = UZ o T, not QUﬁ oT.

A slightly different modularisation was introduced in [44]: they gave transformations TPunc ("Punctur-
ing and Encrypt-with-Hash") and SXY ("Hashing with implicit reject and reencryption"). SXY differs from
U# in that it reencrypts during decryption. Hence, it can only be applied to deterministic schemes. Even
in the QROM, its CCA security tightly reduces to an intermediate notion called Disjoint Simulatability
(DS) of ciphertexts. Intuitively, disjoint simulatability means that we can efficiently sample “fake cipher-
texts” that are computationally indistinguishable from real PKE ciphertexts (“simulatability”), while the
set of possible fake ciphertexts is required to be (almost) disjoint from the set of real ciphertexts. DS
is naturally satisfied by many code/lattice-based encryption schemes. Additionally, it can be achieved
using transformation Punc, i.e., by puncturing the underlying schemes’ message space at one point and
using this message to sample fake encryptions. Deterministic DS can be achieved by using transformation
TPunc, albeit non-tightly: the reduction suffers from quadratic loss in security and an additional factor
of ¢, the number of the adversary’s hash queries.

PKEO Punc[PKEo] PKE
IND-CPA DS (prob)
- + IND-CPA
| "~ <EO7[PKE, G, H] = Uy [T[PKE, G], H]
TPunc[PKEo, G| ~~ - _ | T[PKE, G] N
S~ A S a
el PKE’ KEM
DS (det.) SXY[PKE', H] IND-CCA

Figure 1: Comparison of [44]’s modular transformation (green) with ours. Solid arrows indicate tight
reductions, dashed arrows indicate non-tight reductions.

However, the reduction that is given in [44] requires the underlying encryption scheme to be perfectly
correct. Later, [33] gave non-modular security proofs for the transformations FO% and FO* as well as a
security proof for SXY# for schemes with correctness errors, which still suffered from quadratic loss in
security and an additional factor of ¢, the latter of which this work improves to ,/q.

Our transformation FOZ can be applied to any PKE scheme that is both IND-CPA and DS secure.
The reduction is tighter than the one that results from combining those of TPunc and SXY in [44], and
also than the reduction given in [34]. This is due to our use of the improved Oneway-to-Hiding lemma [3,
Thm. 1: “Semi-classical O2H”]. Furthermore, we achieve a better correctness bound (the square of the
bound given in [34]) due to a better bound for the generic distinguishing problem. In cases where PKE is
not already DS, this requirement can be waived with negligible loss of efficiency: To rely on IND-CPA
alone, all that has to be done is to plug in transformation Punc. A visualisation is given in Figure 1.

1.1.2 Security Model for Two-Message Authenticated Key Exchange.

We introduce a simple game-based security model for (non-parallel) two-message AKE protocols, i.e.,
protocols where the responder sends his message only after having received the initiator’s message.
Technically, in our model, and similar to previous literature, we define several oracles that the attacker
has access to. However, in contrast to most other security models, the inner workings of these oracles and
their management via the challenger are precisely defined with pseudo-code.

DETAILS ON OUR MODELS. We define two security notions for two-message AKEs: key indistinguishability
against active attacks (IND-AA) and the weaker notion of indistinguishability against active attacks without
state reveal in the test session (IND-StAA). IND-AA captures the classical notion of key indistinguishability

3not just quadratic, but indeed quartic
4 Note that nomenclature of [34] is a bit misleading: while the respective KEM is called U#L, it is actually transformation
SXY (it reencrypts during decryption, which U;,K1 does not).



(as introduced by Bellare and Rogaway [11]) as well as security against reflection attacks, key compromise
impersonation (KCI) attacks, and weak forward secrecy (wFS) [38]. It is based on the Canetti-Krawczyk
(CK) model and allows the attacker to reveal (all) secret state information as compared to only ephemeral
keys. As already pointed out by [18], this makes our model incomparable to the eCK model [39] but
strictly stronger than the CK model. Essentially, the IND-AA model states that the session key remains
indistinguishable from a random one even if

1. the attacker knows either the long-term secret key or the secret state information (but not both) of
both parties involved in the test session, as long as it did not modify the message received by the
test session,

2. and also if the attacker modified the message received by the test session, as long as it did not
obtain the long-term secret key of the test session’s peer.

We also consider the slightly weaker model IND-StAA (in which we will prove the security of our AKE
protocols), where 2. is substituted by

2’. and also if the attacker modified the message received by the test session, as long as it did neither
obtain the long-term secret key of the test session’s peer nor the test session’s state. The latter
strategy, we will call a state attack.

We remark that IND-StAA security is essentially the same notion that was achieved by the FSXY
transformation [24].> In Section 5 we provide a more general perspective on how our model compares to
existing ones.

1.1.3 Our Authenticated Key-Exchange Protocol.

Our transformation FOakg transforms any passively secure PKE (with potential non-perfect correctness)
into an IND-StAA secure AKE. FOakg is a simplification of the transformation FSXY[PKE, FO[PKE, G, H]]
mentioned above, where the derivation of the session key K uses only one single hash function H. FOakg
can be regarded as the AKE analogue of the Fujisaki-Okamoto transformation.

Transformation FOakg[PKE, G, H] is described in Figure 2 and uses transform PKE' = T[PKE, G] as
a building block. (The full construction is given in Figure 19, see Section 6.) Our main security result
(Theorem 4) states that FOake[PKE, G, H] is an IND-StAA-secure AKE if the underlying probabilistic
PKE is DS as well as IND-CPA secure and has negligible correctness error, and furthermore G and H are
modeled as quantum random oracles.

The proof essentially is the AKE analogue to the security proof of FO#, we give in Section 3.2: By
definition of our security model, it always holds that at least one of the messages m;, m; and m is hidden
from the adversary (unless it loses trivially) since it may not reveal a party’s secret key and its session
state at the same time. Adapting the simulation technique in [44], we can simulate the session keys even if
we do not know the corresponding secret key sk; (sk;, sk). Assuming that PKE is DS, we can replace the
corresponding ciphertext ¢; (¢;, ¢) of the test session with a fake ciphertext, rendering the test session’s
key completely random from the adversary’s view due to PKE’s disjointness.

Let us add two remarks. Firstly, we cannot prove the security of FOakg[PKE, G, H] in the stronger
sense of IND-AA and actually, it is not secure against state attacks. Secondly, note that our security
statement involves the probabilistic scheme PKE rather than PKE’. Unfortunately, we were not able to
provide a modular proof of AKE solely based on reasonable security properties of PKE' = T[PKE, G]. The
reason for this is indeed the non-perfect correctness of PKE. This difficulty corresponds to the difficulty
to generalise [44]’s result for deterministic encryption schemes with correctness errors discussed above.

CONCRETE APPLICATIONS. Our transformation can be applied to any scheme that is IND-CPA secure
with post-quantum security, e.g., Frodo [41], Kyber [17], and Lizard [5]. Recall that the additional
requirement of DS can be achieved with negligible loss of efficiency. However, in many applications even
this negligible loss is inexistent since most of the aforementioned schemes can already be proven DS under
the same assumption that their IND-CPA security is based upon.

5The difference is that the model from [24] furthermore allows a “partial reveal” of the test session’s state. For simplicity
and due to their little practical relevance, we decided not to include such partial session reveal queries in our model. We
remark that, however, our protocol could be proven secure in this slightly stronger model.
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Figure 2: A visualisation of our authenticated key-exchange protocol FOake. We make the convention
that, in case any of the Dec’ algorithms returns L, the session key K is derived deterministically and
pseudorandomly from the player’s state (“implicit rejection”).

1.1.4 Subsequent work.

Since this paper was published on eprint, there has been more work on CCA security of FO in the QROM
([36, 14]), essentially achieving the same level of tightness as this work. [14] achieves more modularity,
and covers a class of schemes that is both less and more restrictive at the same time: They only require
schemes to be oneway-secure (instead of CPA, as required in this work), but the schemes have to meet an
additional injectivity requirement (specified below).

TiGHTNESS FOR FO. Reductions from CCA security to CPA security in the QROM usually suffer from
tightness loss in two separate ways: The best known bounds for probabilistic schemes to this date
are essentially of the form ,/g\/e, where ¢ is the number of the adversary’s hash queries, and € is the
reduction’s CPA advantage. Hence, the loss consists of both a loss regarding ¢ (¢g-nontightness), and
worse, a quadratic loss regarding the level of CPA security (root-nontightness). For the general setting
where one starts from a probabilistic scheme, there have not been tightness improvements since this work:

Essentially, [36] is an update of [33] that makes use of the improved Oneway-to-Hiding bounds given
in [3], thereby improving [33]’s bound g¢\/€ to ,/q\/e, with the security requirement switching from
onewayness to IND-CPA. The result seems to differ from this work solely in its (nonmodular) proof
structure.

In [14], a new modular proof for FO was given by starting from probabilistic onewayness and choosing
deterministic oneway-security as their intermediate® notion, opposed to our (strictly stronger) intermediate
notion of deterministic DS. This approach matches the observation that if one can start from a scheme that
already is deterministically oneway-secure (like [13]), derandomisation step T is superfluous. In this case,
only transformation U has to be applied, which is proven secure ¢-tightly. The weaker intermediate notion,
however, shifts the root-nontightness to second transformation U. Therefore, the result still is heavily
non-tight, even if derandomising via T is skipped. Furthermore, no tightness improvements whatsoever
are achieved if the underlying scheme is not already deterministic, and thus has to be derandomised using
T first.

MODULARITY. The modular proof of [14] is achieved by introducing an additional notion for the
intermediate scheme that deals with correctness errors. Unfortunately, the possibility of correctness
errors complicate modular attempts on analysing FO: For underlying probabilistic schemes, [14] requires
more than this work since its approach only is applicable if the "intermediate" scheme is injective with
overwhelming probability. It is very likely that the modular approach of [14] could be generalised to an

6 By "intermediate", we mean the deterministic scheme that is to be plugged into one of the U-transforms. In most cases,
it is derived by starting from a probabilistic scheme and first applying derandomisation transformation T.



AKE proof that similarly is modular and hence, conceptually nicer. But this gain in modularity would
come at a cost: The approach only is applicable if the derandomised scheme is essentially injective. We
would, therefore, add an unnecessary restriction on the class of schemes that AKE can be based upon.

1.1.5 Open Problems.

In the literature, one can find several Diffie-Hellman based protocols that achieve IND-AA security, for
example HMQV [38]. However, none of them provides security against quantum computers. We leave as
an interesting open problem to design a generic and efficient two-message AKE protocol in our stronger
IND-AA model, preferably with a security proof in the QROM to guarantee its security even in the
presence of quantum adversaries.

While [14] gave a proof of CCA security that is conceptually cleaner, it still is heavily non-tight due to
its root-nontightness, with the root-nontightness stemming from its usage of a standard Oneway-to-Hiding
strategy. Recent work [35] proved that for reductions using this standard approach, suffering from
quadratic security loss is inevitable. We would like to point out, however, that we do not view this
result as an impossibility result”. It rather proves impossibility of root-tightness for a certain type of
reduction, and thereby informs us how to adapt possible future proof strategies: A root-tight proof of
CCA security still might be achievable, but the respective reduction would have to be more sophisticated
than extracting oneway solutions for the underlying scheme by simply applying Oneway-to-Hiding.

2 Preliminaries

For n € N, let [n] := {1,...,n}. For a set S, |S| denotes the cardinality of S. For a finite set S, we denote
the sampling of a uniform random element x by x <—¢ S, while we denote the sampling according to some
distribution © by z + ©. By [B] we denote the bit that is 1 if the boolean Statement B is true, and
otherwise 0.

ALGORITHMS. We denote deterministic computation of an algorithm A on input z by y := A(z). We
denote algorithms with access to an oracle O by A©. Unless stated otherwise, we assume all our algorithms
to be probabilistic and denote the computation by y + A(z).

GaMES. Following [46, 12], we use code-based games. We implicitly assume boolean flags to be initialised
to false, numerical types to 0, sets to &, and strings to the empty string e. We make the convention that
a procedure terminates once it has returned an output.

2.1 Public-key Encryption

SYNTAX. A public-key encryption scheme PKE = (KG, Enc, Dec) consists of three algorithms, and a
finite message space M which we assume to be efficiently recognisable. The key generation algorithm
KG outputs a key pair (pk, sk), where pk also defines a finite randomness space R = R(pk) as well as
a ciphertext space C. The encryption algorithm Enc, on input pk and a message m € M, outputs an
encryption ¢ < Enc(pk, m) of m under the public key pk. If necessary, we make the used randomness
of encryption explicit by writing ¢ := Enc(pk, m; r), where r <—g R. The decryption algorithm Dec, on
input sk and a ciphertext ¢, outputs either a message m = Dec(sk, ¢) € M or a special symbol L ¢ M to
indicate that c is not a valid ciphertext.

Definition 2.1 (Collision probability of key generation.). We define
w(KG) := Pr[(pk, sk) + KG, (pk', sk') < KG : pk = pk'] .
Definition 2.2 (Collision probability of ciphertexts.). We define

/

u(Enc) := Pr[(pk, sk) + KG, m, m’' <5 M, ¢ + Enc(pk, m), ¢’ + Enc(pk,m'): c= ¢

7 A strict impossibility result would have to consist of a concrete scheme as well as a concrete attack, with the latter
matching the given upper bound.



Definition 2.3 (v-Spreadness.). [26] We say that PKE is y-spread iff for all key pairs (pk, sk) € supp(KG)
and all messages m € M it holds that

max Pr[r < R : Enc(pk,m;r) =¢] <277 .
ce

Definition 2.4 (Correctness). [29] We define ¢ := E[max,,cr Pr[c < Enc(pk, m) : Dec(sk, ¢) # m]],
where the expectation is taken over (pk, sk) < KG.

SECURITY. We now define the notion of Indistinguishability under Chosen Plaintext Attacks (IND-CPA)
for public-key encryption.

Definition 2.5 (IND-CPA). Let PKE = (KG, Enc, Dec) be a public-key encryption scheme. We define
game IND-CPA game as in Figure 3, and the IND-CPA advantage function of a quantum adversary
A = (A1, Az) against PKE (such that A2 has binary output) as

AdvZPA(A) := | Pr[IND-CPA? = 1] — Pr[IND-CPA) = 1]| .

We also define IND-CPA security in the random oracle model model, where PKE and adversary A are
given access to a random oracle.

GAME IND-CPA, GAME IND-CCA DECAPS(c¢ # ¢¥)
01 (pk, sk) < KG 06 (pk, sk) + KG 12 K := Decaps(sk, ¢)
02 (mg,my,st) < Ai1(pk) 07 b<g Fo 13 return K
03 ¢* + Enc(pk, m;) 08 (Kg, c*) < Encaps(pk)
04 b < A2(pk, c*,st) 09 Ky +3s K
05 return b’ 10 b AP (pk c* K})
11 return b = b]

Figure 3: Games IND-CPA; for PKE (b € F3) and game IND-CCA for KEM.

DISJOINT SIMULATABILITY. Following [44], we consider PKE where it is possible to efficiently sample fake
ciphertexts that are indistinguishable from proper encryptions, while the probability that the sampling
algorithm hits a proper encryption is small.

Definition 2.6 (DS) Let PKE = (KG, Enc, Dec) be a PKE scheme with message space M and ciphertext
space C, coming with an additional PPT algorithm Enc. For quantum adversaries A, we define the
advantage against PKE’s disjoint simulatability as

AdVEiE,ﬁ(A) =|Pr[pk <~ KG, m <—g M, ¢ <= Enc(pk, m) : 1 < A(pk, c)]
— Pr[pk + KG, ¢ + Enc(pk) : 1 + A(pk, ¢)]| .

When there is no chance of confusion, we will drop Enc from the advantage’s subscript for convenience.
We call PKE e 4;5-disjoint if for all pk € supp(KG), Pr[c < Enc(pk) : ¢ € Enc(pk, M;R)] < €qis-

2.2 Key Encapsulation

SYNTAX. A key encapsulation mechanism KEM = (KG, Encaps, Decaps) consists of three algorithms. The
key generation algorithm KG outputs a key pair (pk, sk), where pk also defines a finite key space K. The
encapsulation algorithm Encaps, on input pk, outputs a tuple (K, ¢) where c is said to be an encapsulation
of the key K which is contained in key space K. The deterministic decapsulation algorithm Decaps, on
input sk and an encapsulation ¢, outputs either a key K := Decaps(sk, ¢) € K or a special symbol L ¢ K
to indicate that c¢ is not a valid encapsulation.

We call KEM §-correct if

Pr [Decaps(sk, ¢) # K | (pk, sk) < KG; (K, ¢) < Encaps(pk)] <4 .



Note that the above definition also makes sense in the random oracle model since KEM ciphertexts do
not depend on messages.

SECURITY. We now define a security notion for key encapsulation: Indistinguishbility under Chosen
Ciphertext Attacks (IND-CCA).

Definition 2.7 (IND-CCA). We define the IND-CCA game as in Figure 3 and the IND-CCA advantage
function of an adversary A (with binary output) against KEM as

AdviiDCCA(A) := | Pr[IND-CCA? = 1] — 1/2| .

2.3 Quantum computation

QuBITS. For simplicity, we will treat a qubit as a vector |p) € C?, i.e., a linear combination |p) =
a-]0)+ 8- |1) of the two basis states (vectors) |0) and |1) with the additional requirement to the probability
amplitudes «, 8 € C that |a|? +|8]? = 1. The basis {|0), |1)} is called standard orthonormal computational
basis. The qubit |p) is said to be in superposition. Classical bits can be interpreted as quantum bits via
the mapping (b 1-|b) + 0|1 — b)).

QUANTUM REGISTERS. We will treat a quantum register as a collection of multiple qubits, i.e. a linear
combination |¢) 1= ZIGF; oy - |z), where a, € C, with the additional restriction that Zzew‘g lag|? = 1.
As in the one-dimensional case, we call the basis {|7)},ery the standard orthonormal computational basis.

We say that |¢) = ermg ay - |x) contains the classical query x if oy # 0.

MEASUREMENTS. Qubits can be measured with respect to a basis. In this paper, we will only consider
measurements in the standard orthonormal computational basis, and denote this measurement by
MEASURE(-), where the outcome of MEASURE(|p)) for a single qubit |¢) = «a-]0) + 8- |1) will be
0 with probability |a|? and 1 with probability |8]?, and the outcome of measuring a qubit register
lp) = Zzeﬂ*‘g ag - |z) will be  with probability |a,|?>. Note that the amplitudes collapse during a
measurement, this means that by measuring « - |0) + § - |1), a and ( are switched to one of the
combinations in {£(1,0), +(0,1)}. Likewise, in the n-dimensional case, all amplitudes are switched to 0
except for the one that belongs to the measurement outcome and which will be switched to 1.

QUANTUM ORACLES AND QUANTUM ADVERSARIES. Following [15, 6], we view a quantum oracle |O) as a
mapping

|z)|y) = [z)|ly © O(x)) ,
where O : F§ — F2*, and model quantum adversaries A with access to O by a sequence Uy, |O), Us, -,
|0), Uy of unitary transformations. We write Al®) to indicate that the oracles are quantum-accessible
(contrary to oracles which can only process classical bits).

QUANTUM RANDOM ORACLE MODEL. We consider security games in the quantum random oracle model
(QROM) as their counterparts in the classical random oracle model, with the difference that we consider
quantum adversaries that are given quantum access to the (offline) random oracles involved, and
classical access to all other (online) oracles. For example, in the IND-CPA game, the adversary only
obtains a classical encryption, like in [19], and unlike in [16]. In the IND-CCA game, the adversary only
has access to a classical decryption oracle, unlike in [28] and [1].

Zhandry [49] proved that no quantum algorithm AlO) issuing at most ¢ quantum queries to |O),
can distinguish between a random function O : F§* — F% and a 2¢-wise independent function f,,. For
concreteness, we view fo, : F5* — F3 as a random polynomial of degree 2¢ over the finite field F2». The
running time to evaluate fo,4 is linear in ¢. In this article, we will use this observation in the context
of security reductions, where quantum adversary B simulates quantum adversary Al®) issuing at most
q queries to |O). Hence, the running time of B is Time(B) = Time(A) + ¢ - Time(O), where Time(O)
denotes the time it takes to simulate |O). Using the observation above, B can use a 2¢-wise independent
function in order to (information-theoretically) simulate |O), and we obtain that the running time of B
is Time(B) = Time(A) + ¢ - Time(f24), and the time Time(fz4) to evaluate fo, is linear in ¢. Following
[44] and [37], we make use of the fact that the second term of this running time (quadratic in ¢) can
be further reduced to linear in ¢ in the quantum random-oracle model where B can simply use another
random oracle to simulate |O). Assuming evaluating the random oracle takes one time unit, we write
Time(B) = Time(A) + ¢, which is approximately Time(A).



ONEWAY TO HIDING WITH SEMI-CLASSICAL ORACLES. In [3], Ambainis et al. defined semi-classical
oracles that return a state that was measured with respect to one of the input registers. In particular,
to any subset S C X, they associated the following semi-classical oracle OEC: Algorithm O2¢, when
queried on [, 0), measures with respect to the projectors M; and My, where M; := ) _|z)(z| and
Mo := 3,45 |7)(z|. The oracle then initialises the second register to [b) for the measured bit b. This
means that |1, 0) collapses to either a state [¢/,0) such that |¢)) only contains elements of X \ S or to a
state |¢', 1) such that |¢)") only contains elements of S. Let FIND denote the event that the latter ever
is the case, i.e., that O2¢ ever answers with |/, 1) for some . To a quantum-accessible oracle G and a
subset S C X, Ambainis et al. associate the following punctured oracle G\ S that removes S from the
domain of G unless FIND occurs.

G\S|¢,9)

o1 [¢', b) := 05|, 0)
02 return Ug|y', ¢)

Figure 4: Punctured oracle G\ S for O2H.

The following theorem is a simplification of statement (2) given in [3, Thm. 1: “Semi-classical O2H"],
and of [3, Cor. 1]. It differs in the following way: While [3] consider adversaries that might execute
parallel oracle invocations and therefore differentiate between query depth d and number of queries ¢, we
use the upper bound ¢ > d for simplicity.

Theorem 2.8 Let S C X be random. Let G, H € YX be random functions such that Gix\s = Hx\s,
and let z be a random bitstring. (S, G, H, and z may have an arbitrary joint distribution.) Then, for all
quantum algorithms A issuing at most q queries that, on input z, output either 0 or 1,

| Pr[1 « Al®(2)] — Pr[1 « A (2)]| < 2- \/q Pr[b « AIG\S)(z) : FIND] .

If furthermore S := {z} for x <3 X, and © and z are independent,

Pr[b + AlG\S)(z) : FIND] < %" .

GENERIC QUANTUM DISTINGUISHING PROBLEM WITH BOUNDED PROBABILITIES. For A € [0, 1], let B)
be the Bernoulli distribution, i.e., Pr[b = 1] = X for the bit b + By. Let X be some finite set. The generic
quantum distinguishing problem ([4, Lemma 37], [31, Lem. 3]) is to distinguish quantum access to an
oracle F : X — Ty, such that for each z € X , F(z) is distributed according to By, from quantum access
to the zero function. We will need the following slight variation. The Generic quantum Distinguishing
Problem with Bounded probabilities GDPB is like the quantum distinguishing problem with the difference
that the Bernoulli parameter A\, may depend on z, but still is upper bounded by a global A\. The upper
bound we give is the same as in [31, Lem. 3].

Lemma 2.9 (Generic Distinguishing Problem with Bounded Probabilities). [Generic Distinguishing
Problem with Bounded Probabilities|] Let X be a finite set, and let A € [0,1]. Then, for any (unbounded,
quantum) algorithm A issuing at most q quantum queries,

| Pr[GDPB} o = 1] — Pr[GDPBY; = 1]| < 8(¢+1)*- A,

where games GDPBf\\’b (for bit b € Fy) are defined as follows:
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GAME GDPB,,

01 (Az)zex +— A1

02 if dz € X s.t. Ay > A return 0
03 if b=0

04 F:=0

05 else for all z € X

06  F(z) <+ B,

07 b+ AL

08 return b’

Proof. In this proof, let CGDPB, denote the game GDPB) as defined in [4] and [31], i.e., defined such
that A\, = A for all z. (Hence, we call it constant GDPB). The bound on GDPB) can be reduced to the
known bound on CGDPB) by coupling the Bernoulli parameter to obtain the dependence on each = € X:
Let A be an adversary against game GDPB), issuing at most ¢ queries. Without loss of generality, we
can assume that A > 0. Consider adversary B against game CGDPB), given in Figure 5.

B, By’
01 (Az)eex < A1 07 b — A\QF‘Q
02 X\ = maXzex Az

03 for all z € X

Az
04 Pz = FE

05  G(z) <+ By,
06 return A\

08 return b’

Figure 5: Adversary B for the proof of Lemma 1.

For each z € X, B picks G(z) according to B,,,, where p, := ’\7 € [0,1]. B then executes A with
oracle access to |F - G) and returns A’s output bit. If F(z) is distributed according to By for each z, then
(F - G)(x) is distributed according to B,,, and if F' is the constant zero function, so is F - G, hence B
perfectly simulates game GDPB) for A and

| Pr[GDPB} , = 1] — Pr[GDPB} ; = 1]| = | Pr[CGDPBS ; = 1] — Pr[CGDPBY | = 1]| .

We now argue that B can realise A’s oracle access to |F - G) in a way such that any query to |F - G) by
A triggers at most one query to |F). To verify this claim, consider the following state transitions:

The dot indicates execution of F(z), conditioned on G(z). It’s easy to see that |z, y,0) transitions to
|z, y ® F(z),0) if G(z) =1, and that |z, y,0) transitions to |z, y,0) if G(z) = 0, hence |z, y,0) transitions
to |z, y @ (F - G)(x),0), either way, and B can answer queries to |F - G) by querying |F) just once. Since
B issues at most ¢ queries to |F), we can apply [31, Lem. 3] and obtain

| Pr[CGDPBY , = 1] — Pr[CGDPBS ; = 1] < 8(¢+1)*- X .
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3 The FO Transformation: QROM security with correctness
errors

In Section 3.1, we modularise transformation TPunc that was given in [44] and that turns any public key
encryption scheme that is IND-CPA secure into a deterministic one that is DS. Transformation TPunc
essentially consists of first puncturing the message space at one point (transformation Punc, to achieve
probabilistic DS), and then applying transformation T. Next, in Section 3.2, we show that transformation
U#, when applied to T, transforms any encryption scheme that is DS as well as IND-CPA into a KEM
that is IND-CCA secure. We believe that many lattice-based schemes fulfill DS in a natural way,® but for
the sake of completeness, we will show in Section 3.3 how transformation Punc can be used to waive the
requirement of DS with negligible loss of efficiency.

3.1 Modularisation of TPunc

We modularise transformation TPunc ("Puncturing and Encrypt-with-Hash") that was given in [44], and
that turns any IND-CPA secure PKE scheme into a deterministic one that is DS. Note that apart from
reencryption, TPunc[PKEy, G] given in [44] and our modularisation T[Punc[PKEy], G] are equal. We first
give transformation Punc that turns any IND-CPA secure scheme into a scheme that is both DS and
IND-CPA. In Section 3.1, we show that transformation T turns any scheme that is DS as well as IND-CPA
secure into a deterministic scheme that is DS.

3.1.1 Transformation Punc: From IND-CPA to probabilistic DS security

Transformation Punc turns any IND-CPA secure public-key encryption scheme into a DS secure one
by puncturing the message space at one message and sampling encryptions of this message as fake
encryptions.

THE CONSTRUCTION. To a public-key encryption scheme PKE; = (KGq, Encg, Decy) with message
space My, we associate PKE := Punc[PKE, 7] := (KG := KGy, Enc, Dec := Dec) with message space
M := Mg\ {Mm} for some message i € M. Encryption and fake encryption sampling of PKE are defined
in Figure 6. Note that transformation Punc will only be used as a helper transformation to achieve DS,
generically.

Enc(pk, m € M) Enc(pk)
01 ¢ + Enco(pk,m) 03 ¢« Enco(pk, M)
02 return c 04 return c

Figure 6: Encryption and fake encryption sampling of PKE = Punc[PKE)].

3.1.2 Transformation T: From probabilistic to deterministic DS security

Transformation T [7] turns any probabilistic public-key encryption scheme into a deterministic one. The
transformed scheme is DS, given that PKE is DS as well as IND-CPA secure. Our security proof is tighter
than the proof given for TPunc (see [44, Theorem 3.3]) due to our use of the semi-classical O2H theorem.

THE CONSTRUCTION. Take an encryption scheme PKE = (KG, Enc, Dec) with message space M and
randomness space R. Assume PKE to be additionally endowed with a sampling algorithm Enc (see
Definition 6). To PKE and random oracle G : M — R, we associate PKE' = T[PKE, G], where the
algorithms of PKE' = (KG' := KG,Enc’, Dec’,Enc := Enc) are defined in Figure 7. Note that Enc’
deterministically computes the ciphertext as ¢ := Enc(pk, m; G(m)).

The following lemma states that combined IND-CPA and DS security of PKE imply the DS security of
PKE'.

8Fake encryptions could be sampled uniformly random. DS would follow from the LWE assumption, and since LWE
samples are relatively sparse, uniform sampling should be disjoint.
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Enc’(pk, m) Dec’(sk, c)

01 c:=Enc(pk,m;G(m)) 03 m' := Dec(sk, c).

02 return c 04 if m' = L or Enc(pk, m’;G(m")) # ¢
05 return L
06 else return m’

Figure 7: Deterministic encryption scheme PKE' = T[PKE, G].

Lemma 3.1 (DS security of PKE'). If PKE is e-disjoint, so is PKE'. For all adversaries A issuing at
most qc (quantum) queries to G, there exist an adversary Bivp and an adversary Bps such that

2

4
Advpge (A) < Advpge(Bps) + 2 \/QG - Advir ™A (Binp) + chl

4
< AdVEEE(BDS) +2. \/qG . Adv:;,NKDE_CPA(BmD) + f:/l' ,

and the running time of each adversary is about that of B.

Proof. Tt is straightforward to prove disjointness since Enc’(pk, M) is subset of Enc(pk, M;R). Let A be
a DS adversary against PKE'. Consider the sequence of games given in Figure 8. Per definition,

AdvBRe (A) = | Pr[Gh = 1] — Pr[GP = 1]
< |Pr[Gy = 1] — Pr[Gy = 1]| + | Pr[Gy = 1] — Pr[GL = 1]| .

Games Go-Gs Game G4-Gs G\ {m"}|¥, ¢)

01 pk + KG 10 FIND := false 18 |o, b) := O?cm*}\d),())
02 m* ¢ M 11 pk < KG wifb=1

03 ¢* + Enc(pk) JGo 12 m* =g M 20  FIND := true

04 r* :=G(m") JG1 13 " <5 R 21 return Ug|y', @)

05 1 <5 R [/ G2-Gs 14 ¢™ = Enc(pk,m";r") [ G4

06 ¢* :=Enc(pk, m*;r*) JGi-Gs 15 ¢* :=Enc(pk,0;7*)  J/Gs
07 b« A9 (pk,c*) ) Go-Gi, Gs 16 b « AISM™ D (pk %)

08 b« A (pk, c*) /G2 17 return FIND

09 return b’

Figure 8: Games Gy - G5 for the proof of Lemma 2.

To upper bound | Pr[G = 1] — Pr[G4 = 1]|, consider adversary Bps against the disjoint simulatability
of the underlying scheme PKE, given in Figure 9. Bpg runs in the time that is required to run A and to
simulate G for ¢gg queries. Since Bps perfectly simulates game Gy if run with a fake ciphertext as input,
and game Gs if run with a random encryption ¢ < Enc(pk, m*),

| Pr[G4 = 1] — Pr[G4 = 1]| = AdvRRe(Bps) -

It remains to upper bound |Pr[G} = 1] — Pr[G4 = 1]|. We claim that there exists an adversary Binp
such that

dae

| Pr[G = 1] — Pr[G5 = 1]| < 2\/(](; - AdvINE=“PA(Binp ) + M

GAME Gs. In game Gs, we replace oracle access to G with oracle acess to H in line 08, where H is
defined as follows: we pick a uniformly random r* in line 05 and let H(m) := G(m) for all m # m™*, and
H(m*) := r*. Note that this change also affects the challenge ciphertext ¢* since it is now defined relative
to this new r*, i.e., we now have ¢* = Enc(pk, m*;H(m*)). Since r* is uniformly random and G is a
random oracle, so is H, and since we kept c¢* consistent, this change is purely conceptual and

Pr[Gf‘ =1] = Pr[GQA =1] .
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Bos(pk, ¢) Binp,1(pk) G\ {m"}[¢, ¢)

01 b« A9 (pk,c) 03 m" s M 08 |1/, b) := OF5ey 19, 0)
02 return b’ 04 return (0, m",st := m”) 09 if b=1
10 FIND := true
Binp 2 (pk, c*, st := m") 11 return Ug|y', @)

05 FIND := false
06 b« AICM™ D (pk, ")
07 return FIND

Figure 9: Adversaries Bps and Bjyp. for the proof of Lemma 2.

GAME Gs. In game Gj3, we switch back to oracle access to G, but keep ¢* unaffected by this change. We
now are ready to use Oneway to Hiding with semi-classical oracles. Intuitively, the first part of O2H
states that if oracles G and H only differ on point m*, the probability of an adversary being able to tell
G and H apart is directly related to m* being detectable in its random oracle queries. Detecting m* is
formalised by game Gy, in which each of the random oracle queries of A is measured with respect to
projector |m*){m*|, thereby collapsing the query to either m* (and switching flag FIND to true) or
a superposition that does not contain m* at all. Following the notation of [3], we denote this process
by a call to oracle O?ﬁ*}, see line 08. Applying the first statement of Theorem 1 for S := {m*}, and

z 1= (pk, ¢* := Enc(pk, m*; r*)), we obtain

|Pr[Gh = 1] — Pr[G5 = 1]| <2-1/q¢c - Pr[GR = 1] .

GAME G5. In game Gs, ¢* + Enc(pk, m*) is replaced with an encryption of 0. Since in game G5, (pk, ¢*)
is independent of m*, we can apply the second statement of O2H that upper bounds the probability of
finding an independent point m*, relative to the number of queries and the size of the search space M.
We obtain 4
4G
Pr[GS = 1] < —— .

M|
To upper bound | Pr[G} = 1] — Pr[G% = 1]|, consider adversary Bjyp against the IND-CPA security of
PKE, also given in Figure 9. Bjyp runs in the time that is required to run A and to simulate the measured
version of oracle G for gg queries. Biyp perfectly simulates game Gy if run in game IND-CPAy and game
G5 if run in game IND-CPA, therefore,

| Pr[G} = 1] — Pr[GE = 1]| = Adviye " (Binp) -
Collecting the probabilities yields

4qc

Pr[G} = 1] < AdvipiPA(Binp) + ™

3.2 Transformation FO/, and correctness errors

Transformation SXY [44] got rid of the additional hash (sometimes called key confirmation) that was
included in [29]’s quantum transformation QU7 SXY is essentially the (classical) transformation U%, that
was also given in [29], and apart from doing without the additional hash, it comes with a tight security
reduction in the QROM. SXY differs from the (classical) transformation UZ, only in the regard that it
reencrypts during decapsulation. (In [29], reencryption is done during decryption of T.)

The security proof given in [44] requires the underlying encryption scheme to be perfectly correct,
and it turned out that their analysis cannot be trivially adapted to take possible decryption failures into
account in a generic setting. SXY starts from a deterministic encryption scheme PKE’, and it is unclear
how to reasonably define correctness for deterministic encryption schemes such that it fits the proof’s
strategy. The correctness term § we have to consider reduces to the probability that for the sampled key
pair, at least one message exists that inhibits decryption failure, i.e., the probability that the scheme is
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not perfectly correct for the sampled key pair. But with this definition, the security statements given in
the theorem are not meaningful for most lattice-based encryption schemes since in most cases, there exist
some messages inducing decryption failure for each key pair. What we show instead is that the combined
transformation FO#, = U#[T[—, G], H] turns any encryption scheme that is DS as well as IND-CPA into
a KEM that is IND-CCA secure in the QROM, even if the underlying encryption scheme comes with a
small probability of decryption failure. This is achieved by modifying random oracle G during the proof
such that the encryption scheme is rendered perfectly correct. Our reduction is tighter as the (combined)
reduction in [44] due to our tighter security proof for T.

THE CONSTRUCTION. To PKE = (KG, Enc, Dec) with message space M and randomness space R, and
random oracles H: M — K, G: M — R, and an additional internal random oracle H, : C — K that can
not be directly accessed, we associate KEM = FOZ [PKE, G, H] := U% [T[PKE, G, H], where the algorithms
of KEM = (KG, Encaps, Decaps) are given in Figure 10.

Encaps(pk) Decaps(sk, c)

01 m g M 05 m' := Dec(sk, c)

02 ¢ := Enc(pk, m; G(m)) 06 if m’ = L or Enc(pk, m’;G(m’)) # ¢
03 K :=H(m) 07 return K := H:(c)

04 return (K, c) 08 else return K := H(m/')

Figure 10: Key encapsulation mechanism KEM = FOZ [PKE, G, H] = U# [T[PKE, G], H]. Oracle H, is used
to generate random values whenever reencryption fails. This strategy is called implicit reject. Amongst
others, it is used in [29], [44], and [33]. For simplicity of the proof, H, is modelled as an internal random
oracle that cannot be accessed directly. For implementation, it would be sufficient to use a PRF.

SECURITY OF KEM. The following theorem (whose proof is essentially the same as in [44] except for the
consideration of possible decryption failure) establishes that IND-CCA security of KEM reduces to DS
and IND-CPA security of PKE, in the quantum random oracle model.

Theorem 3.2 (PKE DS + IND-CPA M KEM IND-CCA). Assume PKE to be §-correct, and to come
with a fake sampling algorithm Enc such that PKE is €4;5-disjoint. Then, for any (quantum) IND-CCA
adversary A issuing at most qp (classical) queries to the decapsulation oracle DECAPS, at most gy quantum
queries to H, and at most g quantum queries to G, there exist (quantum) adversaries Bps and Binp such
that

Adviin“M(A) < 8- (2 g6 + gn + qp +4) - § + Advpee(Bos)

4(q6 + qn)?
M|

+2- \/(QG + qn) 'AdVLNKDE_CPA(BIND) + + €dis

and the running time of Bps and Binp is about that of A.

Proof. Let A be an adversary against the IND-CCA security of KEM, issuing at most ¢p queries to
DECAPS, at most gy queries to the quantum random oracle H, and at most g¢ queries to the quantum
random oracle G. Consider the sequence of games given in Figure 11.

GAME Gy. Since game Gy is the original IND-CCA game,

AdviiCA(A) = | Pr[Gh = 1] — 1/2| .

GAME G;. In game Gy, we enforce that no decryption failure will occur: For fixed (pk, sk) and message
m € M, let
Rbad (pk, sk, m) := {r € R | Dec(sk, Enc(pk, m;r)) # m}

denote the set of “bad” randomness. We replace random oracle G in line 05 with Gy s that only samples
from good randomness. Further, define

3(pk, sk, m) := IRoaa(pk,sk,m)| /|| (2)
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GAMES Gy - Gg DECAPS(C # C*) //Go - G

01 (pk, sk) <+ KG 19 m’ := Dec(sk, )

02 Hy +g K€ 20 if m' =1

03 G +g RM J/ Go, Ga - Ge or Enc(pk, m’;G(m’)) # ¢

04 Pick 2¢-wise hash f /Gi-Gs 21 return K := H,(c)

05 G := Gpg,sk /G- Gs 22 else

06 H g KM /Go-Gi 23 return K :=H(m') JGo - Gy
07 Hq g K€ /G2-Gs 24 return K := Hq(c) /G2 - Gs
08 H:=Hq(Enc(pk,—;G(=))) [JG2- Gs

09 b +g Fo DECAPS(c # ¢¥) / Gs - Ge
10 m* +— M 25 return K := Hq(c)

11 ¢* := Enc(pk, m"; G(m™)) J/ Go - Ga

12 ¢* < Enc(pk) /G5 - Go G ae(m)

13 K :=H(m") /Go- G 26 r:= Sample(R \ Riaa(pk, sk, m); f(m))

14 K§ = Hq(c") /G2~ Gs 57 return r

15 K§ <5 K / Gs

16 Ki +s K

17 B < ADECAPS,[H).|G) (pk, c*, K})
18 return [[b' = b]

Figure 11: Games Gy - Gg for the proof of Theorem 2. f (lines 04 and 26) is an internal 2g¢-wise
independent hash function, where ¢ := ¢ + gu + 2 - gp + 1, that cannot be accessed by A. Sample(Y)
is a probabilistic algorithm that returns a uniformly distributed y <—g Y. Sample(Y’; f(m)) denotes the
deterministic execution of Sample(Y) using explicitly given randomness f(m).

as the fraction of bad randomness, and 6(pk, sk) := max,ea d(pk, sk, m). With this notation, § =
E[max e d(pk, sk, m)], where the expectation is taken over (pk, sk) < KG.

To upper bound |Pr[G) = 1] — Pr[Gf* = 1]|, we construct an (unbounded, quantum) adversary B
against the generic distinguishing problem with bounded probabilities GDPB (see Lemma 1) in Figure 12,
issuing ¢c + gp + 1 queries to F. B draws a key pair (pk, sk) + KG and computes the parameters A(m)
of the generic distinguishing problem as A(m) := §(pk, sk, m), which are bounded by X := 6(pk, sk). To
analyze B, we first fix (pk, sk). For each m € M, by the definition of game GDPB) 1, the random variable
F(m) is bernoulli-distributed according to Bx(m) = Bs(pk,sk,m)- By construction, the random variable
G(m) defined in line 19 if F(m) = 0 and in line 21 if F(m) = 1 is uniformly distributed in R. Therefore,
G is a (quantum-accessible) random oracle, and BIF) perfectly simulates game Gy if executed in game
GDPB, ;. Since BIF) also perfectly simulates game G, if executed in game GDPB, o,

|Pr[G) = 1] — Pr[G} = 1]| = | Pr[GDPBS ; = 1] — Pr[GDPBS , = 1]| ,
and according to Lemma 1,

| Pr[GDPBS , = 1] — Pr[GDPBS = 1]| <8 (qc + qp +2)* - § .

GAME G. In game Gy, we prepare getting rid of the secret key by plugging in encryption into random
oracle H: Instead of drawing H <—g K™, we draw Hq <—g K€ in line 07 and define H := Hq(Enc(pk, —; G(—)))
in line 08. For consistency, we also change key K in line 14 from letting KJ := H(m*) to letting
K := Hq(c*), which is a purely conceptual change since ¢* = Enc(pk, m*; G(m*)). Additionally, we make
the change of H explicit in oracle DECAPS, i.e., we change oracle DECAPS in line 24 such that it returns
K :=Hq(c) whenever Enc(pk, m’; G(m')) = ¢. Since G only samples from good randomness, encryption is
rendered perfectly correct and hence, injective. Since encryption is injective, H still is uniformly random.
Furthermore, since we only change DECAPS for ciphertexts ¢ where ¢ = Enc(pk, m’; G(m')), we maintain
consistency of H and DECAPS. In conclusion, A’s view is identical in both games and

Pr[G} =1] =Pr[Gy =1] .

GAME G3. In game Gs, we change oracle DECAPS such that it always returns K := Hq(c¢), as opposed
to returning K := H,(c¢) as in game G2 whenever decryption or reencryption fails (see line 21). We argue

16



B, = B; DECAPS(c # ¢*) //Adversary B

01 (pk, sk) < KG 22 m' := Dec’(sk, c)
02 for m € M 23 if m' = L
03 A(m) := &(pk, sk, m) or Enc(pk, m’;G(m’)) # c
04 return (A(m))mem 24  return K := H,(c)
25 else return K := H(m/')
B M 1P
05 Pick 2¢-wise hash f DEcAPS(c # c*) //Adversary B’
06 b <—g Fo 26 return K := Hq(c)
07 m* + M
08 ¢* := Enc(pk, m"; G(m™)) G(m)
09 K¢ :=H(m") 27 if F(m) =0
10 Kf +5 K 28 G(m) := Sample(R \ Ruaa(pk, sk, m); f(m))
11 b/ « ADECM)S,\H),\G)(pk7 c*,Kf) 29 else
12 return [b' = b] 30 G(m) := Sample(Rbaa(pk, sk, m); f(m))

31 return G(m)
B M- Ha). )
13 Pick 2¢-wise hash f
14 H := Hq(Enc(pk, —; G(—)))
15 b s Fo
16 m* M
17 ¢* := Enc(pk, m*; G(m"))
18 Kg = Hq(c¥)
19 K{ +3s K
20 b «— ADECAPS,\H),\G)(pk7 C*,K:)
21 return [b' = b]

Figure 12: Adversaries B and B’ executed in game GDPB;(pk,sk) With access to F (and additional oracles H,
and H or Hq, respectively) for the proof of Theorem 2. Parameters (pk, sk, m) are defined in Equation (5).
Function f (lines 19 and 21) is an internal 2¢-wise independent hash function, where ¢ := gg + ¢p + 1 for
B, and ¢g + gy + 1 for B, that cannot be accessed by A.

that this change does not affect A’s view: If there exists no message m such that ¢ = Enc(pk, m; G(m)),
oracle DECAPS(c¢) returns a random value (that can not possibly correlate to any random oracle query to
H) in both games, therefore DECAPS(¢) is a random value independent of all other input to A in both
games. And if there exists some message m such that ¢ = Enc(pk, m; G(m)), DECAPS(¢) would have
returned Hq(c) in both games, anyway: Since G(m) € R \ Ryad(pk, sk, m) for all messages m, it holds
that m’ := Dec(sk, ¢) = m # L and that Enc(pk, m'; G(m')) = c¢. Hence, A’s view is identical in both
games and
Pr[Gy =1] =Pr[Gy =1] .

GAME Gy. In game Gy, we switch back to using G <—¢ R instead of Gpk,sk- With the same reasoning
as for the gamehop from game Gy to Gy,
| Pr[Gf = 1] — Pr[G} = 1]| = | Pr[GDPBY, = 1] — Pr[GDPB , = 1]|
<8 (gc+aqn+2)7?4,

where adversary B’ (that issues at most issuing g + g + 1 queries to F) is also given in Figure 12.
So far, we established

Adviggn M(A) < |Pr[GR = 1] = /2 +8- (2 go + au + ap +4)* 0 .
The rest of the proof proceeds similiar to the proof in [44], aside from the fact that we consider the

particular scheme T[PKE, G] instead of a generic encryption scheme that is deterministically DS.

GAME G5. In game Gy, the challenge ciphertext ¢* gets decoupled from message m* by sampling
c* + Enc(pk) in line 12 instead of letting ¢* := Enc(pk, m*; G(m*)). Consider the adversary Cps against
the disjoint simulatability of T[PKE, G] given in Figure 13. Since Cps perfectly simulates game Gy if run
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with deterministic encryption ¢* := Enc(pk, m*; G(m*)) of a random message m*, and game G5 if run
with a fake ciphertext,

|PT[G£\ =1] - PT[G? =1]| = Adv'?[SPKE,G](CDS)7 )

and according to Lemma 2, there exist an adversary Bps and an adversary Bjyp with roughly the same
running time such that

AdyDS AdvDS_ (B AdyIND-CPA B 4(g6 + qn)?
dvripke,c)(Cps) <Advpge(Bos) +2 - /(g6 + gn) - Advpg — (Binp) + M
CDle’lH'HH‘Q(pl{:7 c*) DECAPS(c # ¢¥)
01 b<g Fo 06 return K := Hq(c)
02 Kg := Hq(c)
03 K «3s K

04 b %ADECAPS,‘H>,|G>(pk’ C*,K;)
05 return [0’ = b

Figure 13: Adversary Cps (with access to additional oracles H, and Hq) against the disjoint simulatability
of T[PKE, G] for the proof of Theorem 2.

GAME Gg. In game Gg, the game is changed in line 15 such that it always uses a randomly picked
challenge key. Since both Kj and Kj* are independent of all other input to A in game Gg,

Pr[GA = 1] = 12 .

It remains to upper bound |Pr[G& = 1] — Pr[G£ = 1]|. To this end, it is sufficient to upper bound the
probability that any of the queries to Hq could possibly contain c¢*. Each query to Hq is either a classical
query, triggered by A querying DECAPS on some ciphertext ¢, or a query in superposition, triggered by A
querying H. Since queries to DECAPS on ¢* are explicitly forbidden, the only possibility would be one of
A’s queries to H. A’s queries to H trigger queries to Hq that are of the form ) c,,|Enc(pk, m; G(m))).
They cannot contain ¢* unless there exists some message m such that Enc(pk, m; G(m)) = ¢*. Since we
assume PKE to be egjs-disjoint,

\Pr[Gé\ =1] - Pr[G@ =1]| < eqis -

3.3 CCA security wihout disjoint simulatability.

In this section, we show that the requirement of disjoint simulatability can be waived with negligible
loss of efficiency. Recall that transformation Punc punctures the message space at one message and
samples encryptions of this message as fake encryptions, see Figure 6. We will now argue that Punc both
achieves (probabilistic) DS and maintains IND-CPA security. Subsequent application of transformation T
(resulting in transformation TPunc) therefore achieves deterministic DS. Hence, TPunc can be plugged
into transformation U7 to achieve CCA security.

The following lemma states that IND-CPA security of PKEy implies DS security of PKE. Note that
we do not specifiy eq;s due to the following reason: While egis-disjointness would follow naturally from
injective encryption, this requirement might not be met by many schemes. We will bypass this issue
during our proof of CCA security (Theorem 3), in which we will achieve disjointness by switching G to a
function that renders the encryption scheme perfectly correct and hence, injective.

Lemma 3.3 (DS security of Punc). If PKEg is d-correct, so is PKE. For all adversaries A, there exists
an IND-CPA adversary B such that

AdvERe(A) < AdVIZSPA(B)
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Proof. Let A be a DS adversary against PKE. Consider the games given in Figure 14.

AdvBRe(A) = | Pr[GM = 1] — %\ :
Game G B1(pk)
01 pk + KGo 08 m <—g Mo \ {m}
02 m g Mo \ {f} 09 return (m, m)
03 b 3 Fo
04 ¢o < Enco(pk, m) Ba(c)
05 ¢1 < Enco(pk, m) 10 b < A(pk, c)
06 b < A(pk, cp) 11 return b’
07 return [b’ = b]

Figure 14: Game G and IND-CPA adversary B = (B, Bs) for the proof of Lemma 3.

Consider the IND-CPA adversary B := (B, B3) also given in Figure 14. Since B perfectly simulates
game G,

1
|Pr[GA = 1] — 5= Advpie<PA(B) .

The following lemma states that IND-CPA security of PKE( translates to IND-CPA security of PKE.
Its proof is straightforward.

Lemma 3.4 (IND-CPA security of Punc). For all IND-CPA adversaries A there exists an adversary B
such that
AR R) < AGvBRCA(E)

Applying Lemma 2, we obtain the following corollary. It states that combining T with Punc turns
IND-CPA security into (deterministic) DS security.

Corollary 3.5 (DS security of TPunc). For all adversaries A issuing at most qg queries to |G), there
exist two adversaries B1 and By such that

4 2
AdVRiuncipKeo, .6l (A) < Advpggs ™ (B1) +2- \/QG - Advpg, T (Ba) + “M|qc_ 1

and the running time of each adversary is about that of B.

The following theorem establishes that plugging in transformation Punc (before using FO#,) achieves
IND-CCA security from IND-CPA security alone, as long as PKE is 7-spread (see Definition 3).

Theorem 3.6 (CCA security of FOZ o Punc.). Assume PKEq to be d-correct and y-spread, and let
i € M. Let KEM := FOZ [Punc[PKE, 7], G, H]. Then, for any (quantum) IND-CCA adversary A issuing
at most qp (classical) queries to the decapsulation oracle DECAPS, at most gy quantum queries to H, and
at most g quantum queries to G, there exist (quantum) CPA adversaries By and By against PKEg such
that

AdviREm M (A) < (8- (3 g6 + 2 gn + gp +6)2 + 1) - + Advpyze " (By)

_ 4 + 2 B
+2.\/(qG+qH)_AdVLNKIDE[)CPA(B2>+(|q/\(;/l|qu)+2 v

and the running time of By and By is about that of A.

Proof. Let A be an adversary against the IND-CCA security of KEM, issuing at most ¢p queries to DECAPS,
at most gy queries to random oracle H, and at most ¢g queries to random oracle G. It is easy to verify
that we can apply the first 5 game-hops of our proof of Theorem 2 to FOZ [Punc[PKE, 7], G, H]: We first
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enforce that no decryption failure will occur by replacing G with oracle G,y s that only samples from good
randomness. Note that since PKEy is d-correct, so is Punc[PKE, 7n]. Afterwards, we plug encryption into
the random oracle, and then change oracle DECAPS such that it always returns K := Hq(c), as opposed
to implicitly rejecting whenever decryption or reencryption fails. Both changes are not recognisable by
A. After evening out the decapsulation oracle, we switch back to using random oracle G and obtain the
upper bound

AN (A) < [ Pr[G = 1] = 12| +8- (2. g6 + aw + ap +4)% 3 .

Since for PKE = Punc[PKE, 7], our fake encryptions are encryptions of 7, we next replace the challenge
ciphertext ¢* with an encryption of m. We know that there exists an adversary Cps against the disjoint
simulatability of T[Punc[PKEg, Mm], G] such that

|Pr[Gf =1] - Pr[GF = 1]| = AdV'ID'FPunc[PKEO,m],G](CD5)7 )
and according to Corollary 1, there exist CPA adversaries B; and B, against PKE; such that

AdV'I?ESPunc[PKEO,fn] ,G] (Cps)

2

< ARG + 2 (o + ) AR B + i 0
GAMES Gs - Gg DECAPS(c # c*)
01 (pk, sk) < KG 15 return K := Hq(c)
02 Pick 2¢-wise hash f  JG7 - Gs
03 G:= ka,sk //G, - Gg ka,sk(m)
04 H := Hq(Enco(pk, —; G(—))) 16 1 := Sample(R \ Rvad(pk, sk, m); f(m))
05 b g Fa 17 return r

06 m* + M\ {m}
07 ¢* < Enco(pk, i)
08 if Enco(pk, m; G(Mm)) = ¢*

09 ABORT //(:‘(; - Gs
10 Kg = Hq(c*) //G5 - Gy
11 Ky <5 K / Gs
12 Ki +g K

13 b «— AD]:CAPS,\HHG) (pk’, C*,ng)
14 return b = b]

Figure 15: Games G5 - Gg for the proof of Theorem 3.

To justify that we can replace the real key with random, we give a sequence of games in Figure 15.

GAME Gg. In game Gg, we abort in line 09 if the deterministic encryption hits the challenge ciphertext,
i.e., if Enco(pk, m; G(m) = ¢*. Since G is a random oracle, and PKE is y-spread,

|Pr[GE = 1] — Pr[GS = 1]| <277 .

GAME G7. In game G7, we enforce that no decryption failure will occur once more: again, we switch to
Gpk,sk- With the same argument as for former game-hops,

| Pr[G§ = 1] — Pr[G = 1]| = | Pr[GDPBS ; = 1] — Pr[GDPB§, = 1]| ,
where C is given in Figure 16, and according to Lemma 1,

| Pr[GDPBS ; = 1] — Pr[GDPB§ , = 1]| < 8 (g + g +2)*- 0 .

GAME Gg. In game Gg, the game is changed in line 15 such that it always uses a randomly picked
challenge key. Since both Kj and K7 are independent of all other input to A in game Gy,

Pr[GA = 1] = 12 .
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Ci DECAPS(¢ # ¢¥)

o1 (pk, sk) + KG 17 return K := Hq(c)
02 for m e M
03 A(m) := &(pk, sk, m) G(m)
04 return (A(m))mem 18 if F(m) =0
19 G(m) := Sample(R \ Robada(pk, sk, m); f(m))
C,!Ha):IF) 20 else
05 (pk, sk) «+ KG 21 G(m) := Sample(Ruaa(pk, sk, m); f(m))
06 Pick 2¢-wise hash f 22 return G(m)
07 H := Hq(Enco(pk, —; G(—)))
08 b<—g Fo

09 m* + M\ {m}

10 ¢* < Enco(pk, m)

11 if Enco(pk, m; G(m)) = ¢*

12 ABORT

13 K§ := Hq(c")

14 Kf +g K

15 b — ADECAPS,\H),\G)(pk7 C*,Kg)
16 return [b' = b]

Figure 16: Adversary C executed in game GDPBg (41 for the proof of Theorem 3.

It remains to upper bound | Pr[G} = 1] — Pr[GE = 1]|. To this end, it is sufficient to upper bound the
probability that any of the queries to Hq could possibly contain c¢*. Each query to Hq is either a classical
query, triggered by A querying DECAPS on some ciphertext ¢, or a query in superposition, triggered by A
querying H. Since queries to DECAPS on ¢* are explicitly forbidden, the only possibility would be one of A’s
queries to [H). A’s queries to H trigger queries to Hq that are of the form ) av,,|[Enco(pk, m; G(m))). They
cannot contain ¢* unless there exists some message m such that Enco(pk, m; G(m)) = ¢*, which we claim
is impossible. First we consider the case that m = m: It would be required that Encq(pk, ; G()) = c¢*,
but the game aborts if this ever should be the case. It remains to show that no other message could
possibly encrypt to ¢* unless ¢* induced decryption failure: Assume that there exists some message
m # 7 such that Enco(pk, m;G(m)) = ¢*. Since all sampled randomness is good, it is implied that
m # m = Decy(sk, ¢*). Since ¢* was a random encryption of 7, the probability of ¢* inducing decryption
failure can be upper bounded by §, hence

|Pr[GR = 1] — Pr[Ge = 1]| <6 .

Collecting the probabilities yields the theorem’s upper bound.

4 Two-Message Authenticated Key Exchange

A two-message key exchange protocol AKE = (KG, Init, Derinit, Derresp) consists of four algorithms. Given
the security parameter, the key generation algorithm KG outputs a key pair (pk, sk). The initialisation
algorithm Init, on input sk and pk’, outputs a message M and a state st. The responder’s derivation
algorithm Der,, on input sk', pk and M, outputs a key K, and also a message M’. The initiator’s
derivation algorithm Derinit, on input sk, pk’, M’ and st, outputs a key K.

RUNNING A KEY EXCHANGE PROTOCOL BETWEEN TWO PARTIES. To run a two-message key exchange
protocol, the algorithms KG, Init, Deriit, and Der,esp, are executed in an interactive manner between two
parties P; and P; with key pairs (sky, pk;), (skj, pk;) < KG. To execute the protocol, the parties call the
algorithms in the following way:

1. P; computes (M,st) < Init(sk;, pk;) and sends M to P;.
2. P; computes (M', K') <— Deryesp(sk;, pk;, M) and sends M’ to P;.

3. P; computes K := Derinit(sk;, pkj, M’, st).
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Party P; (pk,, ski) Party P; (pk;, skj)
(M, st) < Init(sk, pk;) M

(M',K") < Defyesp(sk;, pk;, M)

K := Definit(sk;, pkj, M’ st) M

Note that in contrast to the holder P;, the peer P; will not be required to save any (secret) state
information besides the key K'.

OUR SECURITY MODEL. We consider N parties Py, ..., Py, each holding a key pair (sk;, pk;), and
possibly having several sessions at once. The sessions run the protocol with access to the party’s long-term
key material, while also having their own set of (session-specific) local variables. The local variables of
each session, identified by the integer sID, are the following:

1. An integer holder € [N] that points to the party running the session.

2. An integer peer € [N] that points to the party the session is communicating with.

3. A string sent that holds the message sent by the session.

4. A string received that holds the message received by the session.

5. A string st that holds (secret) internal state values and intermediary results required by the session.
6. A string role that holds the information whether the session’s key was derived by Derinj; or Deryesp.

7. The session key K.

In our security model, the adversary A is given black-box access to the set of processes Init, Deryesp
and Derj,i; that execute the AKE algorithms. To model the attacker’s control of the network, we allow A
to establish new sessions via EST, to call either INIT and DER;yi; or DER,sp, each at most once per
session (see Figure 17, page 28). Since both derivation processes can be called on arbitrary input, A may
relay their input faithfully as well as modify the data on transit. Moreover, the attacker is additionally
granted queries to reveal both secret process data, namely using oracles REVEAL, REV-STATE and
CORRUPT (see Figure 18, page 29). Oracles REVEAL and REV-STATE both can be queried on an
arbitrary session ID, with oracle REVEAL revealing the respective session’s key (if already defined), and
oracle REV-STATE revealing the respective session’s internal state. Oracle CORRUPT can be queried
on an arbitrary number ¢ € [N] to reveal the respective party’s long-term key material. Usage of this
oracle allows the attacker to corrupt the test session’s holder, the oracle therefore models the possibility
of KCI attacks. Combined usage of oracles REV-STATE and CORRUPT allows the attacker to obtain
the state as well as the long-term secret key on both sides of the session, the oracles therefore model the
possibility of MEX attacks. After choosing a test session, either the session’s key or a uniformly random
key is returned. The attacker’s task is to distinguish these two cases, to this end it outputs a bit.

Definition 4.1 (Key Indistinguishability of AKE). We define games IND-AA; and IND-StAA,; for b € Fy
as in Figure 17 and Figure 18.
We define the IND-AA advantage function of an adversary A against AKE as

AdvINEAA(A) := | Pr[IND-AAY = 1] — Pr[IND-AAS = 1]| ,
and the IND-StAA advantage function of an adversary A against AKE excluding test-state-attacks as
AdV!,_'\\:?E‘StAA(A) := | Pr[IND-StAA} = 1] — Pr[IND-StAA} = 1]| .

We call a session completed iff sKey[sID] # L, which implies that either DER,esp(sID, m) or
DERyuit (sID, m) was queried for some message m. We say that a completed session sID was recre-
ated iff there exists a session sID’ # sID such that (holder[sID], peer[sID]) = (holder[sID], peer[sID']),
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GAME IND-AA, GAME IND-StAA,
01 cnt :=0 //session counter 23 cnt :=0 //session counter
02 sID* :=0 //test session’s id 24 sID* :=0 //test session’s id
03 for n € [N] 25 for n € [N]
04 (pk,, skn) <+ KG 26 (pk,, skn) < KG
05 b« A°(pky,--- , pky) 27 b AP (pky, -, pky)
06 if Trivial(sID*) 28 if ATTACK(sID")
07  return 0 29 return 0
08 return b’ 30 return b’
EST((i,7) € [N]?) INIT(sID)
09 cnt ++ 31 if holder[sID] = L
10 holder[cnt] := 4 32  return L //Session not established
11 peer[cnt] :=j 33 if sent[sID] # L return L //no re-use
12 return cnt 34 role[sID] := "initiator"
35 (4,7) := (holder[sID], peer[sID])
DERresp (sID, M) 36 (M, st) < Init(sk;, pk;)
13 if holder[sID] = L 37 (sent[sID], state[sID]) := (M, st)
14 return L //Session not established 38 return M
15 if sKey[sID] # L return L //no re-use
16 if role[sID] = "initiator" return L DERinit (sID, M")
17 role[sID] := "responder" 39 if holder[sID] = L or state[sID] = L
18 (j, 1) := (holder[sID], peer[sID]) 40  return L //Session not initalised
19 (M', K') < Detyesp(sk;, pk;, M) 41 if sKey[sID] # L return L /no re-use
20 sKey[sID] := K’ 42 (4,7) := (holder[sID], peer[sID])
21 (received([sID], sent[sID]) := (M, M") 43 st := state[sID]
22 return M’ 44 sKey[sID] := Derin;t(ski,pkj,M',st)
45 received[sID] :== M’

Figure 17: Games IND-AA; and IND-StAA, for AKE, where b € F5. The collection of oracles O used
in lines 05 and 27 is defined by O := {EST, INIT, DER;esp, DERiniy, REVEAL, REV-STATE,
CORRUPT, TEST}. Oracles REVEAL, REV-STATE, CORRUPT, and TEST are given in Fig-
ure 18. Game IND-StAA, only differs from IND-AA,; in ruling out one more kind of attack: A’s bit &’ does
not count in games IND-AA} if helper procedure Trivial returns true, see line 06. In games IND-StAAy,
A’s bit b" does not count already if procedure ATTACK (that includes Trivial and additionally checks for
state-attacks on the test session) returns true, see line 28.

role[sID] = role[sID’], sent[sID] = sent[sID'], received[sID] = received[sID] and state[sID] = state[sID’].
We say that two completed sessions sID; and sIDy match iff (holder[sID], peer[sID;]) = (peer[sIDs],
holder[sID3]), (sent[sID4],received[sID;]) = (received[sIDs], sent[sIDz]), and role[sID;] # role[sIDg]. We
say that A tampered with the test session sID* if at the end of the security game, there exists no matching
session for sID* Nonexistence of a matching session implies that A must have called the derivation process
on a message of its own choosing.

Helper procedure Trivial (Figure 18) is used in all games to exclude the possibility of trivial attacks,
and helper procedure ATTACK (also Figure 18) is defined in games IND-StAA; to exclude the possibility
of trivial attacks as well as one nontrivial attack that we will discuss below. During execution of Trivial,
the game creates list M (sID*) of all matching sessions that were executed throughout the game (see line
55), and A’s output bit & counts in games IND-AA; only if Trivial returns false, i.e., if test session sID*
was completed and all of the following conditions hold:

1. A did not obtain the key of sID* by querying REVEAL on sID* or any matching session, see lines
49 and 56.

2. A did not obtain both the holder ’s secret key sk; and the test session’s internal state, see line
51. We enforce that —corrupted[i] or —revState[sID*] since otherwise, A is allowed to obtain all
information required to trivially compute Der(sk;, pk;, received[sID"], state[sID"]).

3. A did not obtain both the peer’s secret key sk; and the internal state of any matching session, see
line 58. We enforce that —corrupted[j] or —revState[sID] for all sID s. th. sID € 9M(sID*) for the
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Trivial(sID*) //helper procedure to exclude trivial attacks
46 if sKey[sID*] = L return true //test session was never completed
47 v := false

48 (4, j) := (holder[sID*], peer[sID])

49 if revealed[sID”] return true J/A trivially learned the test session’s key
50 if corrupted[i] and revState[sID*]

51 return true /A may simply compute Der(sk;, pk;, received[sID"], state[sID*])
52 M(sID*) := @ //create list of matching sessions

53 for 1 < ptr < cnt
54  if (sent[ptr], received[ptr]) = (received[sID*], sent[sID*])
and (holder|[ptr], peer[ptr]) = (4, ¢) and role[ptr] # role[sID*]

55 M(sID*) := M(sID*) U {ptr} //session matches
56 if revealed[ptr] v := true /A trivially learned the test session’s key via matching session
57 if corrupted[j] and revState[ptr]

58 v = true /A may simply compute Der(sk;, pk,, received|ptr], state[ptr])
59 if |M(sID*)| > 1 return false //reward for adversary - protocol was not appropr. random.

60 if v = true return true
61 if M(sID*) = @ and corrupted[j] return true /A tampered with test session, knowing sk;
62 return false

ATTACK(sID*) //helper procedure to exclude trivial attacks as well as state-attacks
63 if Trivial(sID*) return true /trivial attack
64 if M(sID*) = & and revState[sID*] return true //state-attack

65 return false

REVEAL(sID) REV-STATE(sID) TEST(sID)  /only one query
66 if sKey[sID] = L return L 72 if state[sID] = L return L 75 sID* :=sID
67 revealed[sID] := true 73 revState[sID] := true 76 if sKey[sID*] = L
68 return sKey[sID] 74 return state[sID] 77 return L

78 Kp = sKey[sID"]
CORRUPT(: € [N]) 79 Ki +s K
69 if corrupted[i] return L 80 return Kj

70 corrupted[i] := true
71 return sk;

Figure 18: Helper procedures Trivial and ATTACK and oracles REVEAL, REV-STATE, CORRUPT,
and TEST of games IND-AA and IND-StAA defined in Figure 17.

same reason as discussed in 2: A could trivially compute Der(sk;, pk;, received[sID], state[sID]) for
some matching session sID.

4. A did not both tamper with the test session and obtain the peer j’s secret key sk;, see line 61. We
enforce that M(sID*) # & or —corrupted[j] to exclude the following trivial attack: A could learn
the peer’s secret key sk; via query CORRUPT[j] and either

- receive a message M by querying INIT on sID*, compute (M’, K') < Derresp(skj, pk;, M)
without having to call DERyesp, and then call DERiyi(sID®, M’), thereby ensuring that
sKey[sID*] = K,

- or compute (M,st) < Init(sk;, pk;) without having to call INIT, receive a message M’ by
querying DERyesp (sID*, M), and trivially compute Deriyit(sk;, pk;, M', st).

A’s output bit b’ only counts in games IND-StAA, if ATTACK returns false, i.e., if both of the
following conditions hold:

1. Trivial returns false

2. A did not both tamper with the test session and obtain its internal state, see line 64. We enforce
that M(sID*) # @ or —revState[sID*] in game IND-StAA for the following reason: In an active
attack, given that the test session’s internal state got leaked, it is possible for some protocols to
choose a message M’ such that the result of algorithm Derinit(ski,pkj, M’ st) can be computed
without knowledge of any of the long-term keys sk; or sk;. In this setting, an adversary might
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query INIT on sID*, learn the internal state st by querying REV-STATE on sID*, choose its own
message M’ without a call to DEResp and finally call DER;p; (sID*, M'), thereby being enabled
to anticipate the resulting key.

5 On Comparing Security Models in Key Exchange

In the literature on key exchange one can find several widely-used game-based security models and many
variants of them. All of these models have in common that they formalise the idea that the key that is
computed by two parties should be indistinguishable from random to the attacker (and thus suitable for
the application of symmetric primitives). When compared in more detail, AKE models typically differ in
two ways. The first one is the set of capabilities they conceptually grant to the attacker to reveal secret
values. In comparison to the classical works on key exchange, more recent models have extended the set
of attacker queries over the past two decades considerably. These differences are cryptographically very
meaningful. For example, a security model that allows the attacker to reveal the long-term key of the
test session is stronger than one in which such an attack is excluded. Often new attack capabilities are
given explicit names, e.g. attacks in which the attacker corrupts the secret key of the test session are
typically called key compromise impersonation (KCI) attacks [38]. The second way in which security
models differ is the concrete formalisation of these attacks, i.e. the algorithmic steps the challenger
(in the context of key exchange often called execution environment) has to perform to answer attack
queries. This not only includes the final computation of responses to attack queries but also the sometimes
complicated bookkeeping operations required to keep track of which secret values have already been
revealed to exclude trivial attacks. In particular, two formalisations of the same attack concept, say KCI
attacks, may differ considerably. Unfortunately, in the literature these formalisations are often very vague
and present rather informal descriptions of how attacker queries are handled. In cryptography, such an
approach is very problematic since it lacks preciseness and allows for misinterpretations. We stress that
in cryptography unspecified subtleties can make a huge difference in the expressiveness of cryptographic
definitions, as for example, shown in[9] for definitions of chosen-ciphertext security. This work introduces
two security models. Conceptually we do not introduce new attack queries but stick to the state-of-art in
the field. We claim that our stronger model captures all attacks that are addressed in state-of-the-art
security models. Our weaker model deviates from this by excluding attacks that reveal the ephemeral
state of the test session in case it initiates the communication. Where our model excells is in the way
we rigorously formalise the security definition: we opt for a precise pseudo-code representation of the
security model as it is common in security models for cryptographic primitives. Let us go into more detail:
as detailed before our stronger model is a formalisation of a very strong security notion covering many
advanced security features like weak PFS, KCI security, and security against reflection attacks [38]. Our
weaker model is equivalent to that, except that it does not allow the attacker to obtain the (temporary)
secret state that is held by initiator oracles in the time interval after the sending of the first message and
before receiving the responder’s message. (After obtaining the responder’s message the session key is
computed and all other state information may be erased.) In practice, the time interval for this attack is
relatively small compared to the lifetime of the session key. However, an active attacker may increase
it by withholding messages and delaying their arrival. We note that for practical reasons (for example
to avoid denial of service attacks), in real-world implementations message delays cannot grow too large
as otherwise the initiator will abort, assuming the receiver is not reachable. We also remark that the
responder directly computes the session key after receiving the initiator’s message, so formally no state is
computed by the responder at all.

6 Transformation from PKE to AKE

Transformation FOakg constructs a IND-StAA-secure AKE protocol from a PKE scheme that is both DS and
IND-CPA secure. If we plug in transformation Punc before applying FOakg, we achieve IND-StAA-security
from CPA security alone.

THE CONSTRUCTION. To a PKE scheme PKE = (KG, Enc, Dec) with message space M, and random
oracles G and H, we associate

AKE = FOake[PKE, G, H] = (KG, Init, Deryesp, Derinit)
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The algorithms of AKE are defined in Figure 19.

Init(sk;, pkj): Defresp (sk;, pk;, M): Derinit (ski, pk;, M’ st):
01 mj <—g M 07 Parse (pk, ¢;) := M 18 Parse (¢;,¢) := M’
02 ¢ := Enc(pk;, mj; G(m;)) 08 my, m 5 M 19 Parse (sk, mj, M := (pk, ¢;)) := st
03 (sk, pk) < KG 09 ¢; := Enc(pk;, mi; G(m;)) 20 mj := Dec(ski, ¢;)
04 M := (pk, ¢;) 10 ¢ := Enc(pk, im; G(7)) 21 7/ := Dec(sk, ¢)
05 st := (sk, mj, M) 11 M = (¢;, ©) 22 if mi =1
06 return (M,st) 12 mj := Dec(skj, ¢;) or ¢; # Enc(pk;, mi; G(m;))
13 if mj= L 23 ifm' =1
or C]’# Enc(pkj’ mj7G(mj)) 24 K= H/Ll(ci’m’j»a’ i,7, M, M/)
14 K':=Hg(ms, cj,m, 0,5, M, M') 25 else
15 else 26 K :=H{,(ci,mj, ™ 4,7, M, M")
16 K':=H(ms,mj,m,ijM M) 27 elseif m =L
17 return (M', K’) 28 K = H{3(m},mj, ¢,i,5, M, M")
29 else K := H(mj, m;, ™, 4,7, M, M")
30 return K

Figure 19: IND-StAA secure AKE protocol AKE = FOake[PKE, G, H]. Oracles Hi and H{;, H{, and H{,
are used to generate random values whenever reencryption fails. (For encryption, this strategy is called
implicit reject Amongst others, it is used in [29], [44] and [33].) For simplicity of the proof, H and Hi;,
H{, and H{; are internal random oracles that cannot be accessed directly. For implementation, it would
be sufficient to use a PRF.

IND-StAA SECURITY OF FOake. The following theorem establishes that IND-StAA security of AKE
reduces to DS and IND-CPA security of PKE (see Definition 6).

Theorem 6.1 (PKE DS + IND-CPA =- AKE IND-StAA). Assume PKE to be d-correct, and to come with
a sampling algorithm Enc such that it is e-disjoint. Then, for any IND-StAA adversary B that establishes S
sessions and issues at most qr (classical) queries to REVEAL, at most qc (quantum) queries to random
oracle G and at most gy (quantum) queries to random oracle H, there exists an adversary Aps against the
disjoint simulatability of T[PKE, G] issuing at most qc + 2qu + 35 queries to G such that
Advage > (B) < 2- 5 (S+3- N) - AdvPibre g (Aps) + 32+ (S +3- N) - (g6 + 2qn + 45)* - 6
+4-S-(S+N)-egis+ 5% (N +1) - u(KG) - u(Enc) + 2 - §% - u(KG)

and the running time of Aps is about that of B. Due to Lemma 2, there exist adversaries Cps and Cinp
against PKE such that

AdviNES™A(B) < 2- 8- (S +3- N) - AdvpRe(Cps)

4(qe + 2q4 + 39)°
M|

+4-8-(S+3-N)- \/(qG + 2gn + 35) - Advke P (Cinp) +

+32-(S+3-N)-(g6+2qu+359*0+4-5-(S+N) - eas
+ 82 (N+1) - u(KG) - u(Enc) +2- 5% - u(KG) ,

and the running times of Cps and Cinp is about that of B.

PROOF SKETCH. To prove IND-StAA security of FOake[PKE, G, H], we consider an adversary B with
black-box access to the protocols’ algorithms and to oracles that reveal keys of completed sessions, internal
states, and long-term secret keys of participating parties as specified in game IND-StAA (see Figure 17).
Intuitively, B will always be able to obtain all-but-one of the three secret messages m;, m; and m that
are picked during execution of the test session between P; and P;:

1. We first consider the case that B executed the test session honestly. Note that on the right-hand
side of the protocol there exists no state. We assume that B has learned the secret key of party
P; and hence knows m;. Additionally, B could either learn the secret key of party P; and thereby,
compute m;, or the state on the left-hand side of the protocol including sk, and thereby, compute
m, but not both.
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2. In the case that B did not execute the test session honestly, B is not only forbidden to obtain the
long-term secret key of the test session’s peer, but also to obtain the test session’s state due to our
restriction in game IND-StAA. Given that B modified the exchanged messages, the test session’s
side is decoupled from the other side. If the test session is on the right-hand side, messages m; and
m can be obtained, but message m; can not because we forbid to learn peer ¢’s secret key. If the
test session is on the left-hand side, messages m; and 7 can be obtained, but message m; can not
because we forbid both to learn the test session’s state and to learn peer j’s secret key.

In every possible scenario of game IND-StAA, at least one message can not be obtained trivially and
is still protected by PKE’s IND-CPA security, and the respective ciphertext can be replaced with fake
encryptions due to PKE’s disjoint simulatability. Consequently, the session key K is pseudorandom.

So far we have ignored the fact that B has access to an oracle that reveals the keys of completed
sessions. This implicitly provides B a decryption oracle with respect to the secret keys sk; and sk;.
In our proof, we want to make use of the technique from [44] to simulate the decryption oracles by
patching encryption into the random oracle H. In order to extend their technique to PKE schemes with
non-perfect correctness, during the security proof we also need to patch random oracle G in a way that
(Enc’, Dec’) (relative to the patched G) provides perfect correctness. This strategy is the AKE analogue to
the technique used in our analysis of the Fujisaki-Okamoto transformation given in Section 3, in particular,
during our proof of Theorem 2. The latter also explains why our transformation does not work with any
deterministic encryption scheme, but only with the ones that are derived by using transformation T. For
more details on this issue, we refer to Section 3.2.

Proof. Let B be an adversary against the IND-StAA security of AKE, establishing S sessions and issuing
at most gr (classical) queries to REVEAL, at most ¢ (quantum) queries to random oracle G and at
most gy (quantum) queries to random oracle H. We will first examine the case that B executed the test
session honestly (i.e., the case that 9M(sID*) # &, where M(sID*) is defined in Figure 18 , line 55, as
the list of matching sessions that were executed throughout game IND-StAA), in the second part we will
examine the case that B tampered with the test session (i.e., the case that M(sID*) = &).
| Pr[IND-StAAS = 1] — Pr[IND-StAAS = 1]|
< | Pr[IND-StAAT = 1 A M(sID*) # @] — Pr[IND-StAAS = 1 A M(sID*) # ]|
+ | Pr[IND-StAA® = 1 A M(sID*) = @] — Pr[IND-StAAS = 1 A M(sID*) = 2]| .
Lemma 6.2 There exists an adversary A such that
| Pr[IND-StAA® = 1 A M(sID*) # @] — Pr[IND-StAAE = 1 A M(sID*) # 2|
<2-5- (S+N)‘AdV$[SPKE,G](A)+32'(S+N) (g6 +2qn +3S+1)%-06
+4-5% €4is+ 5% (N41) - u(KG) - u(Enc) +2- 52 - u(KG) ,

and the running time of A is about that of B.

The upper bound is proven in appendix A. Intuition is as follows: While B might have obtained the
secret key of the initialising session’s peer in both cases, B might not both reveal its internal state and

corrupt its holder, hence either the message that belongs to its holder (i.e., m}) or the message that

belongs to its ephemeral key (i.e., m*) are still protected by PKE’s IND-CPA security, and the respective
ciphertext can hence be replaced with a fake ciphertext (due to T[PKE, G]’s disjoint simulatability).
Lemma 6.3 There exists an adversary A’ such that
| Pr[IND-StAA® = 1 A M(sID*) = @] — Pr[IND-StAAS = 1 A M(sID*) = 2|
<4 SN - Advpe,)(A) +64- N - (g6 + gu +35)> - 6 +4 - SNegss
and the running time of A is about that of B.

The upper bound is proven in appendix B. The proof is essentially the same and only differs in the
following way: since no matching sessions exists, B is neither allowed to reveal the test session’s state nor
to corrupt its peer. Depending on whether role[sID*] = "initiator" or role[sID*| = "responder", we can
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rely on the secrecy of either m; or m;.

Folding A and A’ into one adversary Aps, we obtain
| Pr[IND-StAA® = 1] — Pr[IND-StAAS = 1]|
<2-5-(S+3-N) AdvPre g (Aps) +32- (S +3-N) - (g6 + 2qn +45)* - 6
+4-8-(S+N)-eqis+ 52 (N+1) - u(KG) - u(Enc) +2- 52 - u(KG) .

6.1 IND-StAA security wihout disjoint simulatability

The following theorem establishes that plugging in transformation Punc before using FOakg achieves
IND-StAA security from IND-CPA security alone, as long as PKE is y-spread.

Theorem 6.4 (IND-StAA security of FOakg o Punc.). Assume PKEq to be §-correct and y-spread, and
let m € M. Let AKE := FOakg[Punc[PKE, ], G,H]. Then, for any IND-StAA adversary B that establishes
S sessions and issues at most qr (classical) queries to REVEAL, at most qc (quantum) queries to random
oracle G and at most gy (quantum) queries to random oracle H, there exist adversaries By and By such
that

AGRTAA®) < 25 (54 3+ 0)- (ABRENE + 20 AT (B )

+(S+3N)- (8¢ (S+4)+8)-6+5-(5+3N)-277
S(8q-(S+3N)+ 5%

T + 8- (357 +2) - u(KG) ,

and the running time of By and By is about that of B.

Since the proof is essentially similar to the proof of Theorem 4 (like the proof of Theorem 3 is similar
to the proof of Theorem 2), it is outsourced to Appendix C.
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Proof of Lemma 5

FAITHFUL EXECUTION OF THE PROTOCOL (M(SID*) # @). Recall that we are proving an upper bound
for | PrlIND-StAA = 1 A M(sID*) # @] — Pr[IND-StAAS = 1 A M(sID*) # @]|. First, we will enforce
that indeed, we only need to consider the case where 9MM(sID*) # &, afterwards we ensure that exactly
one matching session exists. Consider the sequence of games given in Figure 20.

GAMES Gy . Since for both bits b, game Go s is the original game IND-StAA;,

| Pr[IND-StAAE = 1 A 9(sID*) # @] — Pr[IND-StAAE = 1 A 9(sID*) # 2|
=|Pr[Gyy = 1 AM(ID*) # o] — Pr[Ghy = 1 AM(ID*) # 2| .

GAMES G 3. Both games Gy, abort in line 07 if M(sID*) = @. Since Pr[Gf, = 1 A M(sID*) # @] =
Pr[GE,7 = 1] for both bits b,

|Pr[GE, =1 AM(ID*) # 2] — Pr[GFy = 1 AM(sID*) # 2|
= \Pr[GEl =1]— Pr[GEO =1]| .

GAMES Gs . Both games Gs ; abort in line 09 if [9(sID*)| > 1, i.e., if more than one matching session
exists. Due to the difference lemma,

|Pr[GEb =1]— Pr[GQB,b = 1]| < Pr[Abort in line 09]

for both bits b. We claim

Pr[Abort in line 09] < (S — 1) - u(Enc) - max{u(Enc), u(KG)} < S - u(Enc) .

To verify this bound, we first consider the case that role[sID*] = "initiator": Let ¢* := holder[sID*]
and j* := peer[sID*]. To create more than one matching session, B has to establish and derive two
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GAMES Gy, - Ga,p DERyesp (sID, M = (pk, ¢;))

01 sID,sID* :=0 22 if holder[sID] = L or sKey[sID] # L

02 for n € [N] or role[sID] = "initiator" return L

03 (pk,, skn) < KG 23 role[sID] := "responder"

04 b« B ((pk ) nein) 24 (j, 1) := (holder[sID], peer[sID]

05 if ATTACK(sID*) 25 mg, M =g M

06  return 0 26 ¢; := Enc(pk;, ms; G(my))

07 if M(sID*) = @ ABORT )Gy, 27 ¢:= Enc(pk, m;G(m))

o8 if |M(sID*)| > 1 28 M’ :=(c¢;, ¢)

09 ABORT JG2.p 29 mj := Dec(skj, c;)

10 return b’ 30 if mj = L or ¢; # Enc(pk;, mj; G(mj))
31 K':=Hg(mi, cj, m, i, 4, ci, M, M")

INIT(sID) 32 else K’ := H(ms, mj,m, 1,7, M, M")

11 if holder[sID] = L 33 sKey[sID] := K’

or sent[sID] # L return L 34 (received[sID], sent[sID]) := (M, M")

12 role[sID] := "initiator" 35 return M’

13 i := holder[sID]

14 j := peer[sID] DERinit (sID, M’ = (¢;,¢))

15 mj s M 36 if holder[sID] = L or state[sID] = L

16 ¢; = Enc(pk;, mj; G(m;)) or sKey[sID] # L return L

17 (pk, sk) — KG 37 (i,7) := (holder[sID], peer[sID])

18 M = (pk, ¢;) 38 (sk, mj, M := (pk, ¢;)) := state[sID]

19 state[sID] := (s~k, mj, M) 39 mj = Dec(s~k,;, ci)

20 sent[sID] := M 40 i/ := Dec(sk, ¢)

21 return M a1 if mi{ = 1 or ¢; # Enc(pk;, m{; G(m;))
a2 if m =1
43 K :=H{ (¢, m;, ¢,4,5, M, M")
44 else
45 K :=H{,(¢c;, mj, ™', i,5, M, M")
46 else if m' = L
a7 K = Hi3(mi, mj, ¢,i,j, M, M")
48 else K := H(mj, m;, ', i,j, M, M’)
49 sKey[sID] := K
50 received[sID] := M’

Figure 20: Games G, - Ga,5 for case one of the proof of Theorem 4. Helper procedure ATTACK and
oracles TEST, EST, CORRUPT, REVEAL and REV-STATE remains as in the original IND-StAA
game (see Figures 17 and 18).

distinct ("responder") sessions sID # sID” with holder j* and peer i* via oracle call to DERyesp, such
that sent[sID] = sent[sID’]. This means that for (¢;, ¢) := sent[sID] and (¢}, &) := sent[sID'] it holds that
both ¢; = ¢} and ¢ = ¢’. All ciphertexts were generated by faithfully executing DEResp, and therefore
encryptions of messages that were drawn at random. Since both pk and pk;. were also generated faithfully,

Pr[Abort in line 09 A role[sID*] = "initiator'] < (S — 1) - u(Enc)® < S - u(Enc) .

Now we consider the case that role[sID*] = "responder": Let j* := holder[sID*] and i* := peer[sID*].
To create more than one matching session, B has to establish and derive two distinct sessions sID # sID’
with holder 7* and peer j* via oracle call to INIT such that sent[sID] = sent[sID']. This means that for
(pk, ¢;) 1= sent[sID] and (p~k/, ¢;) := sent[sID'] it holds that both pk = pk and ¢j = c;. Both public keys
and both ciphertexts were generated by faithfully executing INIT, the latter therefore being encryptions
of messages that were drawn at random, and

Pr[Abort in line 09 A role[sID*] = "responder'] < (§ — 1) - u(KG) - u(Enc).
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So far, we established
| Pr[IND-StAAE = 1 A 9(sID*) # @] — Pr[IND-StAAE = 1 A 9(sID*) # 2|
<|Pr[Gg, = 1] = Pr[GS, = 1]| + 2 S - u(KG) - u(Enc) .

Since games Ga ;, abort unless |M(sID*)| = 1, we treat the matching session’s ID as unique from this
point on and denote it by sID’. Note that it is ensured that one of the two sessions was executed as a
"initiator" session, while the other was executed as a "responder" session. Let sID! .. denote the "initiator"

init
session, i.e., pick sID};; € {sID*,sID’} such that role[sIDj;;] = "initiator', and let sID},., denote the

res
other session. B’s bit ' only counts in IND-StAA, (and also in Gs ) if no trivial attack was executed:

ATTACK returns true (and hence the game returns 0) if B did obtain both the initialising session’s
internal state and the secret key of its holder. We will therefore examine

- case (—st): the case that the initialising session’s state was not revealed, i.e., the case that
—revState[sID; ],

- and case (—sk): the case that the initialising session’s holder was not corrupted, i.e., the case that
—corrupted[holder[sID}, ;;]]

init

Since cases (—st) and (—sk) are mutually exclusive if the game outputs 1,
|Pr[G$, = 1] — Pr[GS, = 1]| < |Pr[Gy, = 1 A —st] — Pr[GS, = 1 A —st]|
+|Pr[GS, = 1 A —sk] — Pr[GS, = 1 A —sk]| .

CASE (—st). We claim that there exists an adversary AgE' such that
|Pr[G$, = 1A -st] — Pr[Gyo = 1A st
<257 Adviipec)(Ape) +32- S+ (ga+ gu + 35 +1)* -0
252 - €dis T+ 252 ! H’(KG) . (3)

The proof is given in in Appendix A.1. Its main idea is that since the initialising session’s state (in
particular, ephemeral secret key 87(3*) remains unrevealed throughout the game, at least message m* (that
was randomly picked by DER esp (SIDj,) cannot be computed trivially. By patching encryption into the
random oracle at the argument where the ephemeral messages go in, we ensure that the game makes no
use of sk any longer. Since PKE is DS (and hence, so is T[PKE, G], see Lemma 2), we can decouple the
test session’s key from m* by replacing ¢ = Enc(];k, m*; G(m™*)) with a fake ciphertext that gets sampled
using Enc, and changing the key accordingly. Given that PKE is eqjs-disjoint, the probability that this fake
ciphertext is a proper encryption can be upper bounded by €4;5. Since the random oracle now comes with
patched-in encryption, eqis also serves as an upper bound for the probability that a random oracle query
actually hits the session key. Hence the key is indistinguishable from a random key with overwhelming
probability.

CASE (—sk). We claim that there exists an adversary Agg® such that
|Pr[GZB’1 = 1A-sk] — Pr[GSO = 1 A —sk]|
< 2- SN - Adviipge ) (Ap) + 32N - (g6 +2gn +35)% -6
+2- 8N - eqis + 5% - N - u(KG) - u(Enc) . (4)

The proof of the upper bound is given in in Appendix A.2. Structurally, the proof is the same. It
differs in the following way: while in case (—st), we made use of the fact that B does not obtain ephemeral
secret key sk and therefore, ciphertext ¢ was indistinguishable from a fake encryption, in case (—sk), we

can replace ciphertext ¢; (since holder[sID; ;] is not corrupted).

Collecting the probabilities, and folding AgE" and Asgk into one adversary A, we obtain
| Pr[IND-StAAR = 1 A 9(sID*) # @] — Pr[IND-StAAS = 1 A 9(sID*) # 2|
<2-9-(§+N) 'AdV'I?[SPKE,G}(A)+32'(S+N) (g6 +2qn +3S+1)*-6
+4-5% eqis+ 8% (N +1) - u(KG) - u(Enc) +2- 5% - u(KG) ,

the upper bound given in Lemma 5.
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A.1 Case (—st) of the Proof of Lemma 5

CASE (—st) (INITIALISING SESSION’S STATE WAS NOT REVEALED). Consider the sequence of games given
in Figures 21, 22 and 24: First, we will enforce that indeed, we only need to consider the case where
ﬂreVState[sIDfmt] Afterwards, we ensure that the game makes no use of ephemeral secret key sk~ of
sID} ;; any longer by patching encryption into the random oracle (in games G;jf to Gf(itb, see Figure 21

and22 ). Next, during execution of DEResp (SID

ciphertext that gets sampled using Enc (games Gy} ’ 54 to Gf;fb, Figure 24, see line 25 ). We show that
after those changes, B’s view does not change with overwhelming probability if we change TEST such

that it always returns a random value (game Gy}, also Figure 24).

resp) we replace ¢ = Enc(pk , m*; G(7*)) with a fake

GAMES G5 -G5% INIT(sID)
01 cnt,sID* :=0 15 if holder[sID] = L
02 Sinie <3 5] [ G -Gt or sent[sID] # L return L
03 for n € [N] 16 role[sID] := "initiator"
04 (pkn, skn) < KG 17 1 := holder[sID]
05 (pk*, sk") « KG JG55- Ggit 18 j = peer[sID]
06 b B9 ((pk)nein) 19 mj <—g M
07 if ATTACK(sID*) 20 ¢; = Enc(pk;, mj; G(m;))
08 return 0 21 (pk, sk) < KG . .
09 if |9M(sID*)| # 1 ABORT 22 if sID # si;, and pk = pk
10 if revState[sID{;] ABORT — J/G55-Ggyt 23 ABORT 1Ge
11 Pick sID};, € {sID*,sID’} s. th. 24 if sID = sfyye

role[sID{,;;] = "initiator" / 'Z},' -Gt 25 (pk, S/f) = (pk*7 Sk*) NGS5 - Ggy
12 if sID{i¢ # Shnie 26 M = (pk,cj)
13 return 0 JG-Ggt 27 state[sID] := (sk, m;, M)
14 return b’ 28 sent[sID] := M

29 return M

Figure 21: Games GﬂSt G’ﬂSt for case (—st) of the proof of Lemma 5. Oracles DERyesp, DERinit
and TEST remain as in games GﬂSt (see Figure 20, page 39), and helper procedure ATTACK and
oracles EST, REVEAL and REV- STATE remain as in the original IND-StAA game (see Figure 17 and
Figure 18, pages 28 and 29).

GAMES Gﬁbt Since game Gﬁst and Gs; are the same for both bits b,
|Pr[GQB’1 = 1A -st] — Pr[GQBO = 1A st

= |P1P[thSt = 1A -st] — Pr[GﬁSt = 1A-st]] .

GaMES G3%. To enforce that we are in the correct case, games Gg', abort in line 10 if revState[sIDj;,].
Since for both bits b it holds that Pr[G§, = 1] = Pr[G5, = 1 A —st],

| Pr [GﬁSt = 1A -st] — Pr[G;%t = 1A-st]| = |P1"[C1ﬁSt 1] - Pr[G;’?fB =1]| .

As mentioned above, the first goal is not make use of the ephemeral secret key of sID};, any longer.
To this end, we first have to add a guess for sID;,

init*

GAMES Gﬁst In both games Gﬁf, one of the sessions that get established durlng execution of B is
picked at random in line 02, and the games return 0 in line 13 if any other session s, ;;, was picked than
session sID7, ;. Since games Gﬁ and Gﬁ proceed identically for both bits b if s ;, = sID7,;;, and since
games G} output 0 if sf,; 7 sID

init»

init»

PGy = 1] = 8- Pr[Gry = 1] .

GAMES Gﬁbt In both games G;it, an ephemeral key pair (;075k 876*) gets drawn in line 05 and oracle
INIT is changed in line 25 such that this key pair is used as the ephemeral key pair of sID;;,. This

init*
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change is only conceptual, hence

PG = 1] = Pr[Gyy = 1]

GAMES GHSt Both games ngf, abort in line 23 if any of the initialised sessions apart from sID},;, comes
up with the same ephemeral key p~k*

|Pr[G5y = 1] — Pr[Gg = 1] < (S —1) - u(KG) .
So far, we established
|Pr[G§1 = 1A —-st]— Pr[Ggo = 1A st
< §-|PrlGey® = 1] - Pr(Gg” = 1) + 257 - u(KG) .

Consider the sequence of games given in Figure 22. The goal is to change the game such that it can
~ *
be simulated without usage of sk . As in the KEM proof we will first modify random oracle G such that
it renders PKE perfectly correct for key pair (pk', sk’ ).

GAME Gﬁst In game G;Sbt, we enforce that no decryption failure with respect to key pair (p~k*, s~k*) will
occur: We replace random oracle G with Gp~k*’s~k* in line 08, where Gz;k*’gk* (m) is defined in line 55 by

G g (m) := Sample(R \ Ruaa(pk’, sk™, m); f(m))

with Ruaa(pk, sk, m) := {r € R | Dec(sk, Enc(pk, m;r)) # m} denoting the set of “bad” randomness for
any fixed key pair (pk, sk), and any message m € M. Further, let

0(pk, sk, m) := |Rvaa(pk,sk;m)|/|R| (5)
denote the fraction of bad randomness, and 6(pk, sk) := max;,er 0(pk, sk, m). With this notation,
0 = E[max,,erm 0(pk, sk, m)], where the expectation is taken over (pk, sk) + KG.

To upper bound |Pr[Gﬁbt 1] = Pr[G7y = 1]| for each bit b, we construct (unbounded, quantum)

adversaries C® against the generic distinguishing problem with bounded probabilities GDPB) (see helper
Lemma 1, page ??) in Figure 23, issuing at most gg + 3 - S queries to |F): Each CP runs (pk, sk) + KG
and uses this key pair as (p~k*, sk ) when simulating game GHSt CP computes the parameters A\(m) of the
generic distinguishing problem as A(m) := §(pk, sk, m), Wthh are bounded by A := 0(pk, sk).

To analyze CP, we first fix (pk, sk). For each m € M, by the definition of game GDPB, 1, the random
variable F(m) is distributed according to Bx(m) = Bs(pk,sk,m)- BY construction, the random variable G(m)
defined in line 06 if F(m) = 0 and in line 08 if F(m) = 1 is uniformly distributed in R. Therefore, G is a
(quantum) random oracle, and C® perfectly simulates game Gﬁ if executed in game GDPB) ;. Since

adversary CP also perfectly simulates game G75! if executed in game GDPB, o,

| Pr{Gy = 1] — Pr[G5 = 1]| = | Pr[GDPBS | = 1] — Pr[GDPBS, = 1]| |
and according to Lemma 1,
Pr{GDPBS, = 1] — Pr[GDPBS, = 1]| < 8- (gg +3- S+ 1)2-6 .

Recall that the goal is to simulate the game without knowledge of sk*. To this end, we will first
change DERip;t, for sf,;, as follows: If ciphertext ¢; already induces de- or reencryption failure, we will
not have to use sk any more to check whether ¢ induces decryption failure as well.

GaMES Ggy. In games Gg'y', oracle DERyy¢ is changed for our guess si,;, in line 45: Whenever decryption
or reencryption fails with respect to ¢;, the session key is defined as K := H{;(¢;, m;, ¢, 4,j, M, M), as
opposed to letting K := H|,(¢;, m;, ™, ¢, j, M, M') in the case that decryption or reencryption fails with
respect to ¢;, but ¢ de- and reencrypts properly.

We claim that this change does not affect B’s view since the respective random value is decoupled
from all other session keys: Let ¢* and j* denote holder and peer of ¢ Recall that DERipit (8,5)

init*
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GAMES G -G, DERinit (sID, M’ = (c1, ¢))

01 cnt,sID* := 0 34 if holder[sID] = L or state[sID] = L
02 it <3 [S] or sKey[sID] # L return L
03 for n € [N] 35 (i,4) := (holder[sID], peer[sID])
04 (pk,, skn) + KG 36 (sk, mj, M := (pk, ¢;)) := state[sID]
05 (pk™,sk™) — KG 37 mj = Dec(ski, ¢;)
06 G g RM JGest, Grt, 38 m' = Dec(sk, ¢)
07 Pick 2¢-wise hash f JGsE-Gst 39 if m; = L or ¢; # Enc(pk,, mi; G(m;))
08 G:= Gy g~ /) G75t- ﬁst a0 if m = J_, ,
09 b «— BO"G>"H>((pkn)nE[N]) 41 K :=H{ (¢, mj,¢,4,5, M, M")
10 if ATTACK(sID*) 42 else
11 return 0 43 K = Hi,(ci,my, 4,5, M, M)
12 if |M(sID*)| # 1 ABORT 44 if sID = sinie o / .
13 if revState[sIDf,;,] ABORT e o Ki=Hu(em, e dg M, M) 1 Gs%
14 Pick sIDf;, € {sID*,sID'} s. th. -Gioy
role[sIDj,;;] = "initiator" 46 els'e .,
15 if sID,j # sinie return 0 ar i =1
16 return b’ 48 K = His(mi, my, ¢, 4,5, M, M")
49  else

DEResp (sID, M = (pk, ¢;)) so  K:=H(mi,my, 1,5, M, M')
17 if holder[sID] = L or sKey[sID] # L ot AfsID = e / N

or role[sID] = "initiator" return L 52 K = Hq(mj, my, ¢, 4, j, M, M') /Gy
18 role[sID] := "responder" 53 SKe}’[SID} =K ,
19 (4,14) := (holder[sID], peer[sID] 54 received[sID] := M
20 My, M <—g M
21 ¢; = Enc(pk;, ms; G(my)) Gy, (m)
22 & := Enc(pk, i; G(1n)) 55 r:= Sample(R \ Ruaa(pk, sk”, m); f(m))
23 M := (¢, ¢) 56 return r
24 mj := Dec(skj, ¢;)
25 if mj = L or ¢ # Enc(pk;, mj; G(m})) H(ma, me, ms, 4,4, M = (pk, ¢;), M") yRerns
26 K' = H&(mivcjama i, 4, ¢, M, M,) 57 if p~k=p~k*
27 else 58  return Hq(mi, ma, Eng(p~k7 ma; G(ms)), 1,7, M, M i}

28 K’ —H(ml, i, m, 4, §, M, M)

29 if pk = pk

30 K':=Hq(mi, mj, ¢, 4,5, M, M") G5~
Giow

31 sKey[sID] := K’

32 (received[sID], sent[sID]) := (M, M’)

33 return M’

59 return H'(mi, ma, ms, pk, i, )

Figure 22: Games G“t Gfosfb for case (—st) of the proof of Lemma 5. Oracle Init remains as in games
G“t (see Figure 21, page 42), (see Figure 17, page 28), and helper procedure ATTACK and oracles
TEST, EST, REVEAL and REV-STATE remain as in the original IND-StAA games. f (lines 07 and
55) is an internal 2¢-wise independent hash function, where ¢ := gg + gu + ., that cannot be accessed by
B. Sample(Y) is a probabilistic algorithm that returns a uniformly distributed y +—¢ Y. Sample(Y; f(m))
denotes the deterministic execution of Sample(Y') using explicitly given randomness f(m).

uses ephemeral key pair (pk , sk ). Furthermore, let m; be the message that was plcked by INIT( Shit)s
let (cf,¢*) denote the message that is recelved by DElet( shit), and let m* = Dec(sk ¢*). To
distinguish the games, both values H{,(c}, m;,¢*, %, j*, M, M) and Hi,(c}, m} n*, pk i, M, M)
must be obtained. But both H{; and H|, are internal random oracles that cannot be accessed directly
by B. The only way to obtain oracle values of H{; and Hj, is via calls to REVEAL after execution of
DERinit, and possibly, via the additional call to TEST for the test session. (Note that the latter is only
an option if the test session is an "initiator" session, and if either decryption or reencryption fails with
respect to ¢}. In this case, the test session and its match do not derive the same key.) Recall that the
game trivially outputs O if B queries REVEAL on sIDlnlt or if sIDmlt # s Therefore, to distinguish
Hii(cf,my,e*, i, * (pk”, ci), M') from Hi,(c;, mj, m ', pk’ 4, ], (pk ,¢5), M") without triggering the game

to output O another session s # s, would have to be established and initialised, and it would be
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C; = b} ', g

01 (pk, sk) + KG 10 ent,sID* :=0
02 for m € M 11 8{nie <3 [S]
03 A(m) := &(pk, sk, m) 12 for n € [N]
04 return (A(m))mem 13 (pk,, skn) < KG
14 (pk™, sk™) := (pk, sk)
G(m) 15 Pick 2¢-wise hash f
05 if F(m) =0 16 b+ BOI M ((pk, ) nerw))
06 G(m) := Sample(R \ Ruvaa(pk, sk, m); f(m)) 17 if ATTACK(sID")
07 else 18 return 0
08 G(m) := Sample(Ruvaa (pk, sk, m); f(m)) 19 if |M(sID*)| # 1 ABORT
09 return G(m) 20 if revState[sIDj,;;] ABORT
21 Pick sIDfy;; € {sID*,sID'} s. th.
role[sIDi,;;] = "initiator"

22 if sIDj; # siny return 0
23 return b’

Figure 23: Unbounded quantum adversaries C® = (C}, C8) and D (D% D) for b € Fy, executed in game
GDPBs(pk,sk) With access to |F), for case (—st) of the proof of Lemma 5. d(pk, sk) is defined in Equation (5).
The adversaries only differ in their definition of DER;esp, DERnit and H: For adversaries Cb, DEResp,
DERjui; and H are defined as in game ngf, see Figure 22, while for adversaries D®, DER;csp and DERipit

and H are defined as in gameGy'3 (also Figure 22).

necessary that the same ephemeral public key p~k* was drawn by INIT(s). But recall that since game
Ggy's it is enforced that pk’ is not used as the ephemeral key of any other session than Syt (see line 23 in
Figure 21). Hence, B cannot obtain both values without losing trivially. Since both values are uniformly

random, B’s view does not change and
Pr[G% = 1] =Pr[Ggy = 1] .
We can now get rid of sk altogether by changing DERy;; for s ;, such that sk™ is not used any more
even if ciphertext c¢; decrypts correctly. This is achieved as follows: If ciphertext c¢; decrypts correctly, we

do note use the decryption of ¢, but ¢ itself. To this end, we will "plug in" encryption into random oracle
H whenever ephemeral public key pk is used. To maintain consistency, DER,¢sp is changed accordingly.

GAMES G;jf. In game G;Sbt, random oracle H is changed as follows: Instead of picking H uniformly
random, we pick two random oracles Hq and H’ and define

H(m17m27m37iaj7M = (];k, Cj)7M/) =

Hq(ml,mg,Enc(ka, m3;G(m3))’i7j7 Ma M/) p~k:p~k*
H'(my, mg, mg, i, 5, M, M) 0.W. ’
see line 58. Note that since G only samples from good randomness, encryption is rendered perfectly
correct and hence, injective. Since encryption is injective, H still is uniformly random.
We make the change of H explicit in the derivation oracles: We change DERj,;; in line 52 such that for
sID = s/;;, the session key is defined as K := Hq(m}, m;, ¢, 4,7, M, M'), given that ¢; de- and reencrypts

correctly. Likewise, make the change of H explicit in DER;¢sp: we change DER,¢gp in line 30 such that if

pk = pk", the session keys are defined as K’ := Hq (mi, mj,

The latter change is purely conceptual since ¢ is defined as ¢ := Enc(p?c, m; G(m)):

¢, 4,4, M, M') whenever ¢; decrypts correctly.

m, i, j, M = (pk, ¢;), M") = Hq(mz, m}, Enc(pk", ; G(1m)), 4, j, M, M’)
:Hq(mi7m§7é7iaj7M7M/) .

H(my, mj,

It remains to show that the keys derived by DERj,j; are still consistent. Since we enforced in game ngf

that no other session than s ;, could possibly use public key pk’, this indeed is the only session where we
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have to modify the definition of K to keep it consistent with our redefinition of H. We will now argue
that for DERpnit(8),;), the change is only conceptual as well: Let (cf, ¢*) denote the message on which

DERinit (8)hie) Waslrcuatmlled. Since there exists a matching "responder” session that generated ¢} and ¢*,
in particular there exists a message m* such that ¢* = Enc(pk*, m*; G(m*)). Since G only samples from
good randomness, it holds that m' := Dec(s~k*7 ¢*) = m*, and reencryption works as well. Therefore,
game Gg'%3' should return H(mj, m;, m’, i,j, M = (pk, ¢j), M'), as does Ggy'. Since ' = /m* and hence
Enc(pk",m’; G(m')) = &*, this is indeed the case:

H(ml, my, ' 4,5, M = (pk", ¢;), M') = Hq(m'. mj,Enc(p~k* ;s G(m')), 4,4, M, M)
= Hq(m;, mj, ¢, i,5, M, M) .

Hence, A’s view is identical in both games and
Pr[Ggy = 1] = Pr[Gyy = 1] .
GaMmEs G5, In games G3', we switch back to using G < RM instead of Gy - With the same
reasoning as for the gamehop from game Gg'3' to G7'%,
b b
| Pr[Ggst = 1] — Pr[Ggh, = 1]| = | Pr[GDPBY |, = 1] — Pr[GDPBY ) = 1]|
<8 (gg+aqu+3-S+1)*5,

where adversary DP is also given in Figure 23.
So far, we established

| Pr[GgY = 1] = Pr[Ggly = 1]| <|Pr[Ggh = 1] - Pr[Ggy = 1]
+32-(gg+ag+3-S+1)*-5,
hence
\Pr[G;lél/\ﬁst] Pr[G20:>1/\ﬁst]|< S - \Pr[GfOSt1 1] — Pr[GfOStO 1]|
+32-8-(gg+aqu+3-S+1)%-5+25% uKG) .

We stress that from game G b on, none of the oracles use ephemeral secret key sk any longer. To

upper bound | Pr[GfOble 1] - Pr[GfOSfOB = 1]|, consider the sequence of games given in Figure 24, where
we replace sIDr%lD s ciphertext ¢ with a fake encryption. To replace ¢, we first have to add a guess for
sID’;eSlD

GAMES fotb In game fotb, one of the sessions that get established during execution of B is picked at
random in line 03, and the game returns 0 in line 16 if any other session s/ . was picked than session
sID}.. . Again,

resp”

resp
[GfoStb 1]=25- Pr[GﬂStb 1] .

GAMES Gﬁsfb. In game szsfb, DER;esp is changed in line 25 such that for ¢ is no longer an encryption

resp)
of a randomly drawn message m, but a fake encryption ¢ < Enc(pk ). Consider the adversaries /—\Bgt’b
against the disjoint simulatability of T[PKE, G] given in Figure 25. Each adversary /-\Bgt)b needs to
generate ephemeral key pairs (at most S times), to (deterministically) encrypt or reencrypt (at most 3.5
times), to decrypt (at most 25 times), to evaluate the random oracles Hé to Hg and H' (at most gy + S
times) as well as G (at most ¢g + gu + 35 times), and to lazy sample (at most S times). Hence the total
running time is upper bounded as follows:

Time(Ap'y) < Time(B) + S - (Time(KG) + 3 - Time(Enc) + 2 - Time(Dec)) + g4 + o + 45
~ Time(B) . (6)
Since Asgt,b perfectly simulates game fotb if its input ¢* was generated by randomly picking m and

letting ¢ := Enc(pk", m, G(m)), and game G5 if its input was generated by ¢ « Enc(pk"),

|Pr[fotb 1] - Pr[Gﬁs,tb = 1] = Adv'l?[SPKE,G] (ABEt,b) .
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GAMES G, -G1y5, DERyesp (sID, M = (pk, ¢;))

01 cnt,sID* := 0 18 if holder[sID] = L or sKey[sID] # L
02 Shis s [9] or role[sID] = "initiator" return L
03 Shesp 3 [S] J G - ;ftb 19 role[sID] := "responder"
04 for n € [N] 20 (4, 1) := (holder[sID], peer[sID]
05 (pky, skn) « KG 21 my, T +—g M
06 (pk", sk™) + KG 22 ¢; == Enc(pk;, mi; G(m:))
07 ¥+ BOIOIN (pk, ) ein) 23 ¢ := Enc(pk, i; G())
08 if ATTACK(sID") 24 if sID = Siesp
09 return 0 25 ¢+ Enc(pk") /G154 Gt
10 if |M(sID*)| # 1 ABORT 26 if ¢ € Enc(pk, M;R)
11 if revState[sIDi,;;] ABORT 27 ABORT [ GGt
12 Pick sIDjy;, € {sID*,sID’} s. th. 28 M' := (¢, ¢)
role[sID;,;] = "initiator" 29 mj := Dec(sk;, ¢;)
13 if sID,;; # 8in;¢ return 0 30 if mj = L or ¢; # Enc(pk;, mj; G(mj))
14 Pick sIDjeq, € {sID*,sID'} s. th. 31 K':=Hg(mi, cj, m, i, j, ci, M, M")
role[sID}.,] = "responder” J GGy 32 else
15 if SIDJesp # Stesp 33 K':=H(msmj,m,i,j, M, M)
16 return 0 JG5-Gish sa i pk= pk
17 return b’ 35 K' :=Hq(mi, mj, ¢,4,5, M, M")

36 sKey[sID] := K’
37 (received[sID], sent[sID]) := (M, M")
38 return M’

TEST(sID) //only one query
39 sID* :=sID

40 if sKey[sID"] = L return L

41 K = sKey[sID"] ey Rery
42 Ki +s K /Gt
43 Ki +s K

44 return K

Figure 24: Games Gfosfb - fofb for case (—st) of the proof of Lemma 5. All oracles except for TEST and

—st

DERyesp remain as in game Gig', (see Figure 22, page 43).

Folding adversaries ASE o and ADS , into one adversary AgE yields
DS —s DS —s DS —s
AdVT[PKE,G] (ADst,o) JrAdVT[PKE,G] (ADSt,l) =2 AdVT[PKE,G]( DSt) .

GAME Gf;tb In game G13 4, we abort in line 27 if the fake ciphertext ¢ that was picked during execution

of DERyesp (s
€qis-disjoint,

Stesp) lies within the range of encryption under pk, i.e., if ¢ € Enc(pk, M;R). Since PKE is

| Pr[G13Y = 1] = Pr[Gi5Y = 1] < eais -

GAME Gp7f. In game Gi}Y, we change oracle TEST in line 42 such that it returns a random value
instead of returning sKey[sID*]. Since this change renders games G 7 and G} equal, and since game
G174 is equal to game G379,

| Pr[G5h = 1] = Pr[G5o = 1| = | Pr[Gify = 1] — Pr[Gis = 1]]
It remains to upper bound |Pr[G}, = 1] — Pr[G3% = 1]|. B cannot distinguish the value K5 =
sKey[sID"] that is returned by TEST(sID*) from random in game G13Y unless it obtains Kg (either
classically or contained in a quantum answer) at some point other than during the calling of TEST. It’s
easy to verify that B can only obtain keys (and in particular, K;) by queries to REVEAL or to H.
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Aggt, M1 (1 o) DERyesp (sID, M = (pk, ¢;))
01 cnt,sID* :=0 17 if holder[sID] = L or sKey[sID] # L
02 it <5 [S], Stesp s 5] or role[sID] = "initiator" return L
03 for n € [N] 18 role[sID] := "responder"
04 (pk,, skn) < KG 19 (4, %) := (holder[sID], peer[sID]
05 b BO,\G),\H)((pkn)ne[N]) 20 myi, m g M
06 if ATTACK(sID*) return 0 21 ¢; := Enc(pk;, mi; G(m:))
07 if |M(sID*)| # 1 ABORT 22 ¢ := Enc(pk, in; G(1n))
08 if revState[sIDj,;;] ABORT 23 if sID = segp
09 Pick sIDfy,; € {sID*,sID’} s. th. 24 t:=c"

role[sIDj,;;] = "initiator" 25 M’ := (¢, €)
10 if sID},;; # Sini, return 0 26 mj := Dec(skj, c))
11 Pick sID}, € {sID*,sID'} s. th. 27 if mj = L or ¢; # Enc(pk;, mj; G(mj))

role[sID;s,] = "responder” 28 K':=Hg(mi, ¢, 1,4, ci, M, M)
12 if SIDJes, # Sresp return 0 29 else
13 return b’ 30 K = H(mivmj{vmvi7j’ Ma M/)

31 if pk=pk’

REV-STATE(sID # s{y;¢) 32 K’ :=Hq(ms, mj, ¢, i,5, M, M)
14 if state[sID] = L return L 33 sKey[sID] := K’
15 revState[sID] := true 34 (received[sID], sent[sID]) := (M, M")
16 return state[sID] 35 return M’

Figure 25: Adversaries Apg'y for case (—st) of the proof of Lemma 5, with oracle access to [H'), [Hq) and

|G). All oracles except for DERyesp and REV-STATE are defined as in game fo’fb (see Figure 24, page
47).

We will first make explicit how the key is defined: Let 7* and j* denote holder and peer of the
"initiator" session. Recall that p~k* denotes the ephemeral key that was chosen in the beginning of the
game (see Figure 21, line 05) and used during execution of INTT(sIDj;;) (line 25, also Figure 21). Let m;
denote the randomly chosen message with encryption ¢} := Enc(pk;., m}; G(m;})) that was sampled during

execution of INIT(sID;,;,), furthermore let ¢* denote the fake ciphertext that was sampled under ];k:*

init
during execution of Deryesp(sID;eg,) (Figure 24, line 25) and let m; denote the randomly chosen message
with encryption ¢} := Enc(pk,., m}; G(m})) that was picked during execution of DERreSp(sIDjesp). We
changed the key derivation such that since p~k* is used, in the case that sID* is an "initiator" session, we
have .
P {H{_l(cf, my, ¢, i, 5%, (pk i), (¢f, %)) mj= L or Enc(pk;., m}) # cf
=

~ . . ~ ok ~
Hq(mj, my, ¢*,i*, j*, (pk , ), (¢}, €*))  o.w.

where m/ := Dec(sk;~, ¢). In the case that sID* is a "responder" session, we have

2

p { R(m, ot G (kT ¢), (¢, %) m) = L or Enclphy., mf) # cf

where m; := Dec(sk;-, c}).

First, we will argue that B could not possibly obtain K by a query to REVEAL: Recall that B
trivially loses if it revealed the test session or its match. Hence, B would have to create some session
sID ¢ {sID{;;;,SID;esp } that derives the same key as the test session. First, we argue that the key cannot
be obtained via any session sID with role[sID] # role[sID*]: Since both exchanged messages M and M’
are hashed, the same key could only be derived if the respective session matches the test session. Since
creation of an additional matching session would result in an abort, we can ignore this case, and only
need to consider the case that role[sID] = role[sID*].

We first consider the case that sID* is an "initiator' session: To obtain K§ via another "initiator'
session, B would have to establish and initialise another "initiator" session sID # sID;,;, with holder *

and peer j*. The subsequent call to DER,it could only result in the same key if INIT(sID) had also
picked ephemeral key pk*, which is impossible since we enforced in game Ga?f that no other session uses
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p~k* Now we consider the case that sID* is a "responder" session. To obtain K via another "responder"
session sID, B would have to call DER,es, for some session sID # sID;. . with holder j*, peer i*, on the

resp
same message M = (pk ) Since the resulting key includes the message (¢;, ¢) that was computed by
session sID, it can only be equal to the test session’s key if (¢;,¢) = (¢, ¢*). Since ¢ is an encryption

of some message, and ¢* does not lie within the range of Enc(pk, —; —), this is impossible. Either way,
recreation of the test session’s key is impossible.
To upper bound the probability that any of the quantum answers of |H) could contain session key

Kg =Hq (mf,m}, ¢, i, j*, M, M'), recall that for any message M = (pk ¢j), where ¢; is arbitrary,

H(mly mg, m3, i*7j*aM = (ﬁk*a cj)uM/) = Hq(m17m27 Enc(ﬁk*u m3;G(m3))7i*7j*7M7 M/) .

Hence, to trigger a query to [Hq) containing the classical query (mj, m;, ¢*,i*,j*, M, M'), B would need
. ~ ok ~ . ~ . .
to come up with a message m such that Enc(pk ,m;G(m)) = ¢*. Since ¢* does not lie in the range of
Enc(pk, —; —), this is impossible with probability at most eqjs.
In conclusion,

| Pr[Gi3h = 1] = PG5l = 1]| = [ Pr[Gi} = 1] — Pr[Gi5) = 1]]
gL max{—- ! s €Edis} F €dis < + edis
M| M| IMI
hence
IPr[Gfos% 1] - Pr[Gy5 = 1|
§- (I1PrG3s = 1] = PrlGh = 1] +2- AdvBixe  (AcE))

S 25 . AdVT[PKE,G] (AB;t) =+ 25 * €dis -
Collecting the probabilities yields

|Pr[G$, = 1 A—st]—Pr[GS, = 1 A —st]]
< 287 AdvPike g (Apd) +32- S (g6 + qu + 35 +1)% -6
25% - egqis + 25% - u(KG)

the upper bound we claimed in equation (3).

A.2 Case (—sk) of the Proof of Lemma 5

CASE (—sk) (INITIALISING SESSION’S OWNER WAS NOT CORRUPTED). Intuition is as follows: While
B might have obtained both the secret key of peer[sIDlmt] and sID},,,’s internal state, we can replace
ciphertext ¢; since holder[sID? ], henceforth called i*, is not corrupted. To be able to replace ¢;, we
will patch in encryption at the first (and due to the need for symmetry, at the second) argument of the
random oracle.

Consider the sequence of games given in Figures 26, 27 and 29: First, we will enforce that indeed, we
only need to consider the case where —corrupted|holder[sID;},;.]]. Afterwards, we ensure that the game
makes no use of sk;« any longer by patching encryption into the random oracle (m games G”’c to Gg‘zk,
Figure 27, line 53). This is the only part of the proof where we need to consider the adversary S capablhty

to come up with encryptions that decrypt incorrectly. Next, during execution of DERresp (sID}, we

),
resp
replace ¢; = Enc(pk,., m}) with a fake ciphertext that gets sampled using Enc (games G b to G13 b, see
Figure 29). We show that after those changes, B’s view does not change with overwhelmlng probablhty if
we finally change TEST such that it always returns a random value (game Gf;fz, also Figure 29).

GAME G”k. Since games G;Zk and Gy are the same,

|Pr[G§1 = 1A -sk] — Pr[GEO = 1 A —sk]|
\Pr[Gﬁsk = 1A -sk] — Pr[GﬁS’“ = 1A -sk]| .
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GAMES G, -GiF
01 cnt,sID* : =0
02 # + [N] encs
03 for n € [N]
04 (pk,, skn) + KG
05 b« B IH)((p n)ne(N])
06 if ATTACK(sID*)
07 return 0
os if |M(sID*)| # 1 ABORT
09 Pick sID,;, € {sID*,sID’}
s. th. role[sID},;] = "initiator"  J G53- Gﬂk
10 if corrupted[holder[sIDj,;]]

11 ABORT //(Y;s/ G—\ak
12 if holder[sIDjy;] # 7’
13 return 0 Y lentulen Gt

14 return b’

Figure 26: Games G’;jk - G;Zk for case (—sk) of the proof of Lemma 5. Helper procedure ATTACK and
oracles TEST, Init, EST, REVEAL and REV-STATE remain as in the original IND-StAA game (see
Figure 17 and Figure 18, pages 28 and 29).

GAMES G”k. Both games G;s abort in line 11 if corrupted|holder[sID},;;]]. Since for both bits b it
holds that Pr[Gﬂsk 1] = Pr[GﬂskB = 1A —sk]],

|Pr[Gﬂ5’€ = 1A -sk] — Pr[Gﬂsk = 1A -sk]| = | Pr[Ggs" = 1] — Pr[G5" = 1]| .

Analogous to our proof of case (—‘bt) the first goal is not to have to make use of the initialiser’s s
secret key any longer Since initialiser ¢* = holder[sID;, ;] is not fixed until B issues the TEST query,
we first add a guess ¢’ for 7*. In the subsequent games, encryption will be plugged into random oracle
H for the first two messages (since pk, could be used in both slots) Afterwards, we will even out the
difference in derivation for ciphertexts with de- or reencryption failure and ciphertexts without. As in the
proof of case (—st), we will see that these changes do not affect B’s view unless it is able to distinguish
random oracle G from an oracle Gy, s, that only samples randomness under which decryption never
fails, thereby allowing for a reduction to game GDPB.

GAMES G;ik. In both games Gziﬁ one of the parties is picked at random in line 02, and the games
return 0 in line 13 if any other party ¢’ was picked than the holder of SIDlmt Since for both bits b it
holds that games G;Zk and G;Zk proceed identically if holder[sID;, ;] = 4’, and since games G;‘Zk output
0 if holder[sID;], ;] # ¢, we have that Pr[C?”’C 1]=N- Pr[GHSIC 1] and hence,

|Pr[Gyst = 1] = Pr[Gygf = 1) = N - | Pr[GyiF = 1] — Pr[GygF = 1]]
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GAMES G, -Gy DERyesp(sID, M = (pk, ¢;))

Mf )Gk Gﬂk 46 if holder[sID] = L or sKey[sID] # L
02 cnt,sID* :=0 or role[sID] = "initiator'return L
03 i < [N] 47 role[sID] := "responder”"

04 for n € [N] 48 (4,14) := (holder[sID], peer[sID])

05 (pk,, skn) < KG 49 Mmi, M <—g

06 G := Gpk, sk, J GGk 80 ci= Enc(pk;, mi; G(mq))

o
-

¢ := Enc(pk, m; G())
52 M':= (Ci, E)
53 mj := Dec(skj, ¢;)

07 ¥ BYOW ((pk, ) e )

08 if ATTACK (sID")

09 return 0 . ,

10 if |M(sID*)| # 1 ABORT 54 df my =1 L,

11 Pick sID};, € {sID*,sID'} or ¢ # Enc(pk;, mj; G(m;)) ,
s. th. role[sID,;;] = "initiator" 55 K = I__I/R(mi’ Ci» mj/l’]’ ci, M, M)

12 if corrupted[holder[sID},;]] 56 if j=14 and i#4

o

13 ABORT o if K’ : Hg“gmi” Cj» m, i, i/v M7 M’) //(:?* 7)}\ Gﬁ;k
14 if holder[sIDfyy,] # %8 =g =1 o e
15 returrf 0 t] 59 K' = HZ(Ch Cj, M, 77, M, Ml) //Ch I,L o
16 return b’ £ else/ ;o ,
61 K':=H(mi,mj,m,i,5, M, M)
_ 62 if i=1 and j# i

DERinit(SIDyM/ = (Civc)) VI U R BV, 1 —sk
17 if holder[sID] = L or state[sID] = L o3 ¢ K= Hq(g"imf’f”’ 753, M, M) /Gri-Ga3y

or sKey[sID] # L return L e 1 ;(,_i :_i'? i Lo MM G-y
18 (4,4) := (holder[sID], peer[sID]) ZZ g = q‘gmh ¢jy iy 4,4’ M, M") /G-

Toome. M= (pk. ) i— s S we=jg=1

9 (s{c,.m,,M. (pk, ¢j)) := state[sID] o K’ = H3(ci, c5, i, &, 7, M, M) Yl Rery
20 m! = Dec(shi, ci) q(ci, ¢jym, o, 0, M, 7.5 ~Gop

J = 68 sKey[sID] := K’

21 m' := Dec(sk, ¢)

22 if m{ = L or ¢; # Enc(pk,;, mi; G(mj))
23 if m =1

24 K :=H{y(c;, mj, &,14,5, M, M")

25 else ] Gty ok (M)

26 K :=H{,(c;,my, @', 4,5, M, M’) 71 7 := Sample(R \ Ruad (pky, skir, m); f(m))

27 if i=4 and j# 7 72 return r

28 K’ = Hy(ciymy, ', 4, M, M) G-

Gt ) ’ " H(my, ma, ms, i,j, M, M") /G -GaiF
29 =j=q 73 if i=4 and j# '

30 = M3(ci, ¢, i, M, M) JGyii- 74 return Hg(Enc(pky, mi; G(ma)), ma, ma, i, j, M, M’)

Gyt 75 if j =4 and i # i

21 else 76 return 'j?](thnc(pkiHm?;G(WQ)))m37i7jv M, M")
32 if m =L 771fz:]:z3 A ,
33 K = Hly(mly my, &4, j, M, M") 78 return/Hq(Enc(pki,, mi; G(ml)l)7 Enc(pk,, ma; G(mz)), ma, i, j, M, M)}
34 if 1= 79 return H'(my, ma, ms, i,j, M, M)
35 K :=Hiy(ci,mj, &,4,5, M, M") J Ga'it-

Gy

36 else

37 K = H(mi, my, @, 4,5, M, M')

38 if i=1i and j#4

39 K':=H(ei,my, w, ¢, j, M, M) [ G-

G

40 if j=14 and i# 4

41 K' = Hi(mi, ¢, w6, 8, M, M) G-

69 (received[sID], sent[sID]) := (M, M")
70 return M’

ﬁl',l",l",M, M/) //(ﬁs}
Gyt

44 sKey[sID] := K

45 received[sID] := M’

Figure 27: Games GﬁSk k for case (—sk) of the proof of Lemma 5. Helper procedure ATTACK
and oracles TEST, INIT EST REVEAL and REV-STATE remain as in the original IND-StAA game
(see Figure 17 and Figure 18, pages 28 and 29).

To prepare getting rid of sk, we will first modify random oracle G such that it renders PKE perfectly
correct for key pair (pk,, sk ).

GAME Gﬁs’“. In game ;‘Z’“, we enforce that no decryption failure with respect to key pair (pk;, pk;)
will occur: We replace random oracle G with Gy, s, in line 06, where Gy, pr, is defined in line 71 by

Gpky sk, (m) 1= Sample(R \ Ruad(pky, skir, m); f(m))
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with Ryaa(pk, sk, m) := {r € R | Dec(sk, Enc(pk, m; 1)) # m} denoting the set of bad randomness for any
fixed key pair (pk, sk), and any message m € M,

6(pk, Sk, m) := |Rbaa(pk,sk,m) ‘/‘RI (7)

denoting the fraction of bad randomness, and d(pk, sk) := max,,c pm d(pk, sk, m). (As in the proof of
(—st).) Recall that with this notation, 6 = E[max,,cam 6(pk, sk, m)], where the expectation is taken over
(pk, sk) + KG. To upper bound |Pr[6{fj)’c =1] - Pr[G;jk = 1]| for each bit b, we construct (unbounded,
quantum) adversaries CP against the generic distinguishing problem with bounded probabilities GDPB
in Figure 28, issuing at most ¢g + 35 queries to |F). With the same analysis as in our proof for case (—st)
(see page 44),

| Pr[Grt = 1] - Pr[Gg3F = 1]| = | Pr[GDPBS,, = 1] — Pr[GDPBS, = 1]]
and according to Lemma 1,

Pr[GDPBS, = 1] — Pr[GDPBS , = 1]| < 8- (g + 35 +1)% -4 .

S &P pgl?

0t (pk, sk) + KG 10 cnt,sID* :=0

02 for m € M 11 4 <5 [N]

03 A(m) := §(pk, sk, m) 12 for n € [N]\ {7’}

04 return (A(m))mem 13 (pk,, skn) < KG
14 (pky, sky) := (pk, sk)

G(m) 15 b« BO M ((pk, ) )

05 if F(m) =0 16 if ATTACK(sID")

06 G(m) := Sample(R \ Ruaa(pk, sk, m); f(m)) 17 return 0

07 else 18 if |M(sID*)| # 1 ABORT

08 G(m) := Sample(Rpad (pk, sk, m); f(m)) 19 Pick sIDjfy;; € {sID*,sID’}

09 return G(m) s. th. role[sIDj;;] = "initiator"
20 if corrupted[holder[sID;y;;]] ABORT
21 if holder[sID};] # 4’
22  return 0
23 return b’

Figure 28: Unbounded quantum adversaries C° and DP, executed in game GDPBs(pk,sk), for case (—sk) of
the proof of Lemma 5. The adversaries only differ in their definition of DEResp, DERinit and H: For
adversaries CP, DER;esp; DERini¢ and H are defined as in game szk, see Figure 27, while for adversaries

Db, DER;csp and DERinis and H are defined as in gameG;ik (also Figure 27).

Recall that the goal is to simulate the game without knowledge of sk;. To this end, we will first
change the key derivation procedure DER;,;; for holder i’ as follows: If ciphertext ¢ already induces
decryption failure, we will not have to use sk; any more to check whether ¢; induces de- or reencryption
failure as well.

GAMES Gaik . In both games Ga‘zk, we change oracle DERj,;; in line 35 for session holder ¢’ as follows:

Whenever ¢ does not decrypt to a message m’ s. th. ¢ = Enc(pk, i/, G()), the session key is defined as
K :=H{,(¢;,mj, ¢, i,5, M, M"). (Before this change we let K := H{3(m}, m;, ¢, 4,7, M, M’) in the case that
¢ fails to decrypt, but ¢; decrypts correctly.)

We claim that this change does not affect B’s view since the cases are logically distinct: Since both
H{, and H{, are internal random oracles that cannot be accessed directly by B, the only way to obtain
oracle values of H{; and H{, is via calls to REVEAL and TEST after execution of DERip;;. Intuitively,
B could only tell the games apart by establishing and completing two distinct "initiator" sessions s and s’
with holder i’ such that they derive different keys in game G;jk, but the same key in game G(;,ik' In
more detail, the following requirements would have to be met:
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e Both sesions have the same peer j, and algorithms INIT(s) and INIT(s") pick the same key pair
(pk, sk) as well as the same message m

e Calling DER;yi(s) on some message (c;, ¢) results in session key H{,(¢;, my, ¢, 7,5, M, M') in both
games

e Calling DERip;it(s’) on some message (¢}, @) in game G;j)k will result in a session key
13(Dec(sk;, c¢;), mj, ¢, 4,7, M, M"), and in game ng;k, it derives the same key as DERjpit (), i.e.,
its key is now Hj;(¢;, my, ¢,4',5, M, M’).

To achieve key equality in game Gﬁs}C it is required that both ¢, = ¢; and ¢ = ¢, i.e., both DERjp;4(s)
and DER;,;(s’) were called on the same message (¢;, ¢). Requiring that DElet( ) computes its key
as H{;(¢;,mj, ¢, 7,7, M, M) in game Gﬁ‘*k implies that ciphertext c¢; is problematic. But additionally
requiring that DER,it (s) computes its key as H{;(Dec(sk;, c;), mj, ¢, 4,5, M, M') in game G;ik implies
that ciphertext ¢; = ¢} is non-problematic at the same time. Since this is impossible, B’s view does not

change and
Pr[GﬁSk 1] = Pr[GﬁSk 1] .

In the next game, we change key definition of DERy;; if both ciphertexts de- and reencrypt correctly,
and key definition of DER,csp if ¢; de-and reencrypts correctly. In these cases, we do note use the
decryptions under sk;/, but the ciphertexts themself. Similar to case (—st), we "plug in" encryption into
random oracle H whenever i/ appears as one of the involved parties. Since sk; might be used for the first
as well as the second message, depending on the session’s role, we have to plug encryption into either of
the first two arguments of the random oracle, accordingly.

GAMES G”IC In games G;jk, the random oracle is changed as follows: Instead of picking H uniformly
random, we pick four random oracles Hé to Hg, and H’, and define

H(m17m27 ms, 7'.’.]'7 M7 M/)

Hclq(Enc(pkiHmlv ( )) mg, M3, 1 7]>M M/) Z:ZIA]#Z/

_} Hi(ma, Enc(pk;s, mo; G(ma)), ms, i, ', M, M') iE i ANf=1

- Hg(Enc(pki,,ml,G( 1)), Enc(pk;; G(mg)), ma, ms, &', j, M, M') i=j=14 ’
H/(m17m2’m3’i7j7M7 M/) 0. W.

see lines 73 to 79. Note that since G only samples from good randomness, encryption under public key
pk; is rendered perfectly correct and hence, injective. Since encryption under public key pk; is injective,
H still is uniformly random.

We make the change of H explicit in the derivation oracles: We have to change DER,¢sp for the case
that ¢; was unproblematic, because this is the only case in which we use H, and (at least) one of the
involved parties is i’, because this is the only case in which we do not just use random oracle H’. This is
done in lines 63 to 67 If i/ is holder of the respective session, we define the session key not relative to
decrypted message m/, but relatlve to received ciphertext ¢;. If 7’ is the peer of the respective session, we
keep using decrypted meseage %, but we do not use m;. Instead, we use its encryption ¢;. If ¢’ is even
both holder and peer of the respective session, we use received ciphertext c; and encryption ¢;. These
changes are purely conceptual since m; encrypts to ¢;, and we are in the case that mj’- reencrypts to c;: In
this setting, we have

H(mg, mj, m, i, j, M, M") = HZ(m;, Enc(pk,, mj; G(mj)), i, i, ', M, M')
= Hg(mi,cj,ﬁ%,z,z M, M') =K'
if the holder j is ¢’, but the peer 7 is not, and we have
H(mg, mj, m, i,j, M, M') = Hé(Enc(pki,,m,-;G(mi)) my, m, i, j, M, M')
=Hi(cs, mj, m, i, j,M,M') = K’
if the peer ¢ is 7', but the holder j is not, and
H(mg, mj, i, i, j, M, M") = H3(Enc(pk; , ms; G(m;)), Enc(pk,, mj; G(my)), i, &', &', M, M)
=H3(cs, ¢, m, i, i, M, M) = K
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if both holder and peer are 7’.

Likewise, make the change of H explicit in DER;n;t: We have to change DER,¢sp for the case that ¢
did not decrypt to L and ¢; was unproblematic, because this is the only case in which we use H, and
the subcase that (at least) one of the involved parties is ¢, because this is the only case in which we do
not just use random oracle H’. This is done in lines 39 to 43: If ¢’ is holder of the respective session, we
define the session key not relative to decrypted message m}, but relative to received ciphertext ¢;. If ' is
the peer of the respective session, we keep using decrypted message m;, but we do not use m;. Instead,
we use its encryption ¢;. If ¢’ is even both holder and peer of the respective session, we use received
ciphertext ¢; and encryption ¢;. These changes are purely conceptual since m; encrypts to ¢;, and we are
in the case that m; reencrypts to ¢;: In this setting, we have

H(mgv mj, ’ﬁ”L/, Z.’j)MvM/) = Hé(Enc(pki,, m;; G(mi))v my, ﬁll, il:ja M, M/)
= Hé(ciamjvmlailaja MaM/) = K/

if the holder ¢ is 7/, but the peer j is not, and we have

H(m;7 mj7 ml7 i7j7 M7 Ml) = Hg(m;7 Enc(pki’7 mj7 G(m]>)ﬂ m/7 Z'7 il7 M7 MI)
=H2(m}, ¢j, ' i, i', M,M') = K’

if the holder 4 is not ¢/, but the peer j is i’, and

H(my, mj, ', 5, M, M') = H} (Enc(pk,., mj; G(m;)), Enc(pk,,, mj; G(my)), m’, ', i', M, M)

3 ~ ) ! /
= Hy(ci, ¢j, ', i", M, M') = K

if both holder and peer are i’. Since key consistency is kept, all changes are purely conceptual and
Pr(GgiF = 1] =Pr[Gi = 1] .

The final step to get rid of sk; is to even out the key derivation ciphertexts that are problematic with
respect to secret key sk;: To this end, we also use Hé to Hg if a ciphertext fails to de-or reencrypt under
sk, instead of using the implicit reject oracles.

GAMES Gg‘zk. In games GE;Z’“, we change DER,¢sp in lines 57 to 59 such that if ¢; fails to de- or
reencrypt and 4’ is the session’s holder, the session key is defined relative to the random oracles Hg or Hg
instead of rejecting implicitly, just as if ¢; had reencrypted correctly. Likewise, we change DER;y;¢ in
lines 28 to 30 such that if ¢; fails to de- or reencrypt and ¢’ is the session’s holder, but ciphertext ¢ does
not decrypt to L, the session key is defined relative to the random oracles H}q or Hg instead of rejecting
implicitly, just as if ¢; had reencrypted correctly.

We now argue that this change could not possibly affect B’s view: B could only tell the games apart
by either

e establishing and revealing two matching sessions such that the keys mismatched in game G;j)k due

to an implicit reject, while in game G;zk, this difference is evened out by the changes described

above, or by

e establishing a session such that its key resulted from an implicit reject in game G;j)’“, while the key

can be linked to random oracle H in game G;Zk.

It is easy to verify that the former only happens if there exists a completed "initiator" session s with
holder 7 and peer j, and also a completed "responder" session s’, with holder j and peer 4, such that one
of the following conditions hold:

e i =j =1 and at least one of the ciphertexts ¢; or ¢; is problematic,
e i =1’ and j # 7/, and ciphertext c¢; is problematic,

e i # i, while j = ¢, and ciphertext ¢; is problematic.
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Here, ¢; is the encryption that INIT(s) returned, and ¢; is the encryption that DERcp returned.
The conditions above are unsatisfiable since Gy, sk, only samples good randomness: We have ¢; =
Enc(pk;, mi; Gpk, sk, (Mi)) and ¢; = Enc(pk;, mj; Gy, sk, (my)). Both Gy, sk, (m;) and Gy, sk, (m;) are
good randomness for message m; or m;, respectively. If ¢ = ¢/, we can conclude that ¢; decrypts to m;
(and hence, reencryption also works), therefore ¢; can not be problematic. If j = ¢/, we can conclude that
¢; decrypts to m; (and hence, reencryption also works), therefore ¢; can not be problematic. Either way,
the conditions can not be satisfied. Since the keys’ mismatch will be kept in game GE;‘Z’“ in any other case,
a loss of mismatching keys is impossible.

The latter, i.e., linking a key to H that should not have been linked, is impossible as well: Assume
that the session is an "initiator" session. We only have to consider the case that it is a session with holder
i’. Let ¢; denote the ciphertext received by DERipit(s). First we examine the case that there exists
some message m; such that ¢; = Enc(pk;, m; Gpk, sk, (m;)): In this case, an implicit reject can not happen
since ¢; can not be problematic due to the reasons given above. Now we examine the case that there
exists no message m; such that c¢; = Enc(pk;, mi; Gpr, sk, (m;)): In this case, while the derived key would
be defined as Hé(ci, mj, ™', 4, j, M, M) or H;:’(ci, cj,m' i, i', M, M'), respectively, it could not possibly
correlate to any random oracle query to |H): Since i = i’, |H) plugs encryption into the first argument,
and we only consider the case that c¢; does not lie in the encryption’s range. Hence, the respective key is
still uniformly random and not linked to H. The argument is completely symmetrical, hence a link of
keys can also not happen if the session is a "responder" session.

In conclusion, B’s view is identical in both games and

Pr{GIF = 1] = Pr[Ge = 1]

GAME Ggi3F.  In game Gg'3¥, we switch back to using G <—g R instead of Gy, sk, . With the same
reasoning as for the gamehop from game G;‘Zk to G;,Zk ,

| Pr[GgiF = 1] — Pr[Gys = 1]] = | Pr[GDPBY, = 1] — Pr[GDPBY, = 1]
<8 (gg+2qu+3-S+1)2-6,

where adversary DP also is given in Figure 28.
So far, we established

|P1r[GQB71 = 1 A-sk] — Pr[GIQBO = 1 A skl
<N-|Pr[GeiF = 1] = Pr[Go® = 1] +32- N - (g +2qu +3- S+ 1)*-6 .

To upper bound |Pr[GﬁSk 1] — 1/2|, consider the sequence of games given in Figure 29.

GAMES GfOS’z Games Gfoélz do not differ from games Gﬁs" We only changed the structure of the case
distinctions in DER;¢sp and DER;yi¢ to achieve more readablhty It is easy to verify that all cases are
still treated exactly the same as in game Gﬁs’C

Pr[GyiF = 1] = Pr[Gph = 1] .

We stress that from game G(;"Z’“ on, none of the oracles uses sk, any longer: DERcsp, and DERip;s
were changed accordingly, and we only consider the case that B did not query CORRUPT on #’. Since
we want to replace sID. . ’s ciphertext ¢; with a fake encryption, we first have to add a guess for sID,
like in case (—st).

resp resp’
GAMES Gﬂs’z In games G11 5, one of the sessions that get established during execution of B is picked
at random in line 03, and the games return 0 in line 16 if any other session s;.,, was picked than
session sID;. . Since for both bits b it holds that both games G}’ b and Gfo‘i’f) proceed identically unless

Stesp 7 SIDjesp, and since games Gfﬁ’i output 0 if s/, 7# sIDjoqp
sk sk
Pr{Ggy = 1] = §-Pr[G7F = 1] .
GAMES Gf;”g. In games Gf;”i, oracle DER s is changed in line 53 such that for sIDj.,, ¢; is no longer
a ciphertext of the form ¢; := Enc(pk;, m;; G(m;)) for some randomly drawn message m;, but a fake
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GAMES Gi3h-Gish

01 cnt,sID* :=0

02 7 g [N}

03 Sllfcsp A [S] //Glﬁlq‘b' Gl_‘Sb,l?)

04 for n € [N]

05 (pk,, skn) < KG

06 B — BOIH) (k) ci)

o7 if ATTACK(sID")

08 return 0

09 if |M(sID*)| # 1 ABORT

10 Pick sIDfy; € {sID*,sID’} s. th.
role[sIDj,;;] = "initiator"

11 if corruptedfholder[sIDf;;;]] ABORT

12 Pick sIDj, € {sID*,sID’} s. th.
role[sID;.,] = "responder” Gf]’“_yl‘[)- Gf:fﬁ,

13 if holder[sIDjy;;] # ¢

14 return 0

15 if SIDJes, # Sresp

16 return 0 JGih-Gsh,

17 return b’

DERinit (sID, M’ = (¢, ))

18 if holder[sID] = L or state[sID] = L
or sKey[sID]| # L return L

19 (4, ) := (holder[sID], peer[sID])

20 (sk,mj, M := (pk, ¢;)) = state[sID]

21 7/ := Dec(sk, ¢)

22 if i =14

23 if m =1

24 K :=H{ (¢, mj, ¢,4,5, M, M)

25  else

26 if j =14

27 K’ :=H}(ci, ¢,/ i i', M, M)
28 else

29 K’ :=Hi(ciymy, /i, §, M, M)
30 else

31 mj := Dec(ski, c;)

32 if m{ = L or ¢; # Enc(pk,, mi; G(m}))
33 if m =1

34 K :=H{(ci,mj, ¢, 4,5, M, M’)
35 else

36 K :=H{,(c;,mj,m’,i,5, M, M")
37  else

38 if m' =1

39 K :=H{5(m{,mj, ¢, 4,5, M, M")
40 else

41 if j =14

42 K’ :=Hi(mi, ¢j,m/,i,i', M, M)
43 else

44 K :=H(mj, mj,m',i,5, M, M)

45 sKey[sID] := K
46 received[sID] := M’

DERresp (SID7 M = (p~k7 Cj))

47 if holder[sID] = L or sKey[sID] # L

or role[sID] = "initiator"
return L
48 role[sID] := "responder”
49 (4, 1) := (holder[sID], peer[sID])
50 mg, m g M
51 ¢; := Enc(pk;, ms; G(m;))
52 if SID = Sjesp
55 o« Enc(phy) JGrs-Grsh
54 if ¢; € Enc(pk,, M;R)
55 ABORT ) Gish-Grsh
56 ¢ := Enc(pk, i; G(1n))
57 M' = (¢;,¢)
58 if j =14
59 if i=14
60 K’ :=H(ci, ¢j,m, iy, M, M)
61 else
62 K’ := H2(mj, ¢, i, 4,4, M, M)
63 else
64 m]' = Dec(sk:j, Cj)
65 if mj=1

or ¢; # Enc(pk;, mj; G(mj))

66 K’ :=Hg(my, cj, ™, 4,7, ci, M, M")
67 else
68 if i/ =4
69 K' = H}(cis, mj, m, i, j, M, M)
70 else
71 K’ :=H(m;, mj, m, i,5, M, M")

72 sKey[sID] := K’
73 (received[sID], sent[sID]) := (M, M")
74 return M’

TEST(sID) //only one query

75 sID* :=sID

76 if sKey[sID"] = L
77 return L

78 Kg := sKey[sID"]
79 K§ +3s K

80 Ky +s K

81 return K

/ Gioh-Grsh
/G

—sk

13,0

Figure 29: Games Gfos,’g -

—sk

Gls,b
—sk

as in game G5}.

encryption ¢; < Enc(pk, ). Consider the adversaries A
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for case (—sk) of the proof of Lemma 5. Random oracles G and H remain

—sk
DS,b

given in Figure 30. The running times are the



same as in case (—st), see Equation (6), page 48:
Time(Asglfb) < Time(B) + 5 - (Time(KG) + 3 - Time(Enc) 4+ 2 - Time(Dec)) + gy + g¢ + 45
~ Time(B) .

Since each adversary Aagkb perfectly simulates game Gf;’z if its input was generated by ¢ < Enc(pk), and

—sk

game Gy’ if its input ¢ was generated by ¢ := Enc(pk, m; G(m)) for some randomly picked message m,
- —skB DS —s
|PT[G11SIZ 1] - PT[G125,IZ =1]| = AdVT[PKE,G} (Aoglfb)
for both bits b. Folding Asglfo and Aaglfl into one adversary Aagk yields

| Pr(Gh = 1] = PG’y = 1| <|Pr[Gi3 = 1] — Pr[Gyyg = 1|
+2 - AdvPike g (AGE)

Aggh MO (g ey DERyesp(sID, M = (pk, ¢;))

01 cnt,sID* :=0 19 if holder[sID] = L or sKey[sID] # L

02 7' g [N] or role[sID] = "initiator"

03 Sl/‘ebp 3 9] 20 return 1

04 for n € [N]\ {7’} 21 role[sID] := "responder"

05 (pk,, skn) + KG 22 (4, 1) := (holder[sID], peer[sID])

06 (pkys, sky) = (pk, L) 23 mi, m g M

07 b < BOIG)IH) ((pkn)nE[N]) 24 ¢; := Enc(pk;, mi; G(m;))

08 if ATTACK(sID*) 25 if sID = s{eqp

09 return 0 26 ci=c"

10 if [9M(sID*)| # 1 ABORT 27 ¢ := Enc(pk, m; G(m))

11 Pick sIDf;, € {sID*,sID’} s. th. 28 M':= (ci,¢)

role[sIDi,;;] = "initiator" 20 if j=1d'
12 if corrupted[holder[sID},;]] ABORT 30 if i= i
13 Pick sID}ep € {sID*,sID'} s. th. 31 K' = H(ci, ¢j,m, i, i', M, M)
role[sID;.s,] = "responder” 32 else

14 if holder[sID};,] # 33 K’ := H3(ms, ¢j, m, 4,4, M, M)

15 return 0 34 else

16 if SIDJesp 7 Stesp 35 mj := Dec(skj, ¢;)

17 return 0 36 if mj= L1

18 return b’ or ¢; # Enc(pkj7 m]'-; G(m]'))
37 K' = qu(mi,cj,fn,i,j, ci, M, M/)
38  else
39 if i/ =4
40 K’ :=Hi(ci, mj, i, i',j, M, M")
41 else
42 K’ := H(ms, mj, m, 1,5, M, M")
43 sKey[sID] := K’
44 (received[sID], sent[sID]) := (M, M")
45 return M’

Figure 30: Adversaries Asglfb for case (—sk) of the proof of Lemma 5, with oracle access to |H’), |Hq) and

|G). All oracles except for DER,esp and CORRUPT are defined as in game Gfﬁ’i (see Figure 29).

GAME G54, In game Giif, we abort in line 55 if the fake ciphertext ¢; that was picked during execution

of DERresp( Sresp) lies within the range of encryption under pk;, i.e., if ¢; € Enc(pk;, M;R). Since PKE
is eqis-disjoint,

|Pf[Gf2SIi 1] - Pr[ij’f) = 1] < |Pr[Gf3S’§ 1] - Pr[Gf;”f) = 1]+ 2 edis -
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GAME Gf{’@ In game G35 0, we change oracle TEST in line 79 such that it returns a random value
instead of returning sKey[sID"]. Since games G54 and G3f are equal,

| Pr[Grs = 1] = Pr[G35 = 1]| = | Pr[G56 = 1] - Pr(Gg = 1]
It remains to upper bound | Pr[Gi5t = 1] — Pr[Gi5t = 1]|. B cannot distinguish the value K =

sKey[sID*] that is returned by TEST(sID*) from random in game Gps{ unless it obtains Kj (either
classically or contained in a quantum answer) at some point other than during the calling of TEST. This
means obtaining K; by queries to REVEAL or to H.

We will first make explicit how the key is defined: Let j* denote the peer of sID{;;. Let m; denote
the randomly chosen message with encryption cj := Enc(pk;., m;; G(m})) that was bampled during

execution of INIT(sID},,,). Let (pk',sk’) denote the key pair that was sampled during execution of
INIT(sID},;;). Furthermore, let ¢ denote the fake ciphertext that was sampled under pk, during

execution of Derresp(sIDresp) (Figure 29, line 53) and let m* denote the randomly chosen message with

encryption ¢* := Enc(pk, m*; G(/m*)) that was picked during execution of DERjesp (sIDy,
In the case that sID* is a "responder" session,

res )
P

Ha (i, ¢, m*, 4! (p~k, i) (ci,er) =7
K§ = H’(mj,c]*,fn i’ (pk,j)(c* ¢*)) j*# i and (mj = L or Enc(pk;.,m}) # cf)
HE (c;, mj, m*, * (k" i), (cf,e))  ow.

where m; := Dec(skj«, ¢f). In the case that sID* is an "initiator" session, we have

Hy (cf, my, e ,pk *(pk",¢t), (¢, &) M = L or & # Enc(pk, i; G())
K§ = { H(c; c; 7, (pk,JM £,%)) ¢* = Enc(ph, m'; G(')) and j* = i’ .
HE(cr, mz, m! i, 5%, (pk", ¢f), (cf, 2*)) 0.W

where m/ := Dec(sky, ¢f) and 7’ := Dec(sk, ¢*).

With an argument similar to case (—st), we can show that none of the quantum answers of |H) could
contain the session key: In any of the cases, to trigger a query to |Hq) such that its answer contains K,
B would need to come up with a message m such that Enc(pk, , m; G(m)) = c}. Since we abort if ¢} lies
in the range of Enc(pk,;, —; —), this is impossible.

Next, we will argue that B obtains Kj by a query to REVEAL with negligible probability, no matter
if sID* is an "initiator" session, or if sID* is a "responder' session: B would have to derive the same
session key by recreating the test session. (Recall that recreating the key on the other side would result
in creation of an additional matching session, and hence, in an abort.)

We first consider the case that sID* is an "initiator" session: To obtain K via recreation, B would
have to establish and initialise another "initiator" session s # sID* with holder 7* and peer j*. The final
call to DERu;¢ could only result in the same key if INIT(s) had computed the same message M as
sID*. This means that it picked the same ephemeral key pk~ as INIT(sID},,,), and additionally, some
message m; such that m; encrypts to ¢, happening with probability at most (S —2) - u(KG) - u(Enc).
Now assume that sID* is a "responder" session. To obtain K via recreation, B would have to establish
and derive another "responder’ session s # sID* with holder j* and peer i'. DERyesp(s) will only derive
the same key as DERyesp(sIDjesp) if DERyesp(s)computed the same message M’ as sID". This means
that in particular, it picked some message m; such that m; encrypts to c¢;. Since we abort if ¢} lies in the
range of Enc(pk,, —; —), this is impossible. Hence, we can upper bound the probability of recreation, and
therefore, the game distance, by

| Pr[Gyz = 1] = Pr[Gi36 = 1]| < (S —2) - u(KG) - p(Enc) .
Collecting the probabilities, we obtain
|Pr[GS, = 1 A —sk] — Pr[G5o = 1 A —sk]|
<2 SN - Adviipre ) (Ape) + 32N - (g + 2gn + 35)* - 6
+2- 8N -egis + S N - u(KG) - u(Enc) ,

the upper bound we claimed in equation (4).
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B Proof of Lemma 6

TAMPERING WITH THE PROTOCOL (M(sID*) = &). Recall that we are proving an upper bound for
| Pr[IND-StAA® = 1 A M(sID*) = @] — Pr[IND-StAAE = 1 A M(sID*) = @]|. Therefore, we will first
enforce that indeed, we only need to consider the case where 9M(sID*) = @. Consider the sequence of
games given in Figure 31.

GAMES Gop - Gip DERyesp (sID, M = (pk, ¢;))
01 cnt,sID" :=0 20 if holder[sID] = L or sKey[sID] # L
02 for n € [N] or role[sID] = "initiator" return L
03 (pk,, skn) < KG 21 role[sID] := "responder"
04 b« B ((pk ) nein) 22 (j, 1) := (holder[sID], peer[sID]
05 if ATTACK(sID™) 23 my, m g M
06 return 0 24 ¢; := Enc(pk,;, ms; G(my))
07 if M(sID*) # @ ABORT )Gy, 25 ¢:= Enc(pk,m;G(m))
08 return b’ 26 M’ :=(c;,¢)
27 mj := Dec(skj, ¢;)

INIT(sID) 28 if mj = L or ¢; # Enc(pk;, mj; G(m}))
09 if holder[sID] = L 29 K':=Hg(mi, cj, m, i, 4, ci, M, M")

or sent[sID] # | return L 30 else K’ :=H(ms, mj,m, 1,7, M, M")
10 role[sID] := "initiator" 31 sKey[sID] := K’
11 i := holder[sID] 32 (received[sID], sent[sID]) := (M, M")
12 j := peer[sID] 33 return M’
13 mj <—g M
14 ¢j == Enc(pk;, mj; G(m;)) DERinit (sID, M’ = (¢;,¢))
15 (pk, s~]§) «— KG 34 if holder[sID] = L or state[sID] = L
16 M := (pk, ¢;) or sKey[sID] # L return L
17 state[sID] := (579, m;, M) 35 (z;,j) = (holderLsID]7 peer[sID])
18 sent[sID] := M 36 (sk, mj, M := (pk, ¢;)) := state[sID]
19 return M 37 my = Dec(sfﬂi, )

38 m' := Dec(sk, )

39 if m; = L or ¢; # Enc(pk,, mi; G(m;))
40 if @ =1

41 K= Hll_l(civmﬁEa iaijvM/)
42 else

43 K :=H{,(c;, mj, ™', 4,5, M, M")
44 else if m' = L

45 K= H|/_3(m§7mj7é7i7jaM7Ml)
46 else K := H(m{, mj, m,i,j, M, M")
47 sKey[sID] := K

48 received[sID] := M’

Figure 31: Games G, - Gy, for case two of the proof of Theorem 4. Helper procedure ATTACK and
oracles TEST, EST, CORRUPT, REVEAL and REV-STATE remains as in the original IND-StAA
game (see Figures 17 and 18).

GAMES Gy, . Since for both bits b, game Gy is the original game IND-StAAy,

| Pr[IND-StAA® = 1 A 9(sID*) = @] — Pr[IND-StAAS = 1 A 9(sID*) = &
= |Pr[G§; = 1 AM(ID*) = @] — Pr[Ggy = 1 AM(ID*) = 2]| .

GAMES Gi;,. Both games Gi, abort in line 07 if M(sID*) # &. Since for both bits b it holds that
Pr[GEb =1] = Pr[G&b = 1 AM(sID*) = 2],

|Pr[GS, =1 AM(ID*) = @] — Pr[Gfy = 1 A M(sID*) = 2|
=|Pr[G}, = 1] - Pr[GE, = 1]| .
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To upper bound |Pr[G®, = 1] — Pr[G®; = 1]|, we will examine both the case that role[sID*] =
"initiator', called case (init), and the case that role[sID*] = "responder", called case (resp). Since cases
(init) and (resp) are mutually exclusive,

|Pr[GPy = 1] — Pr[GFy = 1]|
< |Pr[GE1 = 1 Arole[sID*] = "initiator"] — Pr[GEO = 1 Arole[sID*] = "initiator"]|
+ | Pr[G}, = 1 Arole[sID*] = "responder'] — Pr[GT = 1 Arole[sID*] = "responder"]| .

As discussed below Definition 8, B’s bit only counts in game IND-StAA (and hence, in game Gy ;) if
no attack was executed that we ruled out by method ATTACK: Since we examine the case that no
matching session exists, ATTACK returns true if B obtained the test session’s internal state or the
secret key of its peer.

CASE (init). Intuition is as follows: While B interacts with "initiator" session sID* and could pick message
(¢i, ¢) on its own (thereby being able to control both corresponding messages mj’- and 7m'), the test session’s
peer (henceforth called j*) remains uncorrupted throughout the game, and also the test session’s internal
state remains unrevealed. Therefore, at least message m; that was randomly picked by INIT(sID*) can
not be obtained trivially, and therefore, ciphertext ¢; can be faked.

Consider the sequence of games given in Figures 32 and 34: First, we will enforce that indeed, we are
in the case where sID* is an "initiator" session. Afterwards, we ensure that the game makes no use of the
peer’s secret key any longer by plugging encryption into the random oracle (in games Génl’f to Gé?lif, see
Figure 32). Again, this is the only part of the proof where the correctness error comes into play. Next,
during execution of INIT(sID*), we replace ciphertext c¢; with a fake ciphertext that gets sampled using
Enc (games GJ'}' to G, see Figure 34, line 26). We show that after those changes, B’s view does not
change with overwhelming probability if we finally change TEST such that it always returns a random
value (game G}gitb, also Figure 34).
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GAMES G} - G&}! DERiesp (sID, M = (pk, ;)

01 Pick 2¢-wise hash f JGint_ginit 45 if holder[sID] = L or sKey[sID] # L
02 cnt,sID* :=0 ' or role[sID] = "initiator'return L
03 § s [N] 46 role[sID] := "responder”"

04 for n € [N] 47 (4,4) := (holder[sID], peer[sID])

05 (pk,, skn) < KG 48 My, M <—g

06 i G, J GGt 49 ci = Enclpky, mi G(m)

50 ¢ := Enc(pk, m; G(1m))
51 M= (Ci, E)

52 mj := Dec(skj, ¢;)

53 if m) = L

i) )
07 b = BOOM (k) e )
0g if ATTACK(sID*)
09 return 0

10 if M(sID*) # @ ABORT o
11 if role[sID*] = "responder" OrKCJ, iEl_ri‘lc(p]fjv TJLG(‘”?J‘)A)/[ "
2 ABORT JGi-cy 50 K= Helmi, 6, . i, M, M)
13 if peer[sID*] # j voss ifj=j a?d i#j X
14 return 0 //(mut ng{i)t 56 K = Hqgmi7 ¢j, M, 4,5’ M, M") //(lvlmyt ~
/ Posr ifi=j=j
15 return b s K= Hi(civ e, i, M, M) JGinit ka
59 else

DERinit (sID, M' = (c;, ¢))
16 if holder[sID] = L or state[sID] =
or sKey[sID] # L return L

60  K':=H(m;,mj,m,i,j, M, M)
61 if i=j and j#j

VAN 1 . A ] 4 ;mu init
7 (4,7) := (holder[sID], peer[sID]) 62 K i=Hqlci, mj, m, j', i, M, M) /Gt~ Galy
18 (sk, mj, M := (pk, ¢;)) := state[sID] 63 ifj=jandi#j init_ ~vinit
P A - 64 K':=Hi(m;, ¢, m,i,§ M, M’ Gi'-GEY,
19 m]f = Dec(s]ﬂ,m) o5 1f z j ]( o +J ) 1Gely-Gsy
20 ' := Dec(sk, ¢) o = ' ¢ it
. ; 66 =H3(ci, ¢, m,§ i, M, M) J Gt Ginds
Foml = | £ E ol / qlCi, ¢y my g 0, M, 6,1
2; ' i?ljm’ _ j._r ¢ 7 Enc(pk, mj; G(m;)) 67 sKey[sID] =K'
= | , B ,
. K = H{, (s, my, &, 4, j, M, M) 22 (retcelvedﬂ[;}D],sent[sID]) = (M,M")
24 else return
25 K = His(ci,my, w4, §, M, M)
26  ifi=j and j# ] Gty sty (m)
27 K" = Hy(ci, mj, /6, M, MY) [ Gyrjf- 70 7= Sample(R\ Roaa(phy:, skyr, m); f(m))
G,‘;‘;‘ 71 return r
28 ifi=j=7 o , it init
29 K’ = H(ci, ¢y i, M, M) jGinie- Hma, mo, ma, 4, §, M, M') 1 Gel'-Gsly)
Ga' 72if i=7 and j£]
30 else 73 return Hé(Enc(pk]-,,ml;G(ml)),mz, ma, 1,4, M, M")
31 ifm =1 74 if j=7 and i #j
32 K :=H{5(m}, m;, i, M, M) 75 return H3(mi, Enc(pk;, mo; G(mg)), ms, ,j, M, M’)
33 if i =74 76 if i=j=74
34 K = H{;(ci, mj, & 1,5, M, M") J G 77 return H3(Enc(pk;,, ma; G(ma)), Enc(pky, me; G(mg)), ms, i, j, M, M’
Gy 78 return H'(mi, ma, ms,4,j, M, M")
35  else

s6 K = H(ml, my, i, 4, M, M)
37 ifi:j’andj;éj

38 K" :=Hg(co, my, ', j' 4, M, M") [ G-
Gy

39 if j=j and i #j

w0 K =W (ml i M M) G-
Gy

41 if i=j5=7

a2 K':=Hi(ci, ¢, § 6, M, M) [ Gy
ay

43 sKey[sID] := K
44 received[sID] := M’

Figure 32: Games G} - G§}' for case (init) of the proof of Lemma 6. Helper procedure ATTACK and
oracles INIT, TEST, EST, REVEAL and REV-STATE remain as in the original IND-StAA game (see
Figure 17 and Figure 18, pages 28 and 29).

GAME G”“t Since game G”‘“t is equal to game G,

|Pr[GE1 = 1 A role[sID*] = "initiator"] — Pr[GEO = 1 Arole[sID*] = "initiator"]|

= |Pr[GmltB = 1 Arole[sID*] = "initiator"] — Pr[G””tB = 1 Arole[sID*] = "initiator"]|

GAMES G”“t Both games G““t abort in line 12 if role[sID*] = "responder". Since for both bits b it holds
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that Pr[Gil‘?,ifB = 1 Arole[sID*] = "initiator"] = Pr[ngl‘;tB = 1],

|Pr[GR’itB = 1Arole[sID*] = "initiator"] — Pr[Gi‘fétB = 1 Arole[sID*] = "initiator"]|
=|Pr[Gy)" = 1] — Pr[GYy = 1]| .

The first goal is not to have to make use of the test session’s peer’s secret key any longer. Since peer
7% = peer[sID*] is not fixed until B issues the TEST query, we first add a guess j'. Afterwards, we patch
encryption into H for the first two messages, and even out derivation for ciphertexts with decryption
failure and for ciphertexts without. Like in case (—sk), these changes do not affect B’s view unless it is
able to distinguish random oracle G from an oracle G,y ¢ that only samples randomness under which
decryption never fails, allowing for a reduction to game GDPB.

GaMES G, In games G3)', one of the parties is picked at random in line 03, and the games return 0
in line 14 if any other party j/ was picked than the test session’s peer.

PrG® = 1) = N - Pr[G° = 1)
To prepare getting rid of sky, we will first modify random oracle G such that it renders PKE perfectly

correct for key pair (pkj, skj ).

GAME ij"lif. In game fo"lif, we enforce that no decryption failure with respect to key pair (pk;, pk; ) will
occur: We replace random oracle G with kaj/,skj/ in line 06, where kay,pky is defined in line 70. To upper

bound |Pr[G§’j}fB =1]— Pr[ij?})tB = 1]| for each bit b, we construct (unbounded, quantum) adversaries

CP against the generic distinguishing problem with bounded probabilities GDPB) in Figure 33, issuing
at most g + 35 queries to |F). With the same analysis as in our proofs for cases (—st) and (—sk)(see
pages 44 and 54),

PG = 1] — Pr[Gn® = 1]| = | Pr[GDPBS, = 1] — Pr[GDPBS, = 1]]
and according to Lemma 1,

Pr{GDPBS, = 1] — Pr[GDPBS, = 1]| < 8- (go +35+1)2 -6 .

th _ Dﬁ’ C|2:IF>7 Dg\ﬂ
01 (pk, sk) < KG 10 cnt,sID* :=0
02 for m € M 11§ <5 [N]
03 A(m) := 6(pk, sk, m) 12 for n € [N]
04 return (A(m))mem 13 (pk,, skn) < KG
14 b B ((pk,, ) nerny)
G(m) 15 if ATTACK(sID)
05 if F(m) =0 16 return 0
06 G(m) := Sample(R \ Ruvaa(pk, sk, m); f(m)) 17 if |9M(sID*)| # 1 ABORT
07 else 18 Pick sIDjy;, € {sID*,sID’}
08 G(m) := Sample(Rbad (pk, sk, m); f(m)) s. th. role[sID{,;;] = "initiator"
09 return G(m) 19 if corrupted|holder[sIDf;;;]] ABORT

20 if holder[sID}y;;] # 7'
21 return 0
22 return b’

Figure 33: Unbounded quantum adversaries C® and D, executed in game GDPBg(pk,sk), for case (—sk) of
the proof of Lemma 5. The adversaries only differ in their definition of DEResp, DERinit and H: For
adversaries C°, DER;csp, DERinit and H are defined as in game Géilli,t, see Figure 32, while for adversaries

DP, DERyesp and DERyyit and H are defined as in gameG%‘}f (also Figure 32).

Recall that the goal is to simulate the game without knowledge of sky. To this end, we will first
change the key derivation procedure DER;,;; for holder j' as follows: If ciphertext ¢ already induces
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decryption failure, we will not have to use sky any more to check whether c¢; induces de- or reencryption
failure as well.
GAMES Gg”}f. In both games Gé‘}}f, we change oracle DERyy,;; in line 34 for session holder j' as follows:

Whenever ¢ does not decrypt to a message 7’ s. th. ¢ = Enc(pk, i/, G(70)), the session key is defined as
K :=H{,(¢;;mj, ¢4, M, M"). (Before this change we let K := H{;(m}, m;, ¢, ¢,j, M, M’) in the case that
¢ fails to decrypt, but ¢; decrypts correctly.) Due to the same argument as for games ng)’“ (that the
cases are logically distinct, see page 54), B’s view does not change and

PG = 1) = Pr[Gf° = 1] |

In the next game, we change key definition of DER;y;; if both ciphertexts de- and reencrypt correctly,
and key definition of DER,¢sp if ¢; de-and reencrypts correctly. In these cases, we do note use the
decryptions under skj, but the ciphertexts themself. Similar to games G;f;k (see page 55), we "plug in"

encryption into random oracle H whenever j' appears as one of the involved parties.

GAMES Gé‘,l,if. In games Gg‘}f, the random oracle is changed as follows: Instead of picking H uniformly
random, we pick four random oracles Hé to Hg, and H’, and define

H(m17m27 ms, iaj7 M7 M/)

Hé(Enc(pkjlv my; G(ml))7 ma, m3aj/aj7 M7 M/) i = j/ /\.] 7é j/

. Hg(ml,Enc(pkj/,mg;G(mg)),mg,i,j’,M, M) PP Nj=7

' Hg (Enc(pk; , m1; G(my)), Enc(pk;; G(mz)), ma, ma, j', 4, M, M') i=j=j ’
H(m17m27m377:5j7 Ma M/) O0.W.

see lines 72 to 78. Again, since G only samples from good randomness, encryption under public key pk;
is rendered perfectly correct and hence, injective. Since encryption under public key pk; is injective, H
still is uniformly random.

Like in games G;j)k, we also make the change of H explicit in the derivation oracles (see lines 62 to 66

and lines 38 to 42). Due to the same argument as for games G;Zk (since m; encrypts to ¢;, or respectively,
m; encrypts to ¢;, and we are in the cases where mj'- reencrypts to c;, or respectively, m; reencrypts to ¢,
see page 55), all changes are purely conceptual and

PG = 1) = Pr[Gf® = 1] |

The final step to get rid of sk; is to even out the key derivation ciphertexts that are problematic with
respect to secret key sk;: Similar to games ng’“ (see page 57), we also use Hcl] to Hz if a ciphertext fails
to de-or reencrypt under skj, instead of using the implicit reject oracles.

GAMES G;“,‘f In games G?}lif, we change DER,¢p in lines 56 to 58 such that if ¢; fails to de- or reencrypt
and j' is the session’s holder, the session key is defined relative to the random oracles Hﬁ or Hg instead of
rejecting implicitly, just as if ¢; had reencrypted correctly. Likewise, we change DER;y;¢ in lines 27 to 29
such that if ¢; fails to de- or reencrypt and j’ is the session’s holder, but ciphertext ¢ does not decrypt to
1, the session key is defined relative to the random oracles H}‘ or Hg instead of rejecting implicitly, just
as if ¢; had reencrypted correctly. Again, B could only tell the games apart by either

e establishing and revealing two matching sessions such that the keys mismatched in the previous
due to an implicit reject, while in game G;%t, this difference is evened out by the changes described

above, or by

e establishing a session such that its key resulted from an implicit reject in the previous game, while
the key can be linked to random oracle H in game GI*}".

Due to the same argument as for games ngk (kay,skj/ only samples good randomness, hence all
mismatching keys are kept and not linked to random oracle values), see page 57, B’s view is identical in
both games and

PG = 1) = Pr[Gf° = 1] |
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GAME G”“t In game Gé“,if, we switch back to using G +g R™M instead of Gpiy sk, - With the same
reasoning as for the gamehop from game Pr[G‘mtB = 1] to Pr[G‘mtB = 1],
| Pr[Ginit® = 1] — Pr[GI® = 1| = | Pr[GDPBY, = 1] — Pr[GDPBY, = 1]]
<8 (gc+2qn+3-9)?

where adversaries DP also are given in Figure 33.

To upper bound |Pr[Gm‘t 1] - Pr[Gér"(i,t = 1]|, consider the sequence of games given in Figure 34.
GAMES G§4'-G15Y, INIT(sID)
01 cnt,sID* :=0 19 if holder[sID] = L or sent[sID] # L
02 j’ g [N} 20 return L
03 for n € [N] 21 role[sID] := "initiator"
04 (pk,,skn) < KG 22 1 := holder[sID], j := peer[sID]
05 5" =5 [S] )G -G, 23 my s M
06 b BO"GMH)((Pkn)ne[N]) 24 G = Enc(;/)kj, mj; G(my))
07 if ATTACK(sID*) 25 if sID =5
08 return 0 26 ¢j + Enc(pky) J G- irﬁltb
09 if M(sID*) # @ ABORT 27 if ¢; € Enc(pk;, M;R)
10 if role[sID*] = "responder” 28 ABORT 1 G-Gis
11 ABORT 29 (sk, pk) < KG
12 if peer[sID*] # j 30 M= (pk,¢j)
13 return 0 31 state[sID] := (sk, m;, M)
14 if peer[sID*] # j' 32 sent[sID] := M
15  return 0 33 return M
16 if sID* # &
17 return 0 J G -Gy, TEST(sID) /only one query
18 return b’ 34 sID* :=sID
35 if sKey[sID*] = L return L
36 K := sKey[sID*] J G -G
37 Ki 5 K /Gt
38 K +s K
39 return K

Figure 34: Games G““‘t Gil’%itb for case (init) of the proof of Lemma 6. All oracles except for INIT and
TEST remain as in game G* (see Figure 32).

We stress that from game G”“ on, none of the oracles uses sk any longer: DERresp and DER;,it
were changed accordingly, B Would trivially lose if it ever queried CORRUPT on j'. Since we want to
replace the test session’s ciphertext ¢; with a fake encryption, we first have to add a guess for sID".

GAMES Gmlt In games Gg"lif, one of the sessions that gets established during execution of B is picked at
random in hne 05, and the game returns 0 in line 17 if any other session s’ was picked than test session
sID*.
PG = 1] = S - Priaii® = 1] .
GamEs Gy.  In games Gip'y, oracle INIT is changed in line 26 such that for ', ¢; is no longer
a ciphertext of the form ¢; := Enc(pk;, m;; G(m;)) for some randomly drawn message m;, but a fake
encryption ¢; <= Enc(pk; ). Consider the adversaries AR, given in Figure 35. The running time is the
same as in case (—st), see Equation (6):
Time(ApeY,) < Time(B) + S - (Time(KG) + 3 - Time(Enc) + 2 - Time(Dec)) + g4 + qc + 49
~ Time(B) .

Since each adversary A,‘Dmtb perfectly simulates game Giféitb if its input was generated by ¢ < Enc(pk), and
game Gg' if its input ¢ was generated by ¢ := Enc(pk, m; G(m)) for some randomly picked message m,

|Pr[Glmt 1] - Pr[Gir(l)i,tb = 1] = Adv'l?[SPKE,G]( Blétb) )
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for both bits b. Folding Apd'y and AR’ into one adversary ApE* yields
| Pr{Gy = 1] = Pr[Ggly = 1] <|Pr[Gy5} = 1] = Pr[Gygp = 1|
+2- AdVT[PKE ¢ (Apg’) -

At V1S () INIT(sID)

01 cnt,sID* :=0 20 if holder[sID] = L

02 j' <4 [N] 21 return L

03 5" <3 [9] 22 if sent[sID] # L

04 for n € [N]\ {j'} 23 return L

05 (pk,, skn) < KG 24 role[sID] := "initiator"
06 (pky, skj) == (pk, L) 25 i := holder[sID]

07 b «— BO"RO>(pk1, o pky) 26 j := peer[sID]

08 if ATTACK(sID*) 27 mj =g M

09  return 0 28 ¢ 1= Enc(]/ka, my; G(m;))
10 if M(sID*) # @ ABORT 29 if sID = s

11 if role[sID*] = "responder" 30 ¢gi=¢

12 ABORT 31 (sk, pk) + KG

13 if peer[sID*] # j return 0 32 M := (pk,c;) _

14 if peer[sID*] # j' return 0 33 state[sID] := (sk, m;, M)
15 if sID* # &' return 0 34 sent[sID] := M

16 return b’ 35 return M

CORRUPT(i € [N]\ {'})
17 if corrupted[i] return L

18 corrupted[i] := true
19 return sk;

Figure 35: Adversaries ABd", for case (init) of the proof of Lemma 6, with oracle access to [H'), [Hq) and
|G). All oracles except for INIT and CORRUPT are defined as in game G§}' (see Figure 34).

GAME Gi‘iltb In game Gi‘{ifb, we abort in line 28 if the fake ciphertext c¢; that was picked during execution
of INIT( 1mt) lies within the range of encryption under pkj, i.e., if ¢; € Enc(pk;, M;R). Since PKE is
€qis-disjoint,

| Pr{Gios = 1] = Pr[Gioly = 1]| < [Pr[GI} = 1] = Pr[GiYh = 1]| + 2 - €ais -

GAME Gigltbo In game Giﬁi’%, we change oracle TEST in line 37 such that it returns a random value
instead of sKey[sID ]. Again,

ini ini init B init B
|P1"[G10t1 1] - Pr[Glo,to = 1]l = |Pr[G12t0 1] - Pr[Gu,% =1]| .

It remains to upper bound |Pr[Gir§ifoB 1] — Pr[Gﬂl%B 1]|, which means upper bounding the
probability that B obtained the test session’s key in game Gﬁ’to by queries to REVEAL or to H.

Note that similar to previous cases, since both M and M’ are hashed, B could not create a "responder”"
session that derives the same key without creating a match and hence, triggering an abort. Furthermore,
to create an "1n1t1ator session that derives the same key, its initialisation would have to output the same
message M = (pk ) that was returned by the initialisation of sID*. But since ¢ is a fake encryption
and we abort if ¢} hes within the range of Enc(pk;, —; —), this is impossible.

With an argument similar to the previous cases, we can show that none of the quantum answers of |H)
could contain the session key: Since the test session’s peer is j', encryption is plugged in for the second
argument of H. To trigger a query to |Hq) such that its answer contains the key, B would need to come
up with a message m such that Enc(pk;, m; G(m)) = ¢}, which is impossible.

init B init B
[Gm% ]:PT[GU,% =1] .
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Collecting the probabilities, we obtain

|Pr[GE1 = 1 Arole[sID*] = "initiator"] — Pr[GEO = 1 A role[sID*] = "initiator"]|
<2 SN - Advipye ) (ADS) + 32 N - (g6 + 2gn +35) - 6+ 2+ SN - €qis -

CASE (resp). Intuition is as follows: While B could pick message (¢;, pk) on its own (thereby being able

to control both m; and ), the test session’s peer remains uncorrupted throughout the game. Therefore,
at least message m; (that was randomly picked by DERyesp(SID*, (¢, pk))) cannot be computed trivially.
The proof differs from case (init) only in the following way: instead of changing INIT(sID*) such that it
outputs a fake encryption ¢;, we change DERyesp (SID™, m) such that it outputs a fake encryption ¢;. In
the last game, ¢; does not lie in the range of Enc(pk;,—;—)) any more. Therefore, it is impossible to
recreate the test session, hence the key can neither be revealed nor hit by a random oracle query. We
obtain the same upper bound: there exists an adversary Age® such that
\Pr[GEl = 1 A role[sID*] = "responder'] — Pr[GEO = 1 Arole[sID*] = "responder"]|

< 2- SN - AdvPike o) (Ape?) + 32 N - (g6 + 2gn +35)? - 6+ 2 SN - €qis -
Collecting the probabilities, and folding AR and AGS” into one adversary A’, we obtain
| Pr[IND-StAA® = 1 A M(sID*) = @] — Pr[IND-StAAE = 1 A M(sID*) = |
S 4 . SN . AdV-I?[SPKE7G](A/) + 64 . N . (QG + aH + 35)2 . 5 + 4 . SNEdiS s

the upper bound bound given in Lemma 6.

C IND-StAA AKE without disjoint simulatability.

Recall that transformation Punc punctures the message space at one message and samples encryptions of
this message as fake encryptions, see Figure 6, and that plugging transformation Punc into transformation
T achieves DS and CPA security from CPA security (see ?7):

Corollary C.1 (DS security of TPunc). For all adversaries A issuing at most qc queries to |G), there
exist two adversaries B; and By such that

442

AdVP et .o (A) < AdVEREA(B1) +2- \/qG Adveice, ™ (Ba) + M[—1 "

and the running time of each adversary is about that of B.

C.1 Proof of Theorem 5

The following theorem establishes that FOakg o Punc turns IND-CPA security into IND-StAA security, in
the quantum random oracle model, as long as PKE is «-spread.

Theorem (CCA security of FOZ% o Punc.). Assume PKEj to be d-correct and v-spread, and let /m € M.
Let AKE := FOakg[Punc[PKE, 72|, G, H]. Then, for any IND-StAA adversary B that establishes S sessions
and issues at most gg (classical) queries to REVEAL, at most g¢ (quantum) queries to random oracle G
and at most gy (quantum) queries to random oracle H, there exist adversaries B; and B, such that

AdvGE™ A (B) < 25 (5 +3- N) - (AM&E”(Bl) +2y/q- Adv'&&fp“(Bz))

+(S+3N)-(8¢> - (S+4)+S5)-0+85-(5+3N)-277
S(8q-(S+3N)+ 5%

T + 8- (357 +2) - u(KG) ,

and the running time of B; and B; is about that of B.
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Proof. Similar to our KEM proof given in 77, we can proceed in any of the cases until just before the
last gamehop, and achieve the upper bounds

|Pr[GS, = 1A-st] — Pr[GS, = 1 A —st]|

< 87| Pr[Gisty = 1] — Pr[Gr3Y = 1] + 287 - Advie " (BT™)
y . 4(c + gu + 35+ 1)2
+45’2-\/(q<;+qH +35 +1) - Advpgs A (B) + ( M1 )

+32-5- (g6 + gn+3S+1)2- 5 + 252 u(KG) |

|Pr[G, = 1 A —sk] — Pr[G5o = 1 A —sk]|
< SN - |Pr[Gsh = 1] = Pr[Giyt = 1] +32- N (go + 2 +3-5+1)>- 6

+2- SN - AdviygE A (B)

4(qc+2qH+3~S+1)2)

IND-CPA / sk
Bos
( 2 ) + |./\/l| —1

+4SN~\/(qg+2qH+3-S+1)-AvaKEO

|P1"[G{31 = 1 Arole[sID*] = "initiator"] — Pr[GlBO = 1 Arole[sID*] = "initiator"]|

< SN - |Pr[GiY = 1] — Pr[GIY = 1]| +2- SN - Adviig <P (BIY)
4(qe +2qn +3- S+ 1)2

|ND-CPA(Bi2nit)

+32-N-(gg+2q4+35)%-9,

and
| Pr[GT, = 1 Arole[sID*] = "responder’] — Pr[GT, = 1 Arole[sID*] = "responder]|
< SN -|Pr[Gie? = 1] — Pr[Gigh = 1]| + 2+ SN - (Advpyg. A (By)
. 4(gc +2g4+3-S+1)?
448N - \/(qc 420 +3- S +1) - AdvRRCPA(B,) + (46 5\”/” — )

+32-N-(gc+2g4+389)%-0 .
Since we do not want to make use of egis-disjointness, we will use PKE is y-spread and hence, the

probability that m deterministically encrypts to ¢* is negligible. Switching G to its correctness-inducing
version renders c¢* being hit by any query to H impossible unless ¢* decrypts incorrectly, which happens

with probability §. We obtain

S
|Pr[Gslo = 1] = PrGEi = 1] <277+ (8- (g6 + qu +35+2)° +1) -6 + M=1"
|Pr[Gh = 1] = Pr[Gst = 1] <277+ (8- (g + gn +3S+2)> +1)-§
+ Su(KG) - u(Enc)
and
| Pr[Gi5 = 1] = Pr[Gigo = 1], [Pr[Gig} = 1] = Pr[Gigg = 1]

<277+ (8 (ge+agn+35+2)°+1)-6 .
Collecting the probabilities and letting ¢ := gg + qu + 35 + 2, we obtain
\Pr[GEl = 1 A —-st] — Pr[G'QB,0 = 1 A —st]]
<252 (AR B + 2o AT B

52 (S+8
+S~(8q2-(S—|—4)+S)~6+52-(2_7+2-M(KG))+W ,
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|Pr[G§1 =1 A —sk] — Pr[Ggo = 1 A sk

<25 (AVBREPBL™) + 2/ A BB )

+N«(8q2.(5+4)+5).5+SN.<2W+S.u(KG)'M(EnC)+|J8Vl~|ql> 7

|Pr[GE1 = 1 Arole[sID*] = "initiator'] — Pr[GEO = 1 Arole[sID*] = "initiator"]|

< 28N - (AdeNKDEfPA(B;““) - 2\/ q Adv'PNKDEfPA(B;nit))

+N-(8¢* (S+4)+S5) -6+ SN - 2—7+L ,
M| -1

and

| Pr[GT, = 1 Arole[sID*] = "responder'] — Pr[GT = 1 Arole[sID*] = "responder]|

< 25 (AR EI) + 2/ AR E5))

LN (8 (S+4)+S)srSN- [ D4
M| -1

Folding the adversaries, we obtain

| Pr[IND-StAAT = 1] — Pr[IND-StAA§ = 1]|

<25 (543 8)- (AR B +21/s- A PETAB2))

+(S+3N)-(8¢> (S+4)+S5) - 6+S5-(S+3N)-277
N S(8g- (S+3N)+ 5%

T +8-(35%+2) - u(KG) .
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