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Abstract

We study secret sharing schemes for general (non-threshold) access structures. A general
secret sharing scheme for n parties is associated to a monotone function F : {0,1}" — {0,1}.
In such a scheme, a dealer distributes shares of a secret s among n parties. Any subset of
parties T C [n] should be able to put together their shares and reconstruct the secret s if
F(T) = 1, and should have no information about s if F(T) = 0. One of the major long-standing
questions in information-theoretic cryptography is to minimize the (total) size of the shares in
a secret-sharing scheme for arbitrary monotone functions F.

There is a large gap between lower and upper bounds for secret sharing. The best known
scheme for general F has shares of size 2"~°(") but the best lower bound is Q(n?/logn). Indeed,
the exponential share size is a direct result of the fact that in all known secret-sharing schemes,
the share size grows with the size of a circuit (or formula, or monotone span program) for F.
Indeed, several researchers have suggested the existence of a representation size barrier which
implies that the right answer is closer to the upper bound, namely, 272",

In this work, we overcome this barrier by constructing a secret sharing scheme for any access
structure with shares of size 20-994" and a linear secret sharing scheme for any access structure
with shares of size 20999 As a contribution of independent interest, we also construct a secret

sharing scheme with shares of size 20(Vn) for 2("72) monotone access structures, out of a total

of 2(j2)-A+0Uegn/m) (e iy oy Our construction builds on recent works that construct better
protocols for the conditional disclosure of secrets (CDS) problem.
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1 Introduction

Secret sharing [Sha79, Bla79] is a powerful cryptographic technique that allows a dealer to distribute
shares of a secret to n parties such that certain authorized subsets of parties, and only they, can
recover the secret. The original definition of secret sharing is what we now call a (n,t)-threshold
secret sharing scheme, where any set of ¢ or more parties can recover the secret, and no subset of
fewer than ¢ parties can learn any information about the secret whatsoever.

Later on, this was generalized in [ISN89] to the notion of a secret-sharing scheme realizing a
monotone function F : {0,1}" — {0,1}. This is simply a randomized algorithm that on input

a secret s, outputs n shares si,...,s, such that for any (z1,...,2,) € {0,1}", the collection of
shares {s; : x; = 1} determine the secret if F(z1,...,z,) = 1 and reveal nothing about the secret
otherwise.! Tt is easy to see that (n,t)-threshold secret sharing corresponds to the special case

where F is the (monotone) threshold function that outputs 1 if and only if at least ¢ of the n input
bits are 1.

While the landscape of threshold secret sharing is relatively well-understood, even very basic
information-theoretic questions about the more general notion of secret sharing remain embar-
rassingly open. It is simple to construct a secret sharing scheme realizing any monotone function
F:{0,1}™ — {0, 1} where each share is at most 2" bits; the share size can be improved to O(2"//n)
bits [BL88]. We also know that there is an (explicit) monotone function F : {0,1}" — {0,1} that
requires a total share size of Q(n?/logn) bits [Csi97], a far cry from the upper bound. No bet-
ter lower bounds are known, even in a non-explicit sense (except for the restricted class of linear
secret-sharing schemes).

The Representation Barrier. Closing the exponential gap between the afore-mentioned upper
bounds and lower bounds is a long-standing open problem in cryptography. The general consen-
sus appears to be that the upper bound is almost tight; see, e.g., [Beill]. The main reason for
this pessimism appears to be the fact that all known constructions of secret sharing schemes for
classes of access structures use a representation of the corresponding monotone function F in a
concrete computational model, be it (monotone) circuits, formulas, branching programs or span
programs [[SN89, KW93]. As a result, the share size in these schemes grows with the size of the
representation which, for general monotone functions, is 24 in all these computational models
(and, for circuits and formulas, even 27—°(")) 2

Very recently, a work by [LVW17b] achieved sub-exponential 20(Vnlogn) share size for a large

number of monotone functions, namely 22" out of a total of 9(n2) (1+O(ogn/m))  gon=0Ologm) o

them (where n is the number of parties) [KM75]. Still, the question of whether one can construct
secret sharing schemes supporting all monotone functions F with share size 20~ for some constant
€ > 0 remained wide open. In this work, we resolve this open question.

Theorem 1.1 (Informal). For every monotone access structure (function), there is a secret sharing
scheme with total share size 20-9941,

IThe typical formulation of secret-sharing refers to a dealer that holds a secret distributing shares to n parties,
such that only certain subsets of parties —described by a so-called access structure— can reconstruct the secret. In
our formulation, the randomized algorithm corresponds to the dealer, s; corresponds to the share given to party i,
z; € {0,1} indicates whether party 7 is present in a subset, and F corresponds to the access structure.

2We remark that this state of affairs appears to be true even for the relaxed notion of computationally secure
secret sharing schemes.



We remark that the constant in the exponent comes from a delicate balancing argument; we
have not made an attempt to optimize it.

1.1 An Overview of Our Techniques

Conditional Disclosure of Secrets and Its Connection to Secret Sharing. Our starting
point is the results of [LVW17a, LVW17b] who view the problem of secret sharing through the lens
of the conditional disclosure of secrets (CDS) problem introduced by Gertner, Ishai, Kushilevitz and
Malkin [GIKMO00]. In the multiparty version of CDS associated to a (not necessarily monotone)
predicate F : {0,1}" — {0,1}, there are n + 1 parties, the first n of who each hold an input
bit z; and all of them have a secret bit s; the last party called a referee knows the entire input
x = (x1,%2,...,Ty) but does not know s. In addition, the first n parties have access to a common
random string that is unknown to the referee. The goal is for the first n parties to each send a
single message to the referee such that: (a) the referee can recover s if F(zy,...,z,) = 1; and (b)
the referee has no information about s otherwise.

CDS looks superficially similar to secret sharing and indeed, it does give us a secret sharing
scheme for a limited class of access structures introduced by Beimel and Ishai [BIO1] that we will
refer to as paired-up access structures. The collection of authorized sets in a paired-up access
structure corresponding to a (not necessarily monotone) predicate F have one of the following
two forms. Think of the n parties as split up into pairs (P10, P11),-- -, (Pn/2,0 Paj2,1)- (For this
discussion, assume that n is even.)

(a) any subset that contains both P; and P;; is authorized; and

(b) any subset that contains a set {Pia,, Poass-- - Pujaz, ,} where F(z1,@a,. .. 2y 0) = 1 is
authorized as well.

Constructing a secret sharing scheme for a paired-up access structure using CDS is simple: the
dealer takes the secret bit s and computes all possible messages in a CDS protocol for the function
F. That is, the two messages m;o and m; that each CDS party P, computes given input bits
z; = 0 and x; = 1 respectively. Now, give m;; as the share for the party P;; in the secret sharing
scheme. Additionally, the dealer additively shares s between every pair of parties P;o and P; .
It is not hard to see that this is indeed a secret sharing scheme for the access structure described
above.

There are a total of roughly 92"/? paired-up access structures, out of the total possible 22"
monotone access structures. [LVW17b] constructed a CDS protocol with communication complexity

—O(logn)

20(\/@ for all functions F which immediately translates to a secret sharing scheme with share
size 20V for all paired-up access structures. However, the fact remains that paired-up access
structures are but a really tiny fraction of all monotone access structures.

Looking ahead, we remark that a major limitation in translating CDS, a non-monotone notion,
into secret-sharing, a monotone notion, is that in a CDS scheme, the referee can reconstruct the
secret only if he receives messages from all the parties. On the other hand, if he catches hold of both
the possible messages m; o and m;; of any one party, the CDS privacy guarantee is null and void.
This will turn out to be the major impediment in converting a CDS scheme into a secret sharing
scheme, one that we take steps to overcome in this paper. Indeed, non-monotone models are known
to be (sometimes exponentially) more powerful than monotone models, and thus, constructing a



secret-sharing scheme for any monotone access structure given a general-purpose CDS scheme seems
like a highly non-trivial endeavor.
We describe a simplified version of our techniques in this introduction.

Secret Sharing for Monotone Slice Functions. Our first step is to reduce secret sharing for
arbitrary (monotone) functions to ones for slice functions, defined as follows. A slice function on
n input bits assigns 0 to every input with Hamming weight n/2 — 1 or less, and 1 to every input
with Hamming weight n/2 41 or more. (In between, namely on inputs of Hamming weight exactly
n/2, the slice function is arbitrary.)

n
Slice functions are a generalization of paired-up access functions. Moreover, there are 2<n/2)

many slice functions out of a total of 2("/ ) (1+0(log n/m) monotone functions, which brings us much
closer to realizing a secret sharing scheme for all monotone access structures. Indeed, we will
construct a secret sharing scheme for all slice functions with share size 20(V7),

Theorem 1.2 (Informal, [LVW17b, BKN18]). For every slice access structure (function), there is
a secret sharing scheme with total share size 200V™).

We will first go over how to construct a secret sharing scheme with share size 29V for all slice
functions (proving Theorem 1.2). We then show how to use secret sharing for fat-slice functions —
a generalization of slice functions — to construct a secret sharing scheme for all monotone functions
(proving Thoerem 1.1), in the process increasing the share size to 2(1=97 for some constant € > 0.
Let us remark that it remains a major open question whether we can translate our gains for slice
functions to hold also for all monotone functions.

The first key idea in our construction for slice functions is the notion of being balanced w.r.t.
partitions. Let IT be an even partition of n parties into k = y/n buckets each of size n/k = \/n.
A set T C [n] with |T'| = n/2 is balanced w.r.t. partition II if each bucket of II contains the same
number of parties from 7' (here and in the rest of the introduction, imagine that y/n is an integer).
That is, each bucket contains y/n/2 parties from 7.

Given a monotone slice function F, define the monotone slice function Fy corresponding to a
partition II as follows:

Fo(T) = 0, if |T| =n/2 and T is not balanced w.r.t. II
A F(T), otherwise

That is, Fyp “kills” all sets of size n/2 which are not balanced w.r.t. the partition II but is otherwise
the same as F. )

By a simple probabilistic argument, we show that there is a collection of L = 20V partitions
P = {II',... ,TI*} such that every subset T C [n] with |T| = n/2 is balanced w.r.t. some partition
II¢. Therefore, F = \/f:1 Fire. In other words, to construct a secret sharing scheme for F, it suffices
to construct a scheme for each of the Fyje. Once we have such a scheme for all Fyye, the dealer for
the F-secret sharing scheme simply shares the secret s w.r.t. each Fype.

The second key idea is to use a CDS scheme to construct a secret sharing scheme for each of the
functions Fpe. Recall that IT¢ has k buckets with b parties in each bucket. To construct the scheme
to share a secret bit s, we use a CDS scheme with k& = \/n parties where each party has as input
a string x € {0,1}"*, and all parties have the same bit (to be defined below). The construction
works as follows.



e The dealer picks a random bit o; for each of the £ buckets.

She shares o; using a b/2-out-of-b secret sharing scheme among parties in the bucket.

e The dealer then defines 0* = s® o1 ® ... P g;. She chooses a common random string R for
the CDS protocol, and generates for each bucket j, the messages
{,Uj,x = CDS-Mng (x,07; R)}je[k},xe{o,l}b
That is, for each party j in the CDS protocol, enumerate over all its possible inputs x, using
the same bit ¢* and the same randomness R.

She additively shares each p;x among parties indexed by x in the bucket j.

e Finally, the dealer shares the secret s using a (n/2 + 1)-out-of-n threshold secret sharing
scheme.

So, why does this construction work? Let us first verify privacy. That is, consider a set T which
is either (a) too small, namely |T'| < n/2; or (b) |T'| = n/2 but it is not balanced w.r.t. II*; or (c)
|T'| = n/2 but it is not authorized w.r.t. F, namely F(T) = 0.

o If |T'| < n/2, at least one of the buckets j has fewer than b/2 parties, meaning that o; is
hidden. Since o is hidden, so is s.

e If T = n/2 but not balanced w.r.t. II¢, it is the same story all over again. That is, at least one
of the buckets j has fewer than b/2 parties which means that o}, and therefore s, is hidden.

e The final case is that |T| = n/2 and it is balanced w.r.t. II*, but F(T) = 0. In this case,
the parties in 7" will manage to recover all o, but the privacy guarantee of CDS implies that
they will have no information about o*.

It is absolutely crucial here that the parties in T will only manage to recover a single CDS
message per CDS party; that is a single message 11 x for any bucket j; without this property,
we would not have been able to invoke the CDS privacy guarantee.

We will leave it to the reader to verify correctness, which goes along much the same lines as our
argument for privacy.

The total share size in the scheme is
90(v/n)

20(vn) 20(VR) . 90V | O(nlogn)
~—— ~—— ~—— ———

# partitions # inputs per bucket CDS msg size threshold SS

Secret Sharing for All Monotone Functions via Fat-Slice Functions. Now, we would like
to convert the secret sharing scheme described above for slice functions into one for all monotone
functions. The initial idea is to partition each access structure A into two access structures: a slice
access structure Aj; and a top-and-bottom access structure A, which captures sets of size either
less or more than n/2. The plan then is to use our slice secret sharing scheme for A; and a trivial
secret sharing scheme for A4s which has share size proportional to the number of sets in As.

This runs into trouble right away because the top-and-bottom access structure Ay has way too
many sets; indeed about 2" - (1 — 1/4/n) many of them.



The solution is to mitigate this issue by implementing a more refined version of this program
where we construct a secret sharing scheme for what we call fat-slice functions. These are access
functions on n bits that assign 0 to all sets of size less than a and 1 for all sets of size more than b, for
some parameters a < b. A slice function is the special case of a fat-slice function with a = b = n/2.
The size of the shares in our final secret sharing scheme come in because of a delicate balancing
between (a) the fat-slice secret sharing scheme which becomes more expensive as the size of the
slice b —a grows; and (b) the top-and-bottom secret sharing scheme which becomes more expensive
as b — a shrinks.

Inherently, for every monotone function, we construct a small (i.e. size 2(1*6)”) constant-depth
monotone boolean formula computing it using AND gate, OR gate and all slice gates®. A slice
gate is an n-bit-to-1-bit monotone gate that computes a slice function. Such a formula can be
converted into a secret sharing scheme via composition in a standard way. Notice that previous
results constructing secret sharing scheme realizing slice functions follow the same paradigm. They
inherently construct small (i.e. size 20(\/5)) monotone formulas computing any slice functions using
AND gate, OR gate and all CDS gates, which can be formally defined as paired-up functions.

2 Preliminaries and Definitions

We start with some notation that we will use throughout the paper.
e For a positive integer m, let [m] := {1,...,m}.
e For a set T, let 27 denote the set consisting of all subsets of T'. For a set T' and non-negative

integer k, let (:]C) be the set consisting of all size-k subsets of T.

2.1 Secret Sharing

Definition 1 (general secret sharing). A general secret sharing scheme over n parties is specified
by a a monotone boolean function F : 2" — {0,1}. For any monotone F : 2" — {0,1}, an
information-theoretic secret-sharing scheme realizing access function F is a randomized algorithm

Share: {0,1} x W — ({0,1}%)"
that on input a secret bit, outputs n shares sq,...,s, € {0,1}* satisfying the following properties:

(correctness.) For all T C [n] that F(T) = 1, there exists a reconstruction algorithm Crp :
({0,1}%)IT1 — {0,1} such that for all o € {0,1},w € W,

Share(o;w) = (s1,...,8,) = Cr((x;)ier) = 0.

(privacy.) For all T' C [n] that F(T") = 0, there exists a simulator whose output on empty input
is perfectly indistinguishable from the joint distribution of (s;);er for any secret o € {0,1},
where (s1,...,s,) := Share(c;w) and the randomness are taken over w<-W and the coin
tosses of the simulator.

3 Actually, the circuit implicitly constructed is made of AND/OR. gates and CDS gates (mentioned later). But
slice gates has clearer definition, and they are equivalently powerful as CDS gates.



ss is the share size of this secret sharing scheme Share.

Definition 2 (linear secret sharing). A linear secret sharing scheme is a secret sharing scheme
where all operations are linear. For example, Share : {0,1} x W — ({0,1}*)" is a linear secret
sharing scheme over binary field if W is a vector space over binary field and Share is a linear
function.

Definition 3 (share size complexity). For any monotone boolean function F, the share size of F,
denoted by ss(F), is the minimum integer such that there exists a secret sharing scheme realizing F
whose share size is ss(F).

Similarly, the linear secret-sharing share size of F, denoted by ssji,(F), is defined as the minimum
integer such that there exists a linear secret sharing scheme realizing F whose share size is ssji,(F).
By definition, ssj,(F) < ss(F).

Definition 4 (minimal authorized sets, maximal unauthorized sets). For any monotone function F,
a subset T' C [n] is an authorized set according to F if F(7') = 1, and T is unauthorized set otherwise.
Let F~1(1) denote all authorized subsets according to F and F~1(0) denote all unauthorized subsets
according to F.

T is a minimal authorized set if T is an authorized set and all proper subsets of T are unau-
thorized sets. T is a maximal unauthorized set if T is an unauthorized set and all proper supersets
of T are authorized sets. Let min F~1(1) denote all minimal authorized subsets according to F and
max F~1(0) denote all maximal unauthorized subsets according to F.

Access function families. An access function family over n parties is a collection of monotone
functions F : 2[") — {0,1}. For any access function family §, the share size of §, denoted by ss(g),
is defined as ss(§) := maxgeg ss(F).

In the introduction, we already mentioned the following access function families. A few auxiliary
access function families will also be defined on demand in Section 3.

e All monotone functions: §" contains all function F : 2(") — {0,1} satisfying VT C T" C
[n], F(T) < F(T").

e Fat-slice functions: §7 ., contains all monotone function F € §" such that V1" C [n], (|T'] <
a = FT)=0)A(T|>b = FT)=1).

e Threshold functions: §F} . contains all threshold function Fipess for ¢ € [1,n] where
Fihrest is defined as and VT C [n], Finrest(T) =1 <= |T| > t.

Previous results on information-theoretic secret sharing.

Lemma 2.1 (conjunction and disjunction). For any access functions Fq,Fy € §7,

ss(F1) + ss(F2), ss(F1 A Fa)
ssin(F1) + ssiin(F2), ssiin(F1 A F2)

ss(F1) + ss(F2),
ssiin(F1) + ssjin(F2).

SS(F1 V FQ)
SS/;,,(Fl Vv FQ)

VARVA
IAINA

Theorem 2.2 (threshold, [Sha79, KN90, BGK16]). For all n € N, ssjin($t,n) < [logn], which is
optimal as ss(Fip,q,) = O(logn).



Lemma 2.3. For any non-trivial access function F € §", for each authorized set A according to F,
there exists a minimal authorized set A’ such that A C A. Symmetrically, for each unauthorized
set B according to F, there exists a mazimal unauthorized set B' such that B’ O B.

Lemma 2.4 (slice functions [LVW17b, BKN18]). For alln € N, ss(§fa ) < 20(Vnlogn),
2

7%]

2.2 Conditional Disclosure of Secrets

In a k-party CDS scheme, there are k parties who know a secret message o and jointly hold input
x. These parties cannot communicate with each other, but instead they have access to a common
random string (CRS). Their goal is to send a single message to the CDS referee Charlie, at the end
of which Charlie, who already knows z, should learn o if and only if P(z) = 1, for a fixed predicate
P.

Definition 5 (conditional disclosure of secrets (CDS) [GIKMO00]). Let input spaces Xi,..., X,
secret space {0, 1} and randomness space W be finite sets. Fix a predicate P : X1 x X x ... X X}, —
{0,1}. A cc-conditional disclosure of secrets (CDS) protocol for P is a tuple of deterministic
functions (By,...,Byg, C)

Transmitting functions B; : {0,1} x &; x W — {0,1}¢

Reconstruction function C : X x ... x &}, x {0,1}°*% — {0,1}
satisfying the following properties:

(reconstruction.) For all (z1,...,zx) € &} X ... X X} such that P(z1,...,z;) =1, for all w € W,
and for all o € {0,1}:

Clxi,..., 2, Bi(o,z1;w),. .., Bg(o,zp;w)) =0 .

(privacy.) There exists a randomized algorithm S such that for all input tuple (x1,...,2%) €
X1 X ... x Xy satisfying P(z1,...,z;) = 0 and for any secret o € {0,1}, the joint distribution
of (Bl(o’, x1;w), ..., Br(o, zk; w)) is perfectly indistinguishable from S(z1,...,xy), where the

R .
randomness are taken over w < W and the coin tosses of S.

Definition 6 (linear CDS). An CDS scheme (By,..., By, C) is linear over binary field if the ran-
domness space W is a vector space over binary field and B; is a linear function on the secret and
the randomness, i.e. for all ¢ € [k], z; € &;, the mapping (o, w) — B;(0, z;, w) is linear.

Previous results on CDS.

Theorem 2.5 ([LVWI17b]). For any predicate P : X1 x ... x X, — {0,1}, let X := X} x ... X
Xy, be the whole input space, there exists a CDS scheme for P with communication complexity

cc = 20(WloelXlloglog|X) *yhere exists a linear CDS scheme for P with communication complexity

ce = O(\/]X]).



2.3 Partitions

Definition 7. A k-partition of [n] is a tuple of d disjoint subsets Pp,..., P, C [n] such that
Uiy P =[]

Definition 8. For an integer k divides n, an even k-partition of [n] is a k-partition (Py,..., P)
such that |P| = ... = |Py| = n/k.

3 Proof of the Main Theorem: A Chain of Reductions

Our goal in this section is to show the following (main) theorem which constructs a secret sharing
scheme for any monotone access structure with shares of size 209947

Theorem 3.1. For any access function F € §", there exists a secret sharing scheme realizing F
with share size O(29991") and a linear secret sharing scheme realizing F with share size O(20-9997).

Along the way, we will also show a secret sharing scheme with sub-exponential share size for the
class of all fat-slice functions defined below. A fat-slice function is one which outputs 0 on all sets
of size less than a (that is, the access structure rejects all such sets) and outputs 1 on all sets of
size more than b (that is, the access structure accepts all such sets).

Theorem 3.2. For §(n) = o(n/logn), and for any access function F € 87 _s(n), 2 to(ny there
2

5+
exists a secret sharing scheme realizing F with share size ss = 20(v/nd(n)logntynlogn) — go(n) = gp g
a linear secret sharing scheme realizing F with share size 2/2+0(n)

The proof of Theorem 3.1 and 3.2 repeatedly reduce the secret sharing for a comparatively
general family to a more restricted family, by showing that any monotone function in the former
family can be computed by combining several functions in the latter family with basic boolean
operations (AND, OR), until the function family we need to deal with is so restricted that secret
sharing for it can be constructed using an existing conditional disclosure of secrets (CDS) scheme.

More precisely, in each of the monotone function families we considered, the input domain
{0,1}™ is inherently split into a restricted zone and an unrestricted zone. Functions in this family
can map inputs in the unrestricted zone any value, but are enforced to map all inputs in the
restricted zone according to a fixed simple formula. As the proof goes, we keep considering a more
restricted function family in the sense that its unrestricted zone is smaller than the former one. In
the most restricted function family we considered, all the inputs in the unrestricted zone has same
size. We have knowledge on how to construct non-trivial secret sharing for monotone functions in
such restricted family using CDS (e.g. Lemma 2.4 for slide functions [LVW17b, BKN18]).

The monotone function families we considered are (in the order from general to specific)

e §": The family of all monotone functions. That is, the unrestricted zone is the whole input
domain {0, 1}".

. Sﬁl ] (fat-slice function family): The family of every monotone function F satisfying |T| <
a = F(T)=0and |T| >b = F(T) = 1. That is, the unrestricted zone consists of all
subsets of size between a and b.



® D4 b kpart (auxiliary family formally defined in Section 3.2): Every function F € Db k-part
is associated with an even k-partition II = (P, ..., P;). Besides the constraints enforced by
31[?1,17]7 a function F € @7, , . satisfies an extra constraint that if 3¢, |T' N P| < a/k, then
F(T') = 0. Note that this constraint is not compatible with the constraint |T| > b —
F(T) = 1 introduced by 3&,};}7 these constraints actually have different priorities that will be
specified later in their formal definitions. In this family, the unrestricted zone consists of all
subsets that 1) the subset size is no greater than b, 2) the subset assigns at least a/k elements

to every bucket of II.

" (auxiliary family formally defined in Section 3.3): In addition to an even k-partition

a,k-part,m
Il =(P,..., P), every function F € €, . is also associated with subset €2 C [k]. Besides
the constraints enforced by CDZ’b?k_part, a function F € Qﬁ; k-part,m satisfies an extra constraints

that if 3t ¢ Q,|T'N P;| > a/k, then F(T') = 1. In this family, the unrestricted zone consists of
all subsets such that 1) the subset assign at least a/k elements to every bucket of II, 2) the
subset assign exactly a/k elements to every bucket P; that i ¢ .

a.k-part,m (auxiliary family formally defined in Section 3.4). In addition to an even k-partition
Il = (Py,...,P) and subset Q C [k], every function F € By, ., ., is also associated with
subset A C J;cq P;- Besides the constraints enforced by Q:Z7k_part7m, a function in %Z,k—part,m
satisfies extra constraints so that the unrestricted zone constraints of all subsets T that 1)
TNP, =AnNP, for every i € 2, 2) T assign exactly a/k elements to every bucket P; that

i ¢ Q.

3.1 Reduction: Step 1
In the first step, we show how to construct a secret sharing scheme for any access structure in §"

given a secret sharing scheme for all access structures in gﬁl o

Auxiliary access functions. For any S C [n], define monotone function E,g as
E/\S(T) - ]. <~ T 2 S,

such that Exg is the smallest® monotone function satisfying Exg(S) = 1. Then ssj,(Ens) = 1 as
there is a simple scheme realizing Exg by additively share the secret bit ¢ among all parties in S:
Share(o) — (s1,...,5,) outputs a random vector satisfying €, g s; = 0.

For any S C [n], define monotone function E, g as

Evg(T)=1 < TNS+#2.

such that E,g is the greatest” monotone function satisfying E,,g(S) = 0. Then ssji,(E,g) = 1
as there is a simple scheme realizing E,,5 by sending the secret bit o to every party outside S:
Share(o) = (s1,...,8,) that s; = o if i ¢ S and s; = 0 otherwise.

4Formally, Eas is the conjunction of all monotone function F satifying F(S) = 1, and it is easy to prove that the
conjunction also satifies Exs(S) = 1.

"Formally, E, 5 is the disjunction of all monotone function F satifying F(S) = 0, and it is easy to prove that the
disjunction also satifies E 5(S) = 0.



Lemma 3.3. For any 0 < § < n/2 and for any monotone function F € §", there exist monotone
functions Fiop, Fmid, Foot satisfying Foiq € 37[%75,%%] and ssjin(Fiop), SSiin(Fhot) < ( ZS) such that
F= I:top A (Fmid Vv Fbot)'

n
2

Corollary 3.4. For any 0 < § < n/2,

55(8") < ss(8fn _sm45) +2- (gﬁg),
ssiin(§") < SStin (Sn_5m 14) +2- (%715)-

Proof of Lemma 5.3. For any F € §", define Fiop, Finid, Fhot as the following

e Fiop is the greatest monotone function satisfying Fiop(7') = F(T') for all |T'] > & + 6.

Fiop(T) =0 <= 31" 2 T,(|T'| > T +8) A (F(T") = 0).

® Fpot is the smallest monotone function satisfying Fi,o¢ (1) = F(T') for all |T'| < § — 6.

Foot(T) =1 <= 37" C T,(|T"| < g S A(F(T) =1).

e Fiq is the unique monotone function in §fa s n satisfying Fio, (1) = F(T) for all |T'| €
(25,7 4] P
2 12

(5 — 9,5 +0].
1, if [T >4 +0
Fuia(T) = { F(T), if [T €[5 —0,5 + 7]
0, if |T| <5 -9

In order to prove Lemma 3.3, we first show F is a simple composition of Fiop, Fmid, Fot
F= Ftop AN (Fmid V Fbot)- (1)

Then finish the proof by showing ssjin(Ftop), SSiin(Fbot) < (ﬂz 5).
2

To prove equation (1), consider different cases depending on the size of the input set. For any
T < [n]

If |T| > § + 6: We have Fyop(T') = F(T') and Fiq(7) = 1, therefore

Frop(T) A (Funia(T) V oot (T')) = F(T) A (1 V Frot(T)) = F(T).

If |T| € [§ — 0,5 + 0]: We have Fy,;q(T) = F(T'). Moreover, by definition, Fpo < F < Fiop. There-
fore
Fiop(T) A (Fnia(T) V Fuot (T) = Fiop(T) A (F(T) V Foot(T)) = F(T).

If |T| < § —6: We have Fi,o¢(T) = F(T') and Fyiq(7) = 0. Moreover, by definition, Fyp, > F.
Therefore
Fiop(T) A (Fmid(T) V Fpot(T')) = Fiop(T) A (0V F(T)) = F(T)).

10



As Fiop can be decomposed as

Fiop = /\ Evs = /\ Evs-

SeF~1(0) Semax F~1(0)
|S|>5+6 |S|>5+6

We have

SSiin(Ftop) < ‘{S € maXFfl(O)‘|S| > Z—i—cS}‘ < ("Zé)
2

As Fyt can be decomposed as

For= \ Ens= \V  Exs

SeF~1(1) Semin F~1(1)
1S|<2—5 IS|<2—5
We have
. < inF~1! ‘ n_ < .
ssin(Foot) < ‘{S e minF~'(1)|8] < 3 5}’ < (g i O

3.2 Reduction: Step 2

In the second step, we show how to construct a secret sharing scheme for any access structure in
Sfﬁ’b] given one for any access structure in QZ,b,k—part‘

Auxiliary definitions and lemmas. Here we introduce notations to denote when a set is evenly
split among a partition. Informally, a subset T' C [n] is balanced with respect to an even k-partition
(Pr,...,Py)ifforall t € [k],|P,NT| = |T|/k. Notice that this informal definition only works when
k divides |T'|. We introduce an extra notation to describe the case where |T'| is not divided by &
but the elements in T is almost evenly split among an even k-partition.

For integers a, k,t s.t. t < k, define®

[a/k], ift<amodk

La/kle = {{a/kj, if t > a mod k.

Then a = |a/k]1 + ...+ |a/k]k is the most even way to split a as the sum of k integers.

Definition 9 (Balanced with respect to a partition.). Let (Py,..., P;) be an even k-partition of
[n], a size-a subset T' C [n] is balanced w.r.t. the partition (Py,..., P) if [T’ N P = |a/k]; for all
t e [k].

For integer n and real number a € [0,n], let (%) denotes

@ a <(Zw>a_w <L2J>l_(a_mj)’

which is a weighted geometric average of ([21) and (LZ J)'

SNotation “|a/k]:” denotes a function of a,k and ¢. It should not be viewed as a function of a/k and t.

11



Lemma 3.5. For integers n, k,a s.t. a < n and k divides n, there exists a sequence of L = 0t)-(;)

G
even k-partitions (Pf, .. .,P,ﬁ)thl such that for any set T C [n]| of size a, there exists t < L such
that T is balanced w.r.t. (P},...,Pf).

Proof. Fix a set T' C [n] s.t. |T'| = a and sample a random even k-partition (P,...,Pg). Then
probability that T' is balance w.r.t. partition (P,..., Px) is
k k L @ mod k k \ k—(a mod k) /k k
e (he) () (e (a7%)

(a)

Therefore, by i.i.d. sampling L =

() ()

(n/k)k random even k-partition, 1" is balance w.r.t. one of the
a/k

partition is at least 1 — 27™. The proof is completed by a union bound over T I

Auxiliary access function families. For 0 < a < b < n and k divides n, the function family
D4 b kpare contains all function F such that there exists I = (Py,...,Pg) an even k-partition of [n]
and F satisfies
1, if || >b
F(T) =<0, else if 3t € [k], | T NP < |a/k]: (2)
F(T), otherwise

Lemma 3.6. For integers a < b < n and k divides n, for any function F € %’[}L b there exists a

om)-(3)
n k
(a/e)

Corollary 3.7. For integers a < b < n and k divides n,

functions Fq,...,F, € D" . such that F = \/ZL:1 Fo.

sequence of L = a.b.k-par

SS( E’wb]) = n/k k- SS( Z,hk—part)v
(a/k)
On) - (5
sslm(g’f;’b]) S n/kk‘a) . Sslin(gg,b,k—part)'
(a/k)
Proof of Lemma 3.0. By Lemma 3.5, there exists L = O((;)};;g) and L even k-partitions IT* =
a/k

(Pf,...,Pf) for £ € [L], such that for any set T' C ([Z]), set T is balanced w.r.t. II* for some ¢ € [L).
For any F € 3@@, and for any even k-partition Il = (Py, ..., P), define Fyy as

1, if |T| >0
FH(T) = 0, else if It € [k], ’T N Pt’ < La/lﬂt (3)
F(T), otherwise
then Frii € 7 ) 1 pat- Compare F with \/fz1 Frpe.

e On one hand, F > Fp for each ¢ € [L], thus F > \/EL:1 Frie.

12



e On the other hand, for each T" C [n] s.t. |T| < b and F(T') = 1, consider one size-a subset
T' C T. There exists £* € [L] that T’ is balanced w.r.t. II*", which implies |7 N P{"| >
T N PE| = |a/k]; for all t € [k], thus \/2_, Fye(T) > Fpe (T) = 1.

Combining both directions, F = \/KL:1 Frie. O

3.3 Reduction: Step 3

In the third step, we show how to construct a secret sharing scheme for any access structure in

n 3 3 n
Db k-part 2iven one for any access structure in €3, . (to be defined below).

Auxiliary access function families. For integers n,a,k,m s.t. a < n and m < k and k divides

n, the monotone function family €7 k-part,m contains all monotone function F such that there exists

an even k-partition IT = (Py,..., P;) and subset Q € ([f’n]) such that
0, if 3t € [k],|T NP < |a/k]s
F(T) =141, else if 3t ¢ QT NP > |a/k]: (4)
F(T), otherwise

Lemma 3.8. For n,a,b,k that a + k < b < n and k divides n, for any monotone function

. k . L
F € D4 bk parts there exist L = (b—a) functions Fy,...,F € (’Zka_pam(b_a) such that F = \;_{F; Vv
Fihres-(b+1)-

Corollary 3.9. For n,a,b,k that a + k < b <n and k divides n
Ss(gz,b,k—part) < (bfa) : ss(Q:Z,k-part,(b—a)) + ’—lOg nl,
sslin(®3,b,k—part) S (bﬁa) : sslin(etz’k_part7(b—a)) + ’Vlog n—| *

Proof of Lemma 3.5. For any F € D7, k-part’ let IT = (P, ..., Pg) be its associated even k-partition.
For any ) € (b[f]a), define Fg as

0, if 3t € [k],‘TﬂPt‘ < La/kﬂt
Fo(T) =<1, else if 3t ¢ Q,|T N P > |a/k]¢
F(T), otherwise

Then Fq € @Z’k_pam(b_a)-
Compare F with /\Qe( ) Fa V Finres (b+1)-

b—

e On one hand, for any 2

1, if [T|>b
0, else if 3t € k], [T NP < |a/k
FQ(T) VFthreS-(bJrl)(T) = . [ ] ’ t’ L / —It
1, else if 3t ¢ Q[T N Py| > |a/k]:
| F(T"), otherwise
1, if [T] > b
> 40, else if 3t € [k],|T N P < [a/k]+
L F(T), otherwise

I

M
—~

~
~—



thus F < /\Qe(b[f] ) FQ \ Fthres—(bJrl)‘

e On the other hand, for every T' C [n] that |T| < b and F(T) = 0: a) If 3t € [k],|T N
P < |a/k]:, then Fo(T) = 0 for any . b) Otherwise V¢ € [k],|T' N P;| > |a/k]:, define
O ={telk]: | TNP| > |a/k]:}. Then b > |T| > a + ||, which implies || < b — a. Let
Q" be a size-(b — a) superset of ', we have Fo. (T) = F(T') = 0.

Combining both directions, F = /\QE(b[f] ) Fa V Fihres-(b+1)- O

3.4 Reduction: Step 4

In the fourth step, we show how to construct a secret sharing scheme for any access structure in

€l kpart,m given one for any access structure in By, ¢, (to be defined below).
Auxiliary definitions and lemmas. For any even k-partition II = (Py,...,P;) and subset
Q C [k], define

Rﬁ:Ufg
te)

For any monotone function F € §", for any A C B C [n], define Fipter-B-cq-4 88

0, ifAZT

Finter-B-eq-A(T) = {F(T \ (B\ A)), otherwise

which is the smallest monotone function that satifies VI' C [n], TN B = A = Finter-B-eq-A(T') =
F(T).
Lemma 3.10. For any F € §" and any B C [n],

F= \/ Finter-B-eq—A-
ACB
Proof. On one hand, Fipter-B-eq-4 < F, thus V/ ACB Finter-B-eq-4 < F.
On the other hand, for any T C [n],
Finter-B-eq-(Bn1) (1) = F(T).

Thus \/AQB Finter—B—eq—A > F. ]

n
a,k-part,m

function F such that there exists an even k-partition IT = (P,..., P) and sets Q € ([mk]),A C Py
such that

Auxiliary access function families. The function family B contains all monotone

0, fAZT
F(T) = 0, else if 3t ¢ Q,|T N P| < |a/k]+ 5)
1, else if 3t ¢ Q[T N Py| > |a/k]:

F(T\ (Po\ A)), otherwise

The first and last conditions in (5) imply the following in the secret sharing setting: to recover
the secret, every party in A is necessary, every party in Py \ A is useless.

14



mn

Lemma 3.11. For any integers a < n and k divides n and m < k, for any function F € € k-part,m

there exists a sequence of L < omn/k monotone functions Fq,...,Fr such that F = \/Z»L:1 F;.

Corollary 3.12. For any integers a < n and k divides n and m < k,

< 2mn/kss(%n )7

a,k-part,m

S an/kSS“n (SB

ss(€
ssjin (€

T )
a,k-pa ,m
" - t ) " - )
a,k: part,m CL,]’C part,m

Proof of Lemma 3.11. For any F € ¢” let II = (Py,...,P) be its associated even k-

a,k-part,m?

partition and Q € ([T]fj) be its associated subset such that (4) is satisfied. For every A C Pq
0, FAZT
0, else if 3t € Q, ’AﬂPt| < La/k]t
Finter-Po-eq-a(T) := ¢ 0, elseif 3t ¢ Q, TN P < |a/k]: (6)
1, else if 3t ¢ Q,|T N Py| > |a/k]:

(F(T'\ (Po \ A4)), otherwise

which is a function in B o k-part,m*

The proof is completed by using Lemma 3.10. O

The complexity can be improved slightly if we only enumerate Fiyter-py-eq-4 for A € Pqo such
that Vt € Q,|AN P > |a/k]:.

3.5 Reduction to CDS

In the fifth and final step, we show how to construct a secret sharing scheme for any access structure

in BY p art,m iven a multiparty conditional disclosure of secrets (CDS) protocol as constructed in

[LVW17b].
Lemma 3.13. For k divides n and m < k,

SS(B g partm) < 2"/ FHOWIo8N),
n n k/2
ssiin(B < 2% 0((p)

).

Proof. For any F € B" there exists an even k-partition II = (Py,..., P;) and set 2 €

a,k-part,m>’
([:1])"4 C Pq such that (5) is satisfied.
W.lo.g. assume Q = {k—m+1,...,k}. Let k' := k—m. Define a predicate for a k’-party CDS
as the following:

a )
a,k-part;m

e The input space of the t-th party X; = (Lal/D’ih)

e On input tuple (Sy,...,Sr) € X = (Lal/Dlih) X ... X (Lal/%k/)

PF(Sl, RN Sk/) = F(Sl U...USpUu A)
By Theorem 2.5, there exists a CDS scheme (By, ..., By, C) realizing P with communication com-

plexity cc = 20(Vlog XloglogX) < 90(vVnlogn) = A gecret sharing scheme realizing F can be constructed
as the following,

15



On input a secret bit o € {0,1}
1. Sample random bits s; for i € A, let 0’ := 0 ® P, 4 5i-

2. Sample random bits p1,. .., up, let 6’ == 0" Sy O ... D .
For each t € [K'], let (0;;)icp, be [a/k]s-out-of-7 threshold secret sharing of fi;.

3. For each t € [K'], let (0} ;)icp, be (|a/k]: + 1)-out-of-7 threshold secret sharing of o”.

4. Sample a random tape w.

For each t € [K'], for each S € X}, = (Lal/Dltf]t)’ compute
mys = Bi(o, S;w),
let {on,s,}ics be additive secret sharing of my .

5. Output shares (si,..., s,) such that for ¢ € [n]:
If i € A, s; is a random bit sample in step 1;
If i € Po\ A, s; is empty;
Otherwise, there exists unique ¢ € [k'] that i € P,

St = (et,u 9,’5,1‘, (at,S,i)SeXt,Ssi)~

For every T' C [n], the tuple (s;);er perfectly hides o when F(T) = 0 and reveals o when
F(T)=1 as

o If AZ T, F(T) = 0. In this case there exists i* € A\ T and o is perfectly hidden as it’s
one-time padded by s;«.

o Otherwise A C T and 0 @ 0’ = @, 4 si can be learned from (s;);er. In such case, hiding
(revealing) o is equivalent to hiding (revealing) o’.

— If there exists t € [k'] = Q that [T N B| < |a/k]s, then F(T) = 0. In this case o’ is
perfectly hidden as it’s one-time padded by p.

— Otherwise, for all t € [k'] = Q we have |T N P > |a/k]; and o/ © 0" = Dreppr He
can be learned from (s;);er. In such case, hiding (revealing) ¢’ is equivalent to hiding
(revealing) o”.

 If there 3t € [k'] = Q that |T N P > |a/k], then F(T) = 1. In such case, ¢’ can
be learned from (9271»)2'6710 p,, which is contained by (s;)ier-

* Otherwise, [T N P;| = |a/k]; for all ¢ € [K'] = Q. In such case, (0} ,)ier,p,3i can be
simulated. And (ay,s)s5i,x,55 reveals mi rnp,, ..., My Tnp, and nothing else. As

PE(TNP,...,TNP)=FT\PoUA)=FT\ (Pa\A)) =FT),
tuple (m17np,;---,Mi TP, ) reveals o when F(T) = 1 and perfectly hides o”

when F(T") = 0.
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The sharing size complexity of F is bounded by

n/k  oO(v/nlogn) n/k+O0(y/nlogn)
ss(F) < [logn]| + [logn]|+ 2 2 <2 .

0, . o enumerate c.c. of CDS
t,i (X SeX;

To construct a linear secret sharing scheme realizing F, we need a linear CDS scheme instead.
By Theorem 2.5, there exists a linear CDS scheme (By, ..., By, C) realizing Pg with communication

complexity cc = O(y/|X]) < O((Z;Z) k/2). Thus

k/2

ssin(F) < 2% O(("/F)

alk ). O]

The complexity of the linear secret sharing scheme can be improved slightly if we compute |X|
more accurately. In the later part of this paper, we will choose n, k, a such that (LZ;: J) = ((Z?Z})

n/k) k—m'

In such case, |X| = (a/k

3.6 Better secret sharing schemes

Finally, we put together all the steps to first prove Theorem 3.2 and then somewhat optimize the
parameters to obtain a proof of Theorem 3.1.

Proof of Theorem 3.2. Combine Lemma 3.13, Corollary 3.12, Corollary 3.9 and Corollary 3.7 se-
quentially, we get

k 1)n/k+0O 1
SS( Z,k-part,m) < 2mn/ : SS( Z,k-part,m) < 2(m+ In/k+O(vnlogn)

n k n
ss( avb,k-part) < <b > - ss( a,k—part,(b—a)) + [logn]

—a

< ( k ) _2(b7a+1)n/k’+0(\/ﬁlogn)

b—a
n O(’I’L) ) Z n
SS( [a,b}) < 7@ ’ Ss(ga,b,k—part)
(/)
a/k
n k
< (a) ) (bfa) . 2(b—a+1)n/k+0(\/ﬁlogn) (7)
G
a/k
For any d(n) = o(n/logn), let k(n) = Tlfg(:? Then

k
k. . 9(25(n)+1)n/k+0(y/nlogn)
sS(8a—s(n).g+6m) < (/) <2 5(n)> 2 logn

< 9klogn ok 2(26(n)+1)n/k+0(\/ﬁlogn)

< 2O(k log n+nd(n)/k++/nlogn)

< 20(\/n5(n) log n++/nlogn) '
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Similar to (7), for linear secret sharing, we have

ny (k
(a/k)

For any 0(n) = o(n/logn), let k(n) = m(n) Then

logn *

n n k n n
Sslin(g[%—é(n),%—kcg(n)]) < (g—&(n)) ' (”/k)k/Q ' (25(n)) 2200/
< 2n/2+o(n)‘ ]

Proof of Theorem 3.1. Combining formula (7) and Lemma 3.3, we get

k
n ((l—é)n) ’ (2(5n) 25nt1)n/k+O 1
ss(§") <2- < 1 > 4—2 7 = . 9(26n+1)n/k+0(y/nlogn) (8)
s+0 n/k k
2 " ((%—5)n/k)

for any k divides n and 2dn < k. By choosing k = n/C for a sufficiently large constant C, and
choosing & be a sufficiently small constant, equation (8) would yields ss(F*) < 200=9" for some
constant ¢ > 0.

For example, let k = n/5, then ¢ need to satisfies § < %0, and we have

((é fg?n/k) - (@ _5(5) ' 5) =10

as ((%fé)_5) is a geometric average of (g) and (g) Then

n k

L .

ss(F") < 2- ((1 —f5)n> I ((2—5:;1 (Zin) . 9(20n+1)n/k+0(v/mlogn)
2 ((%—d)n/kz)

< 2h(%+6)'n+o(n) 2h(%_6).n 2100 /5

— 10n/5

< oh(3+8)-n+o(n) + o(h(5—6)+3h(108)+105— 1 log(10))n-+o(n) (9)

. 2106n+0(n)

By letting 0 be a sufficiently small constant, we have h(% +6) = 1 — ¢ for a constant ¢ > 0 and
h(% — 6) + £h(100) + 106 — }log(10) ~ 1 — 1 log(10), thus ss(F") < 2(1=cIntoln),

The right side of the inequality (9) is minimized when § &~ 0.0465, which gives us ss(§") <
0(20.994n>.

Similarly to (8), for linear secret sharing, we get

k
n ((l_g)n) : (2671) (26n+1)n/k+0(1)
ssin(3") < 2- ((% N 5)%) o (10)

for any k divides n and 2dn < k. Let k = n/5 and § = 0.019, then (10) gives us ssjin(F") <
0(20.999n). =

18



We did not make our best effort to optimize the constant factor. And we would like to point
out that the share size can not be improved to better than 2/2 with minor improvements. In the
first step (Section 3.1), the monotone function computed by a circuit of size (Z) + (’I;”) with a single
call to a fat-slice function in §[, ). To make sure the circuit size is smaller than 27/2 we have to
set a < 11%n and b > 89%n. In the second step (Section 3.2), to make sure we did not sample
more than 272 partitions, we require the bucket size to be greater than 2, i.e. there are no more
than n/2 buckets in each partition. In later steps, in order to have non-trivial saving, we require
b — a to be smaller than the number of buckets. As 89%n — 11%n > n/2, such requirements can
not be satisfied simultaneously.
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