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Abstract

Fuchsbauer, Kiltz, and Loss (Crypto’l8) gave a simple and clean definition of an alge-
braic group model (AGM) that lies in between the standard model and the generic group
model (GGM). Specifically, an algebraic adversary is able to exploit group-specific structures
as the standard model while the AGM successfully provides meaningful hardness results as the
GGM. As an application of the AGM, they showed a tight computational equivalence between
the computing Diffie-Hellman (CDH) assumption and the discrete logarithm (DL) assumption.
For the purpose, they used the square Diffie-Hellman assumption as a bridge, i.e., they first
proved the equivalence between the DL assumption and the square Diffie-Hellman assumption
in the AGM, then used the known equivalence between the square Diffie-Hellman assumption
and the CDH assumption in the standard model. In this paper, we provide an alternative proof
that directly shows the tight equivalence between the DL assumption and the CDH assumption.
The crucial benefit of the direct reduction is that we can easily extend the approach to several
variants of the CDH assumption, e.g., the bilinear Diffie-Hellman assumption. Indeed, we show
several tight computational equivalences and discuss applicabilities of our techniques. In this
full version, we provide further applications (including the matriz computational Diffie-Hellman
assumption and the kernel matriz Diffie-Hellman assumption) and a detailed overview of our
techniques.
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1 Introduction

1.1 Background

Diffie-Hellman Problem in the Generic Group Model. The discrete logarithm (DL) as-
sumption and the computational Diffie-Hellman (CDH) assumption including its variants have been
devoted to constructing numerous cryptographic protocols. Hence, estimating the computational
hardness of solving the problems is a fundamental research topic in cryptography. For the pur-
pose, the generic group model (GGM) [Nec94, BLI6, Sho97, MWI8, Mau05] over cyclic groups is
a wonderful tool and has successfully provided several fantastic results in the context. Generic al-
gorithms are not able to exploit specific structures of cyclic groups in the sense that the algorithms
are given group elements only via abstract handles. Then, the algorithms are able to output only
group elements which are computed by interacting with an oracle and applying group operations
to given elements. Therefore, generic algorithms such as a baby-step giant-step algorithm, the
Pohlig-Hellman algorithm [PH78] (in composite-order groups), and Pollard’s rho algorithm [Pol78]
work in any cyclic groups.

Furthermore, the most substantial benefit of the GGM is that we are able to derive information
theoretic lower bounds of computational problems, where analogous analyses seem infeasible in the
standard model. For example, any generic algorithms require at least O(,/p) group operations to
solve the DL problem in cyclic groups of a prime-order p. Analogous analyses have also been made
for the CDH problem and its variants in an ad-hoc manner. Thus far, the GGM has been extended
and used for studying computational problems in bilinear (and multilinear) groups [BB08, Boy08,
KSW13, MRV16, EHK"17].

One main criticism of the GGM is that computational problems that are generically hard may
not be hard when instantiated in concrete groups. Jager and Schwenk [JS13] proved that computing
a Jacobi symbol of an integer modulo a composite n generically is equivalent to factorization;
however, the computation is easy when given an actual representation of Z,,. Similarly, the number
field sieves [Gor93] in specific groups are able to solve the DL problem in subexponential time
in logp, i.e., faster than the generic algorithms. Hence, the GGM gives us certain confidence of
computational hardness while we want to obtain analogous results in the standard model or less
restricted models than the GGM.

Algebraic Group Model. In Crypto’l8, Fuchsbauer, Kiltz, and Loss [FKL18] introduced an
algebraic group model (AGM). The definition of the AGM lies in between the standard model and
the GGM. Like the standard model and unlike the GGM, an algebraic algorithm is given an actual
representation of cyclic groups. On the other hand, like the GGM and unlike the standard model,
an algebraic algorithm is able to output only group elements by applying group operations to given
elements. Although the algebraic algorithm is not required to interact with an oracle for the compu-
tation, it should output a record of a group operation which Fuchsbauer et al. called a representa-
tion. Let G := (G, G, p) be a group description, where G is an additive cyclic group of a prime-order

p and G is a generator. When an algebraic algorithm is given (Q,X =(X1,...,Xy) € (Gf) and

outputs Z € G, it has to also output a vector z := (29, 21, ..., 2¢) € Zf;“ as a representation of Z
with respect to X such that Z = Zf:o z; X;, where Xy := G. Similar definitions of an algebraic
algorithm are already known in [BV98, PV05]; however, Fuchsbauer et al.’s definition is simpler
and clearer.

The AGM is not allowed to derive computational lower bounds as the standard model. In turn,
as opposed to the standard model, Fuchsbauer et al. showed that the AGM is able to make a
tight reduction from the DL to the CDH. To be precise, they used the square Diffie-Hellman (DH)



problem [MW96, BDS98] as an intermediate step. They first proved a tight reduction from the DL
to the square DH in the AGM. Let (G, X) be a DL instance such that X := zG. The reduction
algorithm gives (G, X) to a square DH algorithm and receives an answer Z = 22G along with a
representation vector z. Fuchsbauer et al. showed that the vector Z' and the relation

ZoG+ZlX =7

are sufficient to recover the DL solution x by solving an equation modulo a prime p. Then, thanks to
the known computational equivalence between the square DH and the CDH [MW99, BDZ03], their
reduction implies a tight reduction from the DL to the CDH in the AGM. Furthermore, a valuable
feature of the result is that the reduction algorithm is generic. Due to the fact, an existence of the
tight reduction implies an information theoretic lower bounds of the CDH as O(,/p) in the GGM.

Fuchsbauer et al. claimed that a benefit of the AGM is that we are able to derive information
theoretic lower bounds of the CDH in the GGM via quite simple arguments. Indeed, Fuchsbauer
et al.’s reduction in the AGM is much simpler than the analogous analysis in the GGM. Therefore,
providing generic reductions from the DL to other computational problems of the CDH family in
the AGM has to be an interesting open problem.

1.2 Our Contributions

In this paper, we provide generic and tight reductions from the DL to several computational prob-
lems of the CDH family in the AGM. A starting point of our technique is a direct reduction from
the DL to the CDH without using the square DH as the intermediate step. Given the DL in-
stance (G, X ), our reduction algorithm randomly samples r € Z,, and gives (G, (X1, X2)) to a CDH
algorithm, where

X1:=X=2G and Xy:=X+rG=(z+71)G.

Here, (G, (X1,X2)) is a properly distributed CDH instance in the sense that x and = + r are
independently distributed to uniform in Z, from the CDH algorithm’s view. Then, the reduction
algorithm receives a solution of the CDH Z = z(z + r)G along with a representation vector zZ. We
show that the vector z" and the relation

200G+ 21 X1 +20Xe=2

are sufficient to recover x by solving an equation modulo a prime p. The approach is very simple
as Fuchsbauer et al.’s one and easily applicable to several CDH variants which are not studied
in [FKL18]. We believe that the simplicity is a main benefit of our result. To explain our technique
as simple as possible, we consider only tight reductions in the sense that the reduction algorithm
uses an algorithm for CDH variants only once.

Furthermore, we extend the AGM to an algebraic bilinear group model (ABGM) for studying
computational problems in symmetric bilinear groups equipped with a map e : G x G — Gp. We
define an algebraic bilinear algorithm so that it is given (Q = (G,Gr,G,e,p), X = (X1,...,Xp) €
G*, Y = (Y1,...,Yp) € Ggﬂ) and outputs Z € G along with a representation vector 2z’ that indicates
how Z is computed by the given elements. Then, we extend the approach used in cyclic groups and
provide generic and tight reductions from the DL to several computational problems of the CDH
family including the computational bilinear Diffie-Hellman problem.

Finally, we provide our master theorems that indicate what kind of computational assumptions
can be reduced to from the DL assumption both in cyclic groups and bilinear groups of a prime-
order.



In the preliminary version [MTT19], our master theorem in cyclic groups does not capture the
computational k-linear problem. Thus, we gave a tailor-made reduction for the problem. In this
full version, we provide a new master theorem for the matrix computational Diffie-Hellman problem
that includes the computational k-linear problem as a special case. Furthermore, we show a new
application called the kernel matrix Diffie-Hellman problem in this full version.

1.3 Technical Overview

In this subsection, we provide more detailed explanation of our technique, where the discussion did
not appear in the preliminary version [MTT19].

In [FKL18], the reduction algorithm of Fuchsbauer et al. gives (G, X), which is exactly the DL
instance, to a square DH algorithm. We call the reduction approach an identity embedding since
the DL solution x is used only by *G = X as a group element. In other words, even if we want
to use an algorithm which takes multiple group elements (X1, Xs,...) as the input, the identity
embedding can embed the DL solution x into only one group element. Since the square DH is
computationally equivalent to the CDH in the standard model, the identity embedding is enable
to show a computational equivalence between the DL and the CDH by using the square DH as the
intermediate bridge.

However, the identity embedding looks insufficient for providing a direct reduction from the DL
to the CDH. The limitation of the identity embedding is that the DL solution is used only for one
group element. When we try to use the identity embedding to provide a reduction for the CDH,
the reduction algorithm randomly samples r € Z;,, and sets

X1 =X =2G and X5:=rG.
However, in this case the relation
20G + 21 X1+ 29X =2

obtained by the output of the CDH algorithm is insufficient for recovering the DL solution =«.
Intuitively, the output of the CDH algorithm xrG does not give the reduction algorithm any
additional information, since the reduction algorithm is able to compute Z = xrG = rX by itself.

To this end, we introduce a new embedding which we call an affine embedding. As claimed above,
when we provide a reduction for the CDH problem, the reduction algorithm gives (G, (X1, X2)) to
a CDH algorithm, where

X1 =X=2G and Xy:=X+rG=(x+1r)G

by picking a random r € Z,. The affine embedding embeds the DL solution z into two group
elements (Xi, X2), where z + r that is an exponent of X5 has an affine relation of z. Then,
the reduction algorithm is able to obtain non-trivial information since it is not able to compute
Z = x(z+7)G (or 22G) by itself. Similarly, the affine embedding is able to embed the DL solution
x into multiple group elements ((z + )G, ..., (x + r¢)G) by picking random (ry,...,ry) € Zf,.
Note that the discrete logarithm of group elements (z,z +r1,...,z+ry) look random in Zﬁ*l from
Diffie-Hellman algorithm’s view.

The affine embedding is still insufficient for the computational k-linear problem, i.e., given
(G, X1 = G, ..., Xy = 2.G, Y1 := 2191,..., Y% := zkyxG) for random (x1,..., Tk, Y1, .-, Yk)
and compute (y1 + --- + yr)G. Specifically, by embedding an affine relation of the DL solution
x into some (r1,...,TE,Y1,.--,Yk), then a relation obtained by the k-linear algorithm’s output



may result in a zero polynomial. To avoid the obstacle, we sample a random x; by ourselves and
implicitly embed the DL solution z into z1y;. We call the embedding implicit embedding since we
do not know a value of y;. In other words, a k-linear algorithm enables us to obtain a non-trivial
value y; = x1/x that enables us to provide a reduction from the DL to the k-linear problem.

1.4 Organization

In Section 2, we review several computational problems which we study in this paper. In Section 3,
we review a definition of the algebraic group model (AGM) defined by Fuchsbauer et al. [FKL18].
In Sections 4 and 5, we show our technique to provide generic and tight reductions from the DL
to the CDH family in cyclic groups and symmetric bilinear groups along with master theorems,
respectively. In Sections 6 and 7, we show new applications of this full version, i.e., generic and
tight reductions from the DL problem to the matrix computational Diffie-Hellman problem and the
matrix kernel Diffie-Hellman problem, respectively.

Notations. We use z & Zy, to denote a uniformly random sampling from Z, and (z1, ..., x¢) & Zﬁ

to denote every element is sampled by z; & Z,, independently. Let a capital case bold letter A
and a lower case bold letter a denote a matrix and a column vector, respectively. Let O denote a

k-dimensional zero vector. For an (m+n)-variate polynomial f(x1,...,Zm,y1,--.,Yn), we use deg f
to denote a degree of the polynomial and deg,, ., f to denote a degree of the polynomial only
with respect to variables z1,...,2,,. As an example for f(x,vy,2) := 2%yz, we use the notations

deg f = 4, deg, f = 2, and deg, , = 3. As a notational convenience, we use deg f = 1/k for
f=a"% and deg f = —k for f = a~F.

2 Computational Problems

In this section, we review several computational problems that we study in this paper. Specifically,
in Sections 2.1, 2.2, and 2.3, we review Diffie-Hellman variants in cyclic groups, symmetric bilin-
ear groups, and matrix Diffie-Hellman problems in asymmetric bilinear groups, respectively. The
contents of this section refer to [Boy08, KSW13, MRV16, EHK*17].

2.1 Diffie-Hellman Variants in Cyclic Groups

We review computational problems in cyclic groups. Let G := (G, G,p) be a group description,
where G is an additive group generated by G and has a prime-order p.! For simplicity, when given
G we use the notation [a] := aG for a € Z,.

We first define a discrete logarithm problem to which other problems will be reduced.

Definition 1 (Discrete Logarithm (DL) Problem). Given a group description G := (G, G,p) and
a group element X := [z] € G;z & Ly, compute T € Lyp.

Then, we summarize the CDH problem and its variants which we study in this paper.

Definition 2 (Computational Diffie-Hellman (CDH) Problem [DH76]). Given a group description
G = (G,G,p) and group elements (X1 := [x1], X2 := [x2]) € G?; (w1, x2) <& ZZ, compute Z =
[1’1.1‘2] e G.

1 To construct a reduction, we solve an equation modulo an order of G. Hence, if the order is composite, we do
not know how to solve it in general. Hence, we study only a prime-order group in this paper as [FKL18].



Definition 3 (k-party Diffie-Hellman (k-PDH) Problem [Bis08]). Given a group description G :=
(G,G,p) and group elements (X1 := [x1],..., Xy, := [xx]) € GF; (21, ..., ap) & ZF

ps compute 7 =
[x1 - xk] € G.

The following k-exponent Diffie-Hellman assumption for k = 2 called the square Diffie-Hellman
assumption was used in [MW96, BDS98].

Definition 4 (k-exponent Diffie-Hellman (k-EDH) Problem). Given a group description G :=
(G,G,p) and a group element X := [z] € G;z & Z,, compute Z = [2F] € G.

The following k-th root Diffie-Hellman problem for k = 2 called the square root Diffie-Hellman
problem was used in [KMS04].

Definition 5 (k-th Root Diffie-Hellman (k-RDH) Problem). Given a group description G :=
(G,G,p) and a group element X := [z] € G;z & 7, compute Z := [z'/%] € G.

The following k-Inverse Diffie-Hellman problem for k = 1 called the inverse computational
Diffie-Hellman problem was used in [BDZ03].

Definition 6 (k-Inverse Diffie-Hellman (k-IDH) Problem). Given a group description G :=
(G,G,p) and a group element X := [z] € G;x & Zy, compute 7 = [z7%] € G.

To provide our master theorem in cyclic groups, we define a generalized version of the Diffie-
Hellman problem as follows.

Definition 7 (Generalized Diffie-Hellman (GDH) Problem). Let fi(z1,...,Zm,Y1s---sYn)s---,
fo(z1, - Ty Y1y Yn), and g(x1, ..., 2m) be known fixed non-zero polynomials. Given a group
description G := (G, G,p) and group elements

(Xl = [fl(xla-"7xm7y17"'7yn)]7"'7X€ = [ff(xlv"'7$may17"'ayn)]) € Géa
)

$ mm+4n
(xl)”'axmaylv'”ayn <_Zp )

compute
Z = [g(x1,...,zm,)] € G.

Note that the GDH problem contains the CDH, the k-PDH, the k-EDH, the k-RDH, and the
k-IDH problem as special cases.

2.2 Diffie-Hellman Variants in Symmetric Bilinear Groups

We review computational problems in bilinear groups. For simplicity, we focus only on symmetric
bilinear maps e : G x G — Gyp. Let G := (G,Gr, G, e,p) be a bilinear group description, where G
is an additive group generated by GG and has a prime-order p, and G is a multiplicative group of
order p associated with a non-degenerate bilinear map e : G x G — Gr, i.e., e(G,G) is a generator
of Gr and e(zG,yG) = e(G, G)™. For simplicity, when given G we use the notations [a] := aG and
lalr == e(G,G)" for a € Zj.

We will provide a reduction from the DL in source groups G to CDH variants. Hence, we define
a bilinear discrete logarithm problem as follows.

Definition 8 (Bilinear Discrete Logarithm (BDL) Problem). Given a bilinear group description
G :=(G,Gr,G,e,p) and a group element X := [z] € G;z & Ly, compute T € Zy.



Then, we summarize the CDH variants in symmetric bilinear groups.

Definition 9 (Computational Bilinear Diffie-Hellman (CBDH) Problem [BF03, Jou04]). Given a
bilinear group description G := (G,Gp,G,e,p) and group elements (X1 := [x1], Xo := [x2], X3 :=
[23]) € G3; (1, 2o, x3) & Z3, compute Z = [x12923)7 € Gr.

Definition 10 (k-party Bilinear Diffie-Hellman (k-PBDH) Problem). Given a group description
G := (G,Gp,G,e,p) and group elements (X1 = [z1],..., Xy = [z1]) € GF;(z1,...,a1) & Z’;,
compute Z := [x1- - xk|r € Gr.

Definition 11 (k-exponent Bilinear Diffie-Hellman (k-EBDH) Problem). Given a group description
G := (G,Gr,G,e,p) and a group element X := [z] € G;x & Zp, compute Z = [2*]r € Gr.

Definition 12 (k-th Root Bilinear Diffie-Hellman (k-RBDH) Problem). Given a group description
G :=(G,Gr,G,e,p) and a group element X := [z] € Gy & Z,, compute Z = [¢'/*] € Gr.

Definition 13 (k-Inverse Bilinear Diffie-Hellman (k-IBDH) Problem). Given a group description
G := (G,Gr,G,e,p) and a group element X := [z] € G;x & Zy, compute Z = [z~ ¥ € Gr.

To provide our master theorem in bilinear groups, we define a generalized version of the bilinear
Diffie-Hellman problem as follows.

Definition 14 (Generalized Bilinear Diffie-Hellman (GBDH) Problem). Let fi(z1,...,ZTm,y1,

"7yn)7‘ : '7fk(‘rla‘ . wxm)ylv"')yn)’ 91(3317--‘733may1w . '7yn)7"')g€(‘rla‘ . wx’m?ylv"')yn)’ and
h(zi,...,xm) be known fized non-zero polynomials. Given a bilinear group description G :=
(G,Gr,G,e,p) and group elements

Xl = [fl(xl)'"axmvylv"'vyn)]u'”vXk::[fk(xlv"‘yajmuyla‘"7yn)]7 k l .
€ GF x Gl
Y1 = [gl(xlv"'7xm7y17"'7yn)]T7"'7va = [gf(xb"'axm7y17"'7yn)]T

$ mm4n
(xl)"'axmvyla"'vyn)%zp )

compute
Z = [h(x1,...,zn)]r € Gr.

Note that the GBDH problem contains the CBDH, the k-PBDH, the k-EBDH, the k-RBDH,
and the k-IBDH problem as special cases.

2.3 Matrix Diffie-Hellman Problem

We review matrix Diffie-Hellman problems in asymmetric bilinear groups®’. Let G := (G,Gr,
G1,G9,e,p) be an asymmetric bilinear group description, where G; and Gy are additive groups
generated by G1 and G4 respectively, and has a prime-order p, and Gr is a multiplicative group
of order p associated with a non-degenerate bilinear map e : G; x Gy — Gr, i.e., e(G1,G2) is a
generator of Gp and e(zG1,yG2) = e(Gy, G2)™. For simplicity, when given G we use the notations
la]i = aG1, [a]z := aGa, and [a]7 := e(G1,G2)® for a € Z,. Furthermore, for a matrix A = (a; ;)
we use the notation [A]; to denote a matrix whose every (i, j) element is [a; ;];. We use analogous
notations to denote [A]z and [A]r.

Matrix Distribution. Let D, be a matrixz distribution to sample a matrix A € Z;Hl)m. Let

A and a' denote a top k x k submatrix and a bottom row vector of A, respectively. Escala

2The problem did not appear in the preliminary version [MTT19].



et al. [EHK"17] introduced a matrix decisional Diffie-Hellman (matrix DDH) problem. Roughly
speaking, the matrix DDH problem states that ([A]1,[As];) and ([A]1,[u];) in ngH)Xk x Gl

are computationally indistinguishable, where A < Dy, s & Z’; ,and u & Z’;H. The matrix DDH
contains several decisional problems as special cases. For example, we show examples of matrix
distributions Dy, for the Symmetric k-Cascade assumption (SCy), the k-Cascade assumption (Cg),
the decisional k-linear assumption (L), the incremental k-linear assumption (IZLy) that were
introduced in [EHK*17], and the randomized k-linear assumption (RLy) that were introduced
in [JR14] (they called the assumption k-lifted assumption and the randomized k-linear assumption

was named in [MRV16]) as follows:

al 0 a 0 al 0
1. 1.
Ekl = y SCk:A: 5 Ck:A: 5
0 Qg a ag
1 1 0 1 0 1
a 0
a+1 “ 0
I[,k:AI s R,Ck:A:
0 a+k—1 0 @k
1 1 ag+1 - a2k

We define a generalized matrix distribution to provide our master theorems as follows:

Definition 15 (Generalized Matrix Distribution GMy,). Let f; j(z1,...,2m) be known fized poly-
nomials (which may include zero polynomials) for (i,j) € {1,2,...,k+ 1} x {1,2,...,k}. The
generalized matric distribution GMy, is defined by A = (a; ;) € ZékH)Xk for

am- = fi,j(acl, e ,:):m); (:Bl, Ce. ,:Cm) (i Z?,
where

o A is full rank with overwhelming probability.

e There is at least one index j € {1,2,...,k} such that fry1(x1,...,2m) are non-zero polyno-
mials.

We use the notation X, ; to denote [a; 1.

We will provide generic and tight reductions for computational counter parts of matrix Diffie-
Hellaman problems based on the following bilinear discrete logarithm problem in a group Gy.

Definition 16 (Bilinear Discrete Logarithm (BDL) Problem in G1). Given a bilinear group de-
seription G := (G1,Go,Gp,G1,Ga,e,p) and a group element X := [z]; € Gy;x & Ly, compute
T € Lp.

In this paper, we study computational counterparts of the matrix DDH assumption in the
following two ways as [MRV16].

Matrix Computational Diffie-Hellman Problem. The first computational counterpart is the
matriz computational Diffie-Hellman (MCDH) problem. Roughly speaking, the MCDH problem

states that given ([A]1, [As]y) € ngH)Xk x GH1 then computing [a”s]; € G is computationally

hard, where A < Dj and s & Z’;.



Definition 17 (Computational k-Linear (k-Lin) Problem). Given a group description G :=
(G,Gr,G1,Ga,e,p) and group elements (X1 := [x1]1,..., Xk = [z, Y1 = [T1in]1,..., Y% =

[zryilt) € G (wn, oy ap s - yk) < Z2F, compute Z = [y1 + -+ + yi)1 € G

Definition 18 (Computational Symmetric k-Cascade (k-SCasc) Problem). Given a group de-
scription G = (G,Gr,G1,Ga,e,p) and group elements (X := [z]1,Y1 = [zy1]1,Ye = [y1 +
wyal, - Vi o= (et +ayelt) € GV (g, u) & ZEFY, compute Z = [yi)r € Gy,

Definition 19 (Computational k-Cascade (k-Casc) Problem). Given a group description G :=
(G7 GTaGlaGQ7€ap) and group elements (Xl = ['rl]la"'an = [:Ek:]layl = [xlyl]lv)/é = [Z/l +

$2y2]1, o 7Yk = [?/k—l + xkyk]l) S G%k7 (1717 ey Ty Y1y e 7yk) <i Z]%k7 ComPUte Z = [yk]l S Gl'
Definition 20 (Computational Incremental k-Linear (k-IL) Problem). Given a group description
G := (G,Gr,G1,Ga,e,p) and group elements (X := [z]1, Y1 := [z1y1]1, Yo := [(x + Dy2)1, ..., Yi :=

[(z+ k= Dyl1) € G (z,y1, -, ye) < ZEYL, compute Z == [y1 + -+ + yi)1 € Gy

Definition 21 (Computational Radnomized k-Linear (k-RL) Problem). Given a group descrip-

tion G = (G,Gr,G1,Ga,e,p) and group elements (X1 = [xi]1,...,Xox = [z, Y1 =
[waynlt, - Ve = o) € G5 (o, mok, yr, o un) < Z3F, compute Z = [wpqiyn + 0+
Toryr]1 € Gi.

When the matrix distribution follows a generalized matrix distribution GM}, in Definition 15,
we call the computational problem a generalized matrix computational Diffie-Hellman problem. We
formally define it as follows.

Definition 22 (Generalized Matrix Computational Diffie-Hellman (GMCDH) Problem). Let
fij(xr, ... xm) for (i,7) € {1,2,...,k+ 1} x {1,2,...,k} be polynomials in Definition 15. Given
a group description G := (G, Gy, G1,Ga,e,p) and group elements

k
k(k
(Xij = [fog(@r o mm)) et 2mbrty 1,20 kds (Y= D fig(@n o em)yih)jen o, n) € Gy,
=1

8 mmitk
(xl,"'axmayla---ayk)kzp 3

compute

k
Z = [Z Jrrrg(@e, o mm)ysh € G
j=1

Note that the GMCDH problem contains computational variants of the k-SCasc, the k-Casc,
the k-Lin, k-IL, and the k-RL problems as special cases.

Matrix Kernel Diffie-Hellman Problem. The other computational counterpart is the matriz
kernel Diffie-Hellman (MKDH) problem. Roughly speaking, the MKDH problem states that given

[A]; € ngH)Xk then computing [v]y € ZE™ \ {0441} such that ATv = 0 is computationally
hard, where A < Dx.

Definition 23 (Kernel k-Linear (k-Lin) Problem). Given a group description G :=
(G,Gr,G1,Ga,e,p) and group elements (X1 := [z1]1,..., Xy := [zx]1) € G¥;(z1,...,2p) & Z’;,,
compute (Z1 := [z1]2, ..., Zg+1 = [2kr1)2) € GSH such that x1z1 + 211 = -+ = T2k + 221 = 0
and (Zl, ey Zk—l—l) 75 0k+1-
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Definition 24 (Kernel Symmetric k-Cascade (k-SCasc) Problem). Given a group description

G = (G,Gp,G1,Ga,e,p) and a group element X = [z]1 € Gz & Ly, compute (Z) :=
[21]2y -« s Zkt1 := [2r21]2) € Gg“ such that xz1 + 29 = -+ = xzk + 241 = 0 and (21, ..., 2k41) #
0k+1.

Definition 25 (Kernel k-Cascade (k-Casc) Problem). Given a group description G :=
(G,Gr,G1,Ga,e,p) and group elements (X1 := [x1]1,..., Xy := [zx]1) € G¥;(z1,...,2p) & Z’;,
compute (Z1 = [z1]2, .-+, Zkt1 := [2k41]2) € Gg“ such that x1z1 + 29 = -+ = TRz + 2p+1 = 0 and
(215 -+ 2641) 7 Opp1.

Definition 26 (Kernel Incremental k-Linear (k-IL) Problem). Given a group description

G = (G,Gp,G1,Ga,e,p) and a group element X := [z]; € Gy;x & Ly, compute (Z, =
[21]2, s Zkt1 = [2k+1)2) € GSH such that xz1 + zp41 = (x+ Dz + 2641 = -+ = (x + k —
Dzk + 2zk41 =0 and (21, ..., 2k+1) 7 Op41.

Definition 27 (Kernel Radnomized k-Linear (k-RL) Problem). Given a group description G :=
(G,Gr,G1,Ga,e,p) and group elements (X1 = [x1]1,..., Xop = [zar]1) € G;(x1,. .., x01) &

ng, compute (Z1 := [z1]2, .-+, Zgs1 = [zks1]2) € GSH such that x121 + Tpp12k41 =+ = T2k +
Topzkp1 = 0 and (21,. .., Zp41) 7 Opy1.

When the matrix distribution follows a generalized matrix distribution GMj, in Definition 15,
we call the kernel problem a generalized matrixz kernel Diffie-Hellman problem.

Definition 28 (Generalized Matrix Kernel Diffie-Hellman (GMKDH) Problem). Let
fij(@r, ... xm) for (i,7) € {1,2,...,k+ 1} x {1,2,...,k} be polynomials in Definition 15. Given
a group description G := (G, Grp, G1,Ga,e,p) and group elements

k(k+1
(Xij = [fig(@r, s zm)) G g)ef1,2, o1} x{1,2,. .k} € GHEY (21, ) & zy,
compute (Zy := [z1]2s - -, Zry1 := [2rr1]2) € GETY such that
fl,j(xl, - ,xm)zl —+ -+ fk+1’j(£1?1, - ,xm)zk+1 =0

forallj € {1,2,...,k} and (z1,..., 2k41) 7 Oky1.

Note that the GMKDH problem contains kernel variants of the k-SCasc, the k-Casc, the k-Lin,
k-IL, and the k-RL problems as special cases.

3 Algebraic Group Model

In this section, we review basic notions of security games, the generic group model, and the algebraic
group model. The contents of this section heavily refer to [FKL18].

Algebraic Security Game. Let Gg be an algebraic security game relative to a group description
G := (G, G, p); an adversary A receives G and an instance of the problem X from a challenger, then
returns an output. For example, we use CDHg to denote security games of the CDH problem
relative to G; an adversary A receives G and (X1, X2) from a challenger, then returns an output Z.
We use Gé to denote an output of a game Gg between a challenger and an adversary A. A is said
to win if Gé =1; CDH@ = 1 when Z = [x122]. We define an advantage and a running time of an

adversary A in Gg as Adng = Pr[Gé = 1] and TimegA, respectively.
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Generic Group Model (GGM). In the GGM, an adversary Agen is not given actual represen-
tations of group elements but the elements via abstract handles. For example, an adversary Age, in
a security game CDHyg receives a group description G := (G, 00, p) and (01,02) from a challenger.
Here, G only contains an information of an additive cyclic group of a prime-order p. The adversary
Agen is able to perform group operations only via oracle queries, e.g., a generic adversary Agen
queries (01,02, +) to an oracle and obtains 03, where 01 = X;,02 = X5, and 03 = X + X5. Since
a behavior of the generic adversary Age, is independent of actual group representations, it works
in any groups.

Some computational problems that are hard in the GGM may not be hard when instantiated
in concrete groups. However, the GGM is still useful since it enables us to obtain information
theoretic lower bounds. We use a notion of (e,t)-hard if for all generic algorithms Agen in a game
Gg

Time§a,, <t = Ad§s, <c
holds. The following fact is known for the discrete logarithm problem.

Lemma 1 (Generic Hardness of DL [Sho97, Mau05]). The discrete logarithm problem is (t*/p,t)-
hard in the GGM.

Algebraic Algorithm. Now, we review a notion of an algebraic algorithm defined by Fuchsbauer
et al. [FKL18]. An algebraic algorithm is able to output group elements only via group additions
of given elements. Furthermore, the algebraic algorithm should also output a representation which
indicates how output group elements are calculated with respect to given elements.

Definition 29 (Algebraic Algorithm, Definition 2.1 of [FKL18]). An algorithm A,g executed in
an algebraic security game Gg in a cyclic group G := (G, G, p) is called algebraic if for all group
elements Z € G that Aug outputs, it additionally returns the representation of Z with respect to
given group elements. Specifically, if)_f = (Xo,...,Xy) € G, where Xo := G, is the list of group
elements that Asg has received so far, then Ayg must also return a vector Z := (z;)o<i<e € fol
such that Z = Zf:o ziX;. We use [Z]z to denote such an output.

We remark that every generic algorithm Agen can be modeled as an algebraic one. A generic
algorithm Agen is able to output only group elements which are derived from group additions of
given elements as an algebraic algorithm. Furthermore, by keeping a record of all oracle queries, a
generic algorithm Age, is able to output a group element Z along with its representation Z. Hence,

a generic algorithm Agen is able to behave as an algebraic algorithm. Moreover, let A, and Bgen

be an algebraic and a generic algorithm, respectively. Then, B,g := Bgéf is also an algebraic

algorithm.

Reduction between Algebraic Security Games. Let Gg and Hg be two algebraic security
games. Please keep in mind that Gg and Hg will be the game for the CDH variants and the (B)DL,
respectively. We use Hg =, Gg to denote an existence of a generic and tight reduction algorithm

Rgen such that for every algorithm A, an algorithm B := Rgen satisfies

AdvgB = Advg:A and TimegB = TimegA.

The crucial point of the definition is that a reduction algorithm Rgen is generic. Hence, if A = Ayjg
is algebraic, B = B,|g is also algebraic. Furthermore, if A = Agep is generic, B = Bgen is also generic.
Thanks to the generic reduction algorithm Rge,, we are able to obtain information theoretic lower
bounds of CDH variants as follows by combining with Lemma 1.
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Lemma 2 (Lemma 2.2 of [FKL18)]). Let Gg and Hg be algebraic security games such that Hg =g
Gg and winning Hg is (g,t)-hard in the GGM. Then, Gg is (e,t)-hard in the GGM.

4 Reductions for Diffie-Hellman Variants in Cyclic Groups

In this section, we show generic and tight reductions from the discrete logarithm (DL) problem to
the computational Diffie-Hellman (CDH) problem and its variants in the algebraic group model.
We first provide a direct reduction to the CDH in Section 4.1. Then, we provide our master theorem
in Section 4.2.

4.1 DL to CDH Reduction via Affine Embedding

In this section, we show a basic approach of this paper by providing a generic and tight reduction
from the DL to the CDH in the AGM via the affine embedding.

Theorem 1. DLg =,, CDHg.

Proof. We construct a generic and tight reduction algorithm Rgen. Specifically, the reduction al-

gorithm Rge, uses an algebraic adversary A,z on the CDHg only once and construct an algebraic

adversary B,z := Rgél% on the DLg.

The reduction algorithm Rge, is given a group description G := (G, G,p) and an instance of the
DLg, ie., X := [z] € G for an unknown = € Z,. Then, the reduction algorithm Rge, creates an

instance of the CDHyg as follows: Pick a random r < Z,, and compute
Xo=X+rG=[z+7] €G,

then set
(X1 = X, X») € G

The reduction algorithm Rge, gives a group description G := (G,G,p) and group elements
(X1, X2) € G? to Ayg. Observe that (X1, X») is a valid CDH instance by implicitly setting

(r1,22) = (x, 2+ 1)

since xg is independently distributed of x1 to uniform in Z, from A,4’s view. Hence, an algebraic

adversary A,z outputs a correct solution [Z]z with an advantage Advggi and a running time
. CDH
Tlmeg7Aalg.

Next, the reduction algorithm Rgen uses [Z]z output by an algebraic adversary A, on the
CDHg and computes a solution of the DLg. Assume the output is a correct solution of the CDH,
i.e., Z = [x1x2]. It holds with probability Advg]g::. Then, the representation vector ' := (zo, 21, 22)
satisfies

[T122] = [2(2 +7)] = 20G + 21X + 22Y
= [20 + 212 + z2(x + 1)].

Hence, the reduction algorithm Rge, obtains the following univariate equation modulo a prime p:
z(x+r) =20+ 212+ 22(x+7r) modp

<:>IE2+(7’—21—22)$—20—227’:O mod p.
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Table 1: Applicability of our technique in cyclic groups

problem (fi)ien g maxdeg f; degg reduction?
CDH (z1,x2) T1T9 1 2 Yes
k-PDH | (zi)icq1,2,.. k) T1°°" Tk 1 k k>2
k-EDH T ¥ 1 k k>2
k-RDH T zt/k 1 1/k k>2
k-IDH T z=k 1 —k k>1

Observe that the left hand side is a degree 2 monic polynomial; hence, a non-zero polynomial. Since
the reduction algorithm Rge, knows a value of r, it is able to find all solutions for = in polynomial
time. By checking [z] = X, the reduction algorithm Rgen successfully finds a correct solution of the
DLg. O

By combining with Lemmas 1, 2, and Theorem 1, we are able to obtain an information theoretic
lower bound for the CDH.

Theorem 2 (Generic Hardness of CDH). The computational Diffie-Hellman problem in Defini-
tion 2 is (t?/p,t)-hard in the generic group model.

4.2 Master Theorem in Cyclic Groups

In this subsection, we provide the following master theorem in cyclic groups to indicate the power
of our technique.

Theorem 3 (Master Theorem in Cyclic Groups). DLg =, GDHg holds when the following
conditions hold:

(1) degy, 4. fil®1, . s Zm, Y1, yn) €{0,1} foralli € {1,2,... £},

(2) degg(z1,...,xm) ¢ {0,1}.

Before providing a proof, we summarize the CDH variants which we summarized in Section 2.1
and the conditions of Theorem 3 in Table 1. As the table shows, CDH, k-PDH, k-EDH, k-RDH,
and k-IDH simultaneously satisfy the conditions (1) and (2) in Theorem 3 (although there are
restrictions of k). Hence, as immediate corollary of the master theorem, we are able to provide
generic and tight reductions from the DL to the k-PDH, k-EDH, k-RDH, and k-IDH.

Then, we show a proof of Theorem 3. In advance, we claim that the condition (1) will be used
to ensure that the reduction algorithm is able to produce all group elements of the GDH during a
reduction, while both the conditions (1) and (2) will be used to ensure that the modular equation
never becomes a zero polynomial.

Proof. We construct a generic and tight reduction algorithm Rge,. Specifically, the reduction algo-
rithm Rgen uses an algebraic adversary A, on the GDHg only once and constructs an algebraic

adversary B,jg := Rééf on the DLg.
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The reduction algorithm Rgen is given a group description G := (G, G, p) and an instance of the
DLg, i.e., X := [z] € G for an unknown x € Z,. Thanks to the condition (1), we use the notation

fi(xlv cey Tmy Y1, - ayn) = fiL(ylv S 73/71)37% + fiR(y17' . ayn)

with some 7 € {1,2,...,m} for all i € {1,2,...,¢}. Then, the reduction algorithm Rgen creates an

instance of the GDHg as follows: Pick random (ra,... 7, S1,...,5n) & Z]’,”J“”*l and compute

X’i = fiL(S:lu” . 7571) ’ (X‘l‘T%G) +fiR(Sla‘° '7Sn) -G
= [fi"(sl,...,sn)-J;—I—fil‘(sl,...,sn)-rg + fiR(sl,...,sn)] eG

for all i € {1,2,...,¢} by implicitly setting
(T1,@2, ooy Ty Y1y ooy Yn) = (T, @+ 72,y T+ Ty S1, -+, Sp)-

Here, we use the notation r; = 0 for simplicity. Then, the reduction algorithm Rgen gives a
group description G := (G, G,p) and group elements (X71,...,X,) € G’ to Aslg. Observe that
(X1,...,Xy)isavalid GDH instance since (x2, . .., Z,,) is independently distributed of 21 to uniform

in Z;"_l from A,jg’s view. Hence, an algebraic adversary A, outputs a correct solution [Z]z with

GDH . . . GDH
an advantage Advg7 A and a running time Tlmeg’ Aty

Next, the reduction algorithm Rge, uses [Z]z output by an algebraic adversary A, on the
GDHg and computes a solution of the DLg. Assume the output is a correct solution of the GDH,
ie, Z = [g(x1,...,2y)]. It holds with probability AdngaI:. Then, the representation vector

7= (29, 21, - .., 2¢) satisfies

[9(z1,. .. )]
= 20G+21X1+"‘+25Xg

y4
= [ZO + Zzifi(xla e Tmy Y1y - 7y7’b)]
i=1

y4
= [0+ Yz (fi"(sl,...,sn) cx+ fr sty sn) -r;+fiR(s1,...,sn)>]
=1

l 4
= [(Z Zz'fiL(Slw--vS")> T+ z0+ Zzi (fiL(sl,...,sn) e +fiR(517-~75n))]'
=1

i=1

Hence, the reduction algorithm Rge, obtains the following univariate equation modulo a prime p:

glx,z+7re. .., x4+ 1)
V4 l
= (Zzifi"(sl,...,sn)>:r—l—zo—i—z,zi (fil‘(sl,...,sn)-r%—i—fiR(sl,...,sn)) mod p.
i=1 i=1

Observe that a degree of the left hand side with respect to a variable = is not in {0,1} thanks
to the condition (2). Hence, the modular equation never becomes a zero polynomial. Since the

reduction algorithm Rge, knows values of (ra,...,7m, s1,...,8y), it is able to find all solutions for
in polynomial time. By checking [z] = X, the reduction algorithm Rgen successfully finds a correct
solution of the DLg. O
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By combining with Lemmas 1, 2, and Theorem 3, we are able to obtain an information theoretic
lower bound for the GDH as follows.

Theorem 4 (Generic Hardness of GDH). The generalized Diffie-Hellman problem in Definition 7 is
(t?/p,t)-hard in the generic group model if the conditions (1) and (2) of Theorem 3 simultaneously
hold.

5 Reductions for Diffie-Hellman Variants in Symmetric Bilinear
Groups

In this section, we show generic and tight reductions from the bilinear discrete logarithm (BDL)
problem to the computational bilinear Diffie-Hellman (CBDH) problem and its variants in an
algebraic bilinear group model which we define in Section 5.1. In Section 5.2, we provide a reduction

3

from the BDL to the CBDH. Finally, we provide our master theorem in Section 5.3

5.1 Algebraic Symmetric Bilinear Group Model

In advance of the reduction, we define an algebraic symmetric bilinear algorithm. The definition
is analogous to Definition 29 in the sense that the algebraic symmetric bilinear algorithm is able
to output only group elements which are derived from group additions in G, group multiplications
in G, and pairing e of given elements. Furthermore, the algebraic symmetric bilinear algorithm
should also output a representation which indicates how output group elements are calculated. In
this paper, we study computational problems in bilinear groups whose solutions Z are elements in
Gr. Hence, we define a representation so that it records how Z is computed by group multiplications
of given elements in G and pairing of given elements in G. We formally provide a definition as
follows.

Definition 30 (Algebraic Symmetric Bilinear Algorithm). An algorithm A,z executed in an alge-
braic security game Gg for G := (G,Grp, G, e, p) is called algebraic if for all group elements Z € G
that Ayg outputs, it additionally return the representation of Z with respect to given group ele-
ments. Specifically, z'f)? = (Xo,...,Xp) € GFL, where Xo := G, and Y = (Y,....Y) € GZT

are the list of group elements that A,z has received so far, then Ag must also return a vector
(k+1) (k+2)
(At Dk2)

Z:= ((zij)osisi<hs (Zi)i<i<e) € Zp  ° such that Z = (Hogigjgkz e(Xian)zi’j> : (Hle Y;Zl)‘
We denote such an output as [Z]z.

We note that the CBDH, k-PBDH, k-EBDH, k-RBDH, and k-IBDH do not take elements in
(k+1) (k+2)
Gr as the input. Therefore, the algorithm outputs Z along with a vector 2 € Z, *

5.2 BDL to CBDH Reduction via Affine Embedding

In this subsection, we extend the approach in Section 4 and prove the following reduction via the
affine embedding.

Theorem 5. BDLg =, BDHg.

Proof. We construct a generic and tight reduction algorithm Rge,. Specifically, the reduction al-
gorithm Rge, uses an algebraic adversary A, on the BDHg only once and construct an algebraic

adversary B,jg := Rggﬁ on the BDLg.
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The reduction algorithm Rge, is given a bilinear group description G := (G, G, G, e,p) and an
instance of the BDLg, i.e., X := [z] € G for an unknown z € Z,. Then, the reduction algorithm

Rgen creates an instance of the BDHg as follows: Pick a random (r, s) & ZZ and compute
(Xo=X+rG=[x+7r], Xz=X+sG=[z+s]) cG?

then set
(X; = X, X0, X3) € G2

The reduction algorithm Rgen gives a bilinear group description G := (G,Gr, G, e,p) and group
elements (X1, Xo2, X3) € G to A,ig- Observe that (X1, X2, X3) is a valid CBDH instance since

(z2,x3) is independently distributed of x to uniform in Zg from A, ’s view. Hence, an algebraic

adversary A,z outputs a correct solution [Z]z with an advantage Advg’]i:: and a running time

Timeggi.

Next, the reduction algorithm Rgen uses [Z]z output by an algebraic adversary A, on the
BDHg and computes a solution of the BDLg. Assume the output is a correct solution of the
CBDH, i.e., Z = e(G,G)"*2%3_ It holds with probability Adng::. Then, we use Xy := [1] for

notational convenience and the representation vector Z':= (z; j)o<i<j<3 satisfies

[yzazslr = 2@+ 1)(@ + $)r
= JI e(xix5)7
0<i<;5<3
= [200 + 2012 + 202(x +7) + 203(x + 5) + z171x2 + z1pz(x + 1) + 21 32(x + 5)
+ 200(x +7)2 + 223(x +7)(x + 5) + 233(x + 5)?]7.

Hence, the reduction algorithm Rge, obtains the following univariate equation modulo a prime p:

z(x+71)(z+s)
= 20,0 + 201% + 202(x + 1) + 20 3(x + 5) + 2171x2 + z100(x + 1)
+213%(x + 5) + 220(2 +7)° + 223z +7)(x + 5) + 233(z + 5)* mod p
& 2+ (r+s—2z11—212—21,3— 222 — 223 — 2’373)562
+ (rs — 20,1 — 202 — 20,3 —T21,2 — S21,3 — 2rza — (1 + 8)22,3 — 2523 3)T
— 20,0 — T202 — S203 — 2220 — 8223 — 52233 =0 mod p.
Observe that the left hand side is a degree 3 monic polynomial; hence, a non-zero polynomial.
Since the reduction algorithm Rge, knows values of r and s, it is able to find all solutions for z in

polynomial time. By checking [z] = X, the reduction algorithm Rge, successfully finds a correct
solution of the BDLg. O

By combining with Lemmas 1, 2, and Theorem 5, we are able to obtain an information theoretic
lower bound for the CBDH.

Theorem 6 (Generic Hardness of CBDH). The computational bilinear Diffie-Hellman problem in
Definition 9 is (t?/p,t)-hard in the generic group model.
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Table 2: Applicability of our technique in symmetric bilinear groups

problem | (fi)ief1,2,...k} h maxdeg f; degh reduction?
CBDH (7i)icp3) T1T2X3 1 3 Yes
k-PBDH || (Zi)ic{1,2,..k} T1° Tk 1 k k>3
k-EBDH T ¥ 1 k k>3
k-RBDH T zt/k 1 1/k k>2
k-IBDH x zk 1 —k k>1

5.3 Master Theorem in Symmetric Bilinear Groups

In this subsection, we provide the following master theorem in bilinear groups to indicate the power
of our technique.

Theorem 7 (Master Theorem in Bilinear Groups). BDLg =, GBDHg holds when the following
conditions hold:

(1) deg,, .. fi(w1, .. Zm,y1,...,Yn) €{0,1} for alli e {1,2,...,k},
(2) degy, 4. Gi(T1, - s Tmy Y15+ Yn) €10,1,2} forall i € {1,2,..., 0},
(8) degh(xy,...,zy) ¢ {0,1,2}.

Before providing a proof, we summarize the CBDH variants which we summarized in Section 2.2
and the conditions of Theorem 7 in Table 2. Since these problems do not take group elements in
Gr as the input, we omit the condition (2) in the table. As the table shows, CBDH, k-PBDH,
k-EBDH, k-RBDH, and k-IBDH simultaneously satisfy the conditions (1) and (3) in Theorem 7
(although there are restrictions of k). Hence, as immediate corollary of the master theorem, we are
able to provide generic and tight reductions from the BDL to the k-PBDH, k-EBDH, k-RBDH,
and k-IBDH.

Then, we show a proof of Theorem 7. In advance, we claim that the conditions (1) and (2)
will be used to ensure that the reduction algorithm is able to produce all group elements of the
GBDH during a reduction, while all the conditions (1), (2), and (3) will be used to ensure that the
modular equation never becomes a zero polynomial.

Proof. We construct a generic and tight reduction algorithm Rge,. Specifically, the reduction algo-
rithm Rgen uses an algebraic adversary A, on the GBDHg only once and constructs an algebraic
adversary B,jg := Rgea:% on the BDLg.

The reduction algorithm Rge, is given a bilinear group description G := (G, G, G, e,p) and an
instance of the BDLg, i.e., X := [z] € G for an unknown z € Z,. Thanks to the condition (1), we
use the notation

fi(x17~" y Ly Y1, - - 7y7l> = fiL(y17' 7yn)$; +fiR(y17' . 7yn>

with some 7 € {1,2,...,m} for all © € {1,2,...,k}. Thanks to the condition (2), we use the
notation

gi($17"'7$m7y17"' 7yn) = gi_(ylv . ~,yn)1’%11‘;2 +g7{\/|(y17 7yﬂ)$23 +gf(y1’ . 7yn)
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with some i1, 12,13 € {1,2,...,m} for all ¢ € {1,2,...,¢}. Then, the reduction algorithm Rge,
creates an instance of the GBDHg as follows: Pick random (7o, ..., 7m, S1,...,8n) & Z;”*”_l and
compute
Xi= fr(s15--,80) - (X +7,G) + fR(s1,..,80) - G
- [fiL(sla v 7311) ' (.’I,' + T%) + fiR(sla o 73n)] €eG
forall i € {1,2,...,k} and

Yi = e(X + 75, G, X + 1, G5 1) - o(G, X 1y G G15n) L e(G, G)91 (S15n)
= [g-(s1,...,80) - (x + r )@+ 7)) +gM(s1,.. . 80) - (x + ri,) +gR(s1,...,80)]1 € Gr
for all i € {1,2,...,¢} by implicitly setting
(1,2« oy Ty YLy o+ -5 Yn) = (X, 2+ T2, ooy @+ Ty STy -+, Sp)-
Here, we use the notation r; = 0 for simplicity. Then, the reduction algorithm Rge, gives a
bilinear group description G := (G, Gr, G, e, p) and group elements (X1, ..., Xz, Y1,...,Y;) € GF x

GET to Asg. Observe that (Xi,..., Xy, Y1,...,Y)) is a valid GBDH instance since (z2,...,zp) is

independently distributed of 1 to uniform in Zz%l from A,j¢’s view. Hence, an algebraic adversary
A,ig outputs a correct solution [Z]z with an advantage Advgf’iH and a running time Timeg'fiH.

Next, the reduction algorithm Rge, uses [Z]z output by an algebraic adversary A,z on the
GBDHg and computes a solution of the BDLg. Assume the output is a correct solution of the
GBDH, i.e., Z = [h(z1,...,2m)]r. It holds with probability AdvgﬁiH. Then, the representation

vector 2 := ((Zi,j)()gigjgka (Zg)lgigg) satisfies

[h(ml, e ,:L'm)]T

= | 1T exixpy= )| II v*

0<i<j<k 1<i<t
4
:[ Z Zi,jfi(mla"'7x77’L7y17"'7yn)'fj(xla"wmmayla"'ayn)+Zzz{gi(xlv"wxmayl?"'7yn)]T
0<i<j<k P

= Z Zi (fi"(sl,...,sn) (z413) —I—fiR(sl,...,sn)) (fjl»‘(sl,...,sn) . (:L’+Tj.) +f]R(31,...,sn))

0<i<j<k

‘
+ Zz{ (gl-L(sl, oy sn) (@4 )@+ r) + gM(s1,...,8,) - (x+7;,) +g§(51,...,sn)>]T
i=1

¢
= Z szi"(sl,...,sn)fj'-‘(sh...,sn)—i—Zz;gl-‘(sl,...,sn) 2
i=1

0<i<j<k

+ X Ay (fil‘(sl,...,sn)(fjl-‘(sl,...,sn)-errf]R(Sl,...,sn))

0<i<j<k

A (1) (FE (s s0) 14 fR (1 50)



+ Z zm< 31,...,sn)-rg—i—fiR(sl,...,sn)) (fjlf(sl,. Sn) T3 —I—f (s1,.- ,sn)>

0<z<3<k
+Z ( (S1y-.-,8n) T T, Y (31,...,3n).r%3—|—gf(sl,...,sn))]p

Hence, the reduction algorithm Rge, obtains the following univariate equation modulo a prime p:

h(z,x 4+ 12y ..., 2+ Tm)

= Z ZiJfZ-L(Sl,...,Sn)f 81, —i—z,zlgl S81,...,8 ) x2

0<i<j<k

+ Z i (fl-"(sl,...,sn)(fj'-‘(sl,...,sn) - —i—f]R(sl,...,sn))

0<i<j<k

st ) (fEGssa) i+ [R(s1, )
¢
—i—Zz < (81,---58n) - (r;, +75) +gy(31,...,sn)>> x
=1
+ Z < (81,...,8n) -1 —i—fiR(sl,...,sn)) (f]'-'(sl,...,sn)-ri —i—fJR(sl,...,sn)>

0<z<j<k:
+Z ( (815w 80) 15,75, + G (51,...,5n)-7‘;34—9?(51,...,5”)) mod p.

Observe that a degree of the left hand side with respect to a variable z is not in {0,1,2} thanks
to the condition (3). Hence, the modular equation never becomes a zero polynomial. Since the

reduction algorithm Rge, knows values of (ra,...,7m, s1,...,8y), it is able to find all solutions for
in polynomial time. By checking [z] = X, the reduction algorithm Rgen successfully finds a correct
solution of the BDLg. O

By combining with Lemmas 1, 2, and Theorem 7, we are able to obtain an information theoretic
lower bound for the GBDH as follows.

Theorem 8 (Generic Hardness of GBDH). The generalized bilinear Diffie-Hellman problem in
Definition 1/ is (t*/p,t)-hard in the generic group model if the conditions (1)-(3) of Theorem 7
stmultaneously hold.

6 Reduction for Matrix Computational Diffie-Hellman Problem

In this section, we show generic and tight reductions from the bilinear discrete logarithm (BDL)
problem in G; to the matrix computational Diffie-Hellman (MCDH) problem in an algebraic bilinear
group model specific to the MCDH which we define in Section 6.1. In Section 6.2, we provide a
reduction from the BDL in G to the computational k-linear problem which is a special case of
the MCDH via the implicit embedding. Finally, we provide our master theorem for the MCDH in
Section 6.3.
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6.1 Algebraic Group Model for Matrix Computational Diffie-Hellman Problem

In advance of the reduction, we define an algebraic algorithm for the MCDH problem. We define the
notion to be compatible with the MCDH problem so that both inputs and outputs of the problems
are group elements in G;. The definition is almost the same as Definition 29 in the sense that the
algebraic algorithm is able to output only group elements which are derived from group additions
in Gp of given elements. Furthermore, the algebraic algorithm should also output a representation
which indicates how output group elements are calculated. We formally provide a definition as
follows.

Definition 31 (Algebraic Algorithm for MCDH). An algorithm A,g executed in an algebraic se-
curity game Gg in an asymmetric bilinear group G := (G,Grp,G1,Ga,e,p) is called algebraic if
for all group elements Z € Gy that Ayg outputs, it additionally returns the representation of Z
with respect to given group elements. Specifically, zf)_f = (Xo,...,Xy) € G{H, where Xg := G,
is the list of group elements that Ayg has received so far, then Ayg must also return a vector
7= (2i)o<i<e € Zf;“ such that Z = Zf:o 2iX;. We use [Z]z to denote such an oulput.

To be precise, the definition captures not only the MCDH problem but also any computational
problem all of whose inputs and outputs are in Gj.

6.2 BDL to Computational k-Lin Reduction via Implicit Embedding
Theorem 9. BDLg =, k-Ling.

Proof. We construct a generic and tight reduction algorithm Rge,. Specifically, the reduction al-
gorithm Rge, uses an algebraic adversary A, on the k-Ling only once and construct an algebraic
adversary B,jg := RgASLg on the BDLg in Gj.

The reduction algorithm Rgen is given a group description G := (G1, G2, Gr, G1, G2, e,p) and an
instance of the BDLg in G, i.e., X := [z]|; € G for an unknown z € Z,. Then, the reduction algo-

rithm Rgen creates an instance of the k-Ling as follows: Pick random (c,xo,..., 2k, y2,. .-, Yk) &
ngﬂ. If ¢ = 0, then resample the value. Otherwise, compute

Y1 := cGq € Gy,
and
X = [mis, Yi = [ziyih
for all i € {2, k}, then set
(X1 =X,Xs,..., X, Y1,...,Y}) € G2*
by implicitly setting
(1,22, oy Thy Y1, Y25 - - -, Yk) = (T, T2, oo, Ty €/ T, Y2y« o, Yk)-

Then, the reduction algorithm Rgen gives a bilinear group description G := (G1, Ga, G7, G1, G2, €,p)
and group elements (X1, ..., X, Y1,...,Y%) € G to A,g. Observe that (Xq,..., X, Y1,...,Y,) is
a valid k-Lin instance since y; is independently distributed of x1 to uniform in Z, from A,¢’s view.
Hence, an algebraic adversary A,y outputs a correct solution [Z]z with an advantage Advé:kig and

a running time Timeé:kl’l‘;.
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Next, the reduction algorithm Rgen uses [Z]z output by an algebraic adversary A, on the
k-Ling and computes a solution of the BDLg in G;. Assume the output is a correct solution of
the k-Lin, i.e., Z = [y1 + -+ + yg)1. It holds with probability Advé‘kif;. Then, the representation
vector 2 := (29, 21, . . . , 29k ) satisfies

Wt tuwl = lefetya 4o+ ek
=20G1 + 21 X1+ -+ 2, X+ 21 Y1+ -+ 201 Y
= [20 + 212 + 202 + - - + 2Tk + 2k11C + Zhroy2 + -+ ZokY2r)1

Hence, the reduction algorithm Rge, obtains the following univariate equation modulo a prime p:

c/r4+yo+ -+ yp =20 + 212 + 2282 + -+ + 2Tk + Zkp1C+ Zhp2y2 + -+ ZopY2r mod p
& 2+ (z0 + 202 + - -+ + 2wk + 2zpr1¢+ (22 — Dya + - + (226 — Dyor)zr —c =0 mod p.

Observe that the polynomial has to be a non-zero polynomial due to the non-zero constant term

c. Since the reduction algorithm Rge, knows values of (¢, x2, ..., 2k, y2,. .., yx), it is able to find all
solutions for  in polynomial time. By checking [z]; = X, the reduction algorithm Rgen successfully
finds a correct solution of the BDLg in G;. O]

By combining with Lemmas 1, 2, and Theorem 9, we are able to obtain an information theoretic
lower bound for the k-Lin.

Theorem 10 (Generic Hardness of k-Lin). The computational k-linear problem in Definition 17
is (t2/p,t)-hard in the generic group model.
6.3 Master Theorem for Matrix Computational Diffie-Hellman Problem

In this subsection, we provide the following master theorem for MCDH problems to indicate the
power of our technique.

Theorem 11 (Master Theorem for the MCDH Problem). DLg =, GMCDHg holds when the

following conditions are simultaneously satisfied: There is at least one tuple of indices (%73,2) €
{1,2,...,k} x{1,2,...,k} x {1,2,...,m} such that

(1) degngm(ml,...,a:m) € {0,1} for all (i,7) € {1,2,...,k+ 1} x {1,2,...,k},

(2) deng f;j«(ml, e ,J}m) = 1,

(3) All monomials of non-zero polynomial fij(xl,...mm) have a variable xz; for all i €
(1,2,...,k},
(4) fri15(@1, ..., 2m) has a non-zero monomial that does not have ;.

Before providing a proof, we summarize the MCDH variants which we summarized in Section 2.3
and the conditions of Theorem 11 in Table 3. As the table shows, k-Lin, k-SCasc, k-Casc, k-1L, and
k-RL simultaneously satisfy the conditions (1)—(4) in Theorem 11. Hence, as immediate corollary
of the master theorem, we are able to provide generic and tight reductions from the BDL to the
k-SCasc, k-Casc, k-IL, and k-RL.

Then, we show a proof of Theorem 11. In advance, we claim that the conditions (1)—(3) will be
used to ensure that the reduction algorithm is able to produce all group elements of the GMCDH
during a reduction, while all the conditions (1)—(4) will be used to ensure that the modular equation
never becomes a zero polynomial.
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Table 3: Applicability of our technique in cyclic groups

problem i J T; reduction?
k-Lin || {1,2,...,k} a; Yes

k-SCasc || {1,2,...,k} i a Yes
k-Casc || {1,2,...,k} i a; Yes
EIL || {1,2,...,k} @ a4i—1 Yes
E-RL | {1,2,....k} 1 a; Yes

Proof. We construct a generic and tight reduction algorithm Rge,. Specifically, the reduction al-
gorithm Rgen uses an algebraic adversary A, on the GMCDHg only once and constructs an
algebraic adversary Bgjg := Rggﬁ on the BDLg in G;.

The reduction algorithm Rgen is given a bilinear group description G := (G1, G2, G, G1, G2, €, p)
and an instance of the BDLg in Gy, i.e., X := [z]; € G for an unknown z € Z,. Thanks to the
condition (1), we use the notation

fij(xr, ... xm) = fi':j(xl, s By Ty s T )T+ fi'?j(xl, s By Ty ) Trm)
for all (z,5) € {1,2,...,k+ 1} x {1,2,...,k}. Thanks to the condition (2),
f;':j(xl, N T RTL7IRIEE S Tm) #0
holds. Thanks to the condition (3),
f;}.(xl, N T RTL7IRIEE S Tm) =0

holds for all ¢ € {1,2,...,k}. Thanks to the condition (4),

]§+17§(.%'1, ey xf—l’xé+17 co ,.%'m) 7é 0
holds. Then, the reduction algorithm Rgen creates an instance of the GMCDHg as follows:
Pick random (c,71,... STh s Ty s Tms Shye e s 851585, 0,0 , Sk) & Z;”*kil. If ¢ = 0 or
15+1,3 (S TRTIN Toyqs - ,Tm) = 0, then resample the values. Otherwise, compute
X; = filjj(rl, s T T JTm) - X + ffj(rl, e T Ty e s Tm) - G1
= [filjj(rl, s Ti Ty Tm) T+ fﬁj(rl, e T Ty e s Tm)1 € Gy

for all (4,5) € {1,2,...,k+1} x {1,2,...,k},

j—1

L R
Y; = Z <fi,j(T17"'ar2_17ré+1v o Tm) s X+ fi(rn, 7Té—1’ré+1""’rm) . G1> s
j=1
L
+fz',j(r1""7Tf—1’T2+17""Tm) -Gy

k
L R
+ Z (fi’j(rl,...,Téil,ré+1,...,rm) . X—i—fi’j(rl,...,rgil,réﬂ,...,rm) . Gl) s
J=j+1
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R
g < rl,...,rl;_l,rlgﬂ,...,rm) -a:+fi7j(7"1,...,rt;_l,rgﬂ,...,rm)) sili € Gy
Jj=1

for all i € {1,2,...,k} by implicitly setting

(xlv"'am£,17xéaxg+17'” yTmsy Y1y - -y 3'_17y3)y5‘+17”' 7yk)
= (r17"'a7ﬂé_17x7ré+17"' >7ﬂm781>-"755_1ac/$ S]+17"' 7Sk)‘

Then, the reduction algorithm Rgen gives a bilinear group description G := (G, Ga, G7, G1, G2, €,p)

k+2
and group elements ((X; ;) )e{1,2,. k+1}x{1,2,...k}> (Y7 )16{1 2. ,k}) € Gy RE+2) ¢ A,lg. Observe that
a set of group elements is a valid GMCDH instance since Y; is 1ndependently distributed of z to

uniform in Z, from A,j¢’s view. Hence, an algebraic adversary A,jg outputs a correct solution [Z]3

with an advantage Adng’k/:EDH and a running time TimegzlxafDH.

Next, the reduction algorithm Rgen uses [Z]z output by an algebraic adversary A, on the
GMCDHg and computes a solution of the BDLg in G;. Assume the output is a correct solution
of the GMCDH, i.e., Z = [ij:l fr+1,5(x1, .-, 2m)y;li- It holds with probability AdvGMCDHg

Then, the representation vector 2 := (20, (2ij) (i j)e{1,2,...k+1}x{1,2,..k}» (21)ic{1,2,...k}) satlsﬁes

k
[Z Jrgr(@1, o Tm)yih

k k+1

:'ZOGI—FZZZ”X”—FZZY

Jj=11:=1
k k+1

R
= |20+ E Zzw( 7‘17'--,7'@_177“@_17---arm)x‘}'fi’j(rla-~',r2_17ré+17'--7rm)>

Jj=11i=1
k j—1
L R
+Zz§ . Z (fi,j(rh--',7‘@,177’@17'~7Tm)55+f@',j(7"17~-77’3,177’@+1,--',7‘m)> S;

J=1

L (
—|-sz (P15 ey T3 Tiggs e+ -5 Tm)C

+ZZ Z ( L (7"17"'7Té—1>r2+1v"'>Tm)x+fi‘?j("ﬂlw"vré—17ré+1""7rm)> Sj]l

j=j+1
k k+1
L
= [\ 2Dz ri o +Z§I BP0 Ty Ty Tm)S;
Jj=11i=1 j=1i=1

kK
/el
—i—g E zifi’j(rl,...,rlfil,rl;ﬂ,...,rm)sj T

J=li=i+1
k k+1 k j—1
R ! rR
t 20t DD gl T T rm) YD AT
Jj=1l1=1 i=1 j=1
+E Z Tl,...,?’gil,TéJrl,..., +E E Z rla--'aré,17rlf+1v'~77"m)5j]1~

i=1 j=341
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Furthermore,

k
kaﬂ,j(?ﬁl, s T)Yj

J:
-1
L R
= (fk+17j(rl,...77"6”_1,7’@_,’_1,...,rm)x+fk+1’j(’f'1,...7Té_1,rg+1,...,T’m)) S;
J=1
R R
+‘fk’+1,](r1""’Té—l’ré+1""7rm)c+fk—i—l,j'(Tl"'"rf—l’r£+1""’rm)(c/x)
L R
+ Z (fk+17j(r1,...,rt;_l,réﬂ,...,rm):v+fk+17j(r1,...,rtg_l,réﬂ,...,rm)> 5
j=j+1
L L
= kaJrLj(rl,...,rl;_l,rlgﬂ,...,rm)sj+ Z fk+1’j(r1,...,ré_l,rl;ﬂ,...,rm)sj x
= j=j+1
7—1
R R
JrZfk‘-i-l,j(rl?""Tf—l’rf+1"”’Tm)sj +fk+1,j(rl"'"T2—17ré+1""7rm)c
j=1

§ : R
+ fk+17j(7'1,...,7"@_1,7’!5+1,...,7“m)8j
j=j+1

I T T Tm) (/)

holds. Hence, the reduction algorithm Rge, obtains the following univariate equation modulo a

prime p:

L L
ka+17j(r1,...,rlgil,rﬂp...,rm)sj+ Z fk—l—l,j(rl"'"T2—17Té+17""rm)53' z
= j=j+1

+ZfR (7 Ti 1,75 rm)s; + R A(r Ti4yT Tm)C

E+1,5\T - T5_15T 5955 Tm)S; k1T T g Tm

j=1

R
+ Z frg1,5(r15- - N RTLIIRTIR. s Tm)S;j

J=j+1
+ kH](Tl,‘--77’57,177“g+17--~,7"m)(0/33)
k kt1 k
= E E zwa Tlyeoos i3 Tiggs T —|—E g 2] rl,...,rl;_l,réﬂ,...,rm)sj
Jj=1:=1 j=11=1
k k
/el
+ E E zifm(rl,...,rl;_l,rl;ﬂ,...,rm)sj x
J=1i=i+1
kE k+1 k j—1
! rR
+Z0+Zzz%ﬂfw 7’1,...,7“@71,7’@“,...,7*,71)+E E Zilfig (P g5 Tygs - Tm)S)
J=11i=1 i=1 j=1

25



k k
/L / rR
"‘E Zifi,j(ﬁ?---,Tg_l,Tngl,-..,?”m)c—i—E E zifi,j(n,...,ré_l,rtgﬂ,...,rm)sj mod p
=1 i:lj:3+1
j—1
L L
& E fk+1,j(T1"'"Té—vré-;-lv"'vrm)sj+ E fk+1,j(rl"'"Té—vré-;-p""rm)sj
J=1 j=j+1
ko k4l ki1
L /el
_E E szi’j(rl,...,réil,réﬂ,...,rm)—E g zl-fi7j(r1,...,réil,réﬂ,...,Tm)sj
j=1i=1 j=1i=1
k
|2
2 fii (1, .,rl;_l,réﬂ,...,rm)sj T
J=1 ;= —|—
j—1
R
+ E kaJ 7”1,...,rgfl,réﬂ,...,rm)sj+fkﬂj(n,...,7’571,7’@“,...,Tm)c
R .
+ fk+1,j(7”1,---,7‘@_177“@+17---7Tm)53—ZO
j=j+1
E k+1 k j—1
R / eR
+ E E Zij i7j(r1,...,7"é_1,ré+l,...,rm)+ E E zifiyj(rl,...,rg_l,rlg+1,...,rm)sj
j=1i=1 i=1 j=1

k k k
FY A et S )5
ZZ' i,j T]_,...,'reil,’rg+1,...,rmc Zi i,j Tl,...,T‘gil,Te+1,...,7‘m Sj i
i—1

=1 j=j+1

t+c k+1 (7"17-~-77"5771,7“l;+1,...,7“m) =0 mod p.

Observe that the polynomial has to be a non-zero polynomial due to the non-zero constant term

c and non-zero h, - (:Ul, L 7RTE T IRTRRE ,Tm). Since the reduction algorithm Rge, knows values
of (¢,x1,... a:e_l,x“l,--- STy Yl - Y5 Y ,Yk), it is able to find all solutions for z in
polynomial time. By checking [z]; = X, the reduction algorithm Rge, successfully finds a correct
solution of the BDLg in G;. O]

By combining with Lemmas 1, 2, and Theorem 11, we are able to obtain an information theoretic
lower bound for the GMCDH as follows.

Theorem 12 (Generic Hardness of GMCDH). The generalized matriz computational Diffie-
Hellman problem in Definition 22 is (t?/p,t)-hard in the generic group model if the conditions
(1)-(4) of Theorem 11 simultaneously hold.

7 Reduction for Matrix Kernel Diffie-Hellman Problem

In this section, we show generic and tight reductions from the bilinear discrete logarithm (BDL)
problem in G to the matrix kernel Diffie-Hellman (MKDH) problem in an algebraic bilinear group
model specific to the MKDH which we define in Section 7.1. In this section, we only provide a master
theorem in Section 7.2 since it is much simpler than other reductions in previous sections. The
simplicity stems from the fact that Gs is the only group element in Go that an MKDH adversary
receives.
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7.1 Algebraic Group Model for Matrix Kernel Diffie-Hellman Problem

In advance of the reduction, we define an algebraic algorithm for MKDH problems. We define
the notion to be compatible with MKDH problems so that the only group element in Go that
the algorithm receives is a generator G2 and the outputs are in Gy. The definition is almost
the same as Definition 29 in the sense that the algebraic algorithm is able to output only group
elements which are derived from group additions in Go of the only given element G5. Furthermore,
the algebraic algorithm should also output a representation which indicates how output group
elements are calculated. Here, the algebraic algorithm outputs a discrete logarithm of the output
as a representation. We formally provide a definition as follows.

Definition 32 (Algebraic Algorithm for Matrix CDH). An algorithm A,g executed in an algebraic
security game Gg in an asymmetric bilinear group G := (G, Gp,G1,Ga,e,p) is called algebraic if
for all group elements Z € Gy that Ayg outputs, it additionally returns the representation of Z with
respect to given group elements. Specifically, Azg must also return z € Z,, such that Z = 2Gy. We
use [Z], to denote such an output.

To be precise, the definition captures not only the MKDH problem but also any computational
problem all of whose inputs and outputs are in G; and Go, respectively.

7.2 Master Theorem for Matrix Kernel Diffie-Hellman Problem
In this subsection, we provide the following master theorem for the GMKDH problem.

Theorem 13 (Master Theorem for the MKDH Problem). BDLg =, GMKDHg holds when

the following conditions are simultaneouslyl satisfied: There is at least one index ie {1,2,...,m}
such that

o degzzfi7j(x17...,xm) €{0,1} for all (i,5) € {1,2,...,k+ 1} x {1,2,...,k}.

e There are no integer wvectors v = (V1,...,0k+1) € Z];H \ {0xi1} that satisfy
Zfill vifij(@1,...,2m) =0 mod p for all j € {1,2,...,k}.

Then, we show a proof of Theorem 13. In advance, we claim that the condition (1) will be
used to ensure that the reduction algorithm is able to produce all group elements of the GMKDH
during a reduction, while both the conditions (1) and (2) will be used to ensure that the modular
equation never becomes a zero polynomial.

Proof. We construct a generic and tight reduction algorithm Rge,. Specifically, the reduction algo-

rithm Rge, uses an algebraic adversary A, on the GMKDHg only once and construct an algebraic
adversary B,jg := Réeaf on the BDLg in Gj.

The reduction algorithm Rgen is given a group description G := (G1, G2, Gr, G1, G2, e,p) and an
instance of the BDLg in Gy, i.e., X := [z]; € G for an unknown = € Z,. Thanks to the condition

(1), we use the notation

fij(xe, ... xm) = fi':j(xl,...,:):é_l,xl;+1,...,xm)xl;+ffj(xl,...,:):é_l,xl;+1,...,xm)

for all (i,7) € {1,2,...,k+ 1} x {1,2,...,k}. Then, the reduction algorithm Rgen creates an

instance of the GMKDHg as follows: Pick random (7, ... STi 1 T ,Tm) & Z;”_l. If there
are integer vectors z = (21,...,254+1) € Z’;H that satisfy Zf;rll % i'-j(rl, N VR IRTEEY JTm) =
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Zfill 2 Z-':j(rl, e T Ty e ,"m) =0 mod p for all j € {1,2,...,k}, then resample the values.
Otherwise, compute

X, = filjj(rl’ s T Ty JTm) - X + fi'?j(rl,. cs T s Ty e ,Tm) - G1
= [filjj(rla T Ty - 7Tm) T+ fil?j(rh R AR TR AR P 7rm)]1 Se
for all (7,5) € {1,2,...,k+ 1} x {1,2,...,k} by implicitly setting
(T1s s Ty T Ty s 3 Tm) = (P oo Tg_ 3 BT s 3 Tm)-

Then, the reduction algorithm Rgen gives a bilinear group description G := (G, Gg, Gr, G1, G2, €, p)

and group elements (Xi,j)(i,j)e{1,2,...,k+1}x{1,2,...,k} € Glf(kﬂ) to A,lg. Observe that a set of group
elements is a valid GMKDH instance from A,)g’s view. Hence, an algebraic adversary A,y outputs

a correct solution [Z]z with an advantage AdngXfIIg(DH and a running time TimegG’IX:IIg{DH.

The reduction algorithm Rgen gives a group description G := (G, G2, G, G1, G2, €, p) and group
elements (X;; := [fij(T1,-- s Tm)]1)(ij)ef1,2, k11 x (1,2, k} € Glf(kH) to Ayig. The set of group
elements is a valid GMKDH instance as observed above. Hence, an algebraic adversary A,jg outputs
a correct solution [Z]z with an advantage Advgc',k/flI:DH and a running time Timegk/f:DH.

Next, the reduction algorithm Rgen uses [Z1]z,, ..., [Zk41],,, output by an algebraic adversary

Azlg on the GMKDHg and computes a solution of the BDLg in G;. Assume the output is a
correct solution of the GMKDH, i.e.,

k+1

L L
Zzi (fl-7v(7’1,---,7’@_1,7}41,---,Tm)flf+f¢,j(7“1,---,Tg_l,rg+1,---,Tm)) =0 mod p.
i=1

It holds with probability Advgk/ff:DHg. Then, the reduction algorithm Rgen finds an index i

such that Zf;“ll 2 i':j(rl, T T .,Tm) # 0 mod p and obtains the following univariate
equation modulo a prime p:

k+1

L L
Z % (fij(rl’ N FRTLUIRTIES  Tm)T + fi,j‘(rl’ N TV IRTEe ,rm)>
i=1
k+1 k+1
L R
= (Z zl-fi’j(rl, N FRTLI TR, ,rm)> T+ (Z zifm.(rl, e T Ty e e rm)) =0 mod p.
i=1 i=1
Thanks to the above check, Zfill zifi':j, ((STRTIN Toyqs-- ,Tm) # 0 holds and
the polynomial is non-zero. Since the reduction algorithm Rge, knows values of
(S TRTN S Togqs-sTms 21y ,Zk+1), it is able to find all solutions for z in polynomial
time. By checking [z]; = X, the reduction algorithm Rgen successfully finds a correct solution of
the BDLg in Gj. U

By combining with Lemmas 1, 2, and Theorem 13, we are able to obtain an information theoretic
lower bound for the GMKDH as follows.

Theorem 14 (Generic Hardness of GMKDH). The generalized matriz kernel Diffie-Hellman prob-
lem in Definition 28 is (t2/p,t)-hard in the generic group model if the conditions of Theorem 13
stmultaneously hold.
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8 Conclusion

In this paper, we revisited the AGM which Fuchsbauer, Kiltz, and Loss [FKL18] gave a simple
and clean definition to study the computational hardness of the CDH family. The AGM allows us
to study the problem based on very simple arguments. Among their several results, we focused
on the generic and tight reduction from the DL to the CDH. For the purpose, they used the
square DH as the intermediate step. On the other hand, we provided the direct reduction from
the DL to the CDH. We extended the approach and provided several reductions from the DL to
the CDH variants in cyclic groups. By extending the definition of the AGM, we also studied the
computational hardness of the CBDH in the same way. Our approach was able to provide these
reduction based on as simple arguments as Fuchsbauer et al.’s one. What is more, we formalized
master theorems to indicate that to what kinds of computational problems can be reduced from the
(B)DL by following our approach. Furthermore, we also provide analogous results for the MCDH
and MKDH problems.

Studying the CDH variants that were not studied in this paper is an arguably interesting topic
(possibly variants which are not captured by our master theorems). Throughout this paper, we
focused only on tight reductions so that the approach becomes as simple as possible. As opposed to
our work, studying the computational hardness of CDH variants by allowing reasonable reduction
loss should also be an interesting approach. The most important future directions of this work are
extending the technique to composite-order groups and/or decisional problems.

References

[BBOS] Dan Boneh and Xavier Boyen. Short signatures without random oracles and the SDH
assumption in bilinear groups. J. Cryptology, 21(2):149-177, 2008.

[BDS98] Mike Burmester, Yvo Desmedt, and Jennifer Seberry. Equitable key escrow with lim-
ited time span (or, how to enforce time expiration cryptographically). In Kazuo Ohta
and Dingyi Pei, editors, Advances in Cryptology - ASTACRYPT ’98, International Con-
ference on the Theory and Applications of Cryptology and Information Security, Pro-
ceedings, volume 1514 of Lecture Notes in Computer Science, pages 380-391. Springer,
1998.

[BDZ03] Feng Bao, Robert H. Deng, and Huafei Zhu. Variations of Diffie-Hellman problem. In
Sihan Qing, Dieter Gollmann, and Jianying Zhou, editors, Information and Communi-
cations Security, 5th International Conference, ICICS 2003, Proceedings, volume 2836
of Lecture Notes in Computer Science, pages 301-312. Springer, 2003.

[BFO03] Dan Boneh and Matthew K. Franklin. Identity-based encryption from the weil pairing.
SIAM J. Comput., 32(3):586-615, 2003.

[Bis08] Gautam Biswas. Diffie-Hellman technique: extended to multiple two-party keys and
one multi-party key. IET Information Security, 2(1):12-18, 2008.

[BLY6] Dan Boneh and Richard J. Lipton. Algorithms for black-box fields and their application
to cryptography (extended abstract). In Neal Koblitz, editor, Advances in Cryptology -
CRYPTO °96, 16th Annual International Cryptology Conference, Proceedings, volume
1109 of Lecture Notes in Computer Science, pages 283—-297. Springer, 1996.

29



[Boy08]

[BVOS]

[DHT76]

[EHK17]

[FKL18]

[Gor93]

[Jou04]

[TR14]

[J513]

[KMS04]

[KSW13]

[Mau05]

[MRV16]

Xavier Boyen. The uber-assumption family. In Steven D. Galbraith and Kenneth G.
Paterson, editors, Pairing-Based Cryptography - Pairing 2008, Second International
Conference, Proceedings, volume 5209 of Lecture Notes in Computer Science, pages
39-56. Springer, 2008.

Dan Boneh and Ramarathnam Venkatesan. Breaking RSA may not be equivalent to
factoring. In Kaisa Nyberg, editor, Advances in Cryptology - EUROCRYPT ’98, In-
ternational Conference on the Theory and Application of Cryptographic Techniques,
Proceedings, volume 1403 of Lecture Notes in Computer Science, pages 59—71. Springer,
1998.

Whitfield Diffie and Martin E. Hellman. New directions in cryptography. IEEE Trans.
Information Theory, 22(6):644-654, 1976.

Alex Escala, Gottfried Herold, Eike Kiltz, Carla Rafols, and Jorge Luis Villar. An
algebraic framework for Diffie-Hellman assumptions. J. Cryptology, 30(1):242-288, 2017.

Georg Fuchsbauer, Eike Kiltz, and Julian Loss. The algebraic group model and its appli-
cations. In Hovav Shacham and Alexandra Boldyreva, editors, Advances in Cryptology
- CRYPTO 2018 - 38th Annual International Cryptology Conference, Proceedings, Part
11, volume 10992 of Lecture Notes in Computer Science, pages 33—62. Springer, 2018.

Daniel M. Gordon. Discrete logarithms in GF(P) using the number field sieve. SIAM
J. Discrete Math., 6(1):124-138, 1993.

Antoine Joux. A one round protocol for tripartite Diffie-Hellman. J. Cryptology,
17(4):263-276, 2004.

Charanjit S. Jutla and Arnab Roy. Switching lemma for bilinear tests and constant-size
NIZK proofs for linear subspaces. In Juan A. Garay and Rosario Gennaro, editors,
Advances in Cryptology - CRYPTO 201 - 34th Annual Cryptology Conference, Part
11, volume 8617 of Lecture Notes in Computer Science, pages 295-312. Springer, 2014.

Tibor Jager and Jorg Schwenk. On the analysis of cryptographic assumptions in the
generic ring model. J. Cryptology, 26(2):225-245, 2013.

Chisato Konoma, Masahiro Mambo, and Hiroki Shizuya. Complexity analysis of the
cryptographic primitive problems through square-root exponent. IEICE Transactions,
87-A(5):1083-1091, 2004.

Jonathan Katz, Amit Sahai, and Brent Waters. Predicate encryption supporting dis-
junctions, polynomial equations, and inner products. J. Cryptology, 26(2):191-224,
2013.

Ueli M. Maurer. Abstract models of computation in cryptography. In Nigel P. Smart,
editor, Cryptography and Coding, 10th IMA International Conference, Proceedings, vol-
ume 3796 of Lecture Notes in Computer Science, pages 1-12. Springer, 2005.

Paz Morillo, Carla Rafols, and Jorge Luis Villar. The kernel matrix Diffie-Hellman
assumption. In Jung Hee Cheon and Tsuyoshi Takagi, editors, Advances in Cryptology
- ASTIACRYPT 2016 - 22nd International Conference on the Theory and Application
of Cryptology and Information Security, Proceedings, Part I, volume 10031 of Lecture
Notes in Computer Science, pages 729-758, 2016.

30



[MTT19]

[MW96]

[MWOS]

[MW99]

[Nec94]

[PHT7S]

[Pol78]

[PVO05]

[Sho97]

Taiga Mizuide, Atsushi Takayasu, and Tsuyoshi Takagi. Tight reductions for Diffie-
Hellman variants in the algebraic group model. In Mitsuru Matsui, editor, Topics
i Cryptology - CT-RSA 2019 - The Cryptographers’ Track at the RSA Conference
2019, Proceedings, volume 11405 of Lecture Notes in Computer Science, pages 169—188.
Springer, 2019.

Ueli M. Maurer and Stefan Wolf. Diffie-Hellman oracles. In Neal Koblitz, editor, Ad-
vances in Cryptology - CRYPTO 96, 16th Annual International Cryptology Confer-
ence, Proceedings, volume 1109 of Lecture Notes in Computer Science, pages 268-282.
Springer, 1996.

Ueli M. Maurer and Stefan Wolf. Lower bounds on generic algorithms in groups. In Kaisa
Nyberg, editor, Advances in Cryptology - EUROCRYPT 98, International Conference
on the Theory and Application of Cryptographic Techniques, Proceedings, volume 1403
of Lecture Notes in Computer Science, pages 72—-84. Springer, 1998.

Ueli M. Maurer and Stefan Wolf. The relationship between breaking the Diffie-Hellman
protocol and computing discrete logarithms. SIAM J. Comput., 28(5):1689-1721, 1999.

V. I. Nechaev. Complexity of a determinate algorithm for the discrete logarithm. Math-
ematical Notes, 55(2):165-172, 1994.

Stephen C. Pohlig and Martin E. Hellman. An improved algorithm for computing loga-
rithms over gf(p) and its cryptographic significance (corresp.). IEEE Trans. Information
Theory, 24(1):106-110, 1978.

J.M. Pollard. Monte carlo methods for index computation mod p. Mathematics of
Computation, 32:918-924, 1978.

Pascal Paillier and Damien Vergnaud. Discrete-log-based signatures may not be equiv-
alent to discrete log. In Bimal K. Roy, editor, Advances in Cryptology - ASIACRYPT
2005, 11th International Conference on the Theory and Application of Cryptology and
Information Security, Proceedings, volume 3788 of Lecture Notes in Computer Science,
pages 1-20. Springer, 2005.

Victor Shoup. Lower bounds for discrete logarithms and related problems. In Walter
Fumy, editor, Advances in Cryptology - EUROCRYPT °97, International Conference on
the Theory and Application of Cryptographic Techniques, Proceedings, volume 1233 of
Lecture Notes in Computer Science, pages 256—266. Springer, 1997.

31



