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Abstract

Recently, many new classes of differentially 4-uniform permutations have been constructed. However,
it is difficult to decide whether they are CCZ-inequivalent or not. In this paper, we propose a new notion
called “’Projected Differential Spectrum”. By considering the properties of the projected differential spectrum,
we find several relations that should be satisfied by CCZ-equivalent functions. Based on these results, we
mathematically prove that any differentially 4-uniform permutation constructed in [11] by C.Carlet, D.Tang,
X.Tang, et al., is CCZ-inequivalent to the inverse function. We also get two interesting results with the help of
computer experiments. The first one is a proof that any permutation constructed in [11] is CCZ-inequivalent
to a function which is the summation of the inverse function and any Boolean function on Fy2x when
4 < k < 7. The second one is a differentially 4-uniform permutation on Fys which is CCZ-inequivalent to
any function in the aforementioned two classes.

Index Terms

Differentially 4-uniform function, Projected differential spectrum, Substitution boxes, CCZ-inequivalence.

I. INTRODUCTION

In many block ciphers, permutations with specific properties are chosen as Substitution boxes (S-boxes
for short) to bring the confusion into the cipher in design of cryptographic systems. To prevent various
attacks on the cipher, such permutations are required to have low differential uniformity, high nonlinearity
and high algebraic degree. Furthermore, for software implementation, such functions are usually required to
be defined on the field with even characteristic and even degrees, namely Fo2x. We always let n = 2k be
an even integer throughout this paper.

In order to resist differential cryptanalysis, the almost perfect nonlinear (APN) functions, whose differential
uniformity achieves the lowest possible value on finite fields with even characteristic, may be the best
choices for the design of S-boxes. However, it is still an open problem to construct APN permutations
over Foxx (k > 4), which is called the BIG APN problem. There is only one sporadic APN permutation on
Fas found by Dillon in 2009 [4]. Since the lack of knowledge about APN permutations on Fgzx, a natural
trade-off solution is to use differentially 4-uniform permutations as S-boxes.

Recently, many new constructions of differentially 4-uniform permutations over o2« were presented [S]—
[8], [11]-[13], [15]-[20], [22]. Most of them were constructed by adding a properly chosen Boolean function
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to the inverse function, see [12], [13], [16]-[19], [21], [22]. For simplicity, we call a differentially 4-uniform
permutation constructed by this method a 4- umform BI permutation. As shown in [17], the number of
4-uniform BI permutations on g~ is no less than 25 . Very recently, C.Carlet, D.Tang, X.Tang, et al.,
presented a new construction of differentially 4-uniform permutations on Fy2., which used the APN property
of the inverse function on Fa2x—1. They constructed at least (272 — [2(»=1)/2=1] _1).922""" differentially
4-uniform permutations [11]. Such families can be regarded as adding a properly chosen Boolean function
to the CTTL basic differentially 4-uniform permutation (See the precise definition in Section II.B). We call
them 4-uniform BCTTL permutations for short.

Two (n,n)-functions are considered to be equivalent if one can be obtained from the other by some
simple transformations. There are mainly two such equivalence notions, called extended affine equivalence
(EA equivalence) and Carlet-Charpin-Zinoviev equivalence (CCZ-equivalence, graph affine equivalence). It is
well known that EA equivalence implies CCZ-equivalence, but not vise versa. Proving the CCZ-inequivalence
between two functions is mathematically (and also computationally) difficult, unless some CCZ-equivalent
invariants can be proved to be different for the two functions. Many CCZ-equivalent invariants are known,
such as the extended Walsh spectrum, the differential spectra, I'-rank, A-rank, the order of the automorphism
group of the design dev(G ), dev(DpF), etc. For their detailed definitions, please see [14] or [1, page 43].

By computing the Walsh spectrum, the authors in [11], [19] proved that both 4-uniform BCTTL permu-
tations and 4-uniform BI permutations are CCZ-inequivalent to the Gold functions, the Kasami functions,
the Bracken-Leander functions and quadratic functions . With the help of computer, they also checked for
8 < n < 16 that any 4-uniform BCTTL permutation is CCZ-inequivalent to the inverse function [11]. There
are also some discussions about CCZ-equivalence between different subclasses of 4-uniform BI permutations
or 4-uniform BCTTL permutations [11], [16]-[19], [22]. However, we do not know whether a 4-uniform
BCTTL permutation can be CCZ-equivalent to a 4-uniform BI permutation. Due to the big cardinality of
these two function classes, it seems to be quite difficult to prove or to check the CCZ-equivalence between
them even for small fields. Here we say two classes of functions are CCZ-inequivalent if any function in
one class is CCZ-inequivalent to each function in the other class. Moveover, given a differentially 4-uniform
permutation on a small field, it also seems difficult to judge whether there exists a function in these two
classes which is CCZ-equivalent to the given permutation.

In this paper, we propose a new notion called “Projected Differential Spectrum”. By considering the
properties of the projected differential spectrum, we find several relations that should be satisfied by CCZ-
equivalent functions. Based on these results, we mathematically prove that any of the differentially 4-uniform
permutations constructed in [11] by C.Carlet, D.Tang, X.Tang, et al., is CCZ-inequivalent to the inverse
function. We also get two interesting results with the help of computer experiments as applications of theory
results.

The rest of this paper is organized as follows. In Section II we recall some necessary definitions and useful
lemmas. The definition of projected differential spectrum is introduced in Section III. By considering the
properties of projecting (1, n)-functions on F3"~* and F5"~2, we obtain two useful corollaries. In Section IV,
with these corollaries, we prove that any 4-uniform BCTTL permutation is CCZ-inequivalent to the inverse
function when n > 6. Then we prove that 4-uniform BCTTL permutations and 4-uniform BI permutations
are CCZ-inequivalent when 8 < n < 14 with the help of a computer. At the end of Section IV, we present an
interesting function on Fys which is proved to be CCZ-inequivalent to any 4-uniform BCTTL permutation
or any 4-uniform BI permutation. Conclusion and further problems are given in Section V.

II. PRELIMINARIES
A. Necessary definitions and useful lemmas

In this subsection, we give necessary definitions and results which will be used in the paper.



Let Fa» be the finite field with 2" elements. It can be regarded as a vector space I} of dimension n over
[Fy. In fact, assume I'(z) € Fo[z] is an irreducible monic polynomial with degree n and « is a root in the
splitting field of I'(x), then

For = {ao + ara+ -+ ap_10" '|ag, a1, -+ ,an—1 € Fa}.

For any a = ag+aja+---+a, 10" ' € Fan, the mapping a — @ := (ag,a,--- ,a,_1)" is an isomorphism
from Fo~ to 5. In the following, we will switch between these two points of views without explanation if the

. o . N ag
context is clear. Moreover, any vector @ = (ag, a1, -+ ,an—1)" € F% can be written as @ = [ - ], where
a

a = (ay,...,an1)" € F2~! can be identified with a’ € Fy.-1. We write a = (ag, a’) for convenience.

Given two positive integers n and m, a function F' : Fy. — Fam is called an (n, m)-function. Particularly,
when m = 1, F' is called an n-variable Boolean function, or a Boolean function defined on Fs.. Denote
by B, all the Boolean functions with n variables. Let F' be an (n,n)-function. Then F' can be expressed
uniquely as a polynomial over Fo» with degree at most 2 — 1. It is called a permutation polynomial if it
induces a permutation over Fa.. In the rest of this paper, a function is regarded as an (n,n)-function if
there is no explanation.

Denote by 5. the set of all nonzero elements of Fa.. Throughout this paper, for the multiplicative

inverse function I(x) = %, we always define 7(0) = 0. We define the trace mapping from Fa- onto its

subfield Fo: as Tr}'(z) = ZZL:/ éfl 22", where I|n, and denote the absolute trace function from Fy» to Fy by
Te(z) = Tol () = Y0 a2
For any (a,b) € Fa. x Fon, let us define the differential value of F'(z) at (a,b) as:
dp(a,b) = #{x € Fon|F(z + a) + F(x) = b},

where for a set 9, its cardinality is denoted by #J5. It should be noted that in the above definition we
remove the usual restriction a # 0. Clearly, the differential value can also be defined on the vector space

equivalently: }

The multiset {x dr(a,b)|(a,b) € F3. x Fan x} is called the differential spectrum of F. The value

T+ x2
F(x1) + F(xo

ST

5F(a,b) =# {(561,1‘2) € Fon X Fon

Ap = 0 b
F (a,b)glngf{X]an r(a,b)
is called the differential uniformity of F, or we call F' a differentially A p-uniform function. In particular,
we call F' an almost perfect nonlinear (APN) function if Ar = 2. It is easy to see that APN functions
achieve the minimal value of differential uniformity for functions defined on fields with even characteristic.
For the above function F, the Walsh transform F" : Fa. x F3, — C of F' is defined by:

FW(CL, b) — Z (_1)Tr(ax+bF(m))_
CL’Ean

The multiset Wr = {* F"V(a,b)|a € Fan,b € 3, } is called the Walsh spectrum of F. The nonlinearity
of F' is defined as

NL(F) =2""! F(a,b)|.

1
- = max
2 (a,b)EFan xFjn



Two functions F' and G are called to be Carlet-Charpin-Zinoviev (CCZ) equivalent if there exists an affine

permutation A : F3" — F2", such that A [ > } = { - }
co G(y) F(x)

Definition 2.1: Let F and G be two CCZ-equivalent (n, n)-functions. We call L a linearized permutation
corresponding to CCZ-equivalent transformation from G to F' if

et ] =2 Lt ]+ [5]

where L : F3" — F3" is a linearized permutation, and &, 17 are constants on F3.

1 81

. . . . . . Ly L
Clearly L~! is also a linearized permutation, and we define the matrix expression of L™! := Ll L2 ,
3 Ly

where L;,i = 1,2,3,4 are matrixes of n X n on Fa. Let the mapping L; : Fon — Fan, here £;(x) is defined
by translating its vector expression m = L;Z to the finite field.

Particularly, ' and GG are extended affine (EA) equivalent when Ly = 0.

The following results are useful in our future discussion.

Theorem 2.2: [2, Theorem 5.45] If x is a nontrivial additive character and a,b € I, are not both 0, then
the Kloosterman Sum K (;a,b) satisfies

IK(x;a,0)] =) x(ac+bc™)| < 23

cE]F;

Lemma 2.3: [2] For any a,b € Fo. and a # 0, the polynomial f(x) = 22 4+ ax + b € Fau[z] has 2
different solutions in Fy~ if and only if Tr(a—Z) =0.

B. Extensions of some known differentially 4-uniform permutations

In this paper, we will not directly investigate the CCZ-equivalence of known differentially 4-uniform
permutations. In contrast, we generalize them to a bigger class of functions with low differential uniformity
by adding to it a multiple of a Boolean function. Then we investigate the CCZ-equivalence of the functions in
these bigger classes. Hence the CCZ-equivalence of the original permutations have been considered naturally.

First, let us recall the construction presented by C.Carlet, D.Tang, X.Tang, et al. [11].

Theorem 2.4: [11] Let n > 6 be an even integer and let ¢ € Fau—1 \ {0,1} such that Tr7~*(¢) =
'I&”f_l(cl) = 1, and let f’ be an arbitrary Boolean function defined on Fs.-1. Then we define an (n,n)-
function Fp(z) as follows:

1y 1 :
= fxg=0;
Foe) — oty { @D ifa=0
P(lU) P(xo,x) { (f/(%) 17%)7 if To = 17
where 2/ € Fy.—1 is defined as (21, . ..,2,_1) € F4~!. Then Fp(2) is a differentially 4-uniform permutation.

There are at least (273 — [2(»=1/2-1| _1).22""" differentially 4-uniform permutations in the above
construction.

Definition 2.5: Let n > 6 be an even integer, for any element ¢/ € Fan—1 \ {0, 1} satisfying Tr7*(¢) =
T L) =1, we define an (n,n)-function F(z) called CTTL basic differentially 4-uniform permutation
as follows:

), if Tro = 0;

1
_ ol O
FC(x)_FC(”“"“’)_{ (1,%), ifzg=1,

where 2/ € Fgu-1 is defined as (x1,...,2,_1) € F§ L.



Define the n-variable Boolean function

fr(z) = fp(zo,2") = { (), ifzg=0;

(%), ifzg=1

The image set of Fo(z) is Fg X Fon-1, which is isomorphic to Fa.. Then Fp(x) can be got by adding a
Boolean function fp(x) to the Fo component of F(x). Further, Fp(x) can be generalized as follows: Let
F¢(x) = Fo(x) + f(x) be a summation of Fiz(x) and an arbitrary n-variable Boolean function f(z), and
let S, = {Fy(x)|f € By}, that is, S,, denotes the class of all these functions. Similarly as in the proof of
[11, Theorem 2], one can prove that any function in S,, is differentially 4-uniform. Let SP,, be the subclass
of S,, which are differentially 4-uniform permutations, and we call them 4-uniform BCTTL permutations
for simplicity. Actually, Theorem 2.4 describes all the functions of this subclass. We will discuss the CCZ-
equivalence of 4-uniform BCTTL permutations with the inverse function and other classes of functions in
Section IV.

Now let us define G¢(x) = I(x) + f(x) as the function which is the sum of the inverse function and a
Boolean function f(x). Clearly, G's(x) may not be a permutation polynomial and the differential uniformity
might be 4 or 6 [13]. Let T,, be the class of all functions Gy (z) and let TP, be its subclass constituting
with differentially 4-uniform permutations. We call a function in this subclass a 4-uniform BI permutation
for short. The cardinality of this subclass TP, is at least 25" [17]. Further, an equivalent condition for a
function to be in TP, has been given in [12].

Theorem 2.6: [12] Let n be an even integer and f be an n-variable Boolean function. Let w be an
element of Fy. with order 3. Then G(z) = L + f(2) is a differentially 4-uniform permutation over Fy. if
and only if f(x) = f(z + 1) holds for any = € Fa., and for arbitrary z € Fon \ [y, at least one of the
following two equations holds:

f(0)+f(z+§+1)+f(wz+i—l—l)—l—f(wQ,z%—éle):0,
f(0)+f(z—|—%+1)+f(w(z+§+1))—|—f(w2(z—|—§+1)):1.

III. PROJECTED DIFFERENTIAL SPECTRUM AND ITS PROPERTIES

In this section, we propose a new notion called projected differential spectrum. Then we find several
relations that should be satisfied by CCZ-equivalent functions. These relations can be served as a new
method to investigate the CCZ-equivalence of functions.

A. The projected differential spectrum

Let R : Fon X Fan — 3" be a surjective linear function, where 1 < m < 2n is an integer. The kernel of
R is the set
Ker(R) = {(s,t) € Fan x Fan|R(s,t) = 0}.

Let F(z) be an (n,n)-function. Then = — (z, F'(x)) is a mapping from Fan to Fan X Fan.
Definition 3.1: For any (a,b) € Fan x Fan, define the R-projected differential value of F at (a,b) as

Sp_rla,b) = > dpla+sb+t)
(s,t)eKer(R)

T+ a+s
(5,t)EKer(R) F(x1) + F(x2 b+t



Moreover, we define the R-projected differential spectrum of F' as the multiset
{* dr_gr(a,b)|(a,b) € Fon x Fan x}.
The following theorem shows the relation of projected differential value between two CCZ-equivalent

functions.
Theorem 3.2: Suppose that two functions F' and G are CCZ-equivalent. Let R : Fon X Fon — 3" be a

surjective linear function. Let L be a linearized permutation corresponding to CCZ-equivalent transformation

from G to F. Then for any (u,v) € Fan X Fan, let [ g» ] =1L [ z_f, ] we have

6r-r(a,b) = 6G—por(u,v).
Proof: According to the definition of CCZ-equivalence, we have

= o | i ] =

—
Y1+ Y2
G(y1) + G(y2

T+ X2
F(.%'l) + F(I’Q

lm

Rl»—l

— " — .
r1 + 2o a | . . Y1+ Y2 U
Thus = | - | if and only if = 5 |
F(z1) + F(x2 b G(y1) + G(y2 v
Hence
r1+x a—+ s
dr—r(a,b) = # Q71,72 € Fon L2 Al
(817“;{& F({L‘l) + F(ZL‘QD b+t
(81,t1 |

e [ iy | <[]+ [2])
v tl

) #{y wer|| greas | < (E]+[4])
i

= #
(sl,tl)e er( | G(y1) + G(y2
- Z Y1, Y2 € Fon ity [ u_>+ 52 ]
’ G(y1) + G(y2 v+t

(s2,t2)€Ker(RoL)

= 0G-Ror(u,v).

We finish the proof. O
Since L is a linearized permutation, (a,b) runs through Fa» X Fan if and only if (u,v) does. Then we

obtain the following corollary.
Corollary 3.3: Suppose that two functions F' and G are CCZ-equivalent. Let R : Fon X Fon +— F5* be any

surjective linear function. Let L be a linearized permutation corresponding to CCZ-equivalent transformation
from G to F. Then
{* dr—r(a,b)|(a,b) € For X For x} = {* 6G—RroL(u,v)|(u,v) € Far X Fan x}.

Here we project the functions with a surjective linear function R : Fo» xFon — F5'. According to Corollary
3.3, if one finds a surjective linear function R such that for all of the possible linearized permutations L,
the above condition does not hold, then F' and G are CCZ-inequivalent. This method may be quite useful
to judge whether two functions are CCZ-inequivalent if it is difficult to calculate the differential spectrum
of ' and G. In the next subsection, we will project the functions on ]F%"f1 and anq with some special

surjective linear functions.



B. Special Projections on F%"il and F%"*Q

2n—1 2n—2
FZ FQ

To discuss the case of projecting the functions on and , we first introduce a new notation.
Definition 3.4: For any v € F5,., (a,b) € Fan X Fan, define the «y-joint differential value of F(x) at (a,b)
as

Jr—(a,b) = 0p(a,b) +dr(a,b+7)
= #{xeFu|F(z)+ Flx+a) =0} +#{x € Fou|F(x) + F(x +a) =b+~}.
It is clear that 0p_g(a,b) = Jp_~(a,b) when Ker(R) = {(0,0), (0,7)}.
Now we show several properties about the ~y-joint differential value.
Lemma 3.5: Let F(z) = Fy(x) + v f(x), where v € %, and f(x) is an n-variable Boolean function.

Then for any (a,b) € Fon X Fon,
JFy—~(a,b) = Jp_~(a,b).

Proof: According to the definition of the y-joint different value, we have
Jr—y(a,b) = #{x € Fon|F(z) + F(x + a) = b} + #{z € Fon|F(z) + F(z 4+ a) =b+~}
= #{z € Fan|Fo(2) + Fo(z +a) +y(f(2) + f(z + a)) = b}

+#{x € Fau|Fo(2) + Fo(z + a) +7(f(z) + f(z +a)) = b+7}
B N R S
efrenf (SR om0 )
| A Gy ey
s frems]{ BT Vom0 R v

= #{(E € F2n|F0(x) + Fo(x + CL) = b} + #{LE S F2n|F0(.T) + F()(ﬂ? + a) =b —i—’y} = JFo—’y(aa b)

The proof is completed. U
By Lemma 3.5, if a function is added by a multiplication of v and a Boolean function, then its v-joint
differential value remains unchanged. Then we have the following theorem.
Theorem 3.6: Let F(x) = Fy(x)+~f(x), where v € F3,, and f(x) is an n-variable Boolean function. Let
R : Fan x Fan — FI' be a surjective linear function and (0, ) € Ker(R). Then for any (a,b) € Fon X Fon,

5FO,R(a, b) = 5F,R(a, b)
Proof: Since (0,v) € Ker(R), we have

Z dp(a+s,b+t) = Z dr(a+s,b+t+7v) = Z dp(a+sb+t+7).
(s,t)eKer(R) (s,t+7v)€eKer(R) (s,t)eKer(R)
Similarly,
Y drlatsb+t)= Y dplatsbtt+q)

(s,t)eKer(R) (s,t)eKer(R)



According to the definition of the R-projected differential value and Lemma 3.5, we have

Sp_pla,b) = > br(atsb+t)
(s,t)eKer(R)

> br(atsb+t)+ > dplats bttty
(s,t)eKer(R) (s,t)eKer(R)

> Jrqlatsbtt)
(s,t)eKer(R)

Z JFO*’Y(a+svb+t)
(s,t)eKer(R)

N —= N= N =

1
= 3 > dplatsbrt)+ > dplats bttty
(s,t)eKer(R) (s,t)eKer(R)

= Z op,(a+ s,b+1t)=0r_r(a,b).
(s,t)eKer(R)

We finish the proof. U

We have the following proposition by projecting the functions with R : Fon X Fon — F%”_l, where
Ker(R) = {(0,0), (0,7)}-

Proposition 3.7: Suppose that the function F'(z) = Fy(z) + v f(x) and G(x) are CCZ-equivalent, where
v € F%. and f(z) is an arbitrary Boolean function defined on Fa.. Let R : Fan x Fon +— IF‘%"_I be a
surjective linear function with Ker(R) = {(0,0), (0,v)}. Let L be a linearized permutation corresponding
to CCZ-equivalent transformation from G to F'. For any (u,v) € Fan x Fan, let [ g» ] =1L [ g ] , We obtain

5F07R(a7 b) = 5G—R0L(U,U)- Then
{* 0r,~r(a,b)|(a,b) € Fan x Fan x} = {* dg—RoL(u,v)|(u,v) € Fan X Fan *}.

Proof: It follows from Theorem 3.2 that 6p_g(a,b) = 0g—pror (u,v). Hence by Theorem 3.6, we have

where[g]:L[zﬁ].
b U

Since L is a linearized permutation, (a,b) runs through Fa. x Fa. if and only if (u,v) does, we get

6p,—r(a,b) = dp_pg(a,b) = 6g—Ror(u,v),

{* 0p,—r(a,b)|(a,b) € Fan X Fan *} = {* dg—Ror (u,v)|(u,v) € Fan X Fon x}.

The proof is completed. O
By projecting the functions with a special surjective linear function on IF%”_Q, we have the following
proposition.
Proposition 3.8: Suppose that functions F(x) = Fy(z) + 71 fi(x) and G(z) = Go(z) + Y2 f2(x) are
CCZ-equivalent, where 71,72 € F5,. and fi(x), fa(z) are arbitrary Boolean functions defined on Fan. Let
R : Fan x Fan + F2"72 be a surjective linear function with Ker(R) = {(0,0), (0,71), (5,1), (s, + 1)},

where [ ; ] =1L [ fOf } . Let L be a linearized permutation corresponding to CCZ-equivalent transformation
2



}, we have dp,_r(a,b) = dg,—Rror(u,v).

ey
| I |
I
h
| — |
ST

from G to F. For any (u,v) € Fan X Fon, let [
Then

{* 0p,—r(a,b)|(a,b) € Fan X Fon %} = {* dgy—RoL(u, v)|(u,v) € Fon X Fan *}.
Proof: Because of Theorem 3.2, we have

6r—r(a,b) = 6G—por(u,v).

Since [ ; ] =L [ g_, ], we have (0,72) € Ker(R o L). Notice that (0,v;1) € Ker(R), then
2
0r,—r(a,b) = dp—r(a,b) = dg—Ror(u,v) = 6G,—Ror (U, v)

according to Theorem 3.6.
Since L is a linearized permutation, (a,b) runs through Fa. x Fa. if and only if (u,v) does, one has

{* 0p,—r(a,b)|(a,b) € Fan x Fan *} = {* dg,—ror(u,v)|(u,v) € Fan X Fan x}.

We finish the proof. ]

Proposition 3.7 and Proposition 3.8 present two necessary conditions for /' and G to be CCZ-equivalent.
Hence it is a new method to judge the CCZ-inequivalence between functions by considering their projected
differential spectrums. This method may be quite useful if it is difficult to check the differential spectrums
of F' and G. In the next section, we will use them to derive some CCZ-inequivalent results about functions
with low differential uniformity.

IV. MAIN RESULTS
A. The CCZ-inequivalence between 4-uniform BCTTL permutations and the inverse function

In this subsection, we will mathematically prove the CCZ-inequivalence between 4-uniform BCTTL
permutations and the inverse function by considering the projected differential spectrum. We first introduce

two lemmas.

Lemma 4.1: Let n > 6 be an even integer. Then for any a € F3,.,b € Fa., we have Jr,_;(a,b) < 4.
Proof: Let us write a = (ag,a’) and b = (by, V') as © = (29, 2’) does. Without loss of generality, we assume
ao = 1. The case ap = 0 can be proved similarly.

JFC_l(CL, b) = #{l’ S an ’Fc(w) + Fc(l‘ + CL) = b} + #{$ S ]FQn Fc(.CL‘) + Fc($ + CL) = b + 1}
= #{JZ € Fon ‘Fc(a:o,w/) + Fo(xo + ao, x4+ a’) = (bo, bl)}

+ #{SL’ € Fan Fc(ivo, /) + FC(Z‘U + ap, x + CL,) = (bo +1, b, }

_ # ZL‘/EIE‘anl *‘1‘ ,+a _b/ +# $/6F2n 1 %+x+a :b/
zo=0 1—b0 9 =1 1—b0
z' € Fynn L4 =¥ 2’ € Foyn < 4 =

/ +a x’ T +a

+ #{{L'O—O { 1=0by+1 + o =1 1=0by+1

x e ]FQn—l 1 c ’ x e ]FQn—l c 1 ,
#{95020 7 x4 a +# xo =1 x+ac’—|—a’
If 't/ # 0,1, ¢, then each of the equations L + — o =V and 5 4 - +a, = b/ is equivalent to a quadratic

equation, which means that the summation of the number of the solutlons of these two equations is at most
4, or for simplicity, we say that these two equations have at most 4 solutions together. Note that here and
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thereafter, when we talk about a solution of an equation, we always refer to the solution in Fa.. If ¢t/ = 0,

we can easily check that each of them has exactly one solution. If a’d’ = 1 or ¢/, Tr?_l () = Tr?_l(%) =1

ensures that these two functions have no solutions beside 0 and a’ according to Lemma 2.3. Hence

2 € Fon 1 d ’ ' € Fon d 1 /
Jre—1(a,b) #{ 20 =0 x’+:n’+a’ b +# xo =1 o +d bp<4
This completes the proof of Lemma 4.1. O

Lemma 4.2: Let n > 4 be an even integer. Then for any 71,7y € Fan, there exist u,v € Fo» such that
Or(u,v) 4+ dr(u+r1,v+1r2) =6 or 8.
Proof: Without loss of generality, we assume that u # 0,71, 1/r2. According to the definition of differential
value, it is equivalent to prove that the following two equations have 6 or 8 solutions together.

I(z)+ I(x 4+ u) = v, (1)

I(2)+ I(x+u+r) =v+rs. (2)

Let u,v satisfy uv = 1. Then (1) has 4 different solutions 0, u, wu,w?u, where w is an element with
multiplicative order 3. Hence 6;(u,v) = 4. By substituting v = % into (2), we get I(z) + I(z + u+1r) =
% + 79, which has the same number of solutions with the following quadratic function except at z = 0 and
r=u-+r].

u+r
? + (u+r)z+ 5 !

u

= 0. 3)
+ 72

It is easy to show that neither x = 0 nor x = u + r1 is a solution of (3). Now we need to prove that
there exists u such that (3) has 2 different solutions. Then (2) has 2 or 4 different solutions, which means
0r(u,v) +dr(u+r1,v+r2) = 6 or 8. The following proof is divided into four cases.

Case 1. 7175 = 1. In this case, (3) is equivalent to 22 + (u + 71)x + ury = 0. Obviously, it has exactly 2
different solutions © = u, z = 1.

Case 2. r; = 0. According to Lemma 2.3, (3) has 2 different solutions in Fs. if and only if Tr(ﬁ) =0.
It is easy to see that there exists u such that (3) has 2 different solutions.

Case 3. v = 0. Similarly, (3) has 2 different solutions in Fy~ if and only if Tr(ﬁ) = 0, which clearly
holds for some u # 0,71, 712 ’

Case 4. r173 # 0,1. According to Lemma 2.3, it suffices to prove that there exists u € Fa» \ {0, 71, %}

1 _
SuCh that TI'(W) = 0
Assume, on the contrary, that there exist 1,7y € Fan such that r1ry # 0,1 and Tr(

any u € Fon \ {0,71,1(r2)}. Let u = ¢(2) = r1 21—, Then

z+rire

Tr L =Tr l Y
(% +79)(u+ 1) N 71 (T2u+1)(%u+1)

1 1 1 1 1 1
((7’2+T11)r1(7"2u+1 7,11u+1)> <7“17“2+1(7'17“2 | 2+l —|—1)>

1 —
) = L for

z+rire z+rire
1 z+nrr z+rir 1 1 T 1
= Tr 2 4 12) =Tr + =5 2—1—2;27.
rire+ 1 (rirg+ 1)z rirg+1 rirg+1 0 rirg +1 rirs +1z
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Since w runs over Fo» if and only if 2 does, we have

SIPND S E R Sl

u€ Fon uG{O,rl,i}
Tr 1 1 2 2 ;1;2 L
< ’ Z (_]_) ((;+7‘2>(u+7‘1))| :| Z <_]_) ’"172+1+ S+1 z+ 241 z)
u€Fon z€Fyn
S ’Z 22+1+22+1z)+1<22+1+1
Z€F2n
where the last inequality follows from Theorem 2.2 with ¢ = 2", a = rlri 1.0 = r{gil and x(c) =
(_1)Tr(c)‘
Clearly, it is a contradiction when n > 4. The proof is completed. |

Now we introduce the main theorem of this subsection.

Theorem 4.3: Let n > 6 be an even integer. Then any function in S,, = {Fc(x) + f(x)|f € B,} is
CCZ-inequivalent to the inverse function I(z).
Proof: Otherwise, assume that there exists an n-variable Boolean function f(x) such that Fy(x) = Fo(x)+
f(x) is CCZ-equivalent to I(x). Let R : Fan x Fan > F2" ! be a surjective linear function with Ker(R) =
{(0,0), (0,1)}. According to Corollary 3.7, there exists a linearized permutation L corresponding to CCZ-
equivalent transformation from I to Fy such that

{* 0p.—r(a,b)|(a,b) € Fon x Foun *} = { d1_por(u,v)|(u,v) € Fan X Fon x}.

On one hand, it follows from Ker(R) = {(0,0), (0,1)} and Lemma 4.1 that 6. _r(a,b) = Jr._1(a,b) <
4 for any a € F%,,b € Fan. And when a = 0, it is clear that 6r._g(a,b) is either 0 or 2".

On the other hand, since Ker(RoL) = {(0,0), (£2(1), £4(1))}, we have d;_ror(u,v) = d7(u,v)+dr(u+
L2(1),v + L4(1)). Because of Lemma 4.2, there exist u,v € Fan such that 6;(u,v) + d7(u+s,v+1) =6
or 8. This means for any linearized permutation L, at least one elements in the set {* d;_gor,(u, v)|(u,v) €
Fon x Fon %} is 6 or 8, a contradiction.

Thus F¢(x) = Fo(x) + f(x) and I(z) are CCZ-inequivalent. O

Since SP, is a subclass of S,,, we directly get the following corollary.

Corollary 4.4: Letn > 6 be an even integer. Then any 4-uniform BCTTL permutation is CCZ-inequivalent
to the inverse function.

B. The CCZ-inequivalence between two big classes of differentially 4-uniform functions

Now we consider the CCZ-inequivalence between 4-uniform BCTTL permutations and 4-uniform BI
permutations. Due to the huge number of functions in these two classes, it is difficult to prove or to verify
the CCZ-inequivalence between them even on small fields. By using the notion of joint differential value,
we mathematically transform the problem to a trace equation system, and then verify it when 8 < n <14
by Magma [3]. Hence these two huge classes of permutations are CCZ-inequivalent.

Lemma 4.5: Letn > 8 be an even integer. For arbitrary s, t € Fon, if there exists u € Fa.\{0, 1, s, I(¢), I (t+
1)}, such that

1 1 1

)= Tr(——— :
I1+u (u+s)(; +t+1)

Tr( ) =0,

then for the above u, one has

1 1
Jroa(u, =) + Jr—i(u+s,— +t) =10 or 12.
u u
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Proof: It suffices to prove that for the above u, the sum of the numbers of the solutions of the following
four equations is 10 or 12.

I(z) + I(x+u) =1, “4)
I(2)+I(x+u)=L+1, S
I(x)+I(z+u+s) =1+t (6)
I@)+I(z+u+s)=2+t+1. (7

Clearly, (4) has 4 different solutions 0, u, wu, w?u. Neither = 0 nor « = w is a solution of (5). Hence
(5) is equivalent to the quadratic function x? + ux + u“—jl = 0. It follows from Lemma 2.3 and the condition
Tr(p%u) = 0 that (5) has 2 different solutions. Hence &;(u, ) + 6;(u, 2 +1) = 6.

Notice that (6) and (7) have no common solutions and each of them has the same number of solutions as

a quadratic function when z # 0, u + s. Since Tr(m) = Tr(m) = 0, these two quadratic
functions have 4 different solutions together, which means (u+s, i+ t)u—i- Sr(u+s,L+t+1)=4or6.

In conclusion, we have
1 1
Jr—1(u, =)+ Jr—1(u+s,— +t)
U U

1 1 1 1
= 5[(u7a)+61(u7a+1)+5l(u+saa+t>+5[(u+saa+t+1)
= 10 or 12.

We finish the proof. 0
Fact 1: Suppose that 8 < n < 14 is an even integer, it can be verified by Magma that for any s, € Fan,
there exists u € Fon \ {0,1,s,I(¢),I(t+ 1)}, such that

1 1 1
Tr(

) = Tr(———5——) = Tr( n
1+u (u+s)(5 +1) (u+s)(; +t+1)

Here is the main result of this subsection.

Proposition 4.6: Suppose that 8 < n < 14 is an even integer. Then any function in S,, = {Fc(z) +
f(z)|f € B,} is CCZ-inequivalent to any function in T,, = {I(z) + f(z)|f € B,}.
Proof: On the contrary, assume that there exist n-variable Boolean functions f;(z), f2(x) such that F(x) =
Fco(z) + fi(z) and G(x) = I(z) + fa(z) are CCZ-equivalent. Let R : Fon x Fon — F2""2 be a surjective
linear function with Ker(R) = {(0,0), (0, 1), (s,t), (s,t+1)}, where [ ; =L (11 . Let L be a linearized

) =0

permutation corresponding to CCZ-equivalent transformation from G to F. According to Proposition 3.8,

for any (u,v) € Fan X Fan, let [ g } =L [ Z, }, then we have

{* 5FC*R(CL7 b)‘(a’ b) € ]F2" X FQ" *} = {* 5]*ROL(ua U)|(’LL, U) € FQ" X F2" *}

On one hand, when Ker(R) = {(0,0),(0,1), (s,t), (s,t + 1)}, we have dp._r(a,b) = Jp,—1(a,b) +
Jro—1(a+ s,b+t). It follows from Lemma 4.1 that Jr,_1(a,b) < 4 for any a € F5,,b € Fa.. And it is
easy to show that the joint different value Jr,_1(0,b) = 0 or 2. Thus, for any linearized permutation L
and for any (a,b) € Fan X Fon,

5FC—R(Q7 b) < 8 or 5FO_R(CL,b) > 2",
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On the other hand, since Ker(R o L) = {(0,0), (L£2(1), L4(1)), (0,1), (L2(1), L4(1) + 1)}, we have

51_R0L(u,v) = 51(u,v)+51(u,v+1)+6[(u+£2(1),v+£4(1))+51(u+£2(1),v+£4(1)—|—1)
= Jr—1(u,v) + Jr—1(u+ La2(1),v + L4(1)).

Because of Lemma 4.5 and Fact 1, there exists (u,v) € Fan X Fan such that
51_RoL(u,v) =10 or 12,

a contradiction. Thus any function in S, is CCZ-inequivalent to any function in T,,. |

We make two comments on Proposition 4.6. First, the classes of 4-uniform BCTTL permutations and
4-uniform BI permutations are also CCZ-inequivalent when 8 < n < 14 since they are subclasses of S,
and T,, respectively. Second, it is clear that for any v € 5, and an arbitrary Boolean function fi(x), there
exists a Boolean function f2(x) such that I(x) + ~fi(z) is EA-equivalent to I(x) + fo(x). Therefore any
function in S,, is CCZ-inequivalent to any function of the form of I(z) + v f(x) when 8 < n < 14, where
f is a Boolean function.

C. A new method to judge the CCZ-inequivalence on small fields

In this subsection, we propose an interesting problem: Given a differentially 4-uniform permutation P(z)
on small fields such as [F9s and Fos, can one check whether or not there exists some function in the classes
of 4-uniform BCTTL permutations and 4-uniform BI permutations which is CCZ-equivalent to P? For
example, the following is a differentially 4-uniform permutation Py(x) on Fos with nonlinearity 22.

TABLE I
AN EXAMPLE DIFFERENTIALLY 4-UNIFORM PERMUTATION

0123 6 | 8 |54 15| 2 | 34
16 | 37| 61 | 41 | 39 | 10 | 52 | 57
95 |59 1 21|60 (48 |31 | 9 |45
46 | 14 | 63 | 4 | 25 | 47 | 62 | 42
26 |24 |30 |58 | 13|29 | 35
1 5312219 7 | 32|27 |43
28 | 18 | 50| 36 | 44 | 11 | 20 | 17
38 | 3 | 56|51 (40|33 |12 |49

We indicate the example by vector expression. For example, the last element in the first row 34 = 2 4 2°
means that Py(7) = 34, more precisely, it means that Py(1 + o + a?) = a + a’, where « is a defining
element of [Fos.

It is well known that two functions are CCZ-inequivalent if some CCZ-equivalent invariants are different
for these two functions. Unfortunately, it is quite difficult to compute a given CCZ-equivalent invariant for
all the functions in the classes of 4-uniform BCTTL permutations (its size is 4294967296) and 4-uniform BI
permutations (its size is 16198656) on Fas due to their big cardinalities. However, the following proposition
can help to answer this question.

Proposition 4.7: Let n > 6 be an even integer and let P(x) be a differentially 4-uniform permutation on
Fon.

1) If

{x dp(u,v) + dp(u+ s,v+t)|(u,v) € Fan X Fon x} # {x Jp._1(a,b)|(a,b) € Fon X Fon *},

for all (s,t) € Fan x Fan, then P(x) is CCZ-inequivalent to any 4-uniform BCTTL permutation.
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2) I
{x op(u,v) + 0p(u+ s,v+t)|(u,v) € Fan X Fon x} # {x Jr_1(a,b)|(a,b) € Fan x Fon x}

for all (s,t) € Fon X Fan, then P(z) is CCZ-inequivalent to any 4-uniform BI permutation.
Proof: Here we only prove the first part. The proof for the rest is similar and is left to the interested readers.
Assume that there exists a 4-uniform BCTTL permutation Fp(x) which is CCZ-equivalent to P(z). By
its definition, Fp(x) can be got by adding a Boolean function fp(x) to the Fo-component of F(x), that
is, Fp(x) = Fo(z) + fp(x). Let R : Fou x Fau — F2"~! be a surjective linear function with Ker(R) =
{(0,0),(0,1)}. Let L be a linearized permutation corresponding to CCZ-equivalent transformation from P
to F'p. Then according to Corollary 3.7, we have

{* 6p,—r(a,b)|(a,b) € Fan X Fan x} = {x dp_pgor(u,v)|(u,v) € Fan X Fan x}.
Since Ker(R) = {(0,0),(0,1)}, we have Ker(R o L) = {(0,0), (L2(1), L£4(1))}. Then
6pc-r = Jr.-1(a,b)
for any (a,b) € Fan x Fon and
dp—Ror(u,v) = 6p(u,v) +dp(u+ La(1),v + L4(1))
for any (u,v) € Fan X Fan. Thus
{* Jr.—1(a,b)|(a,b) € Fan x Fon *} = {* dp(u,v) + dp(u+ La(1),v + L4(1))|(u,v) € Fan x Fon *}.

Contradicts! We finish the proof. ]

One can easily verify the following facts by computer.

Fact 2: For any v € Fi, {*x Ji_(a,b)|(a,b) € Fas x Fas x} = {0118 21980 4936 660 g0 6424} " which
means the sum of the multiplicity of 6 and that of 8 in the multiset is 60.

Fact 3: Letn > 6 be an even integer. Then {* Jr, _1(a,b)|(a,b) € FonxFon x} = {x0F0 2F2 4k1 60 80 (27)24},
where ko, ko, k4 € N.

Fact 4: For any s,t € Fgs, the sum of the multiplicity of 6 and that of 8 in the multiset {* dp, (u,v) +
dp, (u+ s,v +1t)|(u,v) € Fas x Fas x} is no less then 114.

Then it follows from Proposition 4.7 and the above facts that Py(x) is CCZ-inequivalent to these two big
differentially 4-uniform permutation classes.

V. CONCLUSION AND FURTHER PROBLEMS
A. Conclusion

It seems to be difficult to investigate the CCZ-equivalence relation between 4-uniform BCTTL permu-
tations and 4-uniform BI permutations. One reason may be that the number of the functions in these two
classes is too big. In this paper, we proposed a new notion which is called projected differential spectrum
and deduce several relations between CCZ-equivalent functions. Based on these results, we mathematically
proved that any 4-uniform BCTTL permutation is CCZ-inequivalent to the inverse function, and then proved
that 4-uniform BCTTL permutations and 4-uniform BI permutations are CCZ-inequivalent when 8 <n < 14
with the help of a computer. At last, we presented a 4-uniform permutation on [Fos, which can be proved to
be CCZ-inequivalent to any 4-uniform BCTTL permutation or any 4-uniform BI permutation.

As pointed out by a reviewer, our method can also be explained in the context of group rings. One can
refer to [10] and the references therein for the definition of group rings and some of their applications to
combinatorics and cryptography. Indeed, we consider the graph of the function F', which may be viewed
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as an element Dy in the group ring C[Fa» x Fa.]. Then we compute D% in the group ring and obtain an
element Ap. If F' and G are CCZ-equivalent, then Ar and Ag are equivalent. The classical way to check
inequivalence between two (n, n)-functions F' and G is to compare the differential spectrum of them. In this
paper, we introduced projected differential spectrum, which is the value distribution of the projections of
the differential value modulo subspaces. By projecting the function on Fg_l with a special surjective linear
function, we found the connection of the projected differential spectrum between those functions which
are CCZ-equivalent (Proposition 3.7). We computed the bounds for the coefficients of these projections
for some classes of differentially 4-uniform functions (Lemma 4.1 and Lemma 4.2) and showed that they
yield different coefficients (Theorem 4.3). We also applied the approach by projecting the function on F ;‘_2
(Proposition 3.8).

B. Further problems

Some further problems are as follows. If the trace equation system in Lemma 4.5 has a solution for any
even integer n > §, then the class of 4-uniform BI permutations and that of 4-uniform BCTTL permutations
are CCZ-inequivalent on Fy-. However, we can not prove it now and leave it to interested readers.

The projected differential spectrum can also be used to investigate the CCZ-inequivalence between a
special function adding a multiple of a Boolean function and other functions. Beside the inverse function
and the CTTL basic differentially 4-uniform permutation, APN functions such as the Gold functions, the
Kasami functions and other functions with special differential spectrum may also be applicable to this
method. And it would be nice to know whether our new approach can be also used to distinguish the
CCZ-inequivalence between APN functions. In a word, to find more properties and applications about the
projected differential spectrum is an interesting problem.

Our method is not necessary but sufficient, and we still can not investigate the CCZ-equivalence between
different subclasses of 4-uniform BI permutations or between different subclasses of 4-uniform BCTTL
permutations. It is interesting to find a valid method to solve this problem.
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