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Abstract—We study the problem of existence of APN functions
of algebraic degree n over F2». We characterize such functions by
means of derivatives and power moments of the Walsh transform.
We deduce some non-existence results which mean, in particular,
that for most of the known APN functions F' over Fan the
function 2"~ + F(z) is not APN, and changing a value of F
in a single point results in non-APN functions.

Index Terms—almost perfect nonlinear, almost bent, Boolean
function, differential uniformity, nonlinearity

I. INTRODUCTION

A substitution box (S-box) in a block cipher is a mapping
that takes n binary inputs and whose image is a binary m-
tuple, for some positive integers n and m. The security of
most modern block ciphers importantly relies on cryptographic
properties of their S-boxes, since these are the only nonlinear
elements of these cryptosystems. It is therefore significant
to employ S-boxes with good cryptographic properties such
as high nonlinearity, low differential uniformity and high
algebraic degree, in order to resist linear, differential and
higher order differential attacks.

Differential attacks introduced by Biham and Shamir in
[1] are one of the most efficient cryptanalyst tools for block
ciphers. The differential attack is based on the study of how
differences in an input can affect the resulting difference at
the output. Thus, in order to resist differential attacks, for
each S-box in the cipher, the difference between two outputs
corresponding to inputs whose nonzero difference is arbitrarily
fixed should be as uniformly distributed as possible. Among S-
boxes, the so-called almost perfect nonlinear (APN) functions
contribute to a best possible resistance to differential attacks
[27]. Due to this reason, much work has been dedicated to
the notion of APN functions. Constructing APN functions is a
difficult problem. Up to now, there are, up to CCZ-equivalence,
only six known infinite classes of APN monomials and a few
known infinite classes of quadratic APN multinomials (see [5],
[12]).

Another powerful attack on block ciphers is linear crypt-
analysis by Matsui [25] which is based on finding affine
approximations to the action of a cipher. Almost bent (AB)
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functions are S-boxes providing optimal resistance to this
attack [15]. Moreover every AB function is APN and therefore
is optimal against differential attacks as well. However, AB
functions exist only over binary fields of odd dimensions while
APN functions exist for even dimensions too.

When choosing S-boxes, functions with higher algebraic
degrees are preferable in order to resist higher order differen-
tial cryptanalysis [23]. This leads to the question of finding
upper bounds for the algebraic degrees of APN functions
and constructing such functions reaching these upper bounds.
On the other hand, finding restrictions on algebraic degrees
naturally reduces the set of functions when searching for new
APN or AB functions, and, therefore, facilitates the problem of
constructing these functions. The problem of an upper bound
for algebraic degree is completely settled for AB functions
and open for APN functions. Algebraic degree of any AB
function over the finite field of dimension n is upper bounded
by (n + 1)/2 and the inverses of Gold power AB functions
have this algebraic degree [14], [27]. There is no known upper
bounds for algebraic degrees of APN functions. For n odd, the
known APN function over the finite field Fo» with the highest
algebraic degree is the inverse APN function [27] which has
algebraic degree n — 1. For n even the known APN functions
with high algebraic degrees are Dobbertin function [18] with
algebraic degree n/5 4+ 3 (n must be divisible by 5 then)
and Kasami functions [22] with algebraic degree ¢ + 1 for
i < (n—1)/2, ged(n,i) = 1. Hence, among the known
functions, Dobbertin function has the highest algebraic degree
5 when n = 10, Kasami functions with ¢ = n/2 — 1 have
the highest algebraic degree n/2 when gcd(n,4) = 4 and
n > 8, Kasami functions with i = n/2 — 2 have the highest
algebraic degree n/2 — 1 when ged(n,4) = 2 and n > 12.
For n even and n < 6 APN polynomials from [11] have the
highest degree n/2 + 1. Denoting by degy;ees (1) the highest
algebraic degree for the known APN functions over Fa» , we
get

n—1 if ged(n,2)=1

5 if ged(n,4) =4, n>38,
deghighest(n) = or n =10

5 -1 if ged(n,4) =2, n>12

s+1 ifn<6

This paper is dedicated to the problem of existence of APN
functions over Fa» with maximal algebraic degree n. Solving
this problem would provide complete answer to the upper
bound problem for n odd case. Besides, this would indicate
whether it is possible to preserve APN property by changing



one point in a given APN function. This natural question has
not been addressed in publications, even if it has been present
in the minds of many researchers on APN functions. For this
goal, throughout this paper, let F' be any function from Fan
to itself of algebraic degree strictly less than n; we define a
function G over Fan as follows:

Glz) =22""1 + F(z). (1)

Then, the objective of this paper is to characterize the APNness
of the function G in order to find new APN functions with the
maximal degree or to prove the non-existence of such func-
tions. We provide such characterizations using derivatives and
Walsh transform values of the function F'. As a consequence,
non-existence results for APN functions with maximal degree
are obtained for some special cases of F' which include all
power functions, almost bent functions, quadratic functions
and plateaued functions in general. This covers almost all
known cases of APN functions F' and supports the following
conjecture.

Conjecture 1. There exists no APN function over Fon of
algebraic degree n for n > 3.

This conjecture is true for n € {3,4,5} (see [4]), and,
clearly, it would provide a tight upper bound on algebraic
degree of APN functions over Fon» when n is odd. For n even
we do not have sufficient data for a conjecture. At the moment
the only natural guess for a tight upper bound for n even can
be n/2 + 1.

Problem 1. Construct an APN function over [Fao- of algebraic
degree greater than n/2 + 1 (or prove that it does not exist)
for n > 6 even.

If Conjecture 1 is proven to be true then the following
conjecture would be true too.

Conjecture 2. Let ' be an APN function over Fo» withn > 3
and F’ a function obtained from F' by changing the values of
F in one point. Then F’ is not APN.

Note that, similar to Conjecture 1, Conjecture 2 is obvious
when reformulated for AB functions. That is, if F'is AB and
F’ is obtained from F by changing a single point then F” is
not AB.

The remainder of this paper is organized as follows. Sec-
tion II introduces the preliminaries. Section III characterizes
the APN functions of the form (1) by means of the derivatives
of F' and of the power moments of its Walsh transform,
and then some non-existence results on APN functions of the
form (1) are obtained in Section IV. In Section V we study
equivalence classes of maximum degree functions. Section VI
concludes the paper.

An extended abstract [7] with most of the results (without
proofs) of this paper will be presented at ISIT 2016.

II. PRELIMINARIES

For positive integers n and m, an S-box is a vectorial
function F' : F% +— FZ', also called an (n, m)-function.

When n = m it has a unique representation as a univariate
polynomial over Fa» of the form
2n 1
F(z) = Z a;x',a; € Fan.
i=0

Let wo (i) = ZZ;& is denote the 2-weight of ¢, where 0 <
1 < 2™ — 1 has binary expansion i = Z:;Ol 2%t4. Then, the
algebraic degree of F' is equal to

deg(F) = max{wy(i):a; #0,0<i<2" -1}

Clearly deg(F) < n.

For an (n,n)-function F and any a,b € IFan, define
Ap(a,b) = |[{z € Fan : F(xz + a) + F(z) = b}|. Then,
the differential uniformity of F' is defined as

Arp = max{Ap(a,b):a,b & Fan,a#0}.

F is called differentially 6-uniform if Ap < 4. 1If § = 2, then
F' is called almost perfect nonlinear (APN).

APN functions over Fy» can be characterized in several
different ways. In this paper, we focus, in particular, on the
characterization by means of power moments of the Walsh
transform. For a Boolean function f in n variables (that is, an
(n, 1)-function) the Walsh transform is defined by

Wila) = > (-pfermites,

z€EFon

a < FQ'/L,

where Tr7(z) = Y27, #% is the absolute trace function of

Fan. For an (n, m)-function F, its Walsh transform Wg(a, b)
at the point (a,b) € Faon x F5,, is the Walsh transform of its
component function Tr7" (bF(x)) at the point a. That is,

WF(a’ b) — Z (_1)Tr;"(bF(fc))+Tr;L(az).

zEFon

Lemma 1 ([15]). Let F be an (n, n)-function. Then F' is APN
if and only if

> Y Wilab) =231 (2" — 1),

a€Fan beF,

Lemma 2 (see e.g. [12]). Let ' be an APN function over
Fan satisfying F'(0) = 0. Then

> Wi(a,b) =325 — 22t
a,bEFyn

APN functions have also a natural characterization by means
of its derivatives. The derivatives of a given (n,n)-function
F' are functions

D.F(z)=F(z+a)+ F(z), aclF3..

Then F' is APN if and only if all its derivatives are 2-to-1
mappings.

A Boolean function f in n variables is called bent if
Wi(a) € {£2"/2} for all @ € Fan. An (n,m)-function
F' is called bent if all its component functions are bent,
that is, Wg(a,b) € {iZ”/Q} for all @ € Fyn and b €
Fs... Bent functions have optimum resistance against lin-
ear attacks because their nonlinearity has optimal value
27—1 _ 27/2=1 The nonlinearity Ny of an (n,n)-function



F' is the minimum Hamming distance between its component
functions and affine functions. It equals Np = 277! —
%maxaemzmbgpsn |Wg(a,b)|. Nyberg in [26] proved that
(n,m)-bent functions exist if and only if n is even and
m < n/2. When n is odd, there exists no (n, m)-bent function.
When n is odd and n = m, the optimal functions from
the viewpoint of nonlinearity are almost bent functions. An
(n,n)-function F is called almost bent (AB) if Wg(a,b) €
{0,£2"*1D/2} for all @ € Fan and b € Fj.. Any AB
function is APN, but not vice versa. However, for n odd, every
quadratic APN function is also AB, and, more generally, every
plateaued APN function is also AB (see [12]).

A plateaued Boolean function is a function from Fan
to Fy whose Walsh transform takes values from {0, £y}
for some positive integer p (u is called the amplitude of
the plateaued Boolean function). Plateaued Boolean functions
were introduced by Zheng and Zhang and were shown to
possess various desirable cryptographic characteristics [28].
More generally, for an (n, m)-function, Carlet introduced the
following two notions in [12], [13].

Definition 1. An (n,m)-function F is called plateaued if all
its component functions Tr{"(uF'(x)), u # 0, are plateaued,
with possibly different amplitudes.

Definition 2. An (n,m)-function F is called plateaued with
single amplitude if all its component functions are plateaued
with the same amplitude.

Notice that the amplitude for a plateaued Boolean function
f should be a power of two whose exponent is at least 3,
due to the well-known Parseval’s identity Y-, e W7 (a) =
227 Moreover, the distribution of its Walsh transform can be
determined as follows.

Lemma 3. Let f be a plateaued Boolean function over Fon
with amplitude 2*. Then the distribution of its Walsh transform
values is given by

Walsh Transform Value Frequency
0 on _ 22n—2)\
2 92n—2A-1 + (71)]”(()) on—A-1
_2>\ 22n—2)\—1 _ (_l)f(O) 271,—)\—1

and we have Eaern W;’(a) — (_1)f(0) 9n 42X and

ZG,E]FQH Wf4(a) = 2271“"2)\.

Proof. Let us denote by N, (resp. N_) the number of
occurences of 2* (resp. —2*), we have according to the
Parseval identity that 22*(N, + N_) = 227, and according
to the inverse Walsh transform formula >, p ~Wy(a) =
27 (=1)fO), that 2M(N, — N_) = 27(=1)/®). This
directly gives the table above. The two other relations can
be deduced either from this table, or from (again) the
inverse Walsh transform formula and the Parseval identity,
since we have >  p W?(a) = 22 > acr,, Wyla) and
Zaelb‘zn W;}(a) =22 Zaern W?(a). O

Since the algebraic degree of a plateaued Boolean function
in n variables with amplitude 2* is upper bounded by n—A+1
[24] then algebraic degree of a plateaued (n,n)-function F is

upper bounded by maxpery, (n — Ay + 1) where 2% is the
amplitude of TrY (bF(x)), b # 0. Since the minimum value
for the amplitude of a plateaued Boolean function is 2"/ then
this maximum is less or equal to n — n/2 + 1 = n/2 + 1.
Hence a plateaued function can have algebraic degree n only
if n < 2.

A. Equivalence Relations of Functions

There are several equivalence relations of functions for
which differential uniformity and nonlinearity are invariant.
Due to these equivalence relations, having only one APN
(respectively, AB) function, one can generate a huge class of
APN (respectively, AB) functions.

Two functions F' and F’ from Fs» to Fym are called

e daffine equivalent (or linear equivalent) if F/ = Aj o
F o As, where the mappings A; and A, are affine (resp.
linear) permutations of Fom and Fan, respectively;

e extended affine equivalent (EA-equivalent) if F/ = A; o
F o A; + A, where the mappings A : Fon — Fom, Ay :
Fom — Fom, As : Fon — Fon are affine, and where
Aj, A are permutations;

e Carlet-Charpin-Zinoviev equivalent (CCZ-equivalent) if
for some affine permutation £ of Fon X Fom the image
of the graph of F is the graph of F’, that is, L(GFf) =
Gp where Gp = {(z,F(z)) | * € Fan} and Gpr =
{(@,F'(2)) | © € Fan}.

Although different, these equivalence relations are con-
nected to each other. It is obvious that linear equivalence is
a particular case of affine equivalence, and that affine equiv-
alence is a particular case of EA-equivalence. As shown in
[14], EA-equivalence is a particular case of CCZ-equivalence
and every permutation is CCZ-equivalent to its inverse. The
algebraic degree of a function (if it is not affine) is invariant
under EA-equivalence but, in general, it is not preserved by
CCZ-equivalence. Let us recall why the structure of CCZ-
equivalence implies this: for a function F' from Fyn to Fom
and an affine permutation £(z,y) = (Ly(z,y), L2(z,y)) of
an X Fgm, where L1 : an X Fgm — ]an and L2 : an X
Fom — Fom, we have E(GF) = {(Fl (l‘),Fg(l‘)) S an}
where Fi(x) = Ly(x, F(z)), Fa(z) = Lo(x, F(x)). Hence,
L(GF) is the graph of a function if and only if the function
F is a permutation. The function CCZ-equivalent to ' whose
graph equals £(G ) is then F’ = Fyo F"'. The composition
by the inverse of F; modifies in general the algebraic degree,
except, for instance, when L (z,y) depends only on x, which
corresponds to EA-equivalence of F' and F’ [11].

Proposition 1. [11] Let F and F’ be functions from F} to
itself. The function F’ is EA-equivalent to the function F' or
to the inverse of F' (if it exists) if and only if there exists an
affine permutation £ = (L1, Ly) on F3" such that £(GF) =
Gp/ and the function L; depends only on one variable, i.e.
Ly(z,y) = L(x) or Ly(z,y) = L(y).
Let functions F and F’ be CCZ-equivalent. Then (see
e.g. [5])
e {Ap(a,b) :
]an ,a # 0},

a,b € Fan,a # 0} = {Ap/(a,b) : a,b €



{{Wr(a,b)| : a € Fan,b € F5.} = {|Wr/(a,b)|

Fon, be F;n},

e if F'is APN (or AB) then F” is APN (respectively, AB)
too;

e if F is plateaued with single amplitude X\ then F’ is
plateaued with the same single amplitude A;

e if F is plateaued with different amplitudes then F’ is

not necessarily plateaued, it can happen that F” has no

plateaued components at all. However if F' and F’ are

EA-equivalent then F’ is plateaued with the same set of

amplitudes.

ra €

III. CHARACTERIZATIONS OF THE APNNESS OF
MAXIMUM DEGREE FUNCTION G

Let n be a positive integer and GG be a function over Fan
of algebraic degree n. Then G(z) = uz®" ~' + F(x) for some
u € F5. and some function F' of algebraic degree strictly
less than n. Obviously, G is APN if and only if the function
G*(x) = 2¥" '+ u " F(z) = 22" ~1 + F*(z) (with F*(z) =
u~1F(z)) is APN since G and G* are EA-equivalent. Hence,
when studying the problem of existence of APN functions of
maximum degree it is sufficient to consider functions G of the
form (1) where F' is any (n,n)-function of algebraic degree
strictly less than n.

Considering the problem of preserving APN property when
changing a single point in an APN function also leads to
functions of the form (1). Indeed, if an (n,n)-function G is
obtained from a function F' by changing its value at a point
v € Fan to u € Fan \ {F(v)}, then

F(z) if x € Fon \ {v}

u ifx=v

6) = { = Pl )
where F'(z) = F(z) 4+ u+ F(v) and v/ = v+ F(v) # 0.
Clearly, G is EA-equivalent to

G'(x) = F'(z) + 2% 1

which has the form (1) and where F”'(z) = 1/u'F’'(x 4+ v).
When F and F” share the same considered properties then
without loss of generality we can assume that G has the form
(1). For instance, APN property and plateauedness are pre-
served by EA-equivalence and we can consider only functions
of the form (1). However, if F(z) = 2% is a power function
then the corresponding function F” is not a power function,
and, therefore, we must consider more general form than (1)
which is

Gx)=z+ulz+0v)*" Y,  wveFao, u#0, (2)

or

G(z) = u(z +v)? 4+ 2271, u,v € Fon, u#0, (3)
since adding a constant does not change APN property.

Below we present necessary and sufficient conditions on
derivatives and Walsh coefficients of an (n,n)-function F' so
that the function G defined by (1) is APN.

A. Characterization by means of derivatives

For any a € F5.
DoG(z) = G(z + a) + G(z) = DoF () + 110,03 (1),

where 1o q}(x) denotes the indicator of the pair {0,a} (that
is, 1{0,a}(x) = 1 if x € {0,a} and 1o q)(x) = O otherwise).
Hence, Ag < Ap + 2, and, in particular, Ag < 4 when F is
APN.

Obviously, G is APN if and only if, for every a € 5, and
every b € Fan, the equation Do F'(x) + 14 43(x) = b has 0
or 2 solutions. This implies that G can be APN only if F
is either APN or differentially 4-uniform. Another necessary
condition is that D, F'(x)+ D, F(0) never takes value 1 (since
otherwise, the equation D, F'(x) + 1{9,0}(7) = D F(0) + 1
would have 4 solutions). When F' is APN, this condition is
also sufficient for G to be APN.

Proposition 2. Let F’ be a function over Fy» and G be defined
by (1). Then G is APN if and only if the following two
conditions are satisfied:
1) for any a € Fj., the function D,F(z) is 2-to-1 on
Fan \ {0.a},
2) for any a € 3., the equation D, F(x) = D,F(0) + 1
has no solutions.

Corollary 1. Let F' be an APN function over Fo» and G be
defined by (1). Then G is APN if and only if D F(z) =
D,F(0) + 1 has no solutions for any a € F5,.

B. Characterization by means of the Walsh transform

For any a € Fa» and b € 5. we calculate the values of
the Walsh transform of G

n 2™ —1
Wela,b) = 3 (~1)Diee @ ren)

z€Fon
= 1= ()T 4 ()™ OW(,b)

Hence, Wg(a,b) € { Wg(a,b),2 — Wg(a,b) } and Np —
1 < Ng £ Np + 1. Since AB functions have highest
possible nonlinearity and since there exists no AB functions
of algebraic degree n then for an AB function F' the function
G is not AB and Ng = 2"~ 1 — 2"%" — 1. This fact together
with other straightforward observations are summarized in the
proposition below. The last claim there follows from restriction
on algebraic degree of plateaued functions.

“4)

Proposition 3. Let F' be a function over Fo» and G be defined
by (1). Then
1) G is not a permutation when deg(F’) # n;
2) Ag < Ap + 2, in particular, Ag < 4 when F is APN;
3) Wg(a,b) € { Wg(a,b),2 — Wg(a,b) } for any a,b €
Ian,b;«éO, and Np — 1 < Ng < Np +1;
4) for n > 3 if F is plateaued or deg(F') # n then G is
not plateaued, in particular, if F' is AB then G is not
AB and Ng =271 — 272

= 1.

For characterization of G by means of the Walsh trans-
form we shall use Lemma 1. For this reason first we
calculate the fourth power of Wg(a,b). Observe that



(=)™ Wr(a,b) = Wri1(a,b). Then, by (4) one obtains
that

i 4
> We(ab) = > (1= (=)™ 4 Weyi(a,b))
a€lFan a€Fyn
beF;n bE]F;n

- ¥ (e§+462WF+1(a,b)
a€Fyn
bEF3n

+ 6 WP (a,b) + e Wiy (a,b) + Wi (a.0)),

where

®)

e [0 EETEIR(B) =0
e=1-(-1)™" _{ 2 otherwise

This leads to

Z 6;4) _ Z 24 _ 22n+3

a€Fan a,beFaon
bEFin Tr? (b)=1

since the trace function is balanced and
b€ Fy, : Te(b) =1 =2" 1

Similarly, by the inverse Walsh transform formula and Parse-
val’s identity, both recalled above, and using that €; = 4ep,
one has:

§ : 3
4€bWF+1(CL, b)

a€Fon

bEFSn

= > 21 ()™M O)Wrii(a,b)
a€lFan
beFSn

— Z 2n+4((_1)Tr?(b) _ 1) — _221’L+4
beFs,
since
> Welab) = 2°(-1)T0O),
a€Fan
and
Z 66, Wiy i(a,b) = 3.23"F2

a€lFan
beFsn

Then, by a simple calculation, we arrive at

D Walab) = > (Wigi(ab) + 46 Wi (a,b)
a€Fan a€Fgyn
beF;n beFn

+22n 3 (3. 2n71 1),

Again by the fact that W (a,b) = (—1) ™1 O Wg(a,b), we

have Wi (a,b) = Wi(a,b) and
0 if

3 _

4o Wii1(a,b) = { —8Wr(a,b)® if
Thus, the above equality can be written as
D Welab) = Y Wiab) -8 > Wi(ab)

a€lFyn a€Fon a,beFon
beF5n beF3n Try (b)=1

+22n+3(3 3 2n—1 _ 1)

Therefore, we can obtain the following result about the APN-
ness of G according to Lemma 1.

Theorem 1. Let F be any function over Fa» with F'(0) =0,
and G be defined by (1). Then G is APN if and only if

> Wila,b) =8 > Wi(a,b)

a€lFan a,beEFyn
bEFSn T (b)=1

— (23n+1 _ 22n+3)(2n _ 1) _ 23”-{-2. (6)

When F' is APN the characterizations of APN functions
G defined by (1) can be further simplified, and some non-
existence results about APN functions with maximal algebraic
degree can be obtained. Indeed, if F' is APN, then by Theo-
rem 1 and Lemmas 1 and 2 we have:

Corollary 2. Let F' be an APN function over
F(0) =0 and G be defined by (1). Then
1. G is APN if and only if
> Wi(a,b)=2""(3-2""" —1);

a,beFaon
Tri(b)=1

2. if G is APN then
> Wi(a,b)=2""(3-2""" — 1),

a,beFgon
Try (b)=0

Fon with

Applying Lemma 2 we can also get the following proposi-
tion.

Proposition 4. Let F' be any function over Fy» with F/(0) = 0,
and G be defined by (1). Then the following holds
1. If G is APN then
> Wiab)=2 > Wiab). (D

a,bEFyn a,bEFyn
e (b)=1

2. If F'is APN then
Y Weab)=2 > Wiab). ®

a,bEFn a,bEFyn
Tr} (b)=0

Proof. Defining ¢, by (5) we get

> Wilab)y= Y (1-(-)T®

a,bEFn a,bEfyn

FWria(ab)’ = Y

a,beFon

+3 e Wri1(a,b) + 3 e,Wi, 4 (a, b))

=272 N Wi(a,d)
a,beFan
TV (b)=0

— > Wi(a,b)+6-22" 2"
a,beFan
T (b)=1

—12 Y Wg(a,b)
a,beFon
T} (b)=1

(eg + Wfé_H(a7 b)



= Y Wia,b)—2 > Wi(ab) (9
a,beFan a,beFan

7 (b)=1
+3.23n_22n+1
== > Wiab)+2 Y  Wi(ab) (10)

a,beFyn a,beEFyn
Try (b)=0

+3 . 23n _ 227L+1

If G is APN then using (9) and Lemma 2 we get (7). If F'is
APN then using (10) and Lemma 2 we get (8). O
Proposition 4 (1) and Theorem 1 lead to

Corollary 3. Let F' be any function over Fan with F(0) =0
and G be defined by (1). If G is APN then

> Wia,b)—4 Y Wi(a,b)

a€lFaon a,b€Fan
beFsn

— (2371,—‘,-1 _ 227l+3)(2n _ (1 1)

Theorem 1 characterizes the APNness of the function G
defined by (1) in terms of the power sums of the Walsh
transform values of F'. Sometimes it is more convenient to
express the power sums of Walsh transform values by the
numbers of solutions to certain equations over finite fields.

According to the definition, one can obtain that

Z Wg(a,b)

a,beFan
- Z (- 1)T‘f’f (b(F(z)+F(y)+F(2)+F(w))+a(z+y+z+w))

1) _ 23n+2.

a,beFan
z,yEFan
z,wEFan
= Y (C)TCE@T G EE )
b,x,y,zEFan
= 2°" M, (12)
where
My, = |{(J},y,2) EIF?)” F(J})—FF(y)
+F(2)+ F(z+y+2) = 0}]. (13)

Similarly to above, one also has:

> Wia,b)

a,beEFyn
TrT (b)=1

- ¥

a,b,x,y,z€Fyn
Tri (b)=1

=" Z (—1) D7 O(F @)+ F )+ F(@+y))

b,x,y€lFaon
Try (b)=1

— 22n—1(N0 _ N1)7

(,I)Tr?(b(F(I)JrF(y)+F(Z))+a(m+y+2))

(14)
where
Ni = {(z,y) € F3. : F(x) + F(y) + F(z +y) =i}|. (15)
Indeed, for any fixed (x,y) € F2, we have

Z (=) T CE@+FW+FE+)) — o

Tr? (b)=1

if F(z)+ F(y) + F(x+y) ¢ {0,1} due to the two-tuple-
balance property of the trace function (i.e., (Tr] (), Tr} (0x))
for § # 0,1 takes each pair (0,0), (0,1),(1,0),(1,1) exactly
2"=2 times when x runs through Fyn).

Then, the APNness of the function G defined by (1) can be
characterized in terms of the values of My, Ny, Ny defined by
(13) and (15) as follows.

Theorem 2. Let F' be any function over Fon with F(0) =0,
and G be defined by (1). Then G is APN if and only if

Mo —4(No — N1) = (3-2" = 2)(2" — 4), (16)
where My, Ny, N7 are defined by (13) and (15) respectively.
Proof. From the above discussion, using (12) and (14) and
Theorem 1 we get (16). O

Note that when G is APN then N; = 0 by condition 2 of
Proposition 2 and, then, condition (16) gets a simpler form
My — 4Ny = (3-2" —2)(2" — 4). 17

For an APN function F, the values of M, and Ny defined
by (13) and (15) respectively are well-known (see [13], for
example):

My, =
Ny =

27(3-2" —2),
3-2" 2.

Then, by Theorem 2, we have:

Corollary 4. Let F be APN with F'(0) = 0 and G be defined
by (1). Then G is APN if and only if N; =0, i.e.,

{(z,y) € F3. : Fz) + F(y) + F(z +y) =1} = 0.

However, Corollary 4 gives just another formulation for
Corollary 1.

IV. SOME NON-EXISTENCE RESULTS

A. When F is a Power Function
Let F(x) = 2¢ and G be defined by (1). According to

Proposition 2, if G is APN, then the equation D,F(x) +
D,F(0) =1, that is,

(18)

has no solution for any a € F5,.. In particular, taking a = 1
we get that the equation (1/z + 1)¢ = 1 (with z # 0) has
no solution. Hence ged(d,2™ — 1) = 1 and F must be a
permutation. Denoting y = x/a, we rewrite equation (18) as

2+ (z4+a)l+at =1

v + (y+ 1) =1/a’ + 1.

Note now that the right side of this equation ranges over Fan \
{1} when a ranges over F3... Hence, a necessary condition for
G being APN is that y?+ (y+1)? equals the constant function
1 and 2 + ( + a)¢ equals the constant function a?, which
contradicts G being APN when n > 3.

We deduce:

Proposition 5. Let n > 3,1 < d < 2" — 2, and F(z) = 2¢
be a power function over Fon. Then the function G defined
by (1) is not APN.



Remark 1. (1) As mentioned in Section III in case of power
functions we have to consider functions of more general
form (2). If v # 0 then there exists some w € F3,. such that
u(z +v)?" 1 + 2% is EA-equivalent to w(z 4+ 1)2"~1 + 24,
Indeed, u(z+v)?" ~t +2¢ = u(z/v+1)2" "1 +ov¢(x/v)? and
replacing y = x/v we get w(y+1)2"~1+y? where w = u/v?.
Hence when considering a function u(z+v)%" ~' 4+ 2% we can
restrict the study to the cases v € Fs.

(2) In general, for a function G(z) = u(z + 1?1 + 27 with
u € F3, there does not necessarily exist u’ € IE‘ » such that G
is CCZ-equivalent to G'(z) = w/x?"~' 4 2. For example,
if n € {5,6} and d is the inverse exponent then for any
u,u’ € F3,. functions G and G’ are CCZ-inequivalent. O

Consider the general case when F(x) = u(x+v)? for some
1<d<2"—2and u € Fs,, velF,, and G(z) = F(z) +
22" =1, According to the second condition in Proposition 2, if
G is APN, then the equation D, F(z)+ D,F(0) = 1, that is,
w(x +v)¢ +ulx +v+a)? = w? +u(v+a)® + 1 has no
solution for any a € F3.. Denoting y = (x + v)/a we can
rewrite the latter equation

d 1
G
a a ua

In the particular case of ged(d,2™ —1) = 1 and v = 0 the
right hand side of this equation ranges over Fon \ {1} when
a ranges over F3,., and, if it has no solutions for all a #
0 then uz? + u(z + 1)% cannot be 2-to-1 on Fa. \ {0,1}.
Hence G cannot be APN according to the first condition of
Proposition 2.

y 4 (y+1)

Corollary 5. Let n > 3 and F(z) = ux? be a function over
Fon with u € F5,, 1 <d <2" -2 and ged(d, 2™ — 1) = 1.
Then the function G(z ) = F(z)+22"~! over Fan is not APN.

We checked with a computer that for 3 < n < 13 there
are no APN functions of the form z2"~! + u(z + v)¢ where
1<d<2"—2, u,v € Fan, u # 0. For particular case of the
inverse function we get the following proposition.

Proposition 6. Let n > 3 and F(z) = u(z +v)2 72 be a
function over Fon with u € F35,., v € Fan. Then the function
G defined by (1) is not APN.

Proof. The equation D,F(z) =
be written as

D,F(0)+ 1, a € F}., can

u(z 4+ v) 4+ u(x + a+v)? = w? + ula +v)* + 1

for d = 2" —2.If we find a solution for D, F'(z) = D, F(0)+1
for some a € F3. then the function G is not APN by
Proposition 2. According to Remark 1 (1) we can restrict to
the cases v € FFy, and due to Corollary 5 further restrict to
v = 1. Besides, we can consider only n > 4 since n = 3 is
easy to check with a computer.

By a simple calculation of D, F(x)
obtain that

= D,F(0) +1 we can

a
I+ (a+1)44ud
Then, (19) has solutions in Fs- if and only if

Tr”(a+1+ ! )_0
'\ a2 a(l+ (a+1)d4ud)/

2 +ar+a+1+ =0. (19)

ie.,

n 1 _
T (a(1+(a+1)d+ud)) =0, (20)

where a ¢ {0, 1, (u + 1)¢}. For simplicity, define

B 1 _ula+1)
$la) = a(l+(a+1D)d4+u?)  (u+1)a2+a’
In what follows, we prove that there exists at least one
a € Fi. \ {1,(u + 1)¢} such that Tr}(¢(a)) = 0. First,
we show that ¢(a) # h(a)? + h(a) for any rational function
h(a) € Fanla], where Fan denotes the algebraic closure of
Fsn. Assume that

for some u(a),v(a) € Fan[a] with ged(u(a),

one gets
u(a+Dpu(a)? = ((u+1)a® +a)(v(a)? + p(a)v(a))
which implies that a|u(a) and then a?|u(a)?
a® t ((u+1)a® + a)(v(a)® + p(a)v(a))

since ged(p(a),v(a)) = 1 and alu(a). This leads to a
contradiction. Therefore, ¢(a) # h(a)*+ h(a) for any rational
function h(a) € Fan[a]. By Lemma 4 presented below, we

have
> (1

ae]F;n\{l}(qul)d}

Thus, if Tr}(¢(a)) = 1 for any a € Fi. \ {1, (u + 1)4},
then we have 2" — 3 < (2 + 2 — 2)y/2" + 1, which leads to
2" < (1 + \/5)2 < 16. This shows that there exists at least
one a € F5, \ {1, (u+1)?} such that Tr} (¢(a)) = 0if n > 4.
(I

v(a)) = 1, then

. However,

)Tr?(¢(a)) <(2+2-2)V2m + 1.

Lemma 4. ([21, Lemma 2]) Let Fon denote the algebraic
closure of Fon. Let f(z),g(2) € Fan|z], where deg f < r =
deg g and g(z) is a polynomial with ¢ distinct zeros in Fon. If
% # h(2)? + h(z) for any rational function h(z) € Fan[2],

then
| >y

a€Ll

2)V2n + 1,

where L consists of all elements of Fon except the zeros of
9(2).

B. When F' is a Plateaued Function

Majority of the known APN functions are plateaued. We
prove nonexistence of APN functions of the form (1) for
plateaued £’ by applying Theorem 1.

Theorem 3. Let F' be a plateaued function over Fon with
n > 3 and G be defined by (1). Then G is not APN.

Proof. Let n be odd and 2 be the amplitude of
the component function Tr7(bF(z)) for b € TF5..
We have )\, > =2l According to Lemma 3, we

2 - n
have 3 .cp Wh(a,b) = (=1)TTCFO) g2 ang



Y acr,. Wila,b) = 22n+2X - Hence, ZaEan W3(a,b) is
divisible by 22"*! and ZQGFZH Wi(a,b) is divisible by
23n+1and therefore by 227%4 since n > 3. Then relation
(6) cannot be satisfied since the term on the left hand side is
divisible by 22"*4 and the term on the right hand side is not.

Let now n be even. This case is more technical. Without
loss of generality we can assume that F'(0) = 0. Suppose that
G is APN. Then, by Proposition 2, we get for any a # O:

> Ap(ab)? =
beFan
= D, F(0) has 4 solutions and

Z AF((I, b)2 =

beFsn

(271 —2) .22 4 42

if DoF(x)

(2n=t —2).2%2 4 2.22

otherwise. That is,

> Ap(a,b)? =27 4 8t
bEFn

where t, = 1 if D,F(z) = D,F(0) has 4 solutions and
t, = 0 otherwise. Indeed, we know that D, F is 2-to-1 on
F9n\{0, a}; we deduce that D, F(F3:\{0,a}) has size 2"~ 1 —
1 and includes the element D, F(0) in the first case and does
not include it in the second case.

Because Ap(0,b) = 0 for any b # 0 then

S Ar@b)? = @02 as Y4,
(avb)i(oro) G«GF;n
—1)2"* 4+ 8T,

= (2 1)

where 0 < T < 2™ — 1.
Since Ar(0,0) = 2", Wg(0,0) = 2™ and Wg(a,0) = 0
for a # 0 then the equality from [15]

Z AF (CL, b)2 Z WF (CL, b)4
a,beFan a,beFan
leads to
> Ap(ab)P=5- Y We(ab)' (22
(a,b)#(0,0) (a,b)#(0,0)

Let 2% be again the amplitude of Tr} (bF(z)) for b € F3...

Then A\, = "';sb for 0 < s, < n and by Lemma 3
1 n S
2. Wrled)'=2t ) 2w 2y
(a,b)#(0,0) bEFS,
The values s, are even for all b # 0, and 2°® — 1 and 2" — 1
are divisible by 3. Hence using (21)-(23) we get
dooaw =202 1)+ T (24)

bEFS,

=T/2"=3,0 < T' < 7. Then

>

beFy

where 1"

) =2"—1+T
an

and T" is divisible by 3. Hence 7" € {0, 3,6}.

Using (23) and (24) we get

> We(a,b)t = 25 Y 2% =

a€Fan beEF:
bEFSn

23n 2n+1 +U>
on

24n+1 + 23nv’ (25)
where v = —2if 7" =0andv=1if 7" =3 and v = 4 if
T = 6.

Since G is APN then (6) holds by Theorem 1 and using (25):

1
Y. Wileb) =g > > Wilab)
a,beFan GG]FQTI b€F2—n
T} (b)=1
_(23n—2 _ 22n)(2n _ 1) + 23n—1
= 22M(7.2"72 42" Py — 1)
22n(3. 271 1) if v=-2
= 227(15. 2773 — 1) ifv=1 (26)
227922 — 1) if v=4.
By Lemma 3 and using (24), we get:
> Wi(a,b) =22 Y 2% =22(2" M o). (27)
a€Fyn bEFS,
be]F;’Vl
Besides,
> Wiab) = 22 Y 2w
a€Fon bEFS, beFsn
T} (b)=0 e (b)=0
> 22m(2nTl 1), (28)

Hence by (26)-(28):

Z ZWFab

a€Fon bEF*

22n(2n+1 + U 2271(277.—1 _ 1)

on

22n(3.2n=1 — 1) if v=-2
+Q 227(15-2773 — 1) ifv=1
22n(9 . 2n2 — 1) ifv=4

Clearly, this inequality does not hold when n > 4 and
v € {1,4}. When v = —2 this corresponds to the case of F
an APN function and the last inequality becomes an equality.
That is, we get that Tr}(bF(z)) is bent for all b € F3,
satisfying Try (b) = 0. However, this is impossible if n > 2,
since otherwise we would have an (n,n — 1)-vectorial bent
function. Indeed, take a basis (b1, ..,b,_1) of the hyperplane
of equation Try(b) = 0 and define the vectorial (n,n — 1)-
function whose coordinates are f;(z) = Tr(b;F(x)) for
i = 1,..,n — 1. Then all its component functions are bent
and, by definition, the function is then bent. This contradicts
the fact recalled above that (n,m)-vectorial bent functions
exist only for 2m < n [26]. O

Note that Theorem 3 does not hold when n < 2. For
example, the function F(x) = x is plateaued and G(x) =
22" =1+ F(z) = 2° +x is a plateaued APN function over Fy2
of algebraic degree 2.

Theorem 3 leads to a nonexistence result for APN functions
G with F' quadratic or AB.



Corollary 6. Let F' be a quadratic function and G be defined
by (1). Then G is not APN.

Corollary 7. Let F' be an AB function and G be defined by
(1). Then G is not APN.

V. CHARACTERIZATIONS OF EQUIVALENCE CLASSES OF
MAXIMUM DEGREE FUNCTIONS

In this section we study the connection between EA- and
CCZ-equivalence classes of a function F' over Fa» and the
respective classes of the function G given by (1). We also
deduce some non-existence results for functions of the form
(1) where F' is CCZ-equivalent to known APN functions.

Next proposition describes EA-equivalence classes of G via
EA-equivalence classes of F'.

Proposition 7. Let F' be a function over Fy» and G(z) =
22"~1 4+ F(z). If a function G’ is EA-equivalent to G then
there exist some u,v € Fan, u # 0, and a function F’ EA-
equivalent to F' such that G'(z) = u(z +v)?" ' + F'(z).

Proof. For EA-equivalent functions G and G’ there exist affine
permutations A, A, and affine A such that G'(z) = Aj0Go
As(z) + A(z). Note that

A10G o Ay(x) = Ay 0 F o Ag(z) + Ar((Ax(x)*' 1)

and denoting F'(x) = Aj o F o As(z) + A(x) + A1(0) and
Al(z) = Ai(x) + A1(0) we get

G (a) = F'(a) + Ay (D)(x + A3} ()"

since A4 ((Az(x))?"~1) takes value A)(1) if z # A;'(0)
(that is, Ag(:r) #* 0) and O otherwise, and we can rewrite it
as A)(1)(z + A;1(0))2"~1) (which takes the same values).
Hence G'(z) = F'(z) + u(x + v)?" 7! for u = Aj(1) # 0
and v = A5 '(0) and the function F’ is EA-equivalent to F'. (J

Note that if I and F’ are EA-equivalent then it does not
necessarily mean that functions G(z) = z>"~! + F(z) and
G'(z) = u(z +v)*" ' + F'(z) are EA-equivalent for any
u,v € Fan, u # 0. However, there exist some u,v € Fan,
u # 0 (in some cases these elements are unique) giving
EA-equivalent functions G and G’ according to the following
proposition.

Proposition 8. If F' and F’ are EA-equivalent functions over
Fan then the function G’ (z) = 22" ~'4-F’(x) is EA-equivalent
to u(z +v)2"~' + F(z) for some u,v € Fan, u # 0.

Proof. For EA-equivalent functions F and F’ there
exist affine permutations A;, A, and affine A such
that F'(z) = A; o F o As(z) + A(x). Without
loss of generality we can assume A;(0)
G'z) = 22714 Ao F o Ag(n) + Alx)
is EA-equivalent to A7'((A5%(x))? 1) +
AT (x + A2(0)¥" 1 + F(z) = u(z +v)>" ' 4+ F(z
with u = A7 (1) # 0 and v = Ay(0). O

Using Proposition 8 we can deduce an important non-
existence result on APN functions of the form (1).

Corollary 8. Let F' and F’ be EA-equivalent functions over
Fon. If for any v € Fon and any nonzero u € Fa» the function
22"~' 4 uwF(z + v) is not APN then for any v/ € Fy» and
any nonzero 1’ € Fyn the function 22" ' + o/ F'(x + v') is
not APN either.

Further we describe CCZ-equivalence classes of G via CCZ-
equivalence classes of F'.

Proposition 9. Let F' be a function over Fon and G be defined
by (1). If a function G’ is CCZ-equivalent to G then there exist
some u,v € Fan, u # 0, and a function F’ CCZ-equivalent
to F such that G'(z) = u(z +v)?" ~' + F'(x).

Proof. Since G and G’ are CCZ-equivalent then for some
affine permutation

£(I7y) (Ll(xay)7L2(xvy))
(A1(z) + As(y) + a, A3(x) + As(y) +b),

where Aq, Ao, A3, A4 are linear and a,b € Fyn, we have
G'(z) = Gy 0 Gy *(x) with

Gi(z) = Li(z,G(z)) = A1(x) + A2 0 G(x) + a
a permutation and

Go(z) = Lo(z,G(x)) = As(x) + Ay o G(z) + b

Note that Gl(x) = Al(;(;) 4+ A2 o F(l‘) + A2($2"—1) +a
and since it is a permutation then A2(0) = As(1) = 0 and

Gi(z) = A1(x) + Az o F(x) 4 a. Take Fy(z) = G1(x) and
Fy(x) = As(x) + A4 o F(x) + b. Then, obviously, F'(z) =
Fy o F['(z) is CCZ-equivalent to F' and
G'a) = F'(x)+Au((F(@)* )
= F'(x)+ A4(1)(x + F1(0))
F'(z) +u(x +v)>" 1
with v = A4(1) and v = Fy(0). Note that u # 0 since

otherwise the system

Ai(z)+ A3(y)+a = a
As(z) + Aa(y)+b = b

would have two solutions (0,0) and (0,1) and £ would not
be a permutation. ]

Proposition 10. Let F' and F’ be CCZ-equivalent functions
over Fon, that is, L(Gr) = G/ for some affine permutation
L(z,y) = (Li(z,y), La2(z,y)) of F3.. If L1(0,y) is not a per-
mutation of Fon then there exist some u, v, w € Fon, u, w # 0,
such that functions wz?" ~' + F(x) and u(z +v)?" 1 + F'(x)
are CCZ-equivalent.

Proof. When the affine function L, (0, y) is not a permutation
of Fan there exists w € Fj,. such that L;(0,0) = L1(0, w).
Clearly a linear function £°(z,y) = (x,wy) is a permutation
of F3, and

Lo L(x,y) = (L1(z,wy), L2 (x, wy))

maps the graph of the function w~F(z) to the graph of the
function F’(x). Moreover, £ o £L° maps the graph of G(z) =
22"t + wlF(z) to the graph of G'(z) = u(z +v)?" ~1 +



F'(z) for u = L2(0,w) + L2(0,0) and v = L1(0, F(0)).
Indeed, note that u # 0 since otherwise £ would not be a
permutation and we have

Gi(z) = Li(z,wG(x)) = Li(z, F(z) + wan_l)

= Li(z,F(z)) + (L1(0,w) + L1(0,0))2*" !

= Fi(2),
Ga(x) = La(z,wG(z)) = Lo (w,F(a?) + waH_l)

Ly(x, F(x)) + uz® ~t = Fy(x) + ua® 1,

G@) = GaoGr'(a)=FooFy (@) +u(F (@)

= Fl'(z)+u(z+0v)? L
Hence, G and G’ are CCZ-equivalent, and, therefore,
wz?" ' + F(z) and G’ are CCZ-equivalent. O

In Proposition 10 the condition on L;(0,y) being a per-
mutation is essential. Indeed, take F'(z) = 2® and F'(x) =
F~1(z) = 2% and n = 5, then F and F’ are CCZ-
equivalent with £(z,y) = (L1(x,y), L2(z,y)) = (y, x) where
L,(0,y) = y is a permutation. It can be easily checked
with a computer that for all u,u’ € Fi;, v,0" € TFos,
the functions G(z) = u(z + v)?"~! + F(z) and G'(z) =
o' (x +v")?" = + F'(x) are CCZ-inequivalent.

For n odd all known APN functions except inverse and
Dobbertin functions are AB. Hence, by Corollary 7 a function
u(z +v)?" ' + F(z), u,v € Fon, u # 0, is not APN for
any of these functions F' and any F' CCZ-equivalent to them
(since CCZ-equivalence preserves AB property). For n even all
known APN functions except Dobbertin functions and func-
tions constructed in [10], [11] (and a sporadic example with
n = 6 [19]) are plateaued and plateauedness is preserved by
EA-equivalence. Therefore, u(z +v)?" ~' + F(x), u,v € Fan,
u # 0, is not APN for any of these functions /' and any F
EA-equivalent to them. When n is even and F' is plateaued
the following corollary of Proposition 10 is useful for CCZ-
equivalence.

Corollary 9. Let F' and F’ be CCZ-equivalent APN functions
over Fon where F' is plateaued and n is even. Then for
an affine permutation £(x,y) = (Ly(x,y), La(x,y)) of F2,
satisfying £L(Gr) = Gp: there exists w € F5, such that
L1(0,w) = L1(0,0) and u(z 4+ v)*"~' 4 F'(z) is not APN
for u = Ly(0,w) + L2(0,0) and v = L1 (0, F(0)).

Proof. If L,(0,w) # L1(0,0) for any w € F5, then L1(0,y)
is a permutation of Fon and Fi(x) = Li(z,F(zx)) is a
plateaued APN permutation which leads to a contradiction
since all plateaued APN functions have bent components
when n is even. Hence, there exists w € I3, such that
L1(0,w) = L1(0,0). Since w™'F(z) is plateaued APN then
G(x) = wa?"~!' 4 F(z) is not APN by Theorem 3. It follows
from the proof of Corollary 10 that for u = L2(0,w)+ L2 (0, 0)
and v = L1(0, F(0)) the function G’ (z) = u(z +v)? ~! +
F'(zx) is CCZ-equivalent to G, and, therefore, it is not APN.
O

All APN functions with n even constructed in [10] and [11]
satisfy the conditions in Corollary 9 with v = 0 and ©u = w
satisfying

1) Trf(u) = 0 for functions
22 (:L‘Zi +z+ 1)Tr’f(m2i+1)

and

23+ Trp(2”) + (2% + 2 + )T} (2%)

where ged(n, i) =
2) Tri(u+u?) =0 for functions

<x+Tr§(:c2(2i+l) +$4(2i+1))
i 2i 1oyi 2741
PV (@) T (a2 2 D))

and

x12))3

+Tr’f( (2 + Te} (2 + 2'2) + T} (2) To} (o + 212))° )

(x + Try (28 + %) + T} (2) Teg (2

where n divisible by 6 and ged(n,i) = 1.
Hence it is not possible to get APN function by adding
uz?" ~1 to any of these functions. Besides, using Proposition 2,
Corollary 8 and computer search we confirmed that for n < 10
there are no APN functions of the form (1) for any F' EA-
equivalent to the functions above.

When F' is EA-equivalent to the inverse function then
u(z 4+ 0)2"_1 + F(x), u,v € Fan, v # 0, is not APN by
Proposition 6 and Corollary 8. For F' a Dobbertin function,
the function ux?"~' + F(x), u € F5., is not APN for n
odd by Proposition 5, and for n even 2"~ + F(z) is not
APN by Proposition 5. However, these results do not give
complete information about u(z +v)%" 1 + F (), u,v € Fan,
u # 0, when F is EA-equivalent to Dobbertin functions. Using
Proposition 2, Corollary 8 and computer search we confirmed
that for n < 15 there are no APN functions of the form (1)
for any F' EA-equivalent to Dobbertin functions. Regarding
to CCZ-equivalence, it is not known whether for inverse and
Dobbertin functions it coincides with EA-equivalence (in case
of Dobbertin functions together with EA-equivalence of their
inverses when they exist).

VI. CONCLUSION

The major objective of this paper was to characterize APN
functions over the finite field Fon» having algebraic degree
n, or equivalently, of the form G(z) = z2"~' + F(x),
where F' is any function from Fyn to itself having algebraic
degree less than n, in order to find new APN functions with
maximal algebraic degree or to prove the non-existence of
such APN functions. We obtained some characterizations of
those APN functions by means of the derivatives and of the
power moments of their Walsh transform, and then some non-
existence results on APN functions with maximal algebraic
degree were proved. This includes all power functions and all
plateaued functions and covers most of the known cases of
APN functions F'. These results also imply that for most of
the known APN functions changing their value in a single
point results in non-APN functions.
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