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Abstract. In Ciphertext-Policy Attribute-Based Encryption (CP-ABE), access policies associated with
the ciphertexts are generally role-based and the attributes satisfying the policies are generally shared by
multiple users. If a malicious user, with his attributes shared with multiple other users, created a decryption
blackbox for sale, this malicious user could be difficult to identify from the blackbox. Hence in practice, a
useful CP-ABE scheme should have some tracing mechanism to identify this ‘traitor’ from the blackbox. In
this paper, we propose the first CP-ABE scheme which simultaneously achieves (1) fully collusion-resistant
blackbox traceability in the standard model, (2) full security in the standard model, and (3) on prime order
groups. When compared with the latest fully collusion-resistant blackbox traceable CP-ABE schemes, this
new scheme achieves the same efficiency level, enjoying the sub-linear overhead of O(\/N ), where N is the
number of users in the system. This new scheme is highly expressive and can take any monotonic access
structures as ciphertext policies.
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1 Introduction

In a Ciphertext-Policy Attribute-Based Encryption (CP-ABE) [10J2] system, each user possesses a set
of attributes and a private key which is generated according to his attributes, and the encrypting party
does not need to know or specify the exact identities of the targeted receivers, instead, the encrypting
party can define an access policy over role-based/descriptive attributes to encrypt a message, so that
only the users whose attributes satisfy the access policy can decrypt the ciphertext. For example, a
school secretary, say Alice, may encrypt some messages using “(Mathematics AND (PhD Student OR
Alumni))”, which is an access policy defined over descriptive attributes, say “Mathematics”, “PhD
Student”, and “Alumni”, so that only PhD students and alumni in the Department of Mathematics
have access to the messages. Due to the high flexibility and expressivity of the access policy, CP-
ABE has promising applications related to access control, such as secure cloud storage access and
sharing, and has attracted great attention in the research community. Among the CP-ABE schemes
recently proposed, [2I5J924T422TTITH23], progress has been made on the schemes’ security, access
policy expressivity, and efficiency. While the schemes with practical security and expressivity (i.e.
full security against adaptive adversaries in the standard model and high expressivity of supporting
any monotone access structures) have been proposed in [14/22/15], the traceability of traitors which
intentionally expose their decryption keys has been becoming an important concern related to the
applicability of CP-ABE. Specifically, due to the nature of CP-ABE, access policies associated with
the ciphertexts do not have to contain the exact identities of the eligible receivers. Instead, access
policies are role-based and the attributes (and the corresponding decryption privilege) are generally
shared by multiple users. As a result, a malicious user, with his attributes shared with multiple other
users, might have an intention to leak the corresponding decryption key or some decryption privilege
in the form of a decryption blackbox/device in which the decryption key is embedded, for example,
for financial gain or for some other incentives, as there is little risk of getting caught. While all the
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aforementioned CP-ABE schemes lack the traitor tracing functionality, recently a handful of traceable
CP-ABE schemes have been proposed in [I8/I76].

In the aforementioned non-traceable CP-ABE schemes, an easy and attractive way for a malicious
user to make money is to sell a well-formed decryption key where the corresponding attribute set does
not contain his identity-related attributes. For example, a malicious user with attributes {Bob, PhD,
Mathematics} may build and sell a new decryption key with attributes {PhD, Mathematics}, and
does not worry getting caught, since many other users share the attributes {PhD, Mathematics}. Liu
et al. [I§] proposed a whitebox traceable CP-ABE scheme that can deter users from such malicious
behaviours, i.e., given a well-formed decryption key as input, a tracing algorithm can find out the
malicious user who created the key from his/her original key. To avoid the whitebox traceability,
instead of selling a well-formed decryption key, a more sophisticated malicious user may build and
sell a decryption device/blackbox while keeping the embedded decryption key and algorithm hidden.
Liu et al. [I7] proposed a blackbox traceable CP-ABE scheme that can deter users from these more
practical attacks, i.e., given a decryption blackbox/device, while the decryption key and even the
decryption algorithm could be hidden, the tracing algorithm, which treats the decryption blackbox
as an oracle, can still find out the malicious user whose key must have been used in constructing the
decryption blackbox. Liu et al. proved that the CP-ABE scheme in [I7] is fully secure in the standard
model and fully collusion-resistant blackbox traceable in the standard model, where fully collusion-
resistant blackbox traceability means that the number of colluding users in constructing a decryption
blackbox is not limited and can be arbitrary. In addition, the scheme in [I7] is highly expressive (i.e.
supporting any monotonic access structures), and as a fully collusion-resistant blackbox traceable
CP-ABE scheme, it achieves the most efficient level to date, i.e. the overhead for the fully collusion-
resistant blackbox traceability is in O(v/N), where N is the number of users in the system. However,
the scheme in [I7] is based on composite order groups with order being the product of three large
primes, and this severely limits its applicability. Liu and Wong [19] proposed a fully collusion-resistant
blackbox traceable CP-ABE scheme on prime order groups, but achieves only selective security, where
the adversary is required to declare his attacking target before seeing the system public key. Another
recent blackbox traceable CP-ABE scheme is due to Deng et al. [6], which is only t-collusion-resistant
traceable, where the number of colluding users is limited, i.e., less than a parameter ¢. In addition,
the scheme in [6] is only selectively secure and the security is proven in the random oracle model.

1.1 Owur Results

In this paper, we propose a new CP-ABE scheme that is fully secure in the standard model, fully
collusion-resistant blackbox traceable in the standard model, and highly expressive (i.e. supporting
any monotonic access structures). On the efficiency, as a fully collusion-resistant blackbox traceable
CP-ABE scheme, this new scheme also achieves the most efficient level to date, i.e. the overhead for
the fully collusion-resistant blackbox traceability is in O(v/N). When compared with the CP-ABE
scheme in [I7], the advantage of this new scheme is that this scheme is constructed on prime order
groups. Note that this implies this new scheme has better security and performance than the scheme
in [I7], although both of them are fully secure in the standard model and have overhead in O(v/N).
More specifically, as it has been shown (e.g. in [8/I3]), the constructions on composite order groups
will result in significant loss of efficiency and the security will rely on some non-standard assumptions
(e.g. the Subgroup Decision Assumptions) and an additional assumption that the group order is hard
to factor. To the best of our knowledge, this is the first CP-ABE scheme that is fully collusion-resistant
blackbox traceable, fully secure, and constructed on prime order groups. Table |1 compares this new
scheme with that in [I7] in terms of performance, as both of the schemes are fully secure in the standard
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Ciphertext |Private Key Public Key Pairing Computation|On Prime Order|Order of the
Size Size Size in Decryption Groups Groups
7 20+ 17V N |S| + 4 U] + 3+ 4VN 2|I|+ 10 X P1p2p3
this work|6] + 3 4 467/ N| 6]S| 412 [24[U| + 20 + 14V/N 6/1| + 30 Vv D

! Let I be the size of an access policy, |S| the size of the attribute set of a private key, |[U| the size of the
attribute universe, and |I| the number of attributes in a decryption key that satisfies a ciphertext’s access
policy.

Table 1. Comparison with the fully collusion-resistant blackbox CP-ABE in [I7]

model, fully collusion-resistant blackbox traceable in the standard model, and highly expressive (i.e.
supporting any monotonic access structures).

Related Work. In [I7] Liu et al. defined a ‘functional’ CP-ABE that has the same functionality as
the conventional CP-ABE (i.e. having all the appealing properties of the conventional CP-ABE), ex-
cept that each user is assigned and identified by a unique index, which will enable the traceability of
traitors. Liu et al. also defined the security and the fully collusion-resistant blackbox traceability for
such a ‘functional’ CP-ABE. Furthermore, Liu et al. defined a new primitive called Augmented CP-
ABE (AugCP-ABE) and formalized its security using message-hiding and index-hiding games. Then
Liu et al. proved that an AugCP-ABE scheme with message-hiding and indez-hiding properties can be
directly transferred to a secure CP-ABE with fully collusion-resistant blackbox traceability. With such a
framework, Liu et al. obtained a fully secure and fully collusion-resistant blackbox traceable CP-ABE
scheme by constructing an AugCP-ABE scheme with message-hiding and index-hiding properties. It
will be tempting to obtain a prime order construction by applying the existing general tools of con-
verting constructions from composite order groups to prime order groups, e.g. [7J13], to the composite
order group construction of [I7]. However, as the traceability is a new feature of CP-ABE and these
tools focus on the conventional security (i.e. hiding the messages), it is not clear whether these tools
are applicable to the traceable CP-ABE of [17].

Outline. In this paper, we also follow the framework in [I7]. In particular, in Section [2| we review
the definitions and security models of AugCP-ABE, then in Section |3| we propose our AugCP-ABE
construction on prime order groups and prove that our AugCP-ABE construction is message-hiding
and index-hiding in the standard model. As a result, we obtain a fully secure and fully collusion-
resistant blackbox traceable CP-ABE scheme on prime order groups.

2 Augmented CP-ABE Definitions

In this section, we review the definitions of Augmented CP-ABE, which is proposed by Liu et al. [I7]
as a primitive that help constructing fully collusion-resistant blackbox traceable CP-ABE.

2.1 Definitions and Security Models

Given a positive integer n, let [n] be the set {1,2,...,n}. An Augmented CP-ABE (AugCP-ABE)
system consists of the following four algorithms:

Setupp (A, U, N) — (PP,MSK). The algorithm takes as input a security parameter A, the attribute
universe U, and the number of users N in the system, then runs in polynomial time in A, and
outputs the public parameter PP and a master secret key MSK.

KeyGenp (PP, MSK, S) — SKj, 5. The algorithm takes as input PP, MSK, and an attribute set S, and
outputs a private key SKj, g, which is assigned and identified by a unique index k € [N].
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Encrypta (PP, M, A, k) — CT. The algorithm takes as input PP, a message M, an access policy A
over U, and an index k € [N 4+ 1], and outputs a ciphertext CT. A is included in CT, but the
value of k is not.

Decrypta (PP, CT,SKj, s) — M or L. The algorithm takes as input PP, a ciphertext CT', and a private
key SKy, . If S satisfies the ciphertext access policy, the algorithm outputs a message M, otherwise
it outputs L indicating the failure of decryption.

Correctness. For any attribute set S C U, k € [N], access policy A over U, k € [N + 1], and message
M, suppose (PP, MSK) < Setupa (A, U, K), SKy s + KeyGena (PP, MSK, S), CT < Encrypta (PP, M, A,
k). If (S satisfies A) A (k > k) then Decryptp (PP, CT,SKy ) = M.

Security. The security of AugCP-ABE is defined by the following three games, where the first two
are for message-hiding, and the third one is for the index-hiding property. It is worth noticing that,
as pointed in [I7], in the three games: (1) the adversary is allowed to specify the index of the private
key when it makes key queries for the attribute sets of its choice, i.e., for £ = 1 to @), the adversary
submits (index, attribute set) pair (k, Sk,) to query a private key for attribute set S,, where @ < N,
ke € [N], and ky # ky V1 < t # ¢/ < @ (this is to guarantee that each user/key can be uniquely
identified by an index); and (2) for k; # ky we do not require Sy, # Sk, , i.e., different users/keys may
have the same attribute set.

In the first two message-hiding games between a challenger and an adversary A, k = 1 (the
first game, Gameﬁ‘AHl) or k= N + 1 (the second game, Game,\AAHNH).

Setup. The challenger runs Setupa (A, U, N) and gives the public parameter PP to A.

Phase 1. For t = 1 to )1, A adaptively submits (index, attribute set) pair (k¢, Sk, ), and the challenger
responds with SKkz,Skta which corresponds to attribute set Sy, and is assigned index k;.

Challenge. A submits two equal-length messages My, M7 and an access policy A*. The challenger
flips a random coin b € {0,1}, and sends CT < Encrypt, (PP, My, A*, k) to A.

Phase 2. For t = Q1 + 1 to @, A adaptively submits (index, attribute set) pair (k, Sk,), and the
challenger responds with SKkt,Skt7 which corresponds to attribute set S, and is assigned index k.

Guess. A outputs a guess b’ € {0,1} for b.

GameﬁAHl. In the Challenge phase the challenger sends C'T' <— Encryptp (PP, My, A*, 1) to A. A wins
the game if ¥’ = b under the restriction that A* cannot be satisfied by any of the queried attribute
sets Sk, .., Sk,- The advantage of A is defined as MH{Adv 4 = | Prt = b] — 3.

Game',{“/lHNH. In the Challenge phase the challenger sends C'T < Encrypta (PP, My, A*, N +1) to A. A
wins the game if b’ = b. The advantage of A is defined as MH},;Adv4 = | Pr[t = b] — 3.

Definition 1. A N-user Augmented CP-ABE system is message-hiding if for all probabilistic poly-
nomial time (PPT) adversaries A the advantages MH}Adv 4 and MHQHAdvA are negligible in \.

Gamem. In the third game, index-hiding game, for any non-empty attribute set S* C U, we define
the strictest access policy as Ag« = A .g-z, and require that an adversary cannot distinguish
between an encryption using (Ag«, k) and (Ag+,k + 1) without a private decryption key SKj S: such
that S; D S*. The game takes as input a parameter k € [N] which is given to both the challenger and
the adversary A. The game proceeds as follows:

Setup. The challenger runs Setupa (A, U, N) and gives the public parameter PP to A.
Key Query. For t = 1 to @, A adaptively submits (index, attribute set) pair (k;, Sk,), and the
challenger responds with SKkt,Sktv which corresponds to attribute set Si, and is assigned index k;.
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Challenge. A submits a message M and a non-empty attribute set S*. The challenger flips a random
coin b € {0, 1}, and sends CT <« Encrypta (PP, M, Ag-, k + 1) to A.
Guess. A outputs a guess V' € {0,1} for b.

A wins the game if b’ = b under the restriction that none of the queried pairs {(kt, Sk,)}1<t<@ can
satisfy (ky = k) A (S, satisfies Ag«), i.e. (ky = k) A (Sk, 2 S*). The advantage of A is defined as
IHAAdv 4[k] = | Pr[t) = b] — 1].

Definition 2. A N-user Augmented CP-ABE system is index-hiding if for all PPT adversaries A the
advantages IHAAdv 4[k] for k =1,..., N are negligible in .

2.2 The Reduction of Traceable CP-ABE to Augmented CP-ABE

Let Xa = (Setupp, KeyGengy, Encryptp, Decrypty) be an AugCP-ABE, define Encrypt(PP, M, A) =
Encrypta (PP, M, A, 1), and let X = (Setupp,KeyGenyp, Encrypt, Decryptyp). It is apparent that X' is
a ‘functional’ CP-ABE that has the same functionality as the conventional CP-ABE, except that the
number of users in the system is predefined and each user is assigned and identified by a unique indexﬂ
As shown in [I7], with the following Trace algorithm [I7], X achieves fully collusion-resistant blackbox
traceability against key-like decryption blackboxﬂ

Trace? (PP, Sp,e¢) — Ky C {1,...,N}: Given a key-like decryption blackbox D associated with a
non-empty attribute set Sp and probability € > 0, the tracing algorithm works as follows:

1. For k=1 to N + 1, do the following:
(a) The algorithm repeats the following 8A(N/e€)? times:
i. Sample M from the message space at random.
ii. Let CT <« Encrypta(PP, M, Ag,, k), where Ag, is the strictest access policy of Sp.
iii. Query oracle D on input CT, and compare the output of D with M.
(b) Let py be the fraction of times that D decrypted the ciphertexts correctly.
2. Let Ky be the set of all k € {1,..., N} for which pr — pryr1 > €/(4N). Then output Ky as the
index set of the private keys of malicious users.

Theorem 1. [17, Theorem 1] If Xp is message-hiding and index-hiding, then X is secure, and using
the Trace algorithm, X is traceable against key-like decryption blackboz.

Please refer to [I7, Section 2 and 3| for more details, including the formal definitions of the security
and traceability, the Trace algorithm, and the proof of the theorem.

3 An Augmented CP-ABE Construction on Prime Order Groups

Now we construct an AugCP-ABE scheme on prime order groups, and prove that this AugCP-ABE
scheme is message-hiding and index-hiding in the standard model. Combined with the results in
Section we obtain a CP-ABE scheme that is fully collusion-resistant blackbox traceable in the
standard model, fully secure in the standard model, and on prime order groups.

! Note that as pointed in [17], predefining the number of users is indeed a weakness as well as a necessary cost for
achieving blackbox traceability, but in practice this should not incur much concern, and all the existing blackbox
traceable systems (e.g. [12/3/48]) have the same setting.

2 Roughly speaking, a key-like decryption blackbox D is described by a non-empty attribute set Sp and a non-negligible
probability value €, and for any access policy A, if it is satisfied by Sp, this blackbox D can decrypt the corresponding
ciphertext associated with A with probability at least e. Please refer to [I7] for more formal details.
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3.1 Preliminaries
Before proposing our AugCP-ABE construction , we first review some preliminaries.

Bilinear Groups. Let G be a group generator, which takes a security parameter A and outputs
(p,G,Gr,e) where p is a prime, G and G are cyclic groups of order p, and e : G x G — Gr is a
map such that: (1) (Bilinear) Yg,h € G,a,b € Z, (g% h®) = e(g,h)?, (2) (Non-Degenerate) 3g € G
such that e(g, g) has order p in Gp. We refer to G as the source group and G as the target group. We
assume that group operations in G and Gr as well as the bilinear map e are efficiently computable,
and the description of G and Gr includes a generator of G and G respectively.

Complexity Assumptions. We will base the message-hiding property of our AugCP-ABE scheme on
the Decisional Linear Assumption (DLIN), the Decisional 3-Party Diffie-Hellman Assumption (D3DH)
and the Source Group ¢-Parallel BDHE Assumption, and will base the index-hiding property of our
AugCP-ABE scheme on the DLIN assumption and the D3DH assumption. Note that the DLIN as-
sumption and the D3DH assumption are standard and generally accepted assumptions, and the Source
Group g¢-Parallel BDHE Assumption is introduced and proved by Lewko and Waters in [16]. Please
refer to Appendix [A] for the details of the three assumptions.

Dual Pairing Vector Spaces. Our construction will use dual pairing vector spaces, a tool introduced
by Okamoto and Takashima [20021]22] and developed by Lewko [13] and Lewko and Waters [16].

Let v = (v1,...,v,) be a vector over Z,, the notation g¥ denotes a tuple of group elements as
g¥ = (g",...,9°). Furthermore, for any a € Z, and v = (v1,...,v,),w = (w1, ..., wy) € Zy, define
<gv)a — gav — (gavl o gavn) gvgw — gUer — (gvlerl o gvn+wn)

and define a bilinear map e, on n-tuples of G as e, (g%, g%) := [[, e(g™, ™) = e(g,g)™®), where
the dot/inner product v - w is computed modulo p.

For a fixed (constant) dimension n, we say two bases B := (by,...,b,) and B* := (b],...,b}) of
Z,, are “dual orthonormal” when

bi-b; = 0(modp) V1 <i#j<mn, b; b =1(modp) V1l <i<n,

where 1) is a non-zero element of Z,. (This is a slight abuse of the terminology “orthonormal”, since
v is not constrained to be 1.) For a generator g € G, we note that e, (g%, gby) = 1 whenever ¢ # 7,
where 1 here denotes the identity element in Gp. Let Dual(Zg,LZ)) denote the set of pairs of dual

orthonormal bases of dimension n with dot products b; - b} =, and (B, B*) A Dual(Zy, ) denote
choosing a random pair of bases from this set. As our AugCP-ABE construction will use dual pairing
vector spaces, the security proof will use a lemma and a Subspace Assumption, which are introduced
and proved by Lewko and Waters [16], in the setting of dual pairing vector spaces. Please refer to
Appendix[A.T]for the details of this lemma and the Subspace Assumption. Here we would like to stress
that the Subspace Assumption is implied by DLIN assumption.

To construct our AugCP-ABE scheme, we further define a new notation. In particular, for any
v=(v1,...,0n) € Ly, v = (vy,...,0,) € Z" , we define

(gv)'u — ((gv)v’lwuj(gv)v;,) _ (g”lvl,... 7gv’1vn7. ’gvn,m?”wgv%,vn) e Gnnl'

Note that for any v, w € Zy, v w' e Z” we have

~

n n

n n
/ /
e,m/((gv) H e( v Uz,gwywl = H e(g viWj

[y
.
[y
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Linear Secret-Sharing Schemes (LSSS). As of previous work, we use linear secret-sharing schemes
(LSSS) to express the access policies. An LSSS is a share-generating matrix A whose rows are labeled
by attributes via a function p. An attribute set S satisfies the LSSS access matrix (A, p) if the rows
labeled by the attributes in S have the linear reconstruction property, namely, there exist constants
{wilp(i) € S} such that, for any valid shares {A;} of a secret s, we have }_ ;) cqwiA; = s. The formal
definitions of access structures and LSSS can be found in Appendix

Notations. Suppose the number of users N in the system equals n? for some n EL We arrange the users
in a n X n matrix and uniquely assign a tuple (7, j) where 1 < i,j < n, to each user. A user at position
(7,7) of the matrix has index k = (i — 1) * n + j. For simplicity, we directly use (4,j) as the index
where (i,7) > (4,j) means that ((i > i)V (i =4 A j > j)). The use of pairwise notation (i, j) is purely
a notational convenience, as k = (i — 1) x n + j defines a bijection between {(i,7)|1 < 4,5 < n} and
{1,..., N}. We conflate the notation and consider the attribute universe to be [/] = {1,2...,U}, soU
servers both as a description of the attribute universe and as a count of the total number of attributes.
Given a bilinear group order p, one can randomly choose 74,7y,7, € Zj,, and set x1 = (rz,0,72),
x2 = (0,7y,72), X3 = X1 X X2 = (=ryrs, =172, 727y). Let span{x1, x2} be the subspace spanned by
x1 and X2, i.e. span{xi,x2} = {vix1 + vaxz|vi,2 € Z,}. We can see that x3 is orthogonal to the
subspace span{x1,x2} and that Zf; = span{x1, X2, X3} = {rix1 + vax2 + v3x3|v1,v2,v3 € Zp}. For
any v € span{xi, X2}, we have (x3-v) = 0, and for random v € Z?,, (x3 - v) # 0 happens with
overwhelming probability.

3.2 AugCP-ABE Construction

Setupp(\, U, N = n?) — (PP, MSK). The algorithm chooses a bilinear group G of order p and two gen-
erators g, h € G. It randomly chooses (B, B*), (Bo, Bj) € Dual(Z},v) and (B1,BY),..., (By,B},) €

Dual(Zg,@Z)). We let bj,bj(l < j < 3) denote the basis vectors belonging to (B, B*), bo,j,baj(l <

j < 3) denote the basis vectors belonging to (Bo,Bf), and b * (1 < j < 6) denote the basis

z.J> x,j
vectors belonging to (Bg, BY) for each = € [U]. The algorithm also chooses random exponents

ay, g € Ly, {ri, zi, Q1,02 € Zp}ie[n]v {Cj,l,cj,2a yj € Zp}je[n]-

The public parameter PP and the master secret key MSK are set to

PP = ((1.G,Gre), g,h, g™, g%, h¥ W02 hbor, o2, {pber pbes, pbes pbesy, o,
Fy = e(gv h)w()ﬂ? Fy = 6(97 h)¢a27 {EiJ = 6(979)111041‘,17 Eip = e(gvg)wam}ie[n}’
{Gi =g t1¥02) Z; = g0y, {H = gonPitenbs Y = ng}je[n])'

k * % % * * % >k
MSK :< 1, b3, b0,17b0727 {ba:,lva,Qabx,S’bx,4}xe[u}70‘170427 {Tiﬁziv ai,laai,Q}iE[nb {cjyl’cj?}je[n])'

In addition, a counter ctr = 0 is implicitly included in MSK.

KeyGena (PP, MSK, S) — SK(; ;) 5. The algorithm first sets ctr = ctr + 1 and computes the corre-
sponding index in the form of (i,j) where 1 <i,j <n and (i — 1) *xn+ j = ctr. Then it randomly
chooses 0; 1,0 2,01, 0: 2 € Zp, and outputs a private key

SK(z‘ s = < (i,j), S, Kij — g(am+7’z’Cj,1)bf+(ai,2+ricj,2)b§h(Ui,jJ+5i,]’,1)b’{+(0i,j,2+5i,j,2)b§’
K;,j — g(al-‘rUi,j,1+5i,]’,1)b’{+(az+0i,j,2+5i,j,2)b§’ Kg’j — (K;])zlv
K;jo= g5i,j,1b3,1+5i,1,2b3,2’ {Kijz — g”ivj,l(b;,l"‘b;g)‘*“’i,jﬂ(b;,3+b;,4)}zes ).

i

3 If the number of users is not a square, we add some “dummy” users to pad to the next square.
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Encrypta (PP, M, A = (A, p), (i,5)) — CT. A is an | x m LSSS matrix and p maps each row A of A
to an attribute p(k) € [U]. The algorithm first chooses random

3

Ky Ty 81y.+-38n, t1,...,tn € Zp, e, 'wl,...,'wnezp,
m
51,1)51,27 s 751,175[,2 € Zpa U, U2 € Zp .

It also chooses random 74,7y, 7, € Zj, and sets x1 = (72,0,72),x2 = (0,7y,72), X3 = X1 X X2 =
(=ryrs, —Tars, rery). Then it randomly chooses

'viEZi fori=1,...,i, wv; € span{x1,x2} fori=i+1,...,n.

Let m; and 7o be the first entries of u; and wy respectively. The algorithm creates a ciphertext
((4,p), (Ri, R}, Qi,Q;, Q. T;)1y, (Cjac;)?:h (Pk)gc:0> as follows:
1. For each row i € [n]:

— if 4 < 4: choose random §; € L, then set

R, = (gbl-i-bz)vi7 R; — Rfi{a
Q, = gsi(b1+b2)7 Q; _ hsi(b1+b2)Z§ih7rlb1+ﬂ'2b2’ Q;/ _ gti(b1+b2)7 T, = e(g,g)éi.

—if i >4 set
R, = (G;)*"", R;= R},
Qi = g’FSi('Ui"vc)(ln-‘er)7 Q; _ hTSi(vi-'vc)(bﬁ-bz)Z?'h7r1b1-i-7r2bz7 Q;, _ gti(b1+bz)7

(B Bjg)silvive)

L (PR

2. For each column j € [n]:
~if j < j: choose random ji; € Z,, then set C; = (H;)7(VetrXs)(Y ;)rwi C) = (Y, )%,
- lf] > 3 set Cj = (Hj)TUC(Yj)muj, C; = (Yj)wj.
3. Py = hmbo,l-&-ﬂzbo,g’ {Pk _ h(Ak~u1+Ek,1)bp(k),1—§k,1bp(k),2+(Ak.u2+fk,2)bp(k),3—Ek,sz(k)A}kem_
Decrypta (PP, CT,SKy; j).s) — M or L. The algorithm parses CT and SKy; ;) ¢ to (4, p), (R;, R}, Q;,
;) ;,) E)?:la (C]’C;);l:17 (Pk)gg:0> and < (/ij)vs Ki,j)K;'7jaK;/7j7Ki,j,07{Ki,j,x}xes > respec-
tively. If S does not satisfy (A, p), the algorithm outputs L, otherwise it
1. Computes constants {wy, € Zp|p(k) € S} such that }_,)cgwpAr = (1,0,...,0), then computes

Dp =e3(K; o, Po) H e6 (K jp(k)s Pr)-
p(k)es

e3(K;,;,Qi)-es(K7 ;,QY)-es(R;,C)

e3(K; ;,Q7)-eo(R;i,Cj) :

3. Computes M =T;/(Dp - Dy) as the output message. Assume the ciphertext is generated from
message M’ and index (i, j), it can be verified that only when (i > i) or (i = i A j > j),
M = M’ will hold. This follows from the facts that for i > i, we have (v; - x3) = 0 (since
v; € span{xi,Xz2}), and for i = i, we have that (v; - x3) # 0 happens with overwhelming
probability (since v; is randomly chosen from Zg’,). The correctness can be found in Appendix

2. Computes Dy =

Remarks: We borrow the ideas of [16], Section 5] to achieve the full security for prime order group con-
structions, and borrow the ideas of [17] to achieve fully collusion-resistant blackbox traceability. But the
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above construction and the later security proof are not trivial combinations of the two schemes. In par-
ticular, the public parameter components g1, b2, hb1 pb2 pbo1 pboz2 {hb%’1 ,hbe2 pbes hbe}xE[u] , FY,
Fy, the key components K;7j,Ki7j70,{Ki7j7x}x€5, and ciphertext components Py, { Py} are de-
signed using the ideas of [16, Section 5]. To achieve fully collusion-resistant blackbox traceability,
{Ei1, Ei2, Gi, Zi}ic), {Hj} jepn) are put in the public parameter, and K j, K;’] are introduced into
the private key. Note that G; and H; will be used to generate ciphertext components R; and C,
respectively, and eg(R;, C;) will be computed during decryption, so that G; and H; must use the
basis vectors of a pair of dual orthonormal bases, i.e. G; uses (b1, b2) and H uses (bf, b3). This pre-
vents us from trivially using the proof of [16, Section 5], because in the construction of [16], Section 5],
only by, b2, b0 1,b02,{bs1,bs2,bs3, bx’4}x€[u] appear in the exponents of the public parameter com-
ponents. As an informal evidence, while the AugCP-ABE scheme of [17] reduces its message-hiding
property (in Ga meﬁAHl) to the security of the CP-ABE scheme of [15], it is impossible to make a similar
reduction here, since the public parameter of the above AugCP-ABE construction contains (b, b)
while the public parameter of [16, Section 5] does not contain them. To address this problem, we
introduce a new and crucial public parameter component Y ; = H ?j which does not have counter-
part in the AugCP-ABE scheme of [17] or the CP-ABE scheme in [16], Section 5], and we reduce the
message-hiding property of our construction directly to the underlying assumptions.

3.3 Security of The AugCP-ABE Construction

The following Theorem [2] and Theorem [3] show that our AugCP-ABE construction is message-hiding,
and Theorem [4] shows that our AugCP-ABE construction is index-hiding.

Theorem 2. Suppose the DLIN assumption, the D3SDH assumption, and the source group q-parallel
BDHE assumption hold. Then no PPT adversary can win Game’ﬁ‘,”_,1 with non-negligible advantage.

Proof. Our message-hiding proof route here is quite similar to the security proof route of the conven-
tional CP-ABE scheme by Lewko and Waters [16], Section 5]. But as discussed previously, this is not
a trivial work.

We begin by defining our various types of semi-functional keys and ciphertexts. The semi-functional
space in the exponent will correspond to the span of b, b3, the span of by 3, b 5 and the span of each
by 5,bs6, b 5,0 6.

Semi-functional Keys. To produce a semi-functional key for an attribute set S, one first calls
the normal key generation algorithm to produce a normal key consisting of K;;, K ;, K7, Ki jo,
{K jz}zes with index (i, 7). One then chooses random value . The semi-functional key is

b: / b3 1 z;vb%
K@jh’y 3, Ki7j97 3, Km-g el 3, Ki,j,Oa {K@j@}xeg.

Semi-functional Ciphertexts. To produce a semi-functional ciphertext for an LSSS matrix (A, p)
of size [ X m, one first calls the normal encryption algorithm to produce a normal ciphertext con-
sisting of ((4,p), (R, R, Qi,Q;, Q7 Ti)iy,(Cj,C})j_y, (Pk)._o)- One then chooses random values
73,&k3(1 < k <) € Zy, and a random vector us € Zg with first entry equal to m3. The semi-functional
ciphertext is:

((A,p), (Ri,R.,Q, Q;hmba7 ", (Cj, C;‘)?:lv Py hmsb03 (th(Ak'u3+§k,3)bl)(k‘),5_£k,3bp(k)76)2:1>'
Our proof is obtained via a hybrid argument over a sequence of games:

Game,.cq;: The real message-hiding game (i.e. Game’,f‘,lHl) as defined in the Section
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Game; (0 <t < @): Let @ denote the total number of key queries that the attacker makes. For
each t from 0 to @, we define Game; as follows: In Game;, the ciphertext given to the attacker is
semi-functional, as are the first ¢ keys. The remaining keys are normal.

Gamey;nq: In this game, all of the keys given to the attacker are semi-functional, and the ciphertext
given to the attacker is a semi-functional encryption of a random message.

The outer structure of our hybrid argument will progress as shown in Fig. |1} First, we transition
from Game,., to Gameg, then to Gamej, next to Gamesz, and so on. We ultimately arrive at Gameg,
where the ciphertext and all of the keys given to the attacker are semi-functional. We then transition
to Gamef;yq, which is defined to be like Game, except that the ciphertext given to the attacker is a
semi-functional encryption of a random message. This will complete our proof, since any attacker has
a zero advantage in this final game.

The transitions from Game,., to Gamey and from Gameg to Gamey;,, are relatively easy, and
can be accomplished directly via computational assumptions. The transitions from Game;_; to Game;
require more intricate arguments. For these steps, we will need to treat Phase 1 key requests (before
the challenge ciphertext) and Phase 2 key requests (after the challenge ciphertext) differently. We will
also need to define two additional types of semi-functional keys:

Nominal Semi-functional Keys. To produce a nominal semi-functional key for an attribute set
S, one first calls the normal key generation algorithm to produce a normal key consisting of

K, Kg,jv Kg”j, K ;o0,{Kijz}zes with index (7, 7). One then chooses random values o; ; 3, d; j.3 €
Z,. The nominal semi-functional key is: K; ;h(7i.37915:3)03 K;jg("iviv?’*‘sid»?’)b;, K/iing¢(0¢,j,3+5¢,j,3)b§’
Ki7j7ogéi*j*3b373, {Km,xga’?j’?’(b;»5+b;v6)}xeg. We note that a nominal semi-functional key still cor-
rectly decrypts a semi-functional ciphertext.

Temporary Semi-functional Keys. A temporary semi-functional key is similar to a nominal
semi-functional key, except that the semi-functional component attached to K;J will now be
randomized (this will prevent correct decryption of a semi-functional ciphertext) and K;; and
K ;’ ; change accordingly. More formally, to produce a temporary semi-functional key for an at-
tribute set S, one first calls the normal key generation algorithm to produce a normal key con-
sisting of K; j, K. ., K! . K, ;o, {K;jz}zcs with index (,j). One then chooses random values

Z7]7 Z7j’
03,93, € Zp. The temporary semi-functional key is formed as:

b / b} " ivb% 64,5,3b% i.7.3(b% -+b*
KZ’]hFY 37 K’L,‘jg’y 37 KZ,]gZ ol 37 KZ,],Og ©,5,3 0,3, {Ki7j7$go—l7.773( x,5 z,6)}xes.
For each t from 1 to @, we define the following additional games:

Gameiv : This is like Game;, except that the t** key given to the attacker is a nominal semi-functional
key. The first ¢t — 1 keys are still semi-functional in the original sense, while the remaining keys are
normal.

Ga mef: This is like Gamey, except that the t*" key given to the attacker is a temporary semi-functional
key. The first ¢t — 1 keys are still semi-functional in the original sense, while the remaining keys are
normal.

In order to transition from Game;_; to Game; in our hybrid argument, we will transition first from
Game;_1 to Gamefv, then to GametT, and finally to Game;. The transition from Gamefv to GametT will
require different computational assumptions for Phase 1 and Phase 2 queries (As shown in Fig. |1} we
use two lemmas based on different assumptions to obtain the transition).

As shown in Fig. [I we use a series of lemmas, i.e. Lemmas [0, and [9) to prove the
transitions. The details of these lemmas and their proofs can be found in Appendix
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[y
Lemma 5 Lemma 8
Lemma 4 DLIN DLIN temma 9
DLIN
DLIN ¥ ] Phase 1: Lemma 6 D3DH —
| Game} | > Game] J
Phase 2: Lemma 7 g-pBDHE

Fig. 1. Lemmas and@rely on the subspace assumption (w.r.t. Deﬁnition, which is implied by DLIN assumption,
Lemma [f] relies on the D3DH assumption, and Lemma [7] relies on the source group g-parallel BDHE assumption.

Theorem 3. No PPT adversary can win Game’,?‘,“_hv+1 with non-negligible advantage.

Proof. The argument for security of Gameﬁ,lH vap IS very straightforward since an encryption to index
N +1 = (n+ 1,1) contains no information about the message. The simulator simply runs actual
Setup, and KeyGen, algorithms and encrypts the message M, by the challenge access policy A and
index (n + 1,1). Since for all i = 1 to n, the values of T; contain no information about the message,
the bit b is perfectly hidden and I\/IHQHAdvA =0.

Theorem 4. Suppose that the D3DH assumption and the DLIN assumption hold. Then no PPT
adversary can win Gameﬁq with non-negligible advantage.

Proof. Theorem [4 follows Lemma [T and Lemma [2] below.

Lemma 1. Suppose that the DSDH assumption holds. Then for j < n no PPT adversary can distin-
guish between an encryption to (i,7) and (i,7 + 1) in Gameﬁ_i with non-negligible advantage.

Proof. In Gameﬁ,, the adversary A will eventually behave in one of two different ways:

Case I: In Key Query phase, A will not submit ((7, ), S(; 7)) for some attribute set S(; ;) to query the
corresponding private key. In Challenge phase, A submits a message M and a non-empty attribute
set S*. There is not any restriction on S*.

Case II: In Key Query phase, A will submit ((i, j), S(ij)) for some attribute set S 5y to query the
corresponding private key. In Challenge phase, A submits a message M and a non-empty attribute
set S* with the restriction that the corresponding strictest access policy Ag- is not satisfied by
The simulation for Case I is very similar to that of [8] because the simulator does not need to

generate private key indexed (4, j) and there is not any restriction on the attribute set S*. The Case
IT captures the security that even when a user has a key indexed (4, j) he cannot distinguish between
an encryption to (Ags, (7,7)) and one to (Ags, (i,7 + 1)) if the corresponding attribute set S(;) is not
a superset of S*. With the crucial components Zfi (in Q)) and Q7 = g'i(b182) in the ciphertext, and
Y ; in the public parameter, our particular construction guarantees that B can successfully finish the
simulation with probability |S*\ S ;)|/[U|, which is at least 1/U| since S\ S(;5) # 0. As of the fully
secure CP-ABE schemes in [1422/I5/T6/17], we assume that the size of attribute universe (i.e. |[U|) is
polynomial in the security parameter A, so that a degradation of O(1/|U|) in the security reduction is
acceptable. The proof details of Lemma [I] can be found in Appendix

Lemma 2. Suppose the D3DH assumption and the DLIN assumption hold. Then for any 1 <1 <mn
no PPT adversary can distinguish between an encryption to (i,n) and (i 4 1,1) in Gamef}, with non-
negligible advantage.
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Proof. The proof of this lemma follows from a series of lemmas that establish the indistinguishability
of the following games, where “less-than row” implies the corresponding v; is randomly chosen from
Z;; and T} is a random element (i.e. T} = e(g,g)%), “target row” implies the corresponding wv; is
randomly chosen from Zg and T; is well-formed, and “greater-than row” implies the corresponding v;
is randomly chosen from span{xi, x2} and T; is well-formed.

~ Hji: Encrypt to column n, row i is the target row, row i + 1 is the greater-than row.

— Hs: Encrypt to column n 4+ 1, row 7 is the target row, row ¢ + 1 is the greater-than row.

— Hjs: Encrypt to column n + 1, row 7 is the less-than row, row 7 + 1 is the greater-than row (no
target row).

— Hy: Encrypt to column 1, row i is the less-than row, row i + 1 is the greater-than row (no target
row).

— Hs: Encrypt to column 1, row 7 is the less-than row, row 7 + 1 is the target row.

It can be observed that game Hj corresponds to the encryption being done to (i,n) and game Hj
corresponds to encryption to (74 1,1). As shown in Fig. [2| we use a series of lemmas, i.e. Lemmas
11} and [I3] to prove the indistinguishability of the games H; and Hs. The details of these lemmas
and their proofs can be found in Appendix

Lemma 10\ Lemma 11\ Lemma 12\ Lemma 13\
H, D3DH ° H, D3DH ° H3 D3DH 7 H, DLIN 7 HS

Fig. 2. Lemmas and [12| rely on the D3DH assumption, and Lemma [13| relies on the DLIN assumption.

4 Conclusion

In this paper, we proposed a new Augmented CP-ABE construction on prime order groups, and proved
its message-hiding and index-hiding properties in the standard model. This implies the first CP-ABE
that simultaneously achieves (1) fully collusion-resistant blackbox traceability in the standard model,
(2) full security in the standard model, and (3) on prime order groups. The scheme is highly expressive
in supporting any monotonic access structures, and as a fully collusion-resistant blackbox traceable
CP-ABE scheme, it achieves the most efficient level to date, with the overhead in O(v/N) only.

References

1. A. Beimel. Secure Schemes for Secret Sharing and Key Distribution. PhD thesis, Israel Institute of Technology,
Technion, Haifa, Israel, 1996.

2. J. Bethencourt, A. Sahai, and B. Waters. Ciphertext-policy attribute-based encryption. In IEEE Symposium on
Security and Privacy, pages 321-334, 2007.

3. D. Boneh, A. Sahai, and B. Waters. Fully collusion resistant traitor tracing with short ciphertexts and private keys.
In EUROCRYPT, pages 573-592, 2006.

4. D. Boneh and B. Waters. A fully collusion resistant broadcast, trace, and revoke system. In ACM Conference on
Computer and Communications Security, pages 211-220, 2006.

5. L. Cheung and C. C. Newport. Provably secure ciphertext policy ABE. In ACM Conference on Computer and
Commumnications Security, pages 456—465, 2007.

6. H. Deng, Q. Wu, B. Qin, J. Mao, X. Liu, L. Zhang, and W. Shi. Who is touching my cloud. In ESORICS, Part I,
pages 362-379, 2014.



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Traceable CP-ABE on Prime Order Groups 13

D. M. Freeman. Converting pairing-based cryptosystems from composite-order groups to prime-order groups. In
EUROCRYPT, pages 44—61, 2010.

S. Garg, A. Kumarasubramanian, A. Sahai, and B. Waters. Building efficient fully collusion-resilient traitor tracing
and revocation schemes. In ACM Conference on Computer and Communications Security, pages 121-130, 2010.

V. Goyal, A. Jain, O. Pandey, and A. Sahai. Bounded ciphertext policy attribute based encryption. In ICALP (2),
pages 579-591, 2008.

V. Goyal, O. Pandey, A. Sahai, and B. Waters. Attribute-based encryption for fine-grained access control of encrypted
data. In ACM Conference on Computer and Communications Security, pages 89-98, 2006.

J. Herranz, F. Laguillaumie, and C. Rafols. Constant size ciphertexts in threshold attribute-based encryption. In
Public Key Cryptography, pages 19-34, 2010.

J. Katz and D. Schroder. Tracing insider attacks in the context of predicate encryption schemes. In ACITA, 2011.
https://www.usukita.org/node/1779.

A. B. Lewko. Tools for simulating features of composite order bilinear groups in the prime order setting. In
EUROCRYPT, pages 318-335, 2012.

A. B. Lewko, T. Okamoto, A. Sahai, K. Takashima, and B. Waters. Fully secure functional encryption: Attribute-
based encryption and (hierarchical) inner product encryption. In EUROCRYPT, pages 62-91, 2010.

A. B. Lewko and B. Waters. New proof methods for attribute-based encryption: Achieving full security through
selective techniques. In CRYPTO, pages 180-198, 2012.

A. B. Lewko and B. Waters. New proof methods for attribute-based encryption: Achieving full security through
selective techniques. TACR Cryptology ePrint Archive, 2012:326, 2012.

Z. Liu, Z. Cao, and D. S. Wong. Blackbox traceable CP-ABE: how to catch people leaking their keys by selling
decryption devices on ebay. In ACM Conference on Computer and Communications Security, pages 475-486, 2013.
7. Liu, Z. Cao, and D. S. Wong. White-box traceable ciphertext-policy attribute-based encryption supporting any
monotone access structures. IEEE Transactions on Information Forensics and Security, 8(1):76-88, 2013.

Z. Liu and D. S. Wong. Practical attribute based encryption: Traitor tracing, revocation, and large universe. JACR
Cryptology ePrint Archive, 2014:616, 2014.

T. Okamoto and K. Takashima. Homomorphic encryption and signatures from vector decomposition. In Pairing,
pages 5774, 2008.

T. Okamoto and K. Takashima. Hierarchical predicate encryption for inner-products. In ASIACRYPT, pages
214-231, 2009.

T. Okamoto and K. Takashima. Fully secure functional encryption with general relations from the decisional linear
assumption. In CRYPTO, pages 191-208, 2010.

Y. Rouselakis and B. Waters. Practical constructions and new proof methods for large universe attribute-based
encryption. In ACM Conference on Computer and Communications Security, pages 463—474, 2013.

B. Waters. Ciphertext-policy attribute-based encryption: An expressive, efficient, and provably secure realization.
In Public Key Cryptography, pages 53-70, 2011.

A Assumptions

The Decisional Linear Assumption (DLIN) Given a group generator G, define the following
distribution:

(vaaGTae)igv gvfavﬁGa Clac2<izp7
D := ((p7G7GT7e)7gafavaf617/l}62)a

T() = gclJrCQ,Tl <i G

We define the advantage of an algorithm A in breaking this assumption to be:

AdvE = |Pr[A(D, Ty) = 1] — Pr[A(D, T)] = 1].

We say that G satisfies the DLIN Assumption if Advg f4 is a negligible function of the security parameter
A for any PPT algorithm A.
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The Decisional 3-Party Diffie-Hellman Assumption (D3DH) Given a group generator G, define
the following distribution:

(p7G7GT7€) i g7 g i Ga r,Y,z & Zp7
D:=((p,G,Gr,e€),9,9%,9%,9°),

TO = gzyz’ T1 (i G.
We define the advantage of an algorithm A in breaking this assumption to be:
AdvG3PM = |Pr[A(D, Ty) = 1] = Pr[A(D, Ty)] = 1].

We say that G satisfies the D3DH Assumption if Advg’itDH is a negligible function of the security
parameter \ for any PPT algorithm A.

The Source Group ¢-Parallel BDHE Assumption [16] Given a group generator G and a positive
integer ¢, define the following distribution:

(p,G,Gr,e) <= G, g~ G, c.d, fby,... by < 7,
2 +2 2
D == ((p7G7GT76)7 g?gf7gdf7 gc7gc 7"'7gcq7 7gcq 7"'7gcq7

oM vie {1, 2q) \ {q+ 1}, € {1,...,q},
gdfbj VJ€{177Q}7
gdfCibj//bj VZ S {17 . 7Q}7j7j/ € {17 7q} s.1. ‘7 %j/)’

To — gdcq+l’T1 (i G
We define the advantage of an algorithm A in breaking this assumption to be:
AduglE = | Pr{A(D, Ty) = 1] — PrlA(D, T1)] = 1.

We say that G satisfies the Source Group ¢-Parallel BDHE Assumption if Advg}jf is a negligible
function of the security parameter A for any PPT algorithm A.

A.1 Assumptions for Dual Pairing Vector Spaces

Let (B,B*) denote a pair of dual orthonormal bases over Z;, A € Z;"™ be an invertible matrix for
some m < n, and Sy, C {1,...,n} be a subset of size m. Then new dual orthonormal bases (B4, B)
are defined as follows. Let By, denote the n x m matrix over Z, whose columns are the vectors b; € B
such that i € S,,,. Then B,,A is also an n x m matrix. B4 is formed by retaining all of the vectors
b; € B for i ¢ Sy, and exchanging the b; for i € S, with the columns of B, A. To define B, similarly
let Bj, denote the n x m matrix over Z, whose columns are the vectors b; € B* such that i € S,,.
Then B;,(A™1)! is also an n x m matrix, where (A7!)* denotes the transpose of A~1. B* is formed by
retaining all of the vectors b} € B* for i ¢ S,, and exchanging the b} for ¢ € S, with the columns of
B, (A~1)t. We have

Lemma 3. [13] For any fized positive integers m < n, any fived invertible A € Z;*™ and set Sy,

1,...,n} of sizem, if (B, B* & Dual Z7,1)), then (Ba,BY) is also distributed as a random sample
P A
from Dual(Zy,v). In particular, the distribution of (Ba,B%) is independent of A.
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The “Subspace Assumption” is introduced by Lewko [13], and is generalized by Lewko and Waters
[16]. In particular, let the parameter m denote the number of bases, and each basis pair has its own
dimension n; and its own parameter k; where k; is a positive integer such that k; < . The following
statement of the subspace assumption is implied by DLIN assumption, and is proved by Lewko and
Waters [16, Appendix A]. Note that this reduction (i.e., the Subspace Assumption is implied by DLIN
assumption) holds for any valid choices of the parameters m,n;, k;. We refer to [16] for more details
of the following statement of the subspace assumption.

The m dual orthonormal bases pairs will be denoted by (B, B}), ..., (B, B},). For each i from 1 to
m, the basis vectors comprising (B;, B}) will be denoted by b; 1, ..., b;,, and biy,...,b;,, respectively.
Definition 3. (The Subspace Assumption [16]) Given a group generator G, define the following dis-
tribution:

R R R

(p7GvGT76)<_g7 gHGa ¢7U7B7T1772)T37M17M27H3<_Zp7

R R
(BDBT) — Dual(Zglvw)a R (BmJB:fn) — DU(ZZ(ZZW, w)a

Vie{l,...,m}:

U, := gulbi,1+ﬂ2bi,ki+1+N3bi,2ki+l7 U5 := gM1bi,2+M2bi,ki+2+u3bi,2ki+2
LU, glllbz k; TH2b; 2k, +p3bi sk,
V1= ngnb;,l+72ﬂbi,ki+l’ V9= ngnbi,2+72/8bi,ki+27
Vi = ngnbf,ki“'?erZ%i
o ,
Wi = ngan,l+7—2Bbz,ki+l+7—3b;2ki+l7 W,o = ng77b:,2+T2Bb:,ki+2+7—3b;2ki+27

)

* * *
W — ngnbi,ki+T2ﬂbi,2ki+7—3bi,3ki7

D= ((p,G,Gr,e),g, {g"1,g%2,... g0k, gliskint . gbini,
Wiy gk PP gl gPlakien L gbing

Ui, Uia, ..., Ui, }i21, p13).
We assume that for any PPT adversary A (with output in {0,1}),

Advg,A = | PT[A(D, {Vi,h ey Vz,kz}yil) = 1] — PT[A(D, {Wi,la ey Wi,kz- }zril) = 1“

g g g

1s negligible in the security parameter .

B Correctness of Our AugCP-ABE Construction

Correctness. Assume the ciphertext is generated from message M’ and index (i, 7). For i > i we
have

es(Kij, Qi) - es(K7;, Q)
/ /
€3 (K i,50 Q )
(g g)w(az 1+ricj 1oy o+rics 2)Tsi (v vc)e(h g)w 04,5105, 51404 j,240i .2)Tsi (Vi-ve)

_6(9, h) (011+(J'z s 1+6; g1taa+to; j, 2+0; s 2)TS v;- ’Up ( h) al+C"i,j,1+‘5i,j,1)7"17/)+(012+0'i,j,2+5i,j,2)ﬂ'2¢

(g g)w(az 1+Tzcj 1+og 2“1’7'20] Z)TS ('U'L 'UC)

_e(g, h)¢(a1+a2)7'81('v1 ve) e(g,h) (oo 5,140 4,1) T+ (a0 246 j,2)T2
(Ei 1 Big) si0ive) . e(g, g)vrileite2)msilvive)
N (FyFy)si(vive) FTLFT2 . e(g, h)¥(9i.3.1+0i5,1)m+(01,5,246i j.2)m2
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Ifi >4 Aj > j: we have

69(R;,C;) _ 69((Gi)"isivi, (Yj)wj) 1 1

co(Ris 1) eol(Gi)w (H) (Y )™1)  ea(Go, Hy) o]~ g, g)PriCeasesalnome)

If i >4 A j < j: note that for i > i, we have (v; - x3) = 0 (since v; € span{x1,Xx2}), then we have
co(R;, C5) eo((Gi)™™", (Y3)*7) _ 1

eg(R;, Cj) eo((G;)%ivi, (Hj)T(vc+MjX3)(Yj)“wj) e3(Gy, Hj)TSi(”i'”c)'*‘TSm]'(vi-x3)
1
B e(g, g)wn(cjvlJer,Q)TSi(’Ui-vC) :

If i = i A j < j: note that for i = i, we have that (v; - x3) # 0 happens with overwhelming probability
(since v; is randomly chosen from Zg), then we have

eo(R;, CF) eo((Gi)"™*", (Y )*7) _ 1
eo(Ri,Cj)  eo(Gi)*ivr, (Hy)Tetmxa) (Y j)sws) — e3(Gy, H j)m(vive)trsis (vixs)
1

6(97 g)wri(c]-,1+c]-,2)Tsi(vrvc) . e(g, g)¢ri(0j71+0j72)7—silj’j(vi'X3) ’
Note that

Dp =e3(K; jo, Po) H e6 (K j p(k)> Pr)*"
p(k)es
ZGB(Ki,j,O, PO) H (e(goi,j,17 hAk'Ul)e(gUi,j,Q? hAk-uz))Wk
p(k)€S
=e(g, h)¢(5i,j,17Tl+6i,j,27r2)€(g’ h)w(o'i,j,lﬂ'l'f‘a'i,jﬂﬂ?)'

Thus from the values of T}, Dp and Dy, for M = T;/(Dp-Dy) we have that: (1) if (i > 0)V (i = iAj > j),
then M = M'; (2)if i =i Aj < j, then M = M’ - e(g, g)¥ri(ciatei2)msins(vixs). (3) if 4 < 4, then M
has no relation with M’.

C Proofs

C.1 Proof of Theorem [2

Lemma 4. Under the subspace assumption, no PPT attacker can achieve a non-negligible difference
i advantage between Game,.q, and Gameg.

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between Game,..y
and Gamegy, we will create a PPT algorithm B to break the subspace assumption. We will employ the
subspace assumption with parameters m =U +2, n; = 3, k; = 1 for two values of ¢, and n; = 6,k; = 2
for the rest of the values of . In order to reconcile the notation of the assumption with the notation of
our construction as conveniently as possible, we will denote the bases involved in the assumption by
(D, D*), (D, D) € Dual(Z,;’,q/J) and (Dy,D7),..., (Dy,Dy) € Dual(Zg,ib). B is given (we will ignore
the U terms and p3 because they will not be needed):

d d d d dy d, d; dy
Gapvga g 1ag 27 g 07179 0727 {g 7179 7279 7379 74}&26[1/{}7
g’? lngB 2,93, g77 0’179B 02,9793, {gn z’lvgn 1,2795 I'Svgﬁ ©h,97m5, g I’S}xe[l/{]y

Ty, Tox, {Tz1,Te2}aeu-
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The exponents of the unknown terms T'y, Ty are distributed either as mind] + m28d5 and 7’117d671 +
Todj 5 Tespectively, or as Tindy + 2 8d; + 13d3 and Tindj | + 12fdj 5 + T3d) 5 respectively. Similarly,
the exponents of the unknown terms T’y 1, T'; 2 are distributed either as 1ind} ; +728d} 3 and Tind; 5+
To3d}, 4 respectively, or as Tind; | + T28d} 5 + T3d} 5 and Tind} 5 + T28d} 4 + T3d]  respectively. It is
B’s task to determine if these 73 contributions are present or not.

Setup. B implicitly sets the bases for the construction as:
by =ndj, by=pd;, b3=d; b= n~ldy, by =p"ldy, b} = ds,
bo1 = ndy 1, boz = Bdj o, bosz = df 3, b5, = n"do 1, b5, = 7 do2, b 3 = do,

bw,l = nd::,la bm,2 = Ud;k;g, b:E,3 = Bd;?ﬂ w A4 = 5(1; 45 b5 d;> b6 = dé Vo € [u]
bry=n"tde1, by =0 dpo, by = 57 dy 3, bl = 57 da: 4, b5 = ds, by = dg Vo € [U].

We note that these are properly distributed because (D, D*), (Do, D§), etc. are randomly chosen

(up to sharing the same 1) value).
B chooses random exponents

0, 0/170/2 S va {Tiv Zi 117 12 € Zp}ze[n {C] 1> 327 Yj € ZP}JG
Then B gives to A the following public parameter:
< g,h — 99’ gbl,gbz,hbl — (gbl)e’ hbg — (ng)e,th’l — (gbo’l)e,hb“ — (gb0,2)97

(hbea = (gbe)? . hbet = (gbe )0}y By = e3(g®, g")0% ) By = e3(g®, g
(G = gititb) | 7, = g=ibitba) -y — e (gD, g1 By = 63(9dzagﬂd;)ai’2}ie[n],

(H, = (%) (g®)52, Y = ()} ):

o3 0o,

Note that B implicitly sets
a1 =nad, ag = fay, {air =g, Q2 = Bstiem)y {1 =nc, 2 = Bt jem)

Phase 1. To respond to a query for ((z,7), S(Z-J)), B produces a normal key as follows. It randomly
chooses a;jyl, 0273.72, 62’-0.71, 62’-7j72 € Zyp, and outputs a private key SK(iJ)S(i = ((1,9): 5,5, Kij K;,]v

K. Ki,j,oy{Ki,j,x}xes(i,ﬁ) as:

’Lj’

K; i g(a’ 1+7icj )b+ (g 2+ Tic2) b h(Ul §,1404,5,1)b5+(04,5,2+05,5,2) b5

; 1+Ticj,1+€(0i,j,1+6i,j,1)(gd2) botTich o +0(0] ; 4 +0; 5 2)

=(g™)"

(gdl)Oé1+O' 1+52J1(gd2)a’2+a 2+6“2 KZ] :(K;‘7j)Zi7

Kijo =(g%) o1 (g%02) "2,
=(

Kijo =(g%) 7 (g%2) 70 (g42) o2 (g%01) 7002 Vi € Sy ).
Note that B implicitly sets

/ ! !
Oij1 =10, 1, Oij2=B0%i9, 0ij1 =101, 0ij2= P00

Challenge. A submits to B an LSSS matrix (A, p) of size | x m and two equal length messages
My, My, B produces the challenge ciphertext for index (7 = 1,5 = 1) as follows.
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B first chooses random

Ky T, Sl,-.-38n, U1,...,tn € Zp,
3 3
Ve €Z,, Wwi,..., Wy € 7Ly,

5&,1’51,% ce ’5271752,2 € Zp’ u,17u,2 S Zzl’

where the first entries of u} and wu/, are equal to 0. It also chooses a random vector u € Z, with
first entry equal to 1, and chooses random exponents & 3, ..., & 5 € Zj. B implicitly sets

™ = T1, T2 = T2,
U = Tlu—i—u’l, U2 = U + u'2,
€1 = &3 + &1y Eho = EpsTe + & Vh € 1.

B chooses random 1y, 7y, 7. € Zp, and sets x1 = (13,0,72),x2 = (0,7y,72), X3 = X1 X X2 =
(=ryrz, —T2Ts, T2Ty), then it chooses random vy € Zg, v; € span{xi,x2} fori=2,...,n.

B chooses a random b € {0, 1}, then creates a ciphertext ((4, p), (Ri, R}, Q;,Q, QY. T;)"_,,(C},
Ch)y, (Py)L_o) as follows (note that ¢ = 1,5 = 1):

1. For each i € [n]: it sets

Ri == (Gi)Siviv R; == Rf?
Q; = gTsi(vi'Uc)(b1+b2)’ Q; _ hTSi(Ui-vc)(b1+b2)Z§iT§7 " _ gti(b1+b2)

(A 9
(Ei,lEz;z)Ts"(vi’vC)

T‘ = M 7 V2R
L N (R Ry i) g (g, T )0 g5 (g2, Ty )P0

2. For each j € [n]: it sets C; = (H;)™(Y;)"™, C’ = (Y )i,

Py, :((Tp(k),l)Ak.u—i_%’B (Tp(k),z)_g“’3

(g%t AR+ (10 2) ~Eht (P o) 3 ) Ar a2 (P F0.0) ~802) Wk e 1],
Phase 2. Same with Phase 1.

If the exponents of the T terms do not include the 73 terms, then @} and Py are in their normal
forms, and the exponent vector of Py, is

(Ap - miu+ Ay - uf + 7151/6,3 + 51;,1)77d;(k),1 + (_7152,3 - 51,@,1)77612(1@),2
+ (Ag - o + Ay -y + 1€ 5 + flﬁ;,z)ﬁd;(k),g + (—72ks — 512,2)5612(;3),4
=(Ag w1 + §e1)bpy1 — Ek1bpr),2 + (A - w2 + &k 2)bp) 3 — k,2bp(k) 4-
Thus we have a properly distributed normal ciphertext in this case.

If the exponents of the T terms do include the 73 terms, then Q) and Py are in their semi-functional
forms with w3 = 73, and the exponent vector of P} is

(A - w1+ & 1)bpy,1 — Erabpy2 + (Ak - w2 + &k 2)bpr),3 — Ek2bpk) 4
+ (Ap - 736 + 738, 3)b,o() 5 — T3k 3Dpk).6-
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This is a properly distributed semi-functional ciphertext with usz = mu and &3 = 73}, 5. (Note that
these values are distributed randomly and independently from wq, w2, & 1, &k 2.) 7

Thus, when the 73 terms are absent, B properly simulates Game,..q;, and when the 735 terms are
present, B properly simulates Gamey. As a result, B can leverage A’s non-negligible difference in
advantage between these games to gain a non-negligible advantage against the subspace assumption.

Lemma 5. Under the subspace assumption, no PPT attacker can achieve a non-negligible difference
in advantage between Game;_1 and Gameiv for any t from 1 to Q.

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between Game;_1
and Gameiv , we will create a PPT algorithm B to break the subspace assumption. We will employ the
subspace assumption with parameters m =U + 2, n; = 3, k; = 1 for two values of ¢, and n; = 6, k; = 2
for the rest of the values of 4. In order to reconcile the notation of the assumption with the notation of
our construction as conveniently as possible, we will denote the bases involved in the assumption by
(B,B*), (Bo, By) € Dual(Z3, 1) and (B1,BY), ..., (By,B};) € Dual(ZS,v). B is given (we will ignore
p3 because it will not be needed):

G,p, 9, 9%, 9%, g™, g2, {g%, g2, g%, g* Y e

g1, gPbs gbs g% P2 gPos {gﬁb;,1 g2, ¢P%s PP gbas b Yeei)s
U, = gu1b1+,u2b2+uab3’ (]071 — gM1b0,1+M2b0,2+/i3b0,37

{U%l _ gﬂlbx,1+ﬂ2bm,3+ﬂ3bx,5’ U%Q — gulbx,2+u2bx,4+u3bx,6 }:z:e[u]7

Ty, Tox, {Tz1,Te2}aeu-

The exponents of the unknown terms Ty, T are distributed either as 71nb] + m23b3 and Tlnb(’;’l +
T28bj) 5 respectively, or as T1nb] + 72 8b5 + T3b5 and Tinbj | + T28bf 5 + T3bj 5 respectively. Similarly, the
exponents of the unknown terms T’y 1, T2 are distributed either as mnb} | + 728} 3 and Tinb} 5 +
T28b}, 4 respectively, or as Tinb} | + 72Bb; 3 + T3b 5 and Tinb; 5 + T28b; 4 + T3b} ¢ respectively. It is
B’s task to determine if these 73 contributions are present or not.

Setup. B implicitly sets (B, B*), (Bo,B), {(Bz,B})} as the bases for the construction.
B chooses random exponents

07 0/170/2 S va {ria Zis 062-71,04272 € Zp}ie[n}7 {cl',lv 63'727 Yy € Zp}je[n]
Then B gives to A the following public parameter:
(g:h=g", g™ g hbr = (g7 h = (g7)F W1 = (gP02)? o2 = (g2,

{h’bz’l = (gbz’l)eﬁ SRR hbet = (gbzA)e}xE[u]’ By = 63(gb17gnbi)0a,17 Fy = 63(gb2796b;)90/27
{Gi _ gri(bﬁ-bz)7 Z; = gzi(b1+b2)7 Ei,l _ eg(gbl,gnbf>ai,1, 2= €3<gb2,gﬂb§>ai’2}ie[n]a

{H = (") (") %2, Y = (H})% }jepn) )-
Note that B implicitly sets
a1 =nad, ag = Bah, {air =gy, Qg = Bstienm), {1 =00, ¢2 = B a}jem)

Phase 1. To respond to a query for ((7,j),S(; j)), B acts as follows.
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— If it is the #*" key query: B randomly chooses 8; i1,0;
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— If it is in the first t — 1 key queries, B generates a semi-functional key as follow. B randomly

chooses d; ; 1,0} ;9,07 ;1,07 ;2,7 € Zp, and outputs a private key SK(; ;) 5, = ((4,9), S(i 5y Ky

K;J7K1]7K 1, 0’{K 1,7, w}%ES(zﬁ >

Ki,j :(gnb ) patrich  +0(a] ;407 1)(gﬁb§)a;72+mc;72+9(a 2] i) Qﬂ/bg’
Ky =(g) T (g g K = ()
Ko =(g"™01)%1 (g"%2)%2
K =g (g% (g5 o (50 o2 Y € .

Note that this is a properly distributed semi-functional key with implicitly setting
Tij1 = N0 1, Tige = B0y 9, Oij1 =101, dij2 = B0 .

i 7910, ;3 € Zp, and outputs a private key
SKi),50, = ((55),56.5), Kij, K j, K7 5 Kijo, { K jataes ;) ast

Ki,j :(gﬂbf) i 1+Tlcj 1+06’L ,J,1 (gﬂb;) i, 2+7"10 2+951 3Js QTGT

)

K’ ( 77b1)a +5zj 1(gﬁb2)a2+51]2T (Tl) 1]3 K;/’] _ (Kg,j)zi,
K0 =(g"01)%1 (g7%2)° ’J»?Tof’f’g,
Kija =T21Ts2 V2 € 5().-

Note that B implicitly sets
! ! 4 !
Tig1 =MNT1, Oij2 = BTa, Gija1 =n(8; 1+ 0 3m), dij2= B0 2+ ,372)

If the exponents of the T' terms do not include the 73 terms, then this is a properly distributed

normal key. If they do include the 73 terms, then this is a properly distributed nominal semi-

functional key with o; ;3 = 73 and 0;;3 = 5Z/»j’37'3. (Note that these values are distributed

randomly and independently from o; ;1,05 2, 6; j.1, 0ij2-)

If it is in the {¢t + 1 ,...,Q} key queries: B generates a normal key as follows. B randomly

Chooses 6” 1> 5” 25 ”71, 0;7j72 € Zy, and outputs a private key SK(ivj):S(i,j) = (4,9),5G,), Kij,
K7, Kijo,{Kijs}tzes,, ) as:

7,]7 7,7
gnb ) % 1+7.'Lcj 1+0( ©,7, 1+57,] 1)(gﬂb§> 7 2+TZC] 2+0( 7, 2+61j 2)

gnb )Ocl-i-a 1+5”1( Bbg)aé-i-a 2-&-6”2 K;/, _ (K; )%

,JO

=(

(

( )Z]l(gﬂb02)2]727

(g77%1) a1 (g70%2) s (7052)Tha2 (g7054) T2 W € 5.

Note that this is a properly distributed normal key with implicitly setting

/ / !
045,10 =1N0;515 0ij2 = 501‘,;’,2» dij1 = 7751',3;17 1,5,2 = 65 i,5,2°

Challenge. A submits to B an LSSS matrix (A, p) of size | x m and two equal length messages

My, My, B produces a semi-functional ciphertext for index (i = 1,7 = 1) as follows.
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B first chooses random

Ky Ty S1y...38n, t1,...,tn € Zyp,
v, € Zf;, wi,...,w, € Zﬁ,
51,1761,27"'76-27175[/,2 € va u/17u’l2 € Z;na
where the first entries of u)} and w), are equal to 0. It also chooses a random vector u € Ly with
first entry equal to 1, and chooses random exponents & 3, ..., & 5 € Zj. B implicitly sets

T = M1, T2 = 2, T3 = U3,
up =+ U, ug = pou + uhH, uz = psu,
Ert = Ep1 T sty k2 = Eho + Epabia, k3 = & anz Yk € [1].
B chooses random 74,7y, 7, € Zp,, and sets x1 = (r3,0,72),x2 = (0,7y,72), X3 = X1 X X2 =
(=ryrz, —TaTs, T2Ty), then it chooses random vy € Zg, span{xi,x2} fori=2,...,n.
B chooses a random b € {0,1}, then creates a ciphertext ((4, p), (R, R, Q;, Q.. Q! T, (Cj,
Ch)_y, (Pr)L_,) as follows (note that i = 1,5 = 1):
1. For each ¢ € [n]: it sets
R; = (G;)”", R;= R},
Qi _ gTsi(vi.’vC)(b1+b2), Q; — hTSi(vi-vc)(b1+b2)Z§¢U19’ Q;/ _ gti(b1+b2)7
(B Ejg)silvive)
P (FLFy) i wive)eq(Uy, gb1) 0o eq (U, g5 )00
2. For each j € [n]: it sets Cj = (H;)™<(Y;)"i, C = (Y ;).
3.

T‘i:

Py =Uj;,
Py = () i (g 2) 6k

Aputéy Sy =3

b Ap-ub+E; b
(g p(k),S) kUy fk,z(g p(k),4) fk 2U p()1 p(k).2

3) vk € [1].
Phase 2. Same with Phase 1.

Thus, when the 73 terms are absent, B properly simulates Game;_1, and when the 73 terms are
present, B properly simulates GamelY. As a result, B can leverage A’s non-negligible difference in
advantage between these games to gain a non-negligible advantage against the subspace assumption.

Lemma 6. Under the D3DH assumption, no PPT attacker can achieve a non-negligible difference in
advantage between Gameiv and GametT for any t from 1 to Q1 (recall these are all the Phase 1 queries).

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between Gameiv

and Gamef from some ¢ between 1 and @)1, we will create a PPT algorithm B to break the D3DH
assumption. B is given g, g%, g¥, g%, T, where T is either g*¥* or a random element of G. B will simulate
cither Game]¥ or Game! with A depending on the nature of 7.

Setup. B chooses random dual orthonormal bases (D, D*), (g, D) of dimension 3 and (D, DY) of
dimension 6, all with the same value of 1. It then implicitly sets (B, B*) and (Bo, Bf) as follows:
bi=di, by=dy, b3=(zy)'ds, bi=dj, by=d; b;=(xy)d;,

bo1 = do,1, bo2 = dog, bos = (zy) " 'dos, bf, = dfs 1, b5 = dj 5, b5 3 = (zy)dj 5.
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We note (B,B*) and (By, Bf;) are properly distributed.
B sets the normal portions of (By,B}),..., (By,B;,) as follows:

b%l = dx71, b%Q = dxg, bx73 = dx73, bx74 = dx74 Vx € [U],
b;,l = d;f:,lv b;,2 = d§,2a ;,3 = ;,3, ;,4 = d§,4 Vz € [Z/I]

The semi-functional portions of these bases will be set later (at which point we may verify that all
of (B1,B7}), ..., (By,B;,) are properly distributed).

B chooses 0, a1, g, 7, a1, 5.2, 2i(i € [n]),cj1,¢2,95(j € [n]) € Z, randomly. We observe that
B can now produce the public parameter (with h = ge), and also knows the master secret key
(enabling it to create normal keys). It gives the public parameter to .A.

Phase 1. To create the first t — 1 semi-functional keys in response to A’s key requests, B first creates

a normal key, then chooses a random exponent 7' € Z,, and multiples K, ;, K}, and K7, by
ggvld?;, g'yldg and gzﬂ’d; respectively. We are using here that B does not need to know ¢% precisely
in order to create well-distributed semi-functional keys — it suffices for B to know ¢°® for some
(non-zero) ¢ € Zy.

A requests the t™* key for some pair ((i¢, jz), S(i,,j,)) where S(;, 5.y C [U]. At this point, B implicitly
defines the semi-functional parts of the bases (By,B}),..., (By,B;;) as follows (note that these
have not been involved in the game before this):

b$75 = m_ldl‘75, b$,6 == dl‘,G? b;ys - wd;’S, ;;,6 - d;,G vx ¢ S(
bx75 = dl‘,57 b$76 == d.Z’,67 b;75 - d?;75, b;,6 - d?;},G Vl‘ S S(

it,4t)>

iivjt).

We observe that all of (B, B*), (Bo,Bj), (B1,B}), ..., (By,B;,) are properly distributed, and their
distribution is independent of z,y, and S, j,) (the involvement of x,y, and S(is,jr) 1s only present
in B’s view and is information-theoretically hidden from A, see [16, Lemma 11]).

To create the ¢" key, B chooses random exponents Ui,jyl,Ji,j,g,51-,]-,1,51-,]-,2,627]-73 € Zyp, then forms
the key as

gd{ )am+T¢Cj,1+9(0i,j,1+5i,j,1) (ng )az‘,z+T¢Cj,2+9(0i,j,2+5i,j,2)T9d§ g95§,j,3d§ ’

d21)7151 (ge.2)T0in (g%e.3) 702 (B ) 7152 (7 ) das Thos Vg € Stinig)-

If T = g"¥#, this is a properly distributed nominal semi-functional key with o0; ;3 = 2,0; ;3 =
(ajy)*légvj,g. Otherwise, this is a properly distributed temporary semi-functional key.

Challenge. At some later point, A submits to B an LSSS matrix (A, p) of size | x m and two

equal length messages My, M7, B produces a semi-functional ciphertext for index (i = 1,5 = 1) as
follows.

Note that S(;, ;) does not satisfy (4, p), B first computes a vector w € Z;' that has first entry
equal to 1 and is orthogonal to all of the rows Ay of A such that p(k) € S;, j,) (such a vector must
exist since S(;, ;,) fails to satisfy (A, p), and it is efficiently computable). B also chooses a random
vector uf € Zy' subject to the constraint that the first entry is zero. It implicitly sets 3 = zy and
sets w3 = zyw + zus. We note that 73 is random because all of the dual orthonormal bases are
distributed independently of z,y, and ws is distributed as a random vector with first entry equal
to 3. B also chooses random values {3 € Z,, for all k such that p(k) € S(i,,jr) and random values
{13 € Zyp for all k such that p(k) ¢ S(;, j,). For values of k such that p(k) ¢ S, j,), it implicitly
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sets &3 = 2§}, 5. B can then produce the semi-functional components of the ciphertext as it can
compute:

gﬂ’sb3 — gd:«x7 gﬂ‘sbo,s — gdo 3
g(Ak'u3+§k,3)bp(k:),5_§k,3bp(k),6 — (gy)(Ak~w)dp(k),5g(Ak-ug+§;€’3)dp(k),5 (giv)*g;’gdp(k),ﬁ Vk s.t. p(k) ¢ S(it,jt)’
g(Ak-U3+€k,3)bp(k),5*€k,3bp(k),6 — (gx)(Ak'u'g)dp(k>,sg§k,3dp<k),5*fk,sdp(k),e VE s.t. p(k) € S(it,jt)’
Here we have used the fact that A - w = 0 mod p to avoid needing to produce a multiple of
g*¥de)5 for k such that p(k) € Sivge)-
Note that h = ¢? and B knows the value of §, B can produce the semi-functional components using
the value of 6 and the above values. Then it multiplies these semi-functional components by the
normal components to form the semi-functional ciphertext, which is given to A.
Phase 2. B can respond to A’s key queries by calling the normal key generation algorithm.

If T = ¢®¥%, then B has properly simulated Ga meiv ,and if T" is a random group element, then B has

properly simulated Ga met Thus, B can leverage A’s non-negligible difference in advantage between
these games to gain a non-negligible advantage against the D3DH assumption.

Lemma 7. Under the source group q-parallel BDHE assumption, no PPT attacker can achieve a
non-negligible difference in advantage between Gameiv and GametT for at > Q1 using an access matriz

(A, p) of size I x m where I,m < q.

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between Ga meiv and
Game? for some t such that ()1 <t < () using an access matrix with dimensions < ¢, we will create a
PPT algorithm B to break the source group g-parallel BDHE assumption. B is given: g, g/, g%, ¢ Vi €
201\ {a -+ 1,/ Vi € [20]\ {g-+ 1.5 € lal.g™ ¥ € [a). 67"/ Vi € 0,5 € lal.J £ » and T,
where T is either equal to g%*" or is a random element of G. B will simulate either Game}¥ or GametT
with A depending on the nature of T

Setup. B chooses random dual orthonormal bases (D, D*), (IDg, D) of dimension 3 and (D, D%) of
dimension 6, all with the same value of 1. It then implicitly sets (B, B*) and (Bo, Bj) as follows:

bl - d17 b2 - d27 b3 - (Cd>71d37 T = T? ; = d;v b§ = (Cd)dga
bo1 = do1, bo2 = dog2, boz = (¢c) 'dog, b, =djy, b5, = df 5, b3 = (c)dj 5.

We note (B,B*) and (Bo, Bf;) are properly distributed.
B sets the normal portions of (By,BY),. .., (By,B;;) as follows:

bw,l = dz,h b$,2 = dz,27 b$,3 = dz,Sv b$,4 = dx4 Vo € [U]
* g% * g% * g% * *
w1 =dy 1, b0 =d; 5, b, 3=d; 5, b, ,=d;, Vxe[U]

The semi-functional portions of these bases will be set later (at which point we may verify that all
of (B1,B7}), ..., (By,B;,) are properly distributed).
B chooses 0, a1, a2,7, 2, a1, 2(i € [n]),¢j1,¢2,95(j € [n]) € Zy randomly. We observe that
B can now produce the public parameter (with h = g‘q), and also knows the master secret key
(enabling it to create normal keys). It gives the public parameter to .A.

Phase 1. To create the first ()1 semi-functional keys in response to A’s key requests, B first creates
a normal key, then chooses a random exponent 7' € Z,, and multiples K; j, K ;7- and K7 ; by

g(’”’dg, gV/dg and ng,d; respectively. As in the proof of the previous lemma, we note here that B
does not need to know ¢ precisely in order to create well-distributed semi-functional keys.
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Challenge. Before requesting the t** key, A will request the challenge ciphertext for some access
matrix (A, p) of size I x m, where both [, m < q. For each attribute x € [], we let J, denote the
set of indices k € [I] such that p(k) = z. For each attribute = € [U], B chooses a random value
1., € Z, and defines a value 1, by

Ne = 1y + Z cAp1 /by + -+ " Ag /.
ke

At this point, B implicitly sets the semi-functional portions of the bases (B, B}),..., (By,B;,) as
follows (note that these have played no role in the game before this point):

bys =dys5,by =1, dog, by =dhs bl =md,s Vo €U
We observe that all of (By,B7), ..., (By,B;,) are properly distributed.
B produces a semi-functional ciphertext for index (i = 1,j = 1) as follows.
To create the challenge ciphertext, B first creates a normal ciphertext using the normal encryption
algorithm. To create the semi-functional components, it implicitly sets w3 = cdf. It also chooses
random values u, ..., Uy, € Z, and random values & 5 € Z, for each k € [I]. It implicitly sets
uz = (cdf,dfc® + uby, ..., dfc™ + ul,). E| This is distributed as a random vector with first entry
equal to m3. For each k € [I], B implicitly sets &3 = —dfbrm,) + 52,377,)(1»:)- These are distributed
as uniformly random elements because each 5273 is random and 7,;) # 0 (with all but negligible
probability). We observe:

Ap - uz + &3 =df (cAp1 + A Apo+ .o " Ap ) + Aoty + -+ Apmtih,

— dfby. (1) + Z cAp 1 /b + -+ " A /i) + & 3T (k)
K E€Tpm)

By definition, k € J,), so we have some cancelation here:

Ag - us + &3 =Agousy + -+ Apmun,

_ dfbk(n;(k) + Z CAk’,l/bk’ + -4 CmAk/7m/bk/) + 5;@377p(k)'
k/EJp(k)\{kJ}

We now see that B can compute g% %318k using the terms it is given in the assumption, enabling
it to produce g4k ¥ FEk3)bo)5 = (Aruatérs)dor)s We also see that

—&k,3bpk) 6 = *gk,?)n;(}ﬁ)dp(k)ﬁ = (dfbrx — &, 3)d (i) 65

so B can also produce ¢g~%:3%k).6. In this way, B can produce the semi-functional component of
Py, for each k € [I] with the proper distribution, as h = ¢? and B knows the value of 6.
B also produces the semi-functional components of Q) and Py as it can compute:

gﬂ'3b3 — (gf)d3’ g7r3b0,3 _ (gdf)do,s.

It gives the resulting properly distributed semi-functional ciphertext to .A.

4 Note that this is assuming that m > 2. For the case of m = 1, we will set uz = (cdf), 043 = wic?, and §; ;3 =
fcfléi,j,g, and it can be verified that the following proof follows as well.
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Phase 2. To create the ch ..., (t—=1)"" semi-functional keys in response to A’s key requests, B first
creates a normal key, then chooses a random exponent v € Ly, and multiples K ;, K and K; ”
by ¢?7'% g7'd5 and ¢%7'95 respectively. As in the proof of the previous lemma, we note here that
B does not need to know ¢ precisely in order to create well-distributed semi-functional keys.

A requests the t** key for some pair ((is, ji), S(i.j,)) where S, iy C [U]. B can create the normal
parts of the key using the normal key generation algorithm. To create the semi-functional parts,
B proceeds as follows. Since S(;, ;,) does not satisfy (4,p), B can (efficiently) compute a vector
w = (w1,...,Wy) € Zy" such that its first entry is non-zero and w is orthogonal (modulo p) to
all rows Ay of A such that p(k) € S(;, ;). We may assume the first entry of w is randomized. B
implicitly sets ; j3 = wic?+-- -+ Wy~ which is properly distributed because w; is random
(and ¢ is non-zero with all but negligible probability). B also chooses a random value 5’ ;3 and
implicitly sets &; j3 = —wocll — et fetél i3 This is properly distributed because
527 ;3 is random (and fc~! is non-zero with all but negligible probability).

We observe that

(04,4,3 + 0ij,3)b5 = (widc® + df% 3)d3

B forms the semi-functional part of K;] as: Twids (gdf) wisds If T = Cq“, this is equal to
g@i581013,3)85 a5 required for a nominal semi-functional key. Otherwise, this exponent is dis-
tributed as a random multiple of b3, as required for a temporary semi—functional key. B forms
the semi-functional parts of K; j and K ; as (T3 (g df) 15:3%3)0 and (T195 (g df) i5:3%)%i respec-
tively. We also have

0ij3bls = (—wac! — - — w2 4 [ 3)dp 5,

enabling B to produce g(s"’j’3b073 using the terms given in the assumption.
Now, B can also produce ¢7#3, and hence can compute g% 385 = = ¢ 3d;
We observe

=5 for each x € S, j,.

* *
0i,j,3b 6 = 0ij3nedy 6, and

Gigale = (Wic? + -+ W™ ) (0 + 3 cAp1 /by + -+ " Ap /b
ke,

For each k € J;, we have p(k) = x. So for x € S(;, j,), we have Ay -w = 0 modulo p for every k € J,.
Thus, all of the terms involving c?*! cancel, and we are left with terms that can be created in the
exponent from the group elements given in the assumption (note that m < g, so 2¢ is an upper
bound on the powers of ¢ involved here). This shows that B can create g””*’b;’ﬁ for all z € S, j,),
and hence can produce properly distributed semi-functional components for each Kj ;. of the tth
key.

B can respond to the rest of A’s key requests by producing normal keys via the normal key
generation algorithm.

T = quH , then B has properly simulated Gamet , and if T is distributed randomly, then
B has properly snnulated Gamet Thus, B can leverage A’s non-negligible difference in advantage
between these games to achieve a non-negligible advantage against the source group ¢-parallel BDHE
assumption.

Lemma 8. Under the subspace assumption, no PPT attacker can achieve a non-negligible difference
in advantage between Game!l and Game; for any t from 1 to Q.
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Proof. This proof is almost identical to the proof of Lemma [5, except that B adds an additional
terms of g?7%5, g7% and g% to K, ;, K i ; and K7, respectively for the t'" key (where it chooses
v € Zy randomly). This ensures that when the 73 terms are not present, the t'" key will be a properly
distributed semi-functional key.

Lemma 9. Under the subspace assumption, no PPT attacker can achieve a non-negligible difference
in advantage between Gameg and Game ;.

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between Gameg and
Gameinq, we will create a PPT algorithm B to break the subspace assumption. We will employ the
subspace assumption with parameters m =U + 2, n; = 3, k; = 1 for two values of ¢, and n; = 6,k; = 2
for the rest of the values of 7. To coincide with our notation for the construction, we will denote
the bases involved in the assumption by (B,B*), (Bo, B}) € Dual(Z3,v) and (B, BY),..., (By,Bj,) €
Dual(ZS, ¥). B is given (we will ignore u3 and T'o,1,{Tz,1, Tz2 }zefy because they do not be needed):

G.p,g. g, g%, g% g%2, {g®, g%, g% g®*} e

I L L R EL R RS {gﬂbZJ ,g"%2, gPbra PP b5 gbre Yeeltd)s
U, = gu1b1+,u2b2+usb3’ on1 _ gulbo,l+,uzbo,2+u3bo,37

{Ux,l _ gmbz,1+u2bm,3+#3bz,5’ U,2= gmbz,2+ﬂ2bm,4+#3bz,6 }IEE[U]?

T,.

The exponent of the unknown term T’y is distributed either as 71nb] +728b3, or as Tinb] +128b5+13b3.
It is B’s task to determine if this 735 contribution is present or not.

Setup. B sets (B, B*), (Bo, B), {(B,,B})} as the bases for the construction.
B chooses random exponents

97 allv 0/2 € Zpa {T’i, Ziy O‘;,la O‘;,2 € Zp}ie[n]a {C;',lv C;‘,Qa Y € Zp}je[n]-
Then B gives to A the following public parameter:
(9.0 =" g™ g ht = (") B = (%), o = (g2, iz = (g2,
(V1 = (g% )0, R = (%)Y ey, L= es(g®, 1), o = es(g®, Th)?,
{Gi _ gTi(b1+b2)’ Z; = gzi(bl‘f'bz)’
Ei71 = 63(gb17T16.)63(gb1)gnb’{)ai’1) 1,2 = 63(gb2aT10)63(gb2795b;)ai’2 }ie[n]v

{Hj = (¢"1)51(g"%)%2, Y = (H;)"}jepm )
Note that B implicitly sets

Q1 = 1T, 02 = BT27

{aig =011+ afy), aiz = B0 + aio)ticm), {1 = 7703-,1, Cj2 = 563',2}]‘6[11}-

Phase 1. To respond to a query for ((4,7),S5(;;)), B generates a semi-functional key as follow.

B randomly chooses &; ;1,0; ;9,07 ;1,0 2,7 € Zp, and outputs a private key SK

((4,9),S(i5), Kijs Ki 5, K7 . K o, A K jatees ) ) ast

Kz'7j :T§ (g”bf )ag,f"ri‘:}@+9(‘7§,j,1+5§,j,1) (gﬁb§ )O‘;,2+Ticg‘,2+9(aé,j,2+5§,j,2)997/b§ ,

,3),5(,5)

K =T (g") a0 (7)o 0 O, K = (K ),
K g0 =(g"01)%1 (702) %,

K jo =(g"51) %0 (g752) T (9705) %002 (g704) 7002 Vo € S ).
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Note that this is a properly distributed semi-functional key with implicitly setting

/ / !/
Tij1 =N0i 15 Oij2 = B0} 0, 0ij1 =061, 0ij2= B0 ;o.

We note that the multlple of b} appearing in the exponent of K/, (K ij K J,resp.) is either equal
to' (v, ziy/, resp.) or v/ + 713 (7 + 73, 2:(7 + 73), TESP.), dependmg on the nature of T';. Either
way, this is a properly distributed semi-functional key (whose distribution is independent of 73
even if it is present).

Challenge. A submits to B an LSSS matrix (A, p) of size [ x m and two equal length messages
Mgy, My. To create the semi-functional ciphertext B can use the same procedure employed in the
proof of Lemma [5] to use the U terms to provide the semi-functional components. We repeat the
description of this procedure below for the reader’s convenience. The only difference here comes in
computing the blinding factor for T';.

B produces a semi-functional ciphertext for index (i = 1,j = 1) as follows.

B first chooses random

Ky Ty S1,...38n, t1,...,tn € Zyp,

3 3

Ve €72, Wi,..., Wy € 7Ly,

/! / / !/ / / m
61,281,802 €Ly, wpuy €7y,

where the first entries of uj and u; are equal to 0. It also chooses a random vector u € Z;* with
first entry equal to 1, and chooses random exponents 5’173, . ,gl”g € Zyp. B implicitly sets

T = M1, T2 = W2, T3 = U3,
U = pu + u’l, U2 = Ua2u + U/Q, u3 = u3u,
1 = Epstr + &1y Er2 = Epatin + Epas Erz = & aus Yk € [1].

B chooses random 1y, 7y, 7. € Zp, and sets x1 = (13,0,72),x2 = (0,7,72), X3 = X1 X X2 =
(=ryrz, —T2Ts, T27y), then it chooses random vy € Zg, v; € span{xi1,x2} fori=2,...,n.

B chooses a random b € {0,1}, then creates a ciphertext ((4, p), (R, R, Q;,Q.,, Q). T, (Cj,
Ch)y, (Pr)L_,) as follows (note that i = 1,5 = 1):

1. For each i € [n]: set

Ri - (Gi)Si’viv R; - Rfa
Q; = gTs,-('vi.vc)(bl—l—bz)’ Q; — hTSi(vi'vC)(bl—i_bZ)Z?U?, Q;I _ gti(b1+b2)’

(B Big)silvive)
(F1F2)‘rsi(’ui-'vc)€3(U17 TI)G ’

T; = My

2. For each j € [n]: set C; = (H;)™(Y;)™, C) = (Y;)*.
3. Set

0
PO :UO,D

b Ap-uf+€, 5 (b —&, b Apub+E, 5 b Aputg) 13
P = (g0 1) 8 (g 2) 8k - (gl ) it (ghowa)Shatr TR 08 ik € 1),

If the exponent of T is equal to Tynb] + 74b; then we have

es(U1, T1)" = e(g, °) Y matmhie) — e(g, p)v(eamtesns) — popre,



28 Z. Liu and D. S. Wong

and hence we have a properly distributed semi-functional encryption of M, as required in Gameg.
If instead the exponent of 77 is equal to 7nb] 4+ 78b5 + 13b3, then we have

e3(U1,Th)" = e(g, g )V mmmtmeluatmons) — o(g, pyviermtoametmons) — g Fi2e(g, )T,

Since 73 is random (and independent of the semi-functional keys and the rest of the ciphertext), this
blinding factor is distributed as a freshly random group element of Gp. Therefore the ciphertext

is distributed as a semi-functional encryption of a random message, as required in Game ;-
Phase 2. Same with Phase 1.

Thus, B can leverage A’s non-negligible difference in advantage between these games to achieve a
non-negligible advantage against the subspace assumption.

C.2 Proof of Lemma 1

Proof. Suppose there exists a PPT adversary A that breaks the Index Hiding Game with advantage
€. We build a simulator B to solve a D3DH problem instance as follows.
B receives the D3DH challenge from the challenger as ((p, G, Gr,e¢),9,A = g% B = g’ C =g, T),

and it is expected to guess if T is g® or if it is random.

Setup. Firstly, B randomly chooses an attribute Z € [U] to guess that Z will be in the challenge
attribute set S* (regardless of whether A behaves in Case I or Caes II) and will not be in S(;
if A behaves in Case II.

B chooses random dual orthonormal bases (ID,D*), (Dg,Df) of dimension 3 and (D,,D}) of di-
mension 6, all with the same value of . It then implicitly sets (B, B*), (Bo, B;) and {(B,,B})} as

i.J)

follows:
b = di, by = dy, by =d3, b} =dj, b; = d;, b; = ds,
bo1 = (¢)"'do,1, bo2 = (¢)'do2, bos = dos, bf, = (c)d 1, by, = (c)df o, b 3 = di 5.
ba:,l = dx,la ey b:t?,6 = dx,Ga b d; 1 (ERE b;,ﬁ = d?;,ﬁ Vz € [Z/{] \ {j}’

bz1=(c) 'ds1, ... bsg = c ldag, b;yl = (), -, bl = ()i

We note (B,B*), (Bo,Bj) and {(B,,B%)} are properly distributed.

B chooses random exponents
0, 1,02 € Zy, {1, iz € Lyplicin), {7ir 2 € Lplicpp gy 1615620 Ui € Zp}jem) (G
7‘%’ Zis C%Jy G y EZ

B gives A the following public parameter PP:

<g,h — CG,, gdlygdz hbl — C9/d1 hb2 — Celdz hb071 — geldo’l th’Q — 99/d0,27
{hbz’l = Ce/dz’l . hbz ‘= Ca e, 4}366 N{z}> {hbz t= 90 ds, RPN hbz’4 = geldz’4}x:ia
Fl = e(ga h)d}al) F2 = e(ga h’)wQQa {Ei,l = e(gvg)d}aZ’lv E’i,Q = e(gag)d}ai’Q }iE[n}
{Gi =g td), zy = ¢l ) Gy, Gy = BHBTR) 7, = grlditd),
{H] — ngyld’f-‘er,zd;’ }f‘7 — H?] }]e[n]\{j}, H; _ ch,ld’f‘i‘cggd;’ Y3 — (gC%,ld’f"rC%,zd;)y% )

Note that B implicitly chooses 73, ¢;1, ¢j o, yj € Zp and {2; € Zp};cpn)\ 7y Such that

/ / — /
br; = r; mod p, ccj 1 = ¢ rmodp, oy =G mod p, yj/c = y; mod p,

czj = z;mod p Vi € [n] \ {i}.
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Key Query. To respond to a query for ((7,7), S ),
—if (4,5) # (i,7): B randomly chooses o; ;1,0 2,0 ;1,0ij2 € Zp, then creates a private key
< (Z,]), S(i,j)7 K@j, K. K/ K@j@, {Ki,j,w}xesu’j) > where

(2% AR S

gQinditaizd) gricaditricjody p(oij1+0i,1)di+(0i524052)d5 g LG G oL
K, j = { gtinditaizd; Briciaditricieds p(oijitdij1)di+(0ij240i52)d3 5 =7 £

goinditoids OTiCiadiATic 03 |y (0551 +005,0)d H(o0g 2400205 £i,j=]
K;] - g(a1+0i,j,1+5i,j,1)d’{+(a2+0i,j,2+5i,j,2)d§7

(Cleatoijatdija)dit(atoi otdijo)dsye . j L] 545

1! _ ! — L _—. . -

Ki,j - (Ki,j)zlv =10, F ]

(C(a1+0i,j,1+6i,j,1)di(+(a2+ﬂi,j,2+5i,j,2)d;)Z,E’ it =]

Sijadh |48 j0d
Ki,j,O = (93,1%0,17%,5,2 0,2,
i gi(dy 1+ )40 52(d] 5 +dy ) £ T

=

g

Kijae =3 oo (ds y+ds )0 s o(ds gz )

‘T
T
—if (4,5) = (¢,7): it means that A behaves in Case IL if Z € S; ;) then B aborts and out-
puts a random b € {0,1} to the challenger. Otherwise B chooses random al’~7j71,az’~7j72 €
Zp and sets the value of 0y 1,02 by implicitly setting o ;; — bricj,/0' = 01 mod p,
az’-J’Q — br‘c;72/9’ = 05,2 mod p. In addition B randomly chooses §; ;1,02 € Zy,. B creates

7
a private key ( (i,7), S ), Kij, K ;s K7 j, Kijo,{Kijz}zes,,; ) where

Y

K;j= gaivldf—i_aiﬂd;h(gflL,j,1+5iaja1)d’f+(az{,j,2+6i1j12)d§
- o 1)d* - - * Lodi+cl  dE\—rl /e’ -
K;’] — g(a1+az,],1+5%]a1)dl+(a2+gz,J,2+617]72)d2 (Bcj,l 1+cj,1 2) TZ/G , K/Z/,] g (K’Iij)zz7

Kijo= i do,11+95,2d5,2

Kijz= gt (o1t ds 2) 0555 (d7 gl o) (B=7i/07) (e 1 Fde )4 eGo(d st dl 1) vy Sig)-

Challenge. A submits a message M and an attribute set S*. If z ¢ S* then B aborts and outputs a
random & € {0, 1} to the challenger. Otherwise, B constructs the LSSS matrix (A4, p) for Ag«. Let
[ x m be the size of A.
Note that S*\ {Z} does not satisfy (4, p), B first computes a vector w € Z;* that has first entry
equal to 1 and is orthogonal to all of the rows Ay of A such that p(k) € S*\ {z} (such a vector
must exist since S* \ {Z} fails to satisfy (A4, p), and it is efficiently computable).
B chooses random

/ / / / / /
T S1yees Si1585 Sigls -5 Sny  blse s b bt qs ooty € Ly,
_ / l 3
Wiy, W), WS, W € Zy,
/ / !/ / m
51,1)§1,27"'>€l,1a§l,2 GZpa T, T GZIM Up, Uy eZp’

where the first entries of u), u), are equal to zero.

B chooses random 1y, 7y, 7. € Zp, and sets x1 = (13,0,72),x2 = (0,7,72), X3 = X1 X X2 =
(=Tyrz, =727, T2Ty), then it chooses random

vi€Z fori=1 i

i 5 =1,...,1,

v; € span{x1, Xz} fori=i+1,...,n.
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B chooses random (ve,1, V2, Ve,3) € Zg. Let vt = Ve, 1X1 + Ve2X2 and vl = Ve,3X3, in the following
simulation, B will implicitly set

ve = a P + v,

B creates a ciphe[rt]ext (A4, p), (R, R, Q:,Q1,Q7,Th)1q, (C;,CY)1 4, (Pi)k_o) as follows:
1. For each ¢ € |n]:
— if 4 < 4: it chooses random §; € Ly, and sets
Ry = ("), Ry = (BUh),
Qi _ gsi(b1+b2)7 Q; _ hsi(bl—l—bz)cz;t;(bl—&-lm)hﬂ’lb1+7réb2’ Q;/ _ (gt;AG"r’s%(vg-vg)/zg)(bl—i—bg)’
T = elg,9)".
— if i = i: it sets
Ri — (gdl-i—dg)r;s;v;, R; _ (Bdl—&—dg)r;szv;’
Q’i _ gT/s%(vi.'ug)(d1+d2)A7-/s%(vi-vg)(d1+d2), Q{L _ h.r/s%(vi~v€)(d1+d2)Zzzhw’ld1+7r’2d2’
€3<Qi7 gaz‘,1df+ai,2d§)

(Fy )7 0w pri g

QY =gt T =M

— if i > i: it sets

R, = (gd1+d2)7’i5ivi, R; — (Bdl"rdQ)TiSi'vi’

Q, = BT/Si(vi'Ug)(dl‘i’dQ)’

Q; _ ngt;(lerdQ)hﬂ'ilerﬂ'édQ? Q;/ _ (gt,’iB79’T’s,~(vi-vg)/zgAQ/T’S%(vgmg)/z;)(d1+d2)’
63(Qi, gai,ld’{+a¢,zd§)

E =M ar1di+ood? T T di+d a1d* +aod:i\—7's(v;vd) ’
eg(Qi,h 16Tz Q)Fl F2 63(A 1 2,h 16Tz 2) ivee

2. For each j € [n]:
— if j < j: it chooses random u;- € Zy and implicitly sets the value of 1; such that (% ez =

p; mod p, then sets

C] — (Bcj’lbf+cj’2b§)7/v€ (gc]-,lb’{+cj,2b§)7—’ug.vg (Bcj,1b’{+cj,2b§)ij]-7 C‘/] — (Y])w]

—ifj=7:
L obi4cl bi\ vl b b\ YL w? L L obi4cl b\ —roP
Cj _ (ch,l 11655 2)7— ’Uc(BCJ,1b1+CJ72b2)yJw]’ C; _ (Yj)wj (ch,l 1165 5 2) Tve

—if j > j:

C; = (Bc]',lb{+cj'72b§)7’v€ (Bcjylbf+cj»2b§)ij;7 C; _ (Yj)w; (AcilbIJch"gb;)fT’vg'

PO :gel(ﬂ'ido,l+7r/2d(),2)A*H’T’S%(’Ug-vg)(d0}1+d072)
Y
Py =(g?) A (mwtui)+8e1)doce),1 =8k 1dpii) 2 (Ak- (Tywtus) +8k.2)dpk), 5 8k 2dp (1) 4
AT s vd) (A w)(doy 1t doty s) i € 1] s.t. p(k) = 7,

P, :(09')(Ak~u/1+€k,1)dp(k),1—£k,1dp(k),2+(Ak~U’2+§k,2)dp(k),3—§k,2dp(k),4 Vk € [I] s.t. p(k) # Z.



Traceable CP-ABE on Prime Order Groups 31

Note that B implicitly chooses &, T, sj, ti(i € [n]\ {i}), m,m2 € Z, and w; € Zg(} < j <n) such
that

b=rxmodp, abr’ =7 mod p,
st /b = s; mod p,
t; 4+ ab'7'sk(v; - vl) /2 = t; mod p Vi € {}, ceeyi— 1},
t; — b0'7'si(vi - vE) /2 + ab' 7' sH(v; - vl) /z; = timod p Vi e {i+1,...,n},

/ B W
w; — T vc/yjszj mod p,

wh —ar'vl/y; =wijmodp Vje {j+1,...,n},

T — a7'sy(v; - v?) = m mod p,

Ty — a7’ s¢(v; - vl) = m mod p,
and implicitly sets

uy =(7) — aT's%(vg cvd))w + ul,

ug =(my — a7’ s5(v; - vE))w + uy.

If T = g2, then the ciphertext is a well-formed encryption to the index (4, ). If T is randomly
chosen, say T = g" for some random r € Z,, the ciphertext is a well-formed encryption to the
index (7,7 + 1) with implicitly setting 5 such that (;5- — 1)v3 = p; mod p.

Guess. A outputs a guess b’ € {0,1} to B, then B outputs this b’ to the challenger as its answer to
the D3DH game.

Note that when B does not abort, the distributions of the public parameter, private keys and
challenge ciphertext are same as the real scheme. As S* # () and when A behaves in Case II the
attribute set S(; ;) must satisfy S*\ S(;;) # 0, the event that B does not abort will happen at least
1/{U|. Thus, B’s advantage in the D3DH game will be at least €/|U|. As of the fully secure CP-ABE
schemes in [14,22,15,16,17}, the size of attribute universe (i.e. |{|) in our scheme is also polynomial in
the security parameter A. Thus a degradation of 1/|U| in the security reduction is acceptable.

C.3 Proof of Lemma [2|

Lemma 10. If the DSDH assumption holds, then no PPT adversary can distinguish between games
Hi and Hy with non-negligible probability.

Proof. This lemma can be proved by applying the result of Lemma

Lemma 11. If the D8DH assumption holds, then no PPT adversary can distinguish between games
Hy and H3 with non-negligible probability.

Proof. Consider an adversary A that can distinguish between Ho and Hj3 with a probability greater
than e. We build an algorithm B that uses A to solve the D3DH problem. B receives the D3SDH
challenge as ((p, G,Gr,e),g,A = g* B = g*,C = ¢°,T), and it is expected to guess if T is g® or if it
is random. B interacts with A in the Gamey as follows:

Setup. B randomly chooses two pairs of dual orthonormal bases (B, B*), (Bo,Bj) of dimension 3 and
U pairs of dual orthonormal bases (By,B7}), ..., (By,B;,) of dimension 6, subject to the constraint
that all of these share the same value of .
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B also randomly chooses

0, ar,az € ZIN {Tiv i1, Q2 € Zp}ze[n]\{i}a Q51,059 € Zpa {zZ € the[nb {69,1763,27 Yj € Zp}je[n]-

B sets the public parameters to

( g:h=g° g%, g%, hP hP2 pPos pbo {RPet L Py,
Fy =elg, h)wal,FQ = e(g, h)d)az’
(Gi = g"01t02) B = e(g,9)V Ep = e(9,9)"** Viemp 7y
G; = BU+%) B\ = (A, B)Ve(g,9)""1, E;5 = e(A, B)Ve(g,9)" "
(Z; = gzi(bﬁ-bg)}ie[nb (H; = gc}lbIJrC;’QbSA_(bI-Fb;), Y, = H?j}je[n] )

Note that B implicitly sets
r; =0, a;; =ab+ a;,l, ;9 =ab+ 0472, {cj1= c;-71 —a, ¢jp = 09»72 — a}jein)-

Key Query. To respond to a query for ((4,), S(; j)), B randomly chooses ; j1,0i,j2,:,4,1, i j2 € Zp,
then creates a private key as

ga%,lb’{+a%,2b§B(C‘lj,lbi'i_C;,Qb;)h(o'i,j,l+5i,j,1)bi+(0i,j,2+5i,j,2)b37 N —

K {g(ai,l-i-?"icg-g)bf+(04i,2+7“i69,2) 3A—?”i(b“f-*'bg)h(Uz‘,j,l-1-51‘,;',1)bf-i-(tfi,j,z-i-<5i,j,2)b§7 ciA
1,3
1 (a140i,5,1+0; 5,1)b]+(as+0; 2405 5,2)b3 "o ! \z;
K}, = g(a1H0ij1405,1)biH(a2+0i j,2+0:,5,2)b5 K/, = (K} )",
Kijo= g5i,j,1b6,1+5i,j,253,27

Kij.= i3, 1 (07 1 b5 5) 403,52 (0] 3467 4) v S(ij)-
Challenge. A submits a message M and an attribute set S*. B constructs the LSSS matrix (A4, p)
for Ag«. Let [ x m be the size of A.
B chooses random

KyTy  S1y-vy8n, t1y...,tn € Zp,

3

Wi, ..., Wy € Ly,

m

51,1751,27"'761,17€l,2 GZ]N Ui, U2 eva

where the first entries of w; and wo are equal to m; and 7o respectively.
B chooses random 1,7y, 7. € Zp, and sets x1 = (12,0,72),x2 = (0,7,72), X3 = X1 X X2 =
(—=ryrs, —TaT, T21y), then it chooses random

v €Zy fori=1,...,1,
v; € span{x1, Xz} fori=i+1,...,n.

B chooses random (ve,1, V2, Ve,3) € Zi’). Let vt = Ve, 1X1 + Ve2X2 and vl = Ve,3X3, in the following
simulation, B will implicitly set

ve = VY + (c)vl.

B creates a ciphertext ((4,p), (R, R}, Qi,Q;, Q7 Ti)i, (Cj,C%)j_y, (Pr)k_o) as follows:
1. For each i € [n]:



Traceable CP-ABE on Prime Order Groups 33

— if i <i: it chooses random §; € Z,, and sets
(gb1+b2)’Uz’ R{L — Rf,
Q g&(b1+b2) Q{ — hsi(b1+b2)Z§i hﬂ1b1+7r2b2’ Q// _ gti(bl-i-bg),
K3 i i
= e(g,9)".
— if i =4 it sets
R, = (Bbl+b2)s€”€’ R; _ (Bb1+bz)ns;'v;7
Qi= gTsi(vi.vg)(bl—’—bQ)CTSi(vi'vg)(bl""b?), Q( = Qezzihmbﬁ-mb% Q;’ = gti(b1+b2),

T v (A B)Q'lpTSz(’Uz vc)e(g T)ZI,[)TSz('Uz vd) (g g)w(aé,ﬁa%,z)”i(“i'”g)e(g’C)w(a2,1+a§,2)fsz'(vi'v3)
i = .

FFy)msi(vive)e(C, h)¥lartaz)Tsi(viv) Pt prre
142 7 :
— if 4 > 4: it sets
R, = (gb1+bz)n—sm7 R; = (gd1+d2)’”i5ivi7
Qi = gTsi(vi-v]c))(b1+b2)’ Q; - Q?Z?hﬂllerﬁbQ’ Q;’ _ gti(b1+b2),
6(97 g)¢(ai,1+ai,2)73i(vi,v€)
(F1F2)7'Si(vi~v€)Fl7r1F27rg .

2. For each j € [n]: Since j < n+ 1, B chooses random u;- € Zy and implicitly sets the value of p;
such that p; = ,u} — V3, then sets

Cj _ (Hj)r('ungu;-Xs)(Yj)ﬁwj, C; — (Yj)wj.
3. Py = h7r1b0,1+7T2b0,2’ (P}, = h(Ak~u1+fk,l)bp(k),l_gk,lbp(k),2+(Ak~~u2+fk,2)b/3(k),3_gk,2bp(k),4}kem.
If T corresponds to ¢?¢, then the encryption corresponds to game Ho; and if T is randomly chosen,

then the encryption corresponds to game Hj.
Guess. A outputs a guess V' € {0,1} to B, then B outputs this & to the challenger.

The advantage of B is exactly equal to the advantage of the adversary A.

Lemma 12. If the D3DH assumption holds, then no PPT adversary can distinguish between games
Hs and H4 with non-negligible probability.

Proof. Hz to Hy can be expressed as a series of games H3 41, H3p,...,H31. In the game H3j. all

column ciphertexts (C}, C;) are well-formed for all j such that j < j < n. It can be seen that Hs; is
the same as Hy, and H3,1 is the same as H3. We prove the indistinguishability of games H33 and

H 3541 for all j where 1 < j < n. The proof for this is similar to that of Lemma

Consider an adversary A that solves the index hiding game with a probability greater than e.
The adversary is considered successful if it can distinguish between games 33 and H3 [IRE We
build an algorithm B that uses A to solve the D3DH problem. B receives the D3DH challenge as
((p,G,Gr,e),9,A=g* B =g’ C=g°T), and it is expected to guess if T is g** or if it is random.

B interacts with A in the Gameyy as follows:

Setup. B randomly chooses two pairs of dual orthonormal bases (B, B*), (Bo,Bj) of dimension 3 and
U pairs of dual orthonormal bases (B1,B7}), ..., (By,B;,) of dimension 6, subject to the constraint
that all of these share the same value of .
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B also randomly chooses

(9, 1,09 € Zp, {’I”i, Ziy 041,049 S Zp}ie[n]a
/ / /
{ein i vi € Todieppgy 0G0 Y5 € Lo

B sets the public parameter to

( g, h= gé" gbl,gb2, hbl, th, hbo’l, hbo,z7 {hbz,17 o hbz,4}$€[u]’
= e(ga h)wal)FQ = e(gv h)1/10£27
(Gi =g t%) Z; = g 01¥02) By = e(g,9)Y™, Eig = e(9,9)"** }iefn)»

/ * / * / / * / *
_ ciib e obt IrYi _~Ch BTl b _ yi(ch bi+cl b))
(Hj = gabitabi vy, — HY) H; =500y = lGabire .l

SRR
Note that B implicitly sets

C»

7,1 ¢

o o )
=CC ., G = CC oy, Ui = y;/c.

Key Query. To respond to a query for ((4,7), S(; j)), B randomly chooses o ;1,0 52, 6i 4.1, 0ij2 € Zp,
then creates a private key as

K g(ai,l+T¢Cj,1)bf+(ai,2+ricj,2)b§h(Uz’,jJ+5¢,j,1)bI+(U¢,j,2+5¢,j,2)b3, D j 753
) b - obx ~ri(c b 4cl bl 14655 1)b* . 8 0)b* L
gt 11625 (¢j1b1+c) 0 E)h(a 31+0i,5,1)b7 (0 5,2+ 5,2) 2, ij=7
o +04,5,148: 5,1)bE (a2 +0i ja+0; j.2)b% "o gl Nz
Ki,j — g(al oi,j1+0i,5,1)b] +(a2+0i,5,2+0i j,2) 2, Ki,j = (Ki,j)zz?
Kijo= REAL BREELIEY
Kijo=g it Ceatbio) o2l stbis) vy e g,
Challenge. A submits a message M and an attribute set S*. B constructs the LSSS matrix (A4, p)
for Ag+. Let [ x m be the size of A.
B chooses random
T 81y Sny Uy tn € Zyp,

/ / 3
Wiy Wy, W, Wy € Ly,
51,176-1,27 o 7&1,155[,2 € Zp7 U, U2 € Z;)na

where the first entries of u; and us are equal to m; and o respectively.
B chooses random 1,71y, 7, € Zp, and sets x1 = (rg,0,72), x2 = (O,T’y,Tz),X:g = X1 X X2 =
(=ryrs, =TT, ryTy), then it chooses random

'vieZg fori=1,...,1i,
v; € span{x1, X2} fori=i+1,...,n.

B chooses random (v 1, Ve 2, Ve,3) € ZI?;. Let v? = ve1X1 + Ve2Xx2 and v = v 3X3, in the following
simulation, B will implicitly set

ve = a vl + vl

B creates a ciphertext ((4,p), (R, R}, Qi,Q;, Q7 Ti)i-y, (Cj,C%)}_y, (Pr)k_o) as follows:
1. For each i € [n]:
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— if i <i: it chooses random §; € Z,, and sets

(gb1+b2)vz R = (Bb1+b2)vi
) 71 )
Q gsz(b1+b2) Q. = p5i(b1+b2) Zti g mibi+maba " _ gti(b1+b2)
1 7 9 (3 b
=¢(

9,9)%.
—if i > 4: it sets
R, = (gb1+b2)7‘z‘8i'vz" R; — (Bbl"l‘bZ)riSi'Ui’
Q; = BT’Si(’U'L"Uzc))(bl+b2)7 Q; — Q?Zzihﬂ-lbl+ﬂ-2b2, Q;/ — gti(bl+b2)7
6(B, g)w(am+ai,2)T/Si(vi"U€)
e(B, h)¥laataz)r'si(vive) pm pr2”

P =

2. For eachj € [n]:

— if j < j: it chooses random M] € Zy and implicitly sets the value of 1; such that (—g Dves =
w5 mod p, then sets

C, = (Bcj-,1b’{+c]-,2b§)7—'v€ (g% b} +cj,2b5 5)H5 vl (B 1bi4c; 2b% 5)viws C; _ (Yj)wj.
—ifj=7:

Cj — (Tcg' bf+c b )7’ vl (Bc;’lb{—i-c;ﬂb;)yéwg.’ éj _ (Yj)w; (CC§’1bT+C§-,2b§)—T’v€'
—ifj >
q

Cj _ (Bcj-ylbi‘—&-cj-,gb;)f’ug (Bcj,lbf‘*‘cjﬁbg)ij;" C; _ (Yj)w; (ACj’le-i-Cj’Qb;)—T/’Uc.

3. Py = hriboatmbo, 2 Py, = — A u1+ER 1)bp k), 1 =8k, 105 (k) 2 (Ak-u2+Ek 2)bp (), 3k, 20 (), 4}k cl-
Note that B 1mphc1t1y chooses k, T € Z, and w; € Zp(] < j < n) such that

b=rmodp, abr’ =7 mod p,

/ / A
wh —cT ve/y; = w; mod p,

w); — at'vl/y; = wj mod p Vj € {G+1,...,n}.
If T = g%, then the encryption corresponds to the game H3j; and if T is randomly chosen, say
T = g" for some random 7 € Z,, then the encryption corresponds the game H, - Gt with implicitly
setting p; such that (;;; — 1)ves = pt; mod p.

Guess. A outputs a guess b’ € {0,1} to B, then B outputs this b’ to the challenger.

The advantage of B is exactly equal to the advantage of the adversary A.

Lemma 13. If the DLIN assumption holds, then no PPT adversary can distinguish between games
Hy and Hs with non-negligible probability.

Proof. Consider an adversary A that can distinguish between H, and Hs with a probability greater
than e. We build an algorithm B that uses A to solve the DLIN problem. B receives the DLIN challenge
as (G, g,9% g% g% g%, g%, T), and it is expected to guess if T is g tY) or if it is random. Then B
interacts with A in the Gameyy as follows:
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Setup. B randomly chooses two pairs of dual orthonormal bases (B, B*), (Bg,B§) of dimension 3 and
U pairs of dual orthonormal bases (B1,B7}), ..., (By,B;,) of dimension 6, subject to the constraint
that all of these share the same value of .

B also randomly chooses
0, ar,a0 € Zy, {ri, zi, @i1,®i2 € Lplicin)s 1¢j15¢2, Yi € Lp}jein)-
B sets the public parameter to
( 9, h = gev gbl 9 gb2) hbl 9 hb2) th,l’ hb0727 {hbz,lv ) hbz}4}m€[u})
Fl - e(g) h)walvFQ - 6(97 h)’l/)OZQ’
{Gl = gri(b1+b2)a ZZ = gZi(b1+b2)7 Ei,l = e(gag)wai’laEi,Z = e(gag)d)ai’z}ie[n]’
167 +cj 03 Yj

{Hj = gooite2b, Yﬁzszfhem})

Key Query. To respond to a query for ((4,), S(; j)), B randomly chooses o j 1, i 52, 6i 4,1, 0ij2 € Zp,
then creates a private key as

K; = g(ai,l+T¢Cj,1)bI+(Oéi,2+?"iCj,2)b§ h(Ui,j,1+5i,j,1)b{+(U¢,j,2+5i,j,2)b§7

K;,j — g(a1+0i,j,1+5i,j,1)bf+(a2+0¢,j,2+5i,j,2)b§7 K;/,y — (K{£7j)zi7

Kijo= gi3100,1 0052055

Kijz= i3, 1 (0] 1107 5)+035,2(b3 3463 4) g S(i,j)-

Challenge. A submits a message M and an attribute set S*. B constructs the LSSS matrix (A4, p)
for Ag+. Let [ x m be the size of A.

B chooses random
KyTy  S1y-eeySny tyeooytn € Zyp,
Vey, Wi,..., W, € Z;;,
51,17 61,27 o 7§l,15 €l72 € Z}b U, u € Zgba
where the first entries of u; and us are equal to m; and o respectively.
B implicitly sets x1 = (a,0,¢),x2 = (0,b,¢),x3 = X1 X X2 = (—bc, —ac,ab). Note that a valid
DLIN tuple will lie in the subspace formed by vectors x1 and :x2. In the following, a DLIN problem

tuple will be used for setting row ciphertext for row i + 1. A valid tuple leads to encryption as in
game Hy, and a random tuple will cause the encryption to be as in game Hj.
BB creates a ciphertext ((4,p), (Ri, R, Q;,Q., Q", T, (C;,C)"_,, (Py)._,) as follows:
() 7 i i=1 J j/j=1 k=0
1. For each i € [n]:
— if 4 < 14: it chooses random v; € Zg and §; € Zp. Then it sets
R, = (glerbz)m7 R; — Rf,
Q, = gsi(b1+b2)’ Q/z _ hsi(b1+b2)Z§i hﬂ'lb1+7r2b2’ ;/ — gti(b1+bz)

T; = e(g,9)%.

— if i = ¢4 1: B implicitly chooses v; € Z]?; such the g% = (g%, ¢*, T). Since B knows the
values of by, by, and v, it can compute the value of (g*17%2)? and g@ive) Then it sets

_ bi1+bo\s;v; /I b1+bs\ks;v;
Ri_(gl 2) ) Ri_(gl 2) )
i (Vg bi1+b ! 0 rpt; d d " ti(d1+d
Q,; = gTSz(vz ve)(b1+ 2)’ Q. =Qlzinm 1tmady Q=g i(di+ 2),

)

e(g('vi'vc)’ g)¢(ai,1+ai,2)78i
e(g(”z"vc), h)w(al—i-ag)fsiFlmFQWQ )

T, =M
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— if i > i+ 1: it chooses random v; € span{x1, X2}, i.e., chooses random Vil,Vi2 € Zp and
sets v; = v;1X1 + Vi 2X2. B cannot compute the value of v;, but it can compute the value of
gvi, ie., g% = ((g%)", (g°)Vi2, (g)Vi1T¥i2). Also, since B knows the values of by, by, and
., it can compute the value of (g?11%2)? and g(*¥<). Then it sets

R, = (gb1+b2)ri5ivi, R; _ (gb1+b2)f$7"i5ivi,

Q: = gTsi(vi'Uc)(b1+b2) QI' — QHth pr1di+mads Ql/ — gti(d1+d2)
Y 1 1 7 ?
1-'2' p—

(2 b

e(g(vi"UC)’ g)w(ai,1+ai,2)731

(gt VT
2. For each j € [n]: since j > 1, B sets
Cj = (Hy)™(Y;)™, C=(Y;)".

3. Py = hﬂ'lbo,1+ﬂ’2b0,2’ (P, = h(Ak'u1+£k,1)bp(k),1*Ek,lbp(k),2+(Ak-U2+§k,2)bp(k),3*ﬁk,sz(k),zx}kem.

If T corresponds to gc(‘”y), then the encryption corresponds to game Hy; and if T is randomly
chosen, then it corresponds to game Hsp.
Guess. A outputs a guess V' € {0,1} to B, then B outputs this & to the challenger.

The advantage of B is exactly equal to the advantage of the adversary A.

D Access Structure and Linear Secret-Sharing Schemes

Definition 4. (Access Structure) [2]] Let P be a set of attributes. A collection A C 2% is monotone
if VB,C : B € A and B C C imply C € A. An access structure (resp., monotone access structure) is
a collection (resp., monotone collection) A of non-empty subsets of P, i.e., A C 2P \ {0}. The sets in
A are called authorized sets, and the sets not in A are called unauthorized sets. Also, for an attribute

set S C P, if S € A then we say S satisfies the access structure A, otherwise we say S does not satisfy
A.

As shown in [1], any monotonic access structure can be realized by a linear secret sharing scheme.

Definition 5. (Linear Secret-Sharing Schemes (LSSS)) [24] A secret sharing scheme II over a
set of attributes P is called linear (over Zy) if

1. The shares for each attribute form a vector over Z,.
2. There exists a matriz A called the share-generating matrix for II. The matriz A has | rows and n

columns. Fori=1,...,1, the it row A; of A is labeled by an attribute p(i) (p is a function from
{1,...,1} to P). When we consider the column vector v = (s,72,...,1y), where s € Zy, is the secret
to be shared and ra, ..., € Zy are randomly chosen, then Av is the vector of I shares of the secret

s according to I1. The share \; = (Av);, i.e., the inner product A; - v, belongs to attribute p(i).

Also shown in [1], every LSSS as defined above enjoys the linear reconstruction property, which is
defined as follows: Suppose that II is an LSSS for access structure A. Let S € A be an authorized
set, and I C {1,...,l} be defined as I = {i: p(i) € S}. There exist constants {w; € Zp}icr such that
Yicrwidi = (1,0,...,0), so that if {\;} are valid shares of a secret s according to II, D, ;wi\;i = s.
Furthermore, these constants {w;} can be found in time polynomial in the size of the share-generating
matrix A. For any unauthorized set, no such constants exist.
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