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Abstract

The secret information, which is embedded in integrated circuit (IC) devices such as
a smart card, has the risk of theft by reverse engineering (RE). The circuit design of IC
can be stolen by the RE, and the counterfeit can be illegally fabricated. Therefore, the
secure IC device requires the circuit architecture protected from the RE attacks. This paper
proposes the diffusion programmable device (DPD) architecture as a countermeasure against
the RE. A look-up table circuit based on the DPD can generate desired logic function without
changing the layout except diffusion layer. And, the logic function can be programmed by
assigning the N-type or P-type dopant to a part of active region. A test chip using the
DPD-LUT was prototyped with a 180nm CMOS technology. And, operations of vaious logic
functions such as AND, OR, XOR and XNOR were confirmed through experiments.
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1 Introduction

Recently, secret information is embedded in several integrated circuit (IC) devices such as a
smart card. The secret information has the risk of theft by reverse engineering (RE) [1] [2].
In the RE attack, an attacker obtains the circuit design information by analyzing the layout
regularity of each logic gate [3]. Furthermore, an attacker can illegally fabricate counterfeit IC
by utilizing the stolen information. Therefore in order to protect the secret information, it is
desirable to keep such devices from being reverse engineered. As an anti-RE technique, there
are two types of obfuscation and camouflaging [2]. Obfuscation hides the functionality and
implementation of a design by inserting additional gates into it. Camouflaging is a layout-level
technique which hampers image processing-based extraction of a gate-level netlist from an IC.

This paper proposes the diffusion programmable device (DPD) architecture as a newly cam-
ouflaging technique. Logic functions using the DPD architecture can be programmed by as-
signing the N-type or P-type dopant to the active region extraneous to a transistor. Thus, the
proposed technique requires no special process step in semiconductor manufacturing, and needs
only modification of diffusion layers in order to change the logic function.
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Figure 1: Reverse engineering in semiconductor.

2 Reverse Engineering and Countermeasures

The RE is misused to reveal the circuit structure of the device and estimate its functionality.
At the RE in semiconductor, all the layers patterned during fabrication process are removed
one-by-one in reverse order and the pattern layout is taken by the optical photograph. The
attacker can re-construct the circuit by superposing the pattern layout in each layer.

The standard-cells used in typical ASIC has the specific metal pattern, then the circuit
reconstruction can be achieved by analyzing only metal layers. In general, it is considered to
be difficult to analyze the layers below metal layer using optical microscope, since the removal
of all metal and via layers is time-consuming. Therefore some methods for anti-RE is proposed
using the layers below the metal layers such as diffusion [4] [5] and well layers [6]. These
methods make the attacker analyze all layers including silicon, gate poly, active, and well regions.
However, since the shape difference of active regions (drain and source regions in a transistor) is
distinguishable in principle, the countermeasure using the shape of the active layers [4] [5] may
not be safe against RE attacks, as shown in Fig. 1. The countermeasure using well implants [6]
requires special process step in semiconductor manufacturing.

3 Anti-RE Method using Doping Type Assignment

Our anti-RE technique can assign several different logic functions through dopant modification.
This key element block is a diffusion programmable (DP) ROM cell which can be programmed
to the output 1 or 0 by changing doping type (P-type or N-type) in the two active regions, as
shown in Fig. 2. The logic value of ROMs can not be discriminated from the shape of active
layer, since all the layout except diffusion layer is identical.

Next, the DPD Look-up-Table (LUT), whose function is programmed by the DP-ROMs, is
shown in Fig. 3. The DPD-LUT is composed of three MUX gates and four DP-ROMs (S1-
S4). When the logic XNOR operation is required, S1 and S4 are programmed to the output
1. Moreover, S2 and S3 are programmed to the output 0. In a similar way, all 2-input logic
operations such as AND, OR, and XOR etc. can be configured by the DPD-LUT.
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Figure 2: DP-ROM.
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Figure 3: The DPD-LUT operated as a XNOR gate.

To verify the effectiveness of the proposed techinique, a test element group (TEG) chip of
the DPD-LUT was designed and fabricated with a 180nm CMOS technology. Fig. 4 shows
layout of the DPD-LUT macro cell. The red rectangles indicate four DP-ROMs (S1-S4) of Fig.
3. The programmable active regions of S1 and S4 are assigned to N-type, and those of S2 and
S3 are assigned to P-type to operate as the XNOR gate.

We made sure the logic gates (AND, OR, XOR, XNOR) using the DPD-LUT operated in
the measurements. Fig. 5 shows output waveforms according to an input on the XNOR gate
using the DPD-LUT. The result demonstrates that the logic gate using the DPD-LUT operates
correctly.

4 Conclusions

In this paper, we proposed the newly anti-reverse engineering architecture termed the DPD.
The DPD-LUT can configure all 2-input logic functions by changing the doping type to the
programmable active regions. In addition, we designed and fabricated test chip using the DPD-
LUT with a 180nm CMOS technology, and confirmed the correct logic operations on various
gates. In the DPD-LUT architecture, 3 or 4-input LUT can be designed in the same manner.
Therefore, all combinational circuit can be replaced by DPD-LUT, and the circuit will obtain
the resiliency against RE. However, the chip area will be several times larger than that of original
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Figure 4: The layout of the DPD-LUT in a 180nm process.
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Figure 5: The logic operation of the XNOR gate using the DPD-LUT.

one. The DPD-LUT logic cell can be used as a member of standard cell library, because the cell
height of DPD-LUT is equal to that of standard cell. So, it is practically preferable that some
portion of logic cells should be replaced to the DPD-LUT.
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