Plaintext Awareness in
Identity-Based Key Encapsulation®'

Mark Manulis! Bertram Poettering?
Douglas Stebila®

L Department of Computing, University of Surrey, Guildford, Surrey, United Kingdom
mark@manulis.eu
2 Information Security Group, Royal Holloway, University of London, Egham, Surrey, United Kingdom
bertram.poettering@rhul.ac.uk
3 School of Electrical Engineering and Computer Science, Queensland University of Technology,
Brisbane, Queensland, Australia
stebila@qut.edu.au

January 28, 2014

Abstract

The notion of plaintext awareness (PA) has many applications in public key cryptography:
it offers unique, stand-alone security guarantees for public key encryption schemes, has
been used as a sufficient condition for proving indistinguishability against adaptive chosen
ciphertext attacks (IND-CCA), and can be used to construct privacy-preserving protocols
such as deniable authentication. Unlike many other security notions, plaintext awareness is
very fragile when it comes to differences between the random oracle and standard models;
for example, many implications involving PA in the random oracle model are not valid in the
standard model and vice versa. Similarly, strategies for proving PA of schemes in one model
cannot be adapted to the other model. Existing research addresses PA in detail only in the
public key setting.

This paper gives the first formal exploration of plaintext awareness in the identity-based
setting and, as initial work, proceeds in the random oracle model. The focus is laid mainly
on identity-based key encapsulation mechanisms (IB-KEMs), for which the paper presents
the first definitions of plaintext awareness, highlights the role of PA in proof strategies of
IND-CCA security, and explores relationships between PA and other security properties.

On the practical side, our work offers the first, highly efficient, general approach for
building IB-KEMs that are simultaneously plaintext-aware and IND-CCA-secure. Our con-
struction is inspired by the Fujisaki-Okamoto (FO) transform, but demands weaker and more
natural properties of its building blocks. This result comes from a new look at the notion of
~y-uniformity that was inherent in the original FO transform. We show that for IB-KEMs
(and PK-KEMs) this assumption can be replaced with a weaker computational notion, which
is in fact implied by one-wayness. Finally, we give the first concrete IB-KEM scheme that is
PA and IND-CCA-secure by applying our construction to a popular IB-KEM and optimizing
it for better performance.
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1 Introduction

A modern approach to hybrid encryption is given by the KEM/DEM paradigm [Sho00, CS02,
CS03, AGKS05, DGKS10], which gives a modular construction of public key encryption (PKE)
and identity-based encryption (IBE) schemes. The key encapsulation mechanism (KEM) is first
applied by the sender to compute the key and its encapsulation. The output key is used in the
data encapsulation mechanism (DEM) to encrypt the message. The recipient decapsulates the
key and then decrypts the message. This mechanism is especially valuable for secure transmission
of longer messages since the DEM part is usually based on fast, symmetric techniques.

ADAPTIVE CCA SECURITY AND TRANSFORMATIONS. The widely accepted security notion
for KEMs is indistinguishability against adaptive chosen ciphertest attacks (IND-CCA') [CS03,
HHK10], and diverse KEM constructions satisfying this property have been proposed in the
public key (PK-KEM) [Sho00, CS02, CS03, Den03, BMWO05, Kil06] and the identity-based (IB-
KEM) [BEMLS08, KG09] settings. Some [Sho00, Den03, BEMLS08] are secure in the random
oracle model; others [Sho00, CS02, CS03, BMWO05, Kil06, KG09] in the standard model.

In general, IND-CCA-secure KEMs can trivially be obtained from any IND-CCA-secure
encryption scheme by encrypting (sufficiently many) randomly chosen messages that are then
used as the encapsulated key. In the random oracle model, Dent [Den03] demonstrated that
IND-CCA-secure PK-KEMSs can further be obtained from PKE schemes that satisfy only a weaker
property of one-wayness (OW). These results were extended by Bentahar et al. [BFMLS08]
to the identity-based setting. This parallels prior work on IND-CCA-secure encryption: in the
random oracle model, transformations by Fujisaki and Okamoto [FO99a, FO99b] and by Okamoto
and Pointcheval [OP01] offer IND-CCA security for PKE schemes that are one-way and whose
ciphertexts are close to uniformly distributed (so-called y-uniformity); similar transformations
were shown by Kitagawa et al. [KYH"06, YKH"06] to apply in the identity-based setting. In
the standard model, IND-CCA-secure PK-KEMs can be obtained using transformations originally
proposed for IND-CCA-secure PKE schemes, e.g., by adding a “proof of well-formedness” to an
IND-CPA-secure scheme [Sah99, DDN00, ES02, CS02, CS03], or by converting a weakly secure
IBE scheme [CHK04, BK05, BCHKO07].

PLAINTEXT AWARENESS AND ITS ROLE. The notion of plaintext awareness (PA) was introduced
in the context of PKE by Bellare et al. [BR94, BDPR98, BP04], both in the random oracle
model [BR94, BDPRI8| and the standard model [BP04], with two variants (weaker PA1 and
stronger PA2) in the standard model?>. Roughly speaking, plaintext awareness demands that
no ciphertext can be created without explicit knowledge of the encrypted message. From a
technical perspective, this is represented by the existence of a plaintext extractor that, when run
on the same inputs as the ciphertext creator, can produce the plaintext behind the ciphertext.
Originally [BR94], PA was seen as a strategy for proving IND-CCA security of PKE schemes
(by using plaintext awareness to answer decryption queries). It is also useful in other contexts:
for example, deniable authentication and key exchange protocols [DGKO06] can be built from
plaintext-aware KEMs.

!By CCA in this paper we mean adaptive chosen ciphertext attacks, often referred to CCA2.

2 Alternative definitions of plaintext awareness in the standard model were earlier proposed by Herzog, Liskov,
and Micali [HLMO03]. They consider a specialized PKE setting where both senders and receivers generate individual
secret/public key pairs and register their public keys with a trusted authority. In contrast, definitions from
[BR94, BDPR98, BP04] are more standard in that they do not rely on registration authorities and assume that
only recipients have public keys.



Bellare et al. [BDPRI8| showed that, for PKE schemes in the random oracle model, combining
PA and IND-CPA implies IND-CCA (but PA is not implied by IND-CCA in general). In the standard
model, Teranishi and Ogata [TO06] proved that IND-CCA security of PKE schemes is implied
by one-wayness (OW) and PA2, and also that, surprisingly, in the random oracle model this
implication fails. This serves as a hint that not all standard model results on plaintext awareness
carry over to the random oracle-based setting and vice versa.

Birkett and Dent [BD08, BD11] observed that, while PA was a useful strategy for proving
IND-CCA security in the random oracle model, it was not always useful in the standard model,
where some PA2 proofs often assumed that the PKE schemes were already IND-CCA-secure. They
also developed a different proof strategy for PA2 security of PKE schemes (in the KEM/DEM
paradigm) by considering a weaker notion of plaintext awareness combined with a new property,
“simulatability”, and used this to prove that Cramer-Shoup PK-KEM [CS03] is PA and IND-CCA-
secure (see also Dent’s earlier proof [Den06]). Teranishi and Ogata [TOO08] proved PA2 for
Cramer-Shoup PKE using a slightly weaker (but similar) property instead of simulatability.

With respect to plaintext awareness of hybrid PK-KEM/DEM constructions, Jiang and
Wang [JW10] proved that a PK-KEM that simultaneously satisfies a variant of IND-CCA security
and some weaker notion of plaintext awareness combined with a one-time unforgeable DEM
results in a hybrid construction that offers PA2 (for both the random oracle and standard
models).

Our Focus. Existing work on plaintext awareness and its relevance for proving IND-CCA
security has been carried out for PKE and PK-KEMs. Current knowledge on plaintext awareness
in the identity-based setting is very limited. To date, no definitions of plaintext awareness for IB-
KEMs exist, neither in the random oracle nor in standard models. Are the techniques developed
for relating plaintext awareness and IND-CCA security of public key schemes applicable to the
identity-based setting? Can existing transformations be applied to construct identity-based
schemes that are both plaintext-aware and IND-CCA-secure?

In fact, the standard model proof strategies [BD08, TO08, BD11] for plaintext awareness
of PK-KEMs, demonstrated successfully on the Cramer-Shoup scheme [CS03], do not seem
to apply to current standard model IB-KEMs. For example, the prominent IND-CCA-secure
standard model IB-KEM by Kiltz and Galindo [KG09], which can be seen as a pairing-based
variant of the Cramer-Shoup PK-KEM, does not have the simulatability property required by
Birkett and Dent [BD11] (nor the relaxation used by Teranishi and Ogata [TO08]). The lack of
simulatability is due to the fact that ciphertexts output by the IB-KEM scheme from [KG09]
admit publicly executable checks of their “well-formedness”. It is therefore not possible to pick
different ciphertext components uniformly at random and independently of each other; this stands
in contrast to the simulatable ciphertexts of the PK-KEM from [CS03] whose “well-formedness”
can only be checked using parts of the private key.

The above observations motivate a separate treatment of plaintext awareness in the identity-
based setting, including its connection to IND-CCA security and the construction of generic
transformations.

1.1 Owur Results and Techniques

OUR REsSULTS. In this work we initiate the study of plaintext awareness for IB-KEMs, aiming
to draw parallels and indicate differences to the corresponding results for PK-KEMs. While it
is important to investigate plaintext awareness for IB-KEMs both with and without random
oracles, here we work in the random oracle model (which tends to result in very efficient, practical
constructions) and postpone standard model research to future work. We introduce definitions of
plaintext awareness for IB-KEMSs, investigate its role and relationship to other IB-KEM security
notions (in particular, one-wayness and indistinguishability), and develop a method for obtaining



highly efficient IB-KEMSs that are simultaneously plaintext-aware and IND-CCA-secure from
ones that satisfy only the basic notion of one-wayness.

Our results, which are summarized in Figure 1, are as follows:

— We provide (in Section 2) a formalization of plaintext awareness for IB-KEMs in the
random oracle model and explore the relationship of this notion to other security notions,
in particular observing that a scheme that is both PA and OW is also OW-CCA (Section 3).

— We introduce in Section 5 a generic transformation F on IB-KEMs, somewhat related to
the Fujisaki-Okamoto transformation [FO99b] for PKE, that transforms an OW-secure
IB-KEM into one that is both OW-CCA-secure and plaintext-aware. This construction
is quite efficient. Our construction has an advantage from the perspective of provable
security: whereas the proof of plaintext awareness of Fujisaki-Okamoto requires that the
KEM be both OW and uniform, our construction F eliminates the needs for uniformity.
Instead, our proof relies on a new intermediate security notion, computational uniformity,
introduced in Section 4, which we show is actually implied by OW; hence, OW suffices for
proving that our new construction yields PA.

— As a consequence of our F construction, we observe a difference between OW, IND, and
PA notions in the standard model versus the random oracle model. Teranishi and Ogata
[TOO06] showed that, in the standard model, OW and PA of PKE schemes implies IND-CCA
security. For IB-KEMs in the random oracle model, we show that this does not hold.

— In Section 6, we describe a simple hash-based construction # that adds IND security to
our F transform (and preserves its plaintext awareness).

— Together, the F and # constructions efficiently transform an OW-secure IB-KEM into one
that provides plaintext awareness and IND-CCA security. As described in Section 7, some
additional optimizations can be applied when these two techniques are used together. We
show an application of this technique to the IB-KEMs that underlie the IBE schemes by
Boneh and Franklin [BF01] and Sakai and Kasahara [SK03], to construct highly efficient
IB-KEMs that are simultaneously PA and IND-CCA-secure.

Since IND-CCA security does not in general imply plaintext awareness (either in the PKE setting
[BDPRI8] or for IB-KEMs, as we prove), our # o F constructions offers the only known provable
approach for constructing IB-KEMs that are simultaneously PA and IND-CCA-secure.

Finally, we show that (adaptions of) our transformations for OW-secure IB-KEMs can also be
applied to OW-secure PK-KEMs. This extends work of Dent [Den03] since PK-KEMs obtained
with our transformations are both plaintext-aware and IND-CCA-secure. More importantly,
PK-KEMs with PA and IND-CCA security readily admit construction of plaintext-aware hybrid
PKE schemes based on the results from [JW10] for the KEM/DEM approach.

NEw TECHNIQUES. Central to our results is a novel perspective on the notion of y-uniformity,
which was originally defined in the public key setting [FO99b] and has been extended to
IBE schemes [TOO08]. Existing random oracle-based transformations from OW to IND-CCA
[FO99a, FO99b, OPO1, TOO08] explicitly required y-uniformity for the underlying encryption
scheme. We show this requirement is unnecessary for plaintext awareness (and IND-CCA security)
of KEMs.

Our proof technique uses a new, intermediate notion called computational uniformity. We
prove that, for IB-KEMs, computational uniformity is immediately implied by one-wayness. The
understanding of this implication helps to explain why generic constructions of IND-CCA-secure
IB-KEMs in [BFMLS08] do not require uniformity as a separate condition on the underlying
OW-secure IBE encryption scheme: in [BFMLS08], an IBE scheme is used to encrypt random
messages (from which encapsulation keys are derived) and can thus be seen as an OW-secure
IB-KEM. Our technique also applies to the public key setting: In Appendix A we extend our
results towards PK-KEMs showing that their computational uniformity is also implied by OW
security. This paves the way for using our transformations developed for IB-KEMs in the
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Figure 1: Relationships between security notions and results of generic transformations for IB-KEMs.
Solid lines (—) denote an implication between notions (e.g., IND implies OW); solid lines with a cross
(#) denote a separation between notions (e.g., IND-CCA does not imply PA); and dashed lines indicate
that one property can be obtained either by applying a transformation (e.g., F transforms an OW scheme
into an OW-CCA scheme) or by satisfying two properties (e.g., a scheme that is both OW and PA is also
OW-CCA).

construction of plaintext-aware and IND-CCA-secure PK-KEMs.

1.2 Notation

Unless explicitly stated, all algorithms and adversaries throughout this paper are probabilistic
and polynomial time. Let A(x;r) denote the running of A on input x and random coins r. We

use the notation y & A(z) to denote setting y to the output of A run on input x with uniform
randomness, and y € A(x) denotes that y is an element of the set of outputs of A when run on x
with any randomness. If algorithm A outputs tuples, i.e. (z,y, z) < A, then partial computation
of the output vector is denoted with wildcards, e.g. (-,y,-) < A, if the first and third component
of the result, x and z, are neither computed nor assigned.

2 Secrecy notions and plaintext awareness of IB-KEMs

The modular concept of hybrid encryption, where asymmetric encryption schemes are constructed
from two building blocks — a key encapsulation mechanism (KEM) and a data encapsulation
mechanism (DEM) — was originated by [CS03] and is a popular design strategy for modern
cryptosystems [KG09, KD04, Den03]. Specifically, in this paper we are interested in the identity-
based variant of KEMs, although most of our results readily extend to the public key setting as
well (cf. Appendix A).

Definition 1 (IB-KEM). An identity-based key encapsulation mechanism (IB-KEM) is a tuple
IT = (Setup, Extract, Encap, Decap) of algorithms with, for each k € N, associated finite sets
IDSp(k), CoinSp(k), CipherSp(k), and KeySp(k), where
~ Setup(1%) is a master key generation algorithm which outputs a pair of strings (mpk, msk).
— Extract(msk, id) is a key extraction algorithm which, on input master secret key msk and
an identity id € IDSp(k), outputs a string sk.



— Encap,,,.(id; ) is a key encapsulation algorithm; it takes a master public key mpk, the
recipient’s identity id € IDSp(k), and random coins r € CoinSp(k), and outputs a cipher-
tert ¢ € CipherSp(k) and a key K € KeySp(k). We use the notation Encap,,,(id) as

shortcut for Encap,,,, (id; ) with freshly drawn r & CoinSp(k).
— Decapg(c) is a key decapsulation algorithm which takes secret key sk and a ciphertext ¢ €
CipherSp(k), and returns a key K € KeySp(k) or the symbol L.
IB-KEM 11 is correct if for all k € N, all (mpk,msk) € Setup(1¥), all id € IDSp(k), all
sk € Extract(msk, id), and all (c, K) € Encap,,,,(id), we have Decapg(c) = K.

In the random oracle model, the four algorithms of an IB-KEM have access to a common
set of random oracles H = (Hy, ..., Hy). This is explicitly indicated by the notation Setup™,
Extract™, Encap’f, and Decap™. The query to a specific oracle H in H on value m is denoted

by H(H,m). By H & Hash(k) we denote the process of picking at random an instantiation of
random oracles H = (Hy, ..., Hyp).

2.1 One-way security and indistinguishability

The classical secrecy notions of IB-KEMs are one-way security and key indistinguishability
[BFMLS08], either with or without a decryption oracle: OW, OW-CCA, IND, and IND-CCA. The
adversary’s goal in OW[-CCA] is to (fully) compute the key that corresponds to a given ciphertext
c* € CipherSp(k), while in IND[-CCA] it is sufficient to distinguish the real key from a random
one, again given a ciphertext ¢*. This intuition is formalized in experiments Exptow['CCA} and
Expt'ND['CCA], in Figure 2. As most results established in this paper are proven in the random
oracle model, besides giving adversary A = (A1, A2) access to a key extraction oracle Ox and —
in the CCA variants — a key decapsulation oracle Op, the security experiments for OW[-CCA|
and IND[-CCA] explicitly express the option of A to make queries to hash oracle Oy.

Definition 2 (One-way security (OW[-CCA|)). An IB-KEM 11 is said to be OW- (resp. OW-CCA-
) secure if, for all adversaries A = (A1, Az), the corresponding success probability is negligible
in k, where we define

Succgm['CCA](k) =Pr [Exptgﬁ['CCA](k) = WIN

Definition 3 (Indistinguishability (IND[-CCA])). An IB-KEM 1I is said to be IND- (resp.
IND-CCA-) secure if, for all adversaries A = (A1, Az2), the corresponding advantage is negligible
in k, where we define

Adviyy oy “Nk)

Pr [Expty g “Ok) =1]
— Pr [Exptya['CCA]’l(k) = 1} ‘

Lemmas 1 and 2 follow immediately from the definitions:

Lemma 1 (OW-CCA = OW and IND-CCA = IND). Let II be an IB-KEM. If II is OW-CCA-
secure, then II is OW-secure. If II is IND-CCA-secure, then II is IND-secure.

Lemma 2 (IND = OW and IND-CCA = OW-CCA). Let II be an IB-KEM. IfII is IND-secure,
then II is OW-secure. If II is IND-CCA-secure, then II is OW-CCA-secure.

2.2 Plaintext awareness

The notion of plaintert awareness, as established in the setting of public key encryption (PKE)
in [BDPR98, BP04], captures the intuition that no one can generate a (valid) ciphertext c¢*
without knowing the message to which it will decrypt. This is a very strong notion of security,



Exptyyq <M (k):
(a) H & Hash(k)
(b) (mpk,msk) & Setup” (1)
(c) (id,st) & AT OXLOP) (i)
— If A queries Oy (H,m):
(a) =« H(H,m)
(b) Append (H,m,x) to HList.
(¢) Answer A with z.
— If A queries Ox (id):
(a) sk & Extract™ (msk, id)
(b) Append (id, sk) to XList.
(c) Answer A with sk.
If A queries Op(id,c) (in CCA vari-
ant):
(a) sk & Extract’™ (msk, id)
(b) K + Decap’t(c)
(¢) Append (id, c) to DList.
(d) Answer A with K.
(d) (e*, K*) & Encap%pk(id*)

(e) K’ & AS)H,OX LOD](St7 )
— Answer Oy, Ox, Op queries as above.
(f) If (id*,-) € XList return LOSE.
(g) If (id*,c*) € DList return LOSE.
(h) If K’ # K* return LOSE.
(i) Return wiN.

BxpthOL <A 1),
(a) H & Hash(k)
(b) (mpk,msk) & Setup™ (1)
o $ 0x|,
(c) (id*, st) & APHOxLOD (yppy
— If A queries Oy (H, m):
(a) =+ H(H,m)
(b) Append (H,m,x) to HList.
(¢) Answer A with z.
— If A queries Ox (id):
(a) sk & Extract™(msk, id)
(b) Append (id, sk) to XList.
(c) Answer A with sk.
If A queries Op(id,c) (in CCA vari-
ant):
(a) sk & Extract™ (msk, id)
(b) K « Decap’t(c)
(¢) Append (id, c¢) to DList.
(d) Answer A with K.
(d) (¢, K5) & Encaplf, (id)
() Ki  KeySp(k)
(f) d & A9HOXLODl (gt o [
— Answer Oy, Ox, Op queries as above.
(g) If (id*,-) € XList return LOSE.
(h) If (¢d*,c*) € DList return LOSE.
(i) Return d.

Figure 2: Experiments for one-way security (OW[-CCA]) and indistinguishability (IND[-CCA]) of IB-
KEMs

generally implying IND-CCA security of PKE schemes [BDPR98, BP04]. In this section, we
define an analogous notion for KEMs, in the identity-based setting. In particular, we demand
that, given a plaintext-aware IB-KEM, it is impossible to come up with a ciphertext ¢* without
knowing the key to which it will decapsulate?.

In line with the PKE setting, we define plaintext awareness using two algorithms, the
ciphertext creator A and the plaintext extractor K. The ciphertext creator’s task is to output a
target identity ¢d* and a ciphertext ¢*. The candidate scheme is understood to be plaintext-aware
if any such algorithm A could additionally output the key encapsulated in ¢*. This is formalized
via the plaintext extractor K, which receives as input the transcript of all of A’s interactions,
including A’s input, all oracle queries posed by A together with corresponding answers, and the
values output by A. That is, KC is in the position to retrace the computations that A performed
to generate ¢* (see also Remark 4), and we expect from C to use this knowledge to output the
key encapsulated in c*.

These ideas are formalized in Definition 4. As in [BDPR9S8], we explicitly regard plaintext
awareness in the random oracle model. In particular, although usually unnecessary outside the
secret key setting, we provide an encapsulation oracle Og that allows creation of encapsulated
keys, but without the adversary seeing random oracle queries asked from within corresponding
Encap invocations. Availability of this oracle will become an important prerequisite for proving
security against chosen-ciphertext attacks of plaintext-aware IB-KEMs.

Definition 4 (Plaintext awareness (PA)). Let II be an IB-KEM and A and K be algorithms (the
“ciphertext creator” and “plaintext extractor”, respectively). Consider experiment ExptlF-)f Ak Jrom

3Strictly speaking, naming a KEM’s property ‘plaintext awareness’ can be misleading: KEMs do not process
messages in the classical sense, but only keys. Although one could argue that key awareness would be a better
name for the intended property, in this paper we stick to ‘plaintext awareness’ that has been around in the context
of public key encryption for the last two decades.



Exptffty i (k):
(a) H < Hash(k)
(b) (mpk,msk) & Setup™(1¥)
(¢) (id*,c*) & AOnOx.O8 (mpk)
— Answer Oy,0Ox queries as in Fig-
ure 2.
— If A queries Og(id):
(a) (e,7) & Encapfflpk(id)
(b) Append (id, c) to EList.
(c) Answer A with c.
(d) If (id*,c*) € EList return LOSE.
()
(f) K’ <& KH(id*, ¢*, mpk, HList, XList, EList)
(g) If K* = K’ return LOSE.
(h) Return wIN.

« 8 H *
K* < DecapExtractH(msk,id*)(c )

Figure 3: Plaintext awareness experiment PA for IB-KEMs. See Figure 2 for the definitions of HList
and XList.

Figure 8 and define the awareness of I1 as
Awi{ g (k) = Pr |Exptf{*y x (k) = LOSE
An algorithm K is called a \(k)-extractor for IT if
AWl (F) = A(k)

for every adversary A. IB-KEM 11 is plaintext aware if there exists a A(k)-extractor K for I1
such that A\(k) is overwhelming, that is, 1 — (k) is negligible (in k).

The following remarks discuss rationale and some interesting properties of Definition 4.

Remark 1 (Oracle access of plaintext extractor). We emphasize a subtle difference between
plaintext awareness of PKE according to [BDPRIS], and our Definition 4. In [BDPR9S], the
plaintext extractor K is not given access to the random oracle H. This limitation is not motivated
in [BDPRIS], but instead back in [BR9/, Section 5]: “Note we don’t give K oracle access to
H: it is required to find the plaintext corresponding to [the ciphertext] given only A’s view of
the oracle”. However, in the KEM setting, we disagree that this restriction is reasonable and
argue® that K should be allowed to query the same random oracles that Decap is allowed to query,
namely H (compare lines (e) and (f) of experiment ExptffA’,C).

Remark 2 (Success probability of plaintext extractor). For an IB-KEM to achieve plaintext
awareness according to Definition 4, we demand plaintext extractor K to have overwhelming
success probability. At first sight, this seems to be a very conservative requirement, but we
argue that it is indispensable. Consider the case of a plaintext extractor K where AWE’?‘AK(IC) is
growing fast, but not overwhelmingly fast, for all A. We construct an adversary A* that picks a

random identity id, runs polynomially many executions of (c, K) & Encap(id) independently of
each other in parallel, and applies K on each computed ciphertext c. If any such run of K fails
to correctly extract the key (and it will, according to our assumption), corresponding c is the

“Consider, for a justification, the following example (see also Lemma 13 for a more detailed discussion). Given
an IB-KEM I, derive from it IB-KEM II" such that Setup’ = Setup, Extract’ = Extract, Encap}, . (id) = [(¢, K) +
Encap,,,,;(id), K’ < H(c, K),return (¢, K')], Decap;(c) = [K < Decap(c),return H(c, K)], where H is an
independent random oracle. Intuitively, if II is plaintext-aware then so is II’, as a plaintext extractor K could
extract K from c and then derive K’ < H(c, K). This reasoning, however, assumes that K has access to random
oracle H.



ciphertezt ¢* output by A* (together with identity id). Clearly, when run on A*, we expect K to
fail with high probability, in contradiction to assumed good performance of K. Following this
intuition, it can be shown that K cannot be a \(k)-extractor for any A(k) > 0.

Remark 3 (Universality of plaintext extractor). Observe that plaintext extractor K, as defined
in Definition 4, is a universal extractor: it does not depend on specific ciphertext creator A, but
only on scheme 11. Although this is a very strong notion of plaintext awareness, in Section 5 we
see that it can be achieved even by rather efficient IB-KEMs. When leaving the random oracle
model, however, it seems that the concept of universal extractability is too strong. For instance, in
[BP0/}], the demand for a universal extractor is dropped. Instead, to achieve plaintext awareness,
it suffices to have a specific plaintext extractor K4 for each ciphertext creator A. Note that, in
this paper, we exploit universality of plaintext extractors, e.g. in the proof of Theorem 1.

Remark 4 (Random tape of ciphertext creator). We will shortly discuss a variant of Exptﬁé AK
where IC gets as additional input the tape R[A] of random coins used by A to craft (id*,c*).
While this modification would be meaningful from a modeling point of view, it is already noticed
in [BR9/] that the randomness used by A is usually not needed to prove schemes to be plaintext-
aware, at least in the random oracle model. As this observation holds for the IB-KEMs analyzed
in this paper, we decided to stay with (stronger) Definition 4. However, in standard model, K’s
knowledge of random tape R[A] is an unavoidable prerequisite for plaintext awareness, as pointed
out in [BP0J].

3 Plaintext awareness and one-way security implies OW-CCA se-
curity

Although being defined independently of each other, the different notions of secrecy and plaintext
awareness considered in Section 2 are not unrelated to each other. In particular, we will establish
a strong result in Theorem 1: IB-KEMs that are both OW-secure and plaintext-aware are also
OW-CCA-secure, i.e. availability of a decapsulation oracle does not threaten OW security of
plaintext-aware IB-KEMSs. The intuition behind this implication is simple: given a plaintext-
aware IB-KEM, an OW-CCA adversary A cannot gain advantage from its decapsulation oracle,
as A ‘knows’ the keys of all queried ciphertexts anyway. Nonetheless, the proof of Theorem 1 is
technically involved as it has to cope with the fact that OW-CCA adversary A may query its Op
oracle polynomially many times, while plaintext extractor K is applicable only to adversaries
that output exactly one ciphertext.

Taken together, the following results separate the security notions PA and IND[-CCA], and
illustrate once more the strength of the notion of plaintext awareness.

Theorem 1 (OW A PA = OW-CCA). Let II be an IB-KEM. IfII is OW-secure and PA, then II
is OW-CCA-secure.

Proof. Let K be a A(k)-extractor for II, for an overwhelming A(k). Let A = (A1, A2) be any
adversary against OW-CCA of II. We construct an adversary B = (B1, B2) against OW of II such
that By and By run A; and A,, respectively, as subroutines. While all queries to Oy and Ox
oracles posed by A will just be relayed by B to its own challenger, B will answer decapsulation
queries to Op itself, by applying plaintext extractor K on (partially) simulated .A. The precise
specification of B; and Bz is given in Figure 4 (left part).

Let gp be the total number of decapsulation queries that A will ask. For 1 < j < ¢p,
denote by (id;,c;) the arguments of the j-th Op query, and let E; be the event that the
query is correctly answered by B, i.e. that corresponding execution of K succeeds in computing
the correct decapsulation K of (idj,c;). We will lowerbound the probability that E; occurs.
Let 7; = (idj, cj, mpk,HLi;,XLi;,ELi;) denote the parameters provided by B to K in its j-th



B?;{’le (mpk): C](‘g;{70,}(’033 (mpk):
(a) HLi + (), XLi « 0 (a) HLi < (),XLi < 0,7 < 1
(b) Run ACOx90 (1) (b) Run AT™OXOD (mpl)
— If Ay queries Oy (H, m): — If Ay queries Oy (H,m):
(a) z < O (H,m) (a) =« Oy (H,m)
(b) Append (H,m,x) to HLi. (b) Append (H,m,x) to HLi.
(c) Answer A; with x. (c) Answer A; with z.
— If Ay queries Ox (id): — If Ay queries Ox (id):
(a) sk« O%(id) (a) sk + O%(id)
(b) Append (id, sk) to XLi. (b) Append (id, sk) to XLi.
(c) Answer A; with sk. (c) Answer A; with sk.
— If Ay queries Op(id, c): — If Ay queries Op(id, c):
(a) K & (a) If i = j return (id,c) else i «
KO (id, ¢, mpk, HLi, XLi, () i+ 1. .
— If K queries Oy (H,m): (b) K “—
(a) z « O4(H,m) KO (id, ¢, mpk, HLi, XLi, §))
(b) Append (H,m,x) to HLi. — If K queries Oy (H,m):
(¢) Answer K with x. (a) © < O (H,m)
(b) Answer A; with K. (b) Append (H,m,x) to HLi.
(¢) Finally A; halts, outputting (id*, st). (c) Answer K with z.
(d) st’ < (st,mpk,HLi, XLi) (¢) Answer A; with K.
(e) Return (id*, st’). (c) Finally A; halts, outputting (id*, st).
(d) ¢ « Op(id*)
B;%’OS( (st!,c*): (e) Run A?”’OX’OD (st,c*)
(a) Parse (st,mpk,HLi,XLi)  st’ — Answer Oy, Ox queries as above.
(b) Run ASH’OX’OD(SLC*) — If Ay queries Op(id, c):
Answer Oy, Ox queries as above. (a) If i = j return (id,c) else i «
— If Ay queries Op(id, ¢): i+ 1.
(a) K & (b) K &
KO (id, ¢, mpk, HLi, XL, (¢*)) KO (id, ¢, mpk, HLi, XLi, (c*))
— If K queries Oy (H,m): — If K queries Oy (H,m):
(a) =« O (H,m) (a) z < Oy (H,m)
(b) Append (H,m,z) to HLi. (b) Append (H,m,x) to HLi.
(¢) Answer K with z. (¢) Answer K with z.
(b) Answer As with K. (c) Answer Ay with K.

(¢) Finally As halts, outputting K.
(d) Return K'.

Figure 4: LEFT: Construction of OW adversary B = (By, Bz) from OW-CCA adversary A = (A, As)
and plaintext extractor K. RIGHT: Specification of PA adversaries C; whose transcripts match the
parameters provided by B to the j-th execution of K.

execution. Moreover, considering PA adversary C; as defined in Figure 4 (right part), let 7']/- = (id;-,
c;, mpk, HList;, XList;, EList;) be a parameter set that plaintext extractor X would receive when
run on Cj, i.e. in experiment Expt?fcjy,c, initialized with the same mpk and instantiation of H
as B. Careful comparison of the specifications of B and C; reveals that 7; and TJ{ are equally
distributed (more precisely, if B and C; are executed on the same random tape, then we have
7j = 7;). If K} denotes the decapsulation of (id},c}), then also (7;, ;) and (7}, K}) obey the
same distribution, and hence

Pr(E;] = Pr [K*(r;) = K;] = Pr [K"(7]) = K]

= Awite, (k) = Alk) .
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Setting £ = Ey A ... A E,, and applying Lemma 16 (Appendix C) gets us to

Succﬁ%(k) > Pr [Exptg\%(k) = WIN A E}
~- Pr [Exptgj’g(k) - WIN’E] Pr[E]
> Pr [Exptﬁf’jﬁ(CCA(k) = WIN}
(1 ap(1 — A(R))
= SuccR T M (k) - (1 - ap(1 — A(K)))
This concludes the proof, as 1 — gp(1 — A\(k)) is an overwhelming quantity. O

Remark 5 (On the proving technique used in Theorem 1). A substantial element in the proof
of Theorem 1 is the estimation of K’s ability to compute the correct answers to A’s Op queries.
Note that for arbitrary HLi, XLi,ELi lists we cannot expect IC to correctly extract keys with
any reasonable probability. Indeed, in order to argue that the parameters 7; provided by B are
sufficient for extraction of the desired keys, we had to specify auxiliary PA adversaries (Cj)1<j<qp
and had to show that these would give raise to the same parameter sets when run in Exptﬁf‘cjﬁ.
Interestingly enough, these adversaries C; were not designed to be ever executed: it is their bare
existence that is necessary for the proof of Theorem 1 to go through.

Remark 6 (On INDAPA =- IND-CCA). The techniques used to prove Theorem 1, that OWAPA =
OW-CCA, cannot be applied to prove the IND analogue that IND security and PA imply IND-CCA
security. The reason for this is a subtle difference between the OW notion and the IND notion
that, in the IND case, renders inapplicable the proving technique we discuss in Remark 5: In
experiment Expt'NPCCA the adversary obtains ciphertext ¢* and (possibly) corresponding key K*
from the challenger, but this cannot be reflected in parameters HLi, XLi, ELi that are provided to
plaintext extractor K. Hence, in a proof constructed like in Figure 4, we cannot arque about K’s
success probability to answer decapsulation queries of As correctly. In experiment ExptOW'CCA,
however, adversary just obtains a random ciphertext ¢* encapsulated for identity id*. This finds
its perfect correspondence in C; calling the O oracle on id* (cf. line (d) in Figure 4, right part).
Basically, this also explains why we have to set ELi = (¢*) when processing Az’s Op queries.

Observe that implication INDAPA = IND-CCA has been proven in the PKE setting [BDPRIS].
The difference is that, in the IND-CCA experiment of public key encryption, the adversary has
partial knowledge about the message that is encrypted in c*: it is either mg or m1, so adversary
can query these to its encryption oracle OF.

Although IND-CCA security is considered the strongest confidentiality goal for IB-KEMs, the
following lemma shows that this property is to weak to imply plaintext awareness by itself.

Lemma 3 (IND-CCA # PA). Not all IND-CCA-secure IB-KEMs are PA.

Proof. Let IT be an IND-CCA-secure IB-KEM. Consider IB-KEM II’ that arises when modifying
II’'s Setup to include into master public key mpk an encapsulation to some fixed identity
idy € IDSp(k), as specified in Figure 5. We will show that II’ is not plaintext-aware, but remains
to be IND-CCA-secure.

Observe that any adversary A’ against IND-CCA of II' can be trivially turned into an

adversary A against IND-CCA of II, by letting .A; simulate the (¢, -) & Encap,,,,(ido) step of
line (b) of Setup’, and, apart from that, letting A; and Az run A} and A}, respectively, relaying
all oracle queries to the own challenger. As the IND-CCA advantages of A and A’ would be the
same, this proves IND-CCA security of II'.

To see that IT' is not plaintext-aware, we show that any corresponding plaintext extractor
would break OW security of II. Assume towards contradiction the existence of a A(k)-extractor

11



(a) (mpk,msk) & Setup(1¥) Encap],, v (id; 7):
) (¢, & Encap,,,,(ido) (a) Parse (mpk,c') < mpk’.
(¢) mpk! < (mpk, ) (b) Return Encap,,,(id; 7).
(d) Return (mpk', msk).
Decapl,,(c):
Extract’ (msk, id): (a) Return Decapg(c).

(a) Return Extract(msk,id).

Figure 5: Constructing IT" from II. We assume that idy is a fixed identity in IDSp(k), and all queries to
‘H oracle are relayed without modification.

K for II', where A(k) is overwhelming. Define adversary B against OW of II as follows:
Bi(mpk) just outputs (id*, st) = (ido, mpk), while Ba(st,c*) sets mpk’ < (mpk, c*), computes
K& K (ido, ¢*, mpk’,0,0,0), and outputs K. We use the technique discussed in Remark 5
to justify that K will succeed with high probability in revealing correct key K: consider the
simple ciphertext creator A’ for IB-KEM II’ that, on input mpk’, parses (mpk, c*) < mpk’ and
outputs (idg,c*). As A’ doesn’t ask any queries to its oracles, i.e. HList = XList = EList = (),
execution of IC%‘/ (ido, c*,mpk’,0,0,0) will readily extract the key encapsulated in c* for identity
idg. More precisely, we have shown that Succ%t%(k) = AWIQIe,A’,ICH/(k) > Ak) > 1 — negl(k),
in contradiction to IND-CCA security of II (cf. Lemmas 1 and 2). This shows that II' is not
plaintext-aware. O

At the same time, plaintext awareness does not imply the basic confidentiality goal of
one-wayness:

Lemma 4 (PA # OW). Not all plaintext-aware IB-KEMs are OW-secure.

Proof. Consider the (correct, but insecure) IB-KEM in which Encap,,,,;(id; ) returns (¢, K) =
(r,r), i.e. keys are equal to their encapsulation. The scheme is clearly not OW-secure. However,
it is plaintext aware: an appropriate plaintext extractor K would just output the ciphertext. [

4 Computational uniformity of IB-KEMs and its relation to
one-wayness

We introduce two new security notions for IB-KEMSs. The first one, uniformity (U), is defined
mainly for historical reasons: it is the analogue to the uniformity notion for PKE coined
in [FO99b]. We will see that its (strictly weaker) variant, computational uniformity (cU), is
a very natural notion of IB-KEMs, already being implied by the basic secrecy requirement of
one-way security (OW, Definition 2). In Section 5, it will find its application in the analysis
of our generic transformation that achieves plaintext awareness for any IB-KEM. We give a
treatment of the corresponding notions for PK-KEMs in Appendix A.

Definition 5 (Uniformity (U)). Let II be an IB-KEM with associated spaces IDSp, CoinSp,
CipherSp, and KeySp. For k € N, H € Hash(k), (mpk, msk) € Setup™(1¥), id € 1DSp(k), and
¢ € CipherSp(k) define

YVipk(id; c) = Pr |7 & CoinSp(k); (c,) = Encap?},; (id; )
We say that 11 is y-uniform for a function v : N — R20 if for (almost) all k € N, H € Hash(k),

(mpk, msk) € Setup™(1%), id € 1DSp(k), and ¢ € CipherSp(k) we have ’yﬁpk(id, c) < (k).
IB-KEM 11 is simply called uniform (U) if IT is y-uniform for all non-negligible ~y.

12



Expt%lfj((k):
(a) H < Hash(k)
(b) (mpk,msk) < Setup™(1¥)
(¢) (id, c) & AO*OX (mpk)
— Answer Oy, Ox queries as

in Figure 2.
(d) If *yzrfpk(id, ¢) > 7(k) return WIN.

(e) Return LOSE.

Figure 6: Experiment for computational uniformity (cU) of IB-KEMs

Setup*(1%):
(a) (mpk,msk) & Setup(1¥) Encapy,,, - (id; T):
(b) h* + ow(id*) for (a) Parse (mpk, h*,r*) + mpk*.
id* & 1DSp(k) (b) If ow(id) = h*

return Encap,,,,;, (id; r*).

3
* < CoinSp(k
(c) r* < CoinSp(k) (c) Return Encap,,,(id; 7).

(d) mpk* « (mpk, h*,r*)

(e) Return (mpk™*, msk). Decap’, (c):

Extract” (msk, id): (a) Return Decapgy(c).

(a) Return Extract(msk,id).

Figure 7: Constructing IT* from II. We assume that all queries to H oracle are relayed without
modification.

A weaker notion of uniformity is that of computational uniformity, where the adversary’s
aim is to explicitly spot pairs (id, c) with 'y%pk(id, ¢) > (k). This is formalized in Definition 6.

Definition 6 (Computational uniformity (cU)). Let II be an IB-KEM and A be an algorithm.
For a given function v : N — RZ0, consider experiment ExptCHUJ’Z from Figure 6 and define the

success probability of A as
Succffj(k:) =Pr [ExptcHUX(k) = WIN}

IB-KEM 11 is said to be computationally y-uniform uf Succcnuj(k) is negligible in k, for all
adversaries A. IB-KEM 11 is simply called computationally uniform (cU) if II is computationally
~v-uniform for all non-negligible .

We note that line (d) of Expt%li’Z(k) in Figure 6 is not necessarily efficient, but the experiment
is still well-defined.

We now analyze the relation between uniformity and computational uniformity. While
Lemma 5 follows directly from the definitions, the proof of Lemma 6 is a bit more involved.

Lemma 5 (U = cU). Let Il be an IB-KEM and y : N — R2° be a function. If I is y-uniform,
then 11 is computationally ~v-uniform. In particular, if I1 is uniform, then 11 is computationally
uniform.

Lemma 6 (cU # U). Let v be any function N — [0,1). Then not all computationally y-uniform
IB-KEMs are y-uniform, assuming the existence of a one-way function IDSp(k) — {0,1}*. In
particular, if I1 is computationally uniform, then 11 is not necessarily uniform.

Proof. Let II be a y-uniform IB-KEM and let ow : IDSp(k) — {0,1}* be a one-way function.
Using IT and ow, construct IB-KEM II* according to Figure 7. The new scheme is mostly
identical to II, but for a very small set of identities the encapsulation algorithm is artificially
made deterministic. We will show that II* is computationally y-uniform, but not ~-uniform.
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EXpt%c’g"F(k')Z
(a) H < Hash(k)
(b) (mpk,msk) < Setup™(1¥)
(c) id & BO%Ox (mpk)
— Answer Oy, Ox queries as

in Figure 2.
(d) If F%pk(id) > I'(k) return WIN.
(e) Return LOSE.

Figure 8: Experiment for computational collision uniformity (cCU) of IB-KEMs

Consider identity id* that is randomly picked in Setup® and observe that encapsulation for
id* is deterministic (line (b) of Encap®). More precisely, we have Encapy, . (id*;r) = (c,-) for
all 7 € CoinSp(k), where (c, -) = Encapy,, . (id";7*). It follows that V%pk* (id*,c) =1 > ~y(k), i.e.
IT* is not «y-uniform.

However, IT* is computationally v-uniform: Note that for all identities id € IDSp(k) with
ow(id) # h* = ow(id*) we have ’yﬁpk*(id, c) = ’y%pk(id, ¢) < ~(k), for all ¢ € CipherSp(k). Hence,
a successful adversary against cU would have to provide id € IDSp(k) such that ow(id) = h*, i.e.
break one-wayness of ow. This is infeasible by assumption. O

Surprisingly, computational uniformity is implied by OW security and can thus be assumed
for any reasonable IB-KEM. To prove this statement, we introduce a new intermediate security
notion, (computational) collision uniformity (cCU), and show in Lemmas 7 and 8 that OW
implies cCU and that cCU implies cU.

We start by establishing the notion of collision uniformity. We only regard the computational
variant, as its information-theoretical analogue is not needed in this paper. Intuitively, an IB-KEM
IT is collision-uniform if collisions of ciphertexts occur rarely, i.e. if (c1, K1) <= Encap,,,(id; 1)
and (cg, K2) < Encap,,,;(id;r2) are run with independently drawn random coins 71,72 €
CoinSp(k), then ¢; = ¢ happens only with negligible probability.

Definition 7 (Computational collision uniformity (cCU)). Let II be an IB-KEM with associated
spaces IDSp, CoinSp, CipherSp, and KeySp. For k € N, H € Hash(k), (mpk, msk) € Setup™ (1%),
and id € IDSp(k) define

F%pk (id) = Pr |1y, 7o ﬁ CoinSp(k); Encapﬁpk(id; 1)

= Encap%pk,(id; 7'2)]

For a given function T : N — R2Y, consider experiment Exptﬁcg’r from Figure 8. IB-KEM 11 is
said to be computationally I'-collision-uniform if, for all algorithms B, success probability

Succf-lc’lé’r(k) =Pr Exptcnc’lé’r(k) = WIN}
is negligible in k. A scheme 11 is simply called computationally collision-uniform (cCU) if II is
computationally I'-collision-uniform for all non-negligible T".

Similarly to what we pointed out in the context of Definition 6, line (d) of Exptcncg’r(k‘) in
Figure 8 is not necessarily efficient, but the experiment is still well-defined. 7

The following lemma shows that computational collision uniformity is stronger than plain
computational uniformity:

Lemma 7 (cCU = cU). Let IT be an IB-KEM and ~,T : N — R=Y be functions such that
(k) = ~42(k) for all k. If 11 is computationally T-collision-uniform, then II is computationally
~v-uniform. In particular, if 11 is computationally collision-uniform, then 11 is computationally
uniform.
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Proof. For any k € N, H € Hash(k), (mpk,msk) € Setup’(1¥), id € 1DSp(k), and ¢ €
CipherSp(k) we have

I (id) > Pr|ry,re & CoinSp(k); Encapﬁpk(id; 1)

mpk
=(c,-) = Encap%pk(id; r2)]

= ’Y%pk (Zd, C)Q-

Now, if adversary A against computational y-uniformity manages to output a pair (id, c) such
that ngk(id, c) > 7v(k), then Tﬁpk(id) > vzr'fpk(id, c)? > 72(k) = I'(k) holds as well. In other
words, an adversary B against computational I'-collision-uniformity is given by a modified
adversary A that outputs only id but not c. Observe that B has at least the same success
probability as A. O

Remark 7 (Colliding ciphertexts imply matching keys). In the proof of Lemma 7, equality
“Encap%pk(id; r1) = (c-) = Encap#lpk(id; r9)” expresses that the ciphertexts output by Encap shall
collide, but a requirement on the corresponding keys K is not explicitly given. Observe that it
follows from correctness of IB-KEM that in case of colliding ciphertexts also keys K will match.

Remark 8 (Equivalent variants of Definitions 6 and 7). When coining the notion of computa-
tional uniformity in Definition 6, we allowed adversary A to query its Ox oracle on any identity,
including on the identity id output by A. In the next paragraph, we justify that this definition
is equivalent to one where A is forbidden to query Ox on id (but continues to be allowed to
query Ox on all other identities in IDSp(k)). The same observation applies to the notion of
computational collision-uniformity in Definition 7.

Let A be a cU adversary in accordance with Definition 6. Without loss of generality we may
assume that A queries id to its Ox oracle. Let qx denote the total number of (distinct) Ox
queries that A poses. We construct cU adversary A’ from A as follows: In a first step, A’ picks
a number 1 <t < gx at random, basically guessing the number of the Ox query which A will
pose to ask Ox (id). Then A’ simulates A until reaching the t-th Ox query, relaying the first
t — 1 queries to its own Ox oracle. Let id; be the identity revealed in the t-th query. Adversary
A" outputs id; and stops. The tightness factor appearing in the analysis of this reduction is qx .
Nevertheless, this shows that the notions are asymptotically equivalent.

We prove next that one-wayness implies collision uniformity. Intuitively, if cCU security of

an IB-KEM II is not given, then an OW adversary A could simply run (¢/, K') & Encap,,, (id*)
and would hit the challenge ciphertext with non-negligible probability, i.e. ¢ = ¢*. As matching
ciphertexts imply matching keys (cf. Remark 7), A can break OW security by just outputting K.
We formalize this idea as follows:

Lemma 8 (OW = cCU). Let II be an IB-KEM. If II is OW-secure, then II is computationally
collision-uniform.

Proof. Assume that II is not computationally collision-uniform, i.e. there exists a non-negligible I"
and a successful adversary B against I'-collision-uniformity. Given B, we construct an adversary
A = (A1, A2) against OW of II, as shown in Figure 9. Observe that A; is well-defined due to
Remark 8.

Consider line (c) of the specification of adversary A and denote by E the event that ¢/ = ¢*.
Remark 7 shows that occurrence of F implies K/ = K*, i.e. correct decapsulation of ¢* by As.
Careful comparison of Definition 7 with line (d) of Expt®" (Figure 2) and line (b) of Ay reveals

that the probability for event E to occur is exactly F%pk (id*). Moreover, denoting by B the
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04,0

ATHOX (mpk): A (9t c*):
(a) id* — BO%Ox (mpk) ( ) Parse (mpk id*) « st.
- Rela.y Oy, Ox M) (c, K’) & Encapmpk(zd*)
querles'to At (c) If ¢ # ¢* return L.
(b) st < (mpk,id*) (d) Return K'.

(c) Return (id*, st).

Figure 9: Constructing OW adversary A from collision-uniformity adversary B

event that F#ka (id*) > I'(k) occurs, we know that B happens with probability Succ‘ﬁcyg’r(k) (cf.

line (a) of A; and Definition 7). That is, we constructed an adversary A against OW of IT with

Succ) A(k) = Pr[E] > Pr[E A B] = Pr[E|B] Pr[B]
> I'(k) - Succffz’r(k) > negl(k) .
In particular, IT is not OW-secure. O

Taken together, Lemmas 7 and 8 establish the following corollary:

Corollary 1 (OW = cU). Let II be an IB-KEM. If I1 is OW-secure, then II is computationally
uniform.

For completeness we show that the notions OW and cU are not equivalent, i.e. that OW is
strictly stronger than cU.

Lemma 9 (cU A OW). Not all computationally uniform IB-KEMs are OW-secure.

Proof. Consider the (correct, but insecure) IB-KEM in which Encap,,,,;(id; ) returns (¢, K) =
(r,r), i.e. keys are equal to their encapsulation. The scheme is clearly not OW-secure. However,
it is computationally uniform, provided that CoinSp(k) is super-polynomially large. ]

5 Obtaining plaintext awareness for IB-KEMs

After seeing in Sections 1 and 3 that plaintext awareness is a valuable property of (IB-)KEMs, the
question arises on how this property can be achieved. For this purpose, we introduce a generic
transformation F that (a) converts a computationally uniform IB-KEM into a plaintext-aware
scheme, and (b) strengthens its security from OW to OW-CCA. Our transformation F is inspired
by the Fujisaki-Okamoto (FO) approach [FO99b] for PKE schemes, but with some differences in
structure and properties. Unlike [FO99b], our transformation does not achieve the highest level
of security, IND-CCA, directly, but when combined with the hash transformation # in Section 6,
we obtain IND-CCA security and plaintext awareness simultaneously.

Definition 8 (Transformation F). Let IT = (Setup, Extract, Encap, Decap) be an IB-KEM with
random oracles H and associated spaces IDSp, CoinSp, CipherSp, and KeySp, where (KeySp, +)
forms a group. Let H : IDSp x KeySp — CoinSp be a new hash function (independent of H),
modeled as a random oracle in the security analysis. Then IB-KEM F(1I) = (Setup®, Extract™,
Encap®, Decap®) is specified in Figure 10, with random oracles H' = H U {H} and associated
spaces IDSp* = IDSp, CoinSp* = KeySp, CipherSp* = CipherSp x KeySp, KeySp* = KeySp.

It is easy to verify that, if II is a correct IB-KEM, then so is F(II). Observe that Definition 8
views KeySp as a group. This is quite common in practice, as fixed-length bit strings with the
XOR operation form a group. Alternatively, as detailed in Section 7.1, one can simply hash the
key to a fixed-length bit string.

We will see in Section 7.1 that even if KeySp is already a group, hashing to a bit string may
provide a performance optimization which is attractive for the design of practical schemes.

16



Extract®(msk, id):
(a) Return Extract(msk,id).

Setup*(1%):
(a) Return Setup(1¥). Decap (c):
. ] a) Parse (c1,c0) «+ c.
Encapy,,, (id; r) for r € KeySp(k): (( ) K« Iget:apQ)k(Q)

(a) r1 < H(id,r)

(b) (Clv K) A Encapmpk(id; Tl)
(¢) a1+ K

(d) ¢+ (c1,¢2)

(e) Return (c, K).

b)

c) If K =1 return L.

d) fec— K

e) 71+ H(id,7)

f) If (Cl’ ) # Encapmpk(id; rAl)
return L.

(2) Return K.

(
(
(
(

Figure 10: Constructing F(II) from II. Queries to hash functions other than H are relayed without
modification.

Compared to the original FO [FO99b], our transformation F has many similarities, but a few
differences as well. Considering that KEMs are not fully-fledged encryption schemes and thus
need not process arbitrary-length messages but rather keys from a finite key set, our construction
eschews symmetric encryption (which is used for messages in hybrid encryption schemes) for a
simple one-time pad of the key K, with randomness 7 taking the role of the pad. The latter is
necessary for verifying the decapsulation. These changes lead to a proof of security for F, as we
will see, under weaker and more natural assumptions as those used in [FO99b].

We can now move to our main technical result regarding the F transformation: it results in
an IB-KEM that is plaintext-aware, assuming the original scheme was computationally uniform.
The plaintext awareness comes from the query to the new random oracle H, i.e. the ciphertext
will not decapsulate unless the intermediate value r was queried to H, in which case that same
value r can be used to derive the key.

Theorem 2 (F : cU +— PA). Let I be an IB-KEM. If I1 is computationally uniform, then F(II)
1s plaintext-aware.

Proof. We use notation from Figure 10: IT = (Setup, Extract, Encap, Decap) and F(IT) = (Setup”,
Extract™, Encap®, Decap®). Our goal is to specify a plaintext extractor K for F(II) with awareness
AW?_—A(H% AK overwhelming for all ciphertext creators A. This is the case if, in Expt?_-’a(‘n)y AL the
output of K matches the output of Decap};(c*) except for some negligible probability, where
sk* denotes the secret key corresponding to identity id* and (id*, c¢*) was output by ciphertext
creator A. Consider the following plaintext extractor:
KCH(id*, ¢*, mpk, HList, XList, EList):
(a) Parse (cf,ch) < c*.
(b) R« {(r,m): (H, (id*,r),r1) € HList}
(¢) For each (r,r1) € R:
(a) (c, K) + Encap,(id*; 1)
(b) If (¢ =¢) A (r=c5 — K), return K.
(d) Return L.
Let r* and rj = H(id*,r*) be the values (7, 71) that occur in lines (d) and (e) of algorithm
Decap® when executing Decap},«(c*). By close inspection of Decap® we observe that Decap
on input ¢* = (¢}, ¢3) outputs a key K* (3 1) if and only if

((cf, K*) = Encap,,,,.(id";17)) A (" = ¢; — K) . (1)

Given that it exists, this key K™ is unique and can be readily computed given r]. To analyze
the effectiveness of IC, we distinguish three cases:

(1) r* is queried to H(id*,-) by A, i.e. (r*,r]) € R (cf. line (b) of ).
Plaintext extractor K has access to R and can, using equation (1), easily decide whether
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Decap};« will output a key or not. If it will, then K computes and outputs the same key.
This is handled in line (c) of K.
(2) r* is queried to H(id*,-) from within an Og(id*) query.
In this case, there exists some (id*,é) € EList where (¢, K) « Encapy,,,.(id*; 7). Let
¢ = (¢1,¢2). Clearly, by line (f) of Decap®, if ¢ # ¢} then Decapl,-(c*) will output L.
Case ¢; = ¢} will not occur as it would imply é3 = ¢ (cf. line (d) in Decap™ and recall that
K and r* are already fixed), but ¢ = ¢* is prohibited by line (d) of Expt]P_-A(H)’ AK
(3) r* is not queried to H (id*,-) before reaching line (e) of Expt;A(H%A’,C(k‘).
In this case, r] is randomly assigned when executing Decap,«(c*). Therefore (c},:) =
Encap,,,,;(id*,77) (cf. line (f) of Decap®) occurs only with negligible probability, due to
our assumption that IT is computationally uniform. (Otherwise, this experiment combined
with A would constitute an efficient algorithm for finding, with non-negligible probability,
an identity id* for which vzpk(id*, c¢*) is non-negligible.) Thus, Decap}«(c*) will return L
with overwhelming probability.
We see that there is a perfect match of the decapsulation capabilities of Decap};« and K in
cases (1) and (2). In case (3), KC correctly simulates the behavior of Decap}; . with overwhelming
probability. This shows that F(II) is plaintext-aware. O

Having shown that F introduces plaintext awareness, we now examine its secrecy properties,
aiming to prove that F transforms any OW-secure IB-KEM into an OW-CCA-secure scheme.
First we will show that F preserves OW security.

Lemma 10 (F : OW — OW). LetII be an IB-KEM. IfII is OW-secure, then F(II) is OW-secure.

Proof. The proof in general proceeds as a sequence of games in which related values are gradually
decoupled. Although the concept is straightforward, the proof requires some care.

We define a sequence of games. Game (1 will be the original OW experiment Exptg\(/\ﬁL A(k)
for F(IT). In subsequent games, we will modify how the challenger generates the challenge
ciphertext to allow it to, at various stages, insert a challenge from an OW challenger for II. This
will allow us to show that an adversary that can break OW of F(II) can be used to break OW of
II. In Figure 11, we specify precisely how the challenge ciphertext is generated in each game.
This corresponds to line (d) in the original Exptg\(/\ﬁL (k) experiment defined in Figure 2. For
each game G;, we define S; to be the probability that game G; returns WIN; our goal is to bound
S1. The first several games are simple rewriting steps.

Game G2. We replace random oracle H : IDSp(k) x KeySp(k) — CoinSp(k) with the compo-
sition of a random function H' : IDSp(k) X KeySp(k) — CoinSp(k) and a random permutation
P : KeySp(k) — KeySp(k), and give A oracle access to H o P which on queries of the form
(id,r) € IDSp(k) x KeySp(k) returns H'(id, P(r)). Since H' o P has the same distribution as H,
S1 = 95,.

Game G3. We rewrite the generation of the input to the hash function in terms of a separate
variable 7/. This is a bridging step, so Sy = Ss.

Game G4. We simplify the generation of the variable r’. Since P is a permutation, this does
not change the distribution, and hence S3 = Sj.

Game G5. The hop from game G4 to game G5 contains the essential step of generating rq
independently from 7. This serves to decouple ciphertext components ¢; and c¢y. We will show
that this change cannot be detected unless II is not OW.

Let A be an algorithm that can distinguish G4 from G5. To distinguish the two games,
A needs to induce an (id*,r’") query to H'. Since A only has access to H' o P, and since P
is a permutation, the only way A can induce such a query to H' is if A queries (id*, P~1(r"))
to H' o P. Observe that P~1(r") = ¢y — Decap,(c1) in both G4 and G5. Hence, given (c1, ca),
distributed either as in G4 or as in G5, A queries (id*, co — Decap,y(c1)) to H' o P. Observe in
addition that ¢; and ¢ are statistically independent in G5.
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G1 = Expt2(Y; 4 (k) Go

() (id*,st) & AOX (mpk) ()  (id*, st) & AFPOX (mpk)
(d).1 r & KeySp(k) (d).1 r & KeySp(k)
(d).2 m « H(id*,r) (d).2 7 « H'(id*, P(r))
(d).3 (c1, K*) < Encap(id*;r) (d).3 (c1, K*) < Encap(id*;r)
(d).4 cog+—r+ K* (d)4 co 1+ K*
(d).5 ¢+ (c1,¢2) (d).5 ¢* « (c1,¢2)
e) K’ & Af’ox(st,c*) (e) K’ & Aflop’ox(st,c*)
G3 G4
(c) (id*,st) & APOX (1mpk) (c)  (id*,st) & APOX (mpk)
(d).1r & KeySp(k) (d).1 + & KeySp(k)
(d).2 " + P(r) (d).2 ry « H'(id*,r")
(d).3 r « H'(id*, r") (d).3 (1, K*) < Encap(id*;r1)
(d).4 (c1, K*) + Encap(id*;r) (d)4 ¢y + P ) + K*
(d).5 cg + P7L(¢") + K* (d).5 ¢* + (c1,¢2)
(@06 ¢~ (e1,2) © K& ATPON (g o
(e) K’ & Al oPOX (st ¢*)
G5 G6
() (id*,st) & ATPOX (mp) (c) (id*,st) & APOX (mpk)
(d).1 + & KeySp(k) (d).1 & CoinSp(k)
(d).2 il CoinSp(k) (d).2 (¢1, K*) < Encap(id*;r1)
(d).3 (c1, K*) < Encap(id*;r) (d).3 e & KeySp(k)
(d).4 cg < P71+ K* (d).4 ¢* « (c1,¢2)
(d):5 ¢  (c1, c2) () K’ & AMPOX (g o7
) K’ & Af oPOx (s, c*)

c o~
. @

Figure 11: Sequence of games for the proof of Lemma 10, showing lines changed from Expt?r\fvn)’ (k) in
Figure 2. Changes between games are marked. H’ is a random function and P is a random permutation.
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We now use such an A to break the OW security of II. Let ¢* be an OW challenge for II.
Choose ¢ & KeySp(k). This pair (¢*,¢) is distributed as in G5. Hence, when A is run on
(¢*,¢%), A will query its oracle H' o P on (id*, & — Decap,(¢*)). From the list of queries to the
oracle H' o P, pick a query (id, z) at random, constraint to id = id*. Return ¢ — z as the guess
for the key that corresponds to the challenge ciphertext ¢*.

We have shown how to use a distinguisher A for G4 and G5 to construct an algorithm B for
breaking the OW security of II. Hence, |S4 — S5| < qm - Succgyl\é(k), where gy denotes the total
number of queries to H' o P. This difference is negligible, assuming that II is OW-secure.

Game Gg. We replace co with a random value. In G5, v’ is independent of ¢; so ¢y is
independent of c;, and moreover ' is uniformly random, so P~!(r’) is uniform and hence c; is
uniform. In Gg, c2 is clearly independent of ¢ and is clearly uniform. Thus, the distributions of
(c1,¢2) in G5 and G are identical, so S5 = Sg.

Finally, we need to bound Sg. Suppose A wins in game Gg. We run A on the same
environment as Gg but this time we replace ciphertext component ¢; in Gg with the challenge
from an OW challenger for II. This exactly matches the distribution in GGg. Thus, A can be used
to break OW security of II, and thus we have an algorithm B such that S¢ = Succ%}%(k’) which
is negligible, assuming II is OW-secure.

Combining the intermediate results demonstrates that S; = Succg\(/\{])7 (k) is negligible,
assuming II is OW-secure. O

Remark 9 (Better tightness in proof of Lemma 10). In Lemma 10, we saw that the F construc-
tion preserves one-way-ness. The proof introduces a gap in tightness due to the random choice
of z from the qi queries to H' o P in the analysis of the hop from G4 to G5. However, if II is in
fact IND-secure, then we can achieve a tight reduction: in the IND experiment, By is given a
potential key K and can check whether that K is equal to the one output by As, or whether K is
consistent with one of the queries to H' o P. If one of these is the case, then By answers that K
is a real key, otherwise Ba answers that K is a random value.

We can now combine the results of this section with some previous results to show that the
F transformation results in an IB-KEM which is both plaintext-aware and OW-CCA-secure.

Corollary 2 (F : OW — PA A OW-CCA). Let II be an IB-KEM. If 11 is OW-secure, then F(II)
18 plaintext-aware and OW-CCA-secure.

Proof. Since II is OW, then by Corollary 1 it is also computationally uniform. By Theorem 2,
F converts a computationally uniform scheme into a PA scheme. By Lemma 10, F preserves
OW. Thus we have that F(II) is OW and PA, by Theorem 1 it is also OW-CCA. O

Corollary 2 stands in contrast to the original FO transformation [FO99b], which required
uniformity as a separate precondition in addition to OW; we have identified a (strictly) weaker
precondition, computational uniformity, which follows from OW security.

Given an identity id, a ciphertext ¢ = (c1, ¢2), and a potential corresponding key K, anyone
can check if K does in fact correspond to ¢: compute 7 < co — K, 71 - H(id, ), and check
if (¢1, K) is equal to Encapfnpk(id; 71). In other words, there is a public consistency check of
ciphertexts and keys. As a result, F(II) can never be secure in the sense of an indistinguishability
experiment such as IND or IND-CCA, which proves the following lemma:

Lemma 11 (F(II) never IND). For any IB-KEM II, F(II) is not IND-secure.

This result leads to an important observation contrasting random oracle model results from
standard model results. Teranishi and Ogata [TO06] showed that, for public key encryption in
the standard model, OW A PA2 = IND-CCA. Corollary 2 and Lemma 11 show that this is not
the case for IB-KEMs in the random oracle model: assuming II is OW, we have that F(II) is PA
and OW, but F(II) is not IND.
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Setup® (1*): Extract™ (msk, id):
(a) Return Setup(1¥). (a) Return Extract(msk,id).

Deca pf;(c):

Encapﬁ, (id;r): %

pk ’

- . (a) K « Decapg(c)
(a) (¢, K) + Encapmpk(zd., r) If K =1 return L.

A b
((b% IR(:H?(I}?) ((c; K « H#(K)
¢) Return (¢, K). (d) Return K.

Figure 12: Constructing #(II) from II. Queries to hash functions other than H# are relayed without
modification.

Remark 10 (On the implication OW A PA = IND-CCA from [TO06]). We briefly discuss the
intuition behind the surprising implication OW A PA = IND[-CCA|, discovered in [TO06] in the
context of public key encryption and plaintext awareness defined in the standard model [BP0/).
In the proof, assuming towards contradiction that the encryption scheme is not IND-secure, the
authors construct a (stateful) plaintext creator P that encrypts a random message and transmits
resulting ciphertext ¢ to PA adversary A via a series of O queries. This ciphertext is output
by A, and obviously no plaintext extractor K can recover the encrypted message. Regarding a
standard model definition of plaintext awareness for KEMs, we doubt that above implication
would hold as well. The key argument is that there would be no plaintext creator P, which plays
the central role in the attack scenario described above.

6 From one-way security to indistinguishability

We present now a simple transformation — hashing an IB-KEM’s key — that allows us to
provably jump from OW to IND security, and from OW-CCA to IND-CCA. Bear in mind that
our F transform does not achieve IND(-CCA) security and so # will play an important role
in achieving this property. We admit that this technique has been used earlier for the same
purpose [BEMLS08, Den03]; however, we additionally prove that it preserves plaintext awareness.

Definition 9 (Transformation #). Let II = (Setup, Extract, Encap, Decap) be an IB-KEM with
random oracles H and associated spaces IDSp, CoinSp, CipherSp, and KeySp. Let H* : KeySp —
KeySp be a new hash function (independent of H), modeled as random oracle in the security
analysis. Then (hashed) IB-KEM #(II) = (Setup™, Extract” Encap”, Decap™) is specified in
Figure 12, with random oracles H' = HU{H#} and associated spaces IDSp?” = IDSp, CoinSp” =
CoinSp, CipherSp# = CipherSp, and KeySp# = KeySp.

It is easy to verify that, if IT is a correct IB-KEM, then so is #(II). The following Lemmas 12
and 13 show that # converts arbitrary OW-secure schemes into IND-secure schemes and preserves
plaintext awareness.

Lemma 12 (# : OW[-CCA] — IND[-CCA]). Let 1T be an IB-KEM. If 11 is OW-secure, then
#(IT) is IND-secure. Analogously, if I1 is OW-CCA-secure, then #(II) is IND-CCA-secure.

Proof. Let A% = (Af,A# ) be an IND[-CCA] adversary against #(II). We can construct an
OWI-CCA| adversary A = (A;, A2) against II as follows: A; executes Af, recording and
answering all queries to random oracle H#, and relaying all oracle queries to Ox, Op (in the
CCA case), and Oy (H,-), for H # H7, to its own challenger. A; outputs the same (id*, st) as
is output by Af. On receiving challenge ciphertext ¢*, As picks a random key K** and runs
Af on input (st,c*, K**), recording and answering all queries to H as A; did. Eventually A#
stops. Ajg ignores Af’s output and returns a randomly chosen entry from HLi as its guess for

the key corresponding to ¢*, where HLi denotes the list of all answers given to H# queries made
by .A’fé and .A# .
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Let K* be the (real) key corresponding to ¢*. Let E be the event that K* is queried to the H#

oracle by A#. We have Pr [EXpt;é\l(?I[;,cji}’o(k) = WIN‘—\E} =Pr [Exptilg_[[;?ji]vl(k> = WIN —E},
and thus Pr[E] > Advtﬁlggcjﬁ](k) (cf. Lemma 17). If E occurs, then K* is contained in HLi and

Ay returns it with probability (at least) 1/q, where ¢ = |HLi| is polynomially bounded. Hence

Sucegy i “M(k) > Pr [Exptgf’;"['cc“](k) - WIN‘E} Pr[E]

IND[-CCA
> Advtly o (k) /g

This proves the lemma. ]

Lemma 13 (# : PA — PA). Let II be an IB-KEM. If 11 is plaintext-aware, then #(I1) is
plaintext-aware.

Proof. Let K be a plaintext extractor for IT and let A be a PA adversary (ciphertext creator)
for #(II). Observe that, syntactically, it is possible to run K on transcripts from A#. Let
(id*, c¢*, mpk, HList, XList, EList) be a transcript of A% and K be the key output by K on that
input. Since K is a plaintext extractor for II, we have that K = Decap?xtract(msmd*)(c*) with
high probability and hence

#,M *\ H *
DecapEXtract#(msk,id*)(C ) - H#(DecapExtract(msk,id*)(C ))

= H*(K) .

That is, the plaintext extractor K# = H# o K, obtained by combining K with H#, is a valid
extractor for #(I1). In particular, K# has the same success probability as K. O

Observe that, in the above proof of Lemma 13, we didn’t exploit the fact that H# is a
hash function (or even a random oracle). Indeed, the proof would have worked as well if the
construction in Definition 9 had applied on the key any other kind of deterministic function (for
example, the truncation of a fixed number of bits). However, the use of a random oracle in the
# construction is an essential prerequisite of the proof of Lemma 12.

We are now ready to state the central result of this paper: by combining transformation
# with transformation F, we can convert any OW-secure IB-KEM into an IB-KEM that is
simultaneously plaintext-aware and IND-CCA-secure.

Theorem 3 (Main result: # o F : OW — PA A IND-CCA). Let II be an IB-KEM. If 11 is
OW-secure, then #(F(I1)) is plaintext-aware and IND-CCA-secure.

Proof. By Corollary 2, F(II) is PA and OW-CCA-secure. By Lemma 13, #(F(II)) is PA and by
Lemma 12 it is further IND-CCA-secure. O

This overall generic construction is powerful yet extremely efficient: encapsulation has just
two additional random oracle queries, and decapsulation requires two random oracle queries and
a partial encapsulation. We do not require any additional randomness or public parameters. In
Section 7.1 we show how to further optimize the overall transformation.

7 Plaintext-aware IB-KEMs in practice: applications and opti-
mizations

We apply our generic transformations from Sections 5 and 6 to two popular IB-KEMs®, namely to
BF-IB-KEM by Boneh and Franklin [BF01], and to SK-IB-KEM by Sakai and Kasahara [SKO03].

®More precisely, the schemes presented in [BF01, SK03] are not IB-KEMs, but rather IBE schemes. In this
paper we consider the IB-KEMs that underlie their (hybrid) constructions.
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Both schemes are defined in the pairing-based setting and proven (OW-)secure in the random
oracle model. In order to obtain plaintext-aware IB-KEMs of maximum efficiency, we additionally
develop a simple yet general and highly effective optimization of our transformation F from
Definition 8.

We start by providing background on the cryptographic setting in which BF-IB-KEM and SK-
IB-KEM are defined. Let G1 = (g1), G2 = (g2), and G = (gr) be cyclic groups of prime order g.
Let e : G1 x G2 = G be an efficient bilinear map (pairing) such that a,b € Z; = e(gla,ggb) =
gr®. Moreover, let ¢ : Go — G be an efficient homomorphism such that v(g2) = g1. This
setting, for which efficient instantiations are known [AKL ™10, BSSC05, GPS08], is usually called
a TYPE II setting [GPS08], and hardness of BDH and ¢-BDHI problems [CCMLS06] are widely
assumed:

— BDH: Given ¢2*, g2Y, g2* for x,y, 2 & Zg, it is infeasible to compute gr*Y*.

— t-BDHI: Given go%, ... ,gg‘”t for x i Zg, it is infeasible to compute ng/m.

7.1 Improving efficiency of transformation F

Although the F transformation from Section 5 is already reasonably efficient, we identify a way
to further optimize its performance in practice. For a motivation of our optimization consider
the schemes BF-IB-KEM and SK-IB-KEM, as specified in Definitions 11 and 13, respectively. In
both schemes we have KeySp(k) = Gr. This set is a group, i.e. the corresponding requirement
on KeySp(k) from Definition 8 is naturally fulfilled and F transformation can be directly applied
to both IB-KEMs. However, sampling randomness r uniformly from G7, as needed in Encap*
algorithm (cf. Figure 10), is a relatively costly operation. Indeed, in practice it will require an

additional exponentiation: pick random exponent h i Zq and compute r via r < gr". We
propose a general optimization to the F transformation which does not require sampling from
KeySp(k), and potentially notably increases obtained scheme’s performance.

To derive the new conversion, consider Encap™ algorithm from F transformation, but replace
line (b) by (c1, K) < Encap,,,(id; 1) followed by K < H'(K), where H' : KeySp(k) — {0, 1}*
is an auxiliary hash function. The range {0,1}* of H’ forms an (Abelian) group with respect to
the bitwise XOR operation, so that we can apply the F and # transformations using this new
key space KeySp(k) = {0, 1}*. Observe that sampling from {0, 1}* is a highly efficient operation,
and that binary representation of its elements is (a) computationally trivial, and (b) usually
more compact than the representation of elements of G, i.e. IB-KEMs obtained through the
modified transformation have shorter ciphertexts.

A precise specification of the adapted # o F transformation is given in Definition 10 and
Figure 13. For reasons of efficiency, we conflate H# o H' into a single hash function H# (see
lines (f) and (g) of Encap™ and Decap™ algorithms, respectively) and assume that H# maps
to {0,1}*. As a further optimization, as H' and H? are evaluated solely on K (respectively,
on K), one could compute H'(K), H#(K) via a single call to a double-length hash function, i.e.
H'||H* : KeySp(k) — {0,1}* x {0,1}*. This trick reduces the total number of required hash
functions to just two.

Definition 10 (Optimized transformation # o F). Let IT = (Setup, Extract, Encap, Decap) be
an IB-KEM with random oracles H and associated spaces IDSp, CoinSp, CipherSp, and KeySp.
Let H : IDSp x {0,1}¥ — CoinSp, H', H* : KeySp — {0, 1} be new hash functions (independent
of "), modeled as a random oracles in the security analysis. Then IB-KEM TIT = (Setup™,
Extract™, Encap™, Decap™) is specified in Figure 13, with random oracles H' = H U {H, H', H*}
and associated spaces IDSpT = IDSp, CoinSpT = {0, 1}*, CipherSpt = CipherSp x {0, 1}, and
KeySpt = {0, 1}*.

Technically speaking, the proposed transformation involves twice the application of the #
transformation from Section 6 to the respective IB-KEM. Lemmas 12 and 2 show that its first
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Extract™ (msk, id):
Setup™ (1%): (a) Return Extract(msk,id).
(a) Return Setup(1¥).

Decap?, (c):
Encap;pk(id; r) for r € {0,1}*: (a) Parse (c1,c2) ¢ c.
(a) m « H(id,T) (b) K « Decapg(c1)
(b) (e1,K) < Encap,y,,,;.(id; 1) (¢) If K = 1 return L.
(¢) e+ r®H(K) (d) 7 < H(id,co ® H'(K))
(d) ¢+ (c1,c2) (e) If (c1,-) # Encap,,,.(id; 1)
(e) K «+ H#(K) return L.
(f) Return (¢, K). (f) K « H#(K)

(g) Return K.

Figure 13: Optimized combination of F and # transformations from Figures 10 and 12. Queries to
hash functions other than H, H', H# are relayed without modification.

application preserves OW security (it even yields an IND-secure IB-KEM), and hence, together
with Theorem 3, establish soundness of the overall transformation:

Theorem 4 (Def. 10 : OW > PA AIND-CCA). Let I be an IB-KEM and 1T its conversion. If
IT is OW-secure, then IB-KEM II7" is plaintext-aware and IND-CCA-secure.

7.2 Plaintext-aware and IND-CCA-secure BF-1B-KEM

BF-IB-KEM is the underlying primitive to the Boneh-Franklin IBE scheme [BF01]. More precisely,
the Basicldent scheme from [BF01] is the canonical transformation of BF-IB-KEM into an IBE

scheme, using a KEM/DEM construction where one-time pad encryption is used for the DEM
part. BF-IB-KEM is OW-secure under Bilinear Diffie-Hellman (BDH) assumption [CCMLSO06].

Definition 11 (BF-IB-KEM). The Boneh-Franklin identity-based key encapsulation mechanism
is specified in Figure 14 (left part), where Hy : {0,1}* — Gy denotes a hash function. We have
IDSp(k) = {0,1}*, CoinSp(k) = Z,, CipherSp(k) = G2, and KeySp(k) = Gr.

Correctness of BF-IB-KEM follows from equality
e(Hy(id), mpk)" = e(Hy(id)™*, ;") = e(sk,c).

Note that encapsulation requires one pairing evaluation and two exponentiations, while decapsu-
lation takes a single pairing operation. By applying to BF-IB-KEM the transformation from
Definition 10 we obtain BF-IB-KEM™:

Definition 12 (BF-IB-KEM™). BF-IB-KEM™ is specified in Figure 14 (right part), where
Hy :{0,1}* = Gy, H : {0,1}* x {0,1}* — Z,, and H', H* : G — {0,1}* are hash functions,
and IDSp* (k) = {0,1}*, CoinSp™ (k) = {0,1}*, CipherSp* (k) = G2 x {0,1}*, and KeySp* (k) =
{0, 1}%.

The security properties of BF-IB-KEM™ are implied by Theorem 4:

Theorem 5. BF-IB-KEM™ is plaintext-aware (PA) and IND-CCA-secure, under the BDH
assumption in the random oracle model.

Our transformation almost preserves the efficiency of the original scheme: the only substantial
difference between BF-IB-KEM and BF-IB-KEM™ is the additional exponentiation in line (d) of
Decap™, which can be considered marginal in comparison to the pairing evaluation in line (b).
Observe that the length of ciphertexts is increased by only k bits and that all newly introduced
hash functions H, H', H# are straight-forward to instantiate.

50n first sight it seems that by applying the H’ hash function to intermediate key K we lose a factor of qp/
in the security reduction. However, Remark 9 shows that this is not true: as H'(K) is an IND-secure key, we
correspondingly get tighter security for the F construction.
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Setup™ (1%):
Setup(1%): (a) Return Setup(1%).
(a) msk & Z,
(b) mpk + go™k
(¢) Return (mpk,msk).

Extract™ (msk, id):
(a) Return Extract(msk,id).

Encap;  (id;r) for r € {0,1}*:
Extract(msk, id): [ mpk\%5 T")

(a) sIE: — H; (21d)m8k ((d) r1 < H(id,r)

(b) Return sk.

)
(c) ¢« (92,7 @ H'(K))
, ) K « H#*(K)
Encap,(id; ) for r € Zy: (¢) Return (c, K).
(a) c+go"

(b) K <« e(Hi(id), mpk)" D

(¢) Return (¢, K). P:;C(C)I

Parse (c1,¢2) + c.
K «+ e(sk,c1)

)
)
Decap,.(c): ) 1 H(id,co & H'(K))
)
)
)

(a) K <+ e(sk,c)

If e ™ return L.
(b) Return K. 1792

K « H#(K)
Return K.

Figure 14: Specification of II = BF-IB-KEM and IIT = BF-IB-KEM™*. Observe that II* is constructed
from II following the stencil from Figure 13.

7.3 Plaintext-aware and IND-CCA-secure SK-IB-KEM

The second IB-KEM that we analyze in this section was proposed by Sakai and Kasahara
in [SK03]. Its main advantage over BF-IB-KEM is its efficiency: encapsulation operations do
not require any pairing evaluation. Moreover, there is no need to efficiently hash into GG or Ga,
but only into Zj,.

Definition 13 (SK-IB-KEM). The Sakai-Kasahara identity-based key encapsulation mechanism
is specified in Figure 15 (left part), where Hy : {0,1}* — Z, denotes a hash function. We have
IDSp(k) = {0,1}*, CoinSp(k) = Z,, CipherSp(k) = G1, and KeySp(k) = Gr.

SK-IB-KEM is proven OW-secure in [CC05, CCMLS06], assuming hardness of ¢-BDHI
problem. Observe that secret keys cannot be extracted if Hj(id) = —msk, but this occurs only
with negligible probability. In all other cases correctness is established by

e(c,sk) = e((mpk:-ngl(id))T,921/(m8k+H1(id)))

_ e(glm5k+H1(id) 921/(msk+H1(id)))T
ar’ .

Encapsulation requires two exponentiations but no pairing operation. Efficiency of decapsulation
is the same as in BF-IB-KEM, namely one pairing evaluation. We apply the transformation
from Definition 10 to SK-IB-KEM and obtain SK-IB-KEM™:

Definition 14 (SK-IB-KEM™). SK-IB-KEM?" is specified in Figure 15 (right part), where
Hy : {0,1}* = Z,, H : {0,1}* x {0,1}* — Z, and H', H* : Gr — {0,1}* are hash functions,
and IDSpT (k) = {0,1}*, CoinSp™ (k) = {0,1}*, CipherSp* (k) = Gy x {0,1}*, and KeySp* (k) =
{0,1}*.

We let Theorem 4 establish the security properties of SK-IB-KEM™:

Theorem 6. SK-IB-KEM" is plaintext-aware (PA) and IND-CCA-secure, under the t-BDHI
assumption in the random oracle model.

SK-IB-KEMT is slightly less efficient than SK-IB-KEM. This difference is caused by two
additional exponentiations in Decap™, in line (d). Note that one of them, namely g;* (i) " can
be precomputed. Observe that the length of ciphertexts is increased by only k bits and that all
newly introduced hash functions H, H', H# are straight-forward to instantiate.
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Setup™ (1%):
(a) Return Setup(1¥).

Setup(1¥): Extract™ (msk, id):
(a) msk & Zq (a) Return Extract(msk,id).
(b) mpk = g™
(¢) Return (mpk,msk). Encap:;pk(id; r) for r € {0,1}F:
(a) r1 < H(iud,r)
Extract(msk, id): (b) K < gr"
(a) sk «— 921/(msk+H1(id)) (C) ¢l (mpk . &Hl(id))T]
(b) Return sk. (d) cg < r® H'(K)
(e) ¢« (c1,c2)
Encap,y,,i(id; ) for r € Zy: (f) K + H#*(K)
(a) ¢« (mpk - g1 0D)" (g) Return (¢, K).
b) K < gr"
((c§ Returfl (¢, K). Decapy, (c):
(a) Parse (c1,¢2) < c.
Decapg,(c): (b) K < e(c1, sk) )
(a) K <+ el(c,sk) (c) 714 H(id,co ® H'(K))
(b) Return K. (d) If ¢ # (mpk - g 10D
return L.

(e) K « H#(K)
(f) Return K.

Figure 15: Specification of Il = SK-IB-KEM and II" = SK-IB-KEM™. Observe that II" is constructed
from II following the stencil from Figure 13.

8 Conclusion

We have defined and analyzed the notion of plaintext awareness for key encapsulation mechanisms
in the identity-based setting and the public key setting in the random oracle model. We have
explored the relationships between plaintext awareness and other security notions, noting
that a scheme that is both PA and OW is also OW-CCA. We have also introduced a generic
transformation F, somewhat related to the Fujisaki-Okamoto transformation for public key
encryption, that can be used to construct a plaintext-aware KEM from an OW-secure KEM.
Notably, our F construction uses a weaker security notion which we call computational uniformity
(and which is in fact implied by OW) than the distinct notion of uniformity required by Fujisaki-
Okamoto; this security notion may be of independent interest. We further propose a simple
hash-based construction # that, combined with our F construction, converts a weak (OW-secure)
KEM into a strong (plaintext-aware and IND-CCA-secure) KEM. We apply this construction to
several existing IB-KEMs, resulting in the first provably plaintext-aware secure IB-KEMs. This
transformation can also be applied in the public key KEM setting.

Our techniques and results apply in the random oracle model. Existing proof strategies
for plaintext awareness in the standard model, such as the simulatability approach of Birkett
and Dent [BD11], do not seem to apply current standard model IB-KEMs, and we identify the
development of proof strategies for plaintext awareness of identity-based constructions in the
standard model as open question.
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A Extending our results to PK-KEMs

We explore the applicability of our IB-KEM-related results from Sections 3-7 to the setting of
public key KEMs. A PK-KEM is generally given by a set of three algorithms: KeyGen, Encap,
and Decap. We observe that IB-KEM-related definitions of syntax, secrecy (OW[-CCA| and
IND[-CCA]), computational uniformity (cU), and plaintext awareness (PA) can readily be adapted

to the PK-KEM setting by replacing in the security experiments (mpk, msk) & Setup(1¥) by

(pk, sk) & KeyGen(1¥), and by further leaving out identities and availability of Ox oracles.

We prove in Section A.1 that for these adapted definitions the implication OW = cU still
holds (cf. Corollary 1 in Section 4). Under this premise, a close inspection of our lemmas
and proofs from Sections 3 and 5-7 shows that their statements remain valid in the PK-KEM
world. In particular, we have correspondence for Theorem 1 (OW A PA = OW-CCA), Corollary 2
(F : OW — PAAOW-CCA) and Theorem 3 (#oF : OW — PAAIND-CCA), with slightly adapted
F and # transformations. We refrain here from giving corresponding proofs as it would suffice
to marginally adjust those from named sections to fit the public key setting.

In Section A.2 we adapt the optimized # o F transformation from Section 7 to the PK-KEM
setting, and, for concreteness, apply this transformation to ElGamal-KEM, in Section A.3.

A.1 Computational uniformity of PK-KEMs and its relation to one-wayness

We define the notion of computational uniformity (cU) for PK-KEMs and show that it is implied
by one-way security. As we did for IB-KEMs in Section 4, we prove this implication via an
intermediate notion (CU), i.e. we prove OW = CU and CU = cU separately. Observe that CU is
an information-theoretic notion, while the intermediate notion cCU in the identity-based setting
was computational (cf. Definition 7). This difference comes from the fact that cCU is based on an
adversary B that outputs an identity for which collisions among ciphertexts become noticeable.
In the public key setting, however, this step becomes obsolete and we are only interested in
collisions among ciphertexts generated for one specific (randomly generated) public key. As
the notion of OW security is readily derived from Definition 2 by “stripping off” all parameters
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A% (pk, ¢*):
(a) (¢, K’) & Encapl4()
(b) If ¢ # ¢* return L.
(c) Return K'.

Figure 16: Construction of OW adversary A against II

and oracles related to the identity-based setting, we start by defining the notion of collision
uniformity (CU).

Definition 15 (Collision uniformity (CU)). Let IT be a PK-KEM with associated spaces CoinSp,
CipherSp, and KeySp. For k € N, H € Hash(k), and (pk, sk) € KeyGen™(1*) define

FZ;;C = Pr |r1,ro & CoinSp(k); Encap;'fc(rl) = Encapz,{k(rg)]

We say that II is T-collision-uniform for a given function T' : N — RZ0 if the following probability
1s negligible in k:
Pr [TH > T(k)] .
# & Hash(k)
(pk,sk) & KeyGen™ (1%)
IT is called collision-uniform (CU) if IT is T'-collision-uniform for all non-negligible T'.
Lemma 14 (OW = CU). LetII be a PK-KEM. IfII is OW-secure, then I is collision-uniform.

Proof. Assume that II is not collision-uniform, i.e. there exists a non-negligible I' such that II is
not I'-collision-uniform. Consider adversary A against OW of II from Figure 16.

Denote by E the event that ¢ = ¢* in line (b) of adversary A. Clearly, if E occurs then also
K' = K* by correctness of II, and hence Succ?l\ﬁf‘(k) = Pr[E]. On the other hand, inspection
of adversary A and OW experiment reveals that Pr[E] = F;'fﬁ. Let B denote the event that

FZ)";C > I'(k) in the execution of OW experiment. By assumption we have Pr[B] > negl(k). We
thus obtain

Succ§" (k) = Pr[E] > Pr[E A B] = Pr[E|B] Pr[B]
> I'(k) - Pr[B] > negl(k)
and conclude that II is not OW-secure. O

We next adapt the notion of computational uniformity (cU, Definition 6) from the identity-
based to the public key setting. Note that it is a (strictly weaker) variant of the uniformity
notion for public key encryption schemes, as put forward by Fujisaki and Okamoto in [FO99b].

Definition 16 (Computational uniformity (cU)). Let II be a PK-KEM with associated spaces
CoinSp, CipherSp, and KeySp. For k € N, H € Hash(k), (pk,sk) € KeyGen’ (1¥), and c €
CipherSp(k) define

fy;',é(c) =Pr [r i CoinSp(k); (¢,-) = Encapz,'é(r)}

For any algorithm A and function v : N — R=2%, consider experiment ExptCHij from Figure 17
and define the success probability of A as

Succ%Li’Z(k) =Pr [Exptcntf;z(k) = WIN}
PK-KEM 11 is computationally y-uniform if Succcnlﬂ(k:) 1s negligible in k, for all adversaries A.

PK-KEM 11 is simply called computationally uniform (cU) if II is computationally ~y-uniform
for all non-negligible ~.
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Expt%lu(k):
(a) H < Hash(k)
(b) (pk, sk) <& KeyGen™(1%)
() e A% (pk)
— Answer Oy queries as in
Figure 2.
(d) If *y;fc(c) > ~(k) return WIN.
(e) Return LOSE.

Figure 17: Experiment for computational uniformity (cU) of PK-KEMs

Analogously to what we show in the identity-based setting (cf. Lemma 7), collision uniformity
of PK-KEMs implies computational uniformity:

Lemma 15 (CU = cU). Let Il be a PK-KEM and ~,T : N — R=Y be functions such that
(k) = ~%(k) for all k. If II is T-collision-uniform, then II is computationally y-uniform. In
particular, if I1 is collision-uniform, then II is computationally uniform.

Proof. For any k € N, H € Hash(k), (pk, sk) € KeyGen? (1¥), and ¢ € CipherSp(k) we have

F;{k > Pr [7‘1,7“2 & CoinSp(k); Encap;fc(rl) = (c,")
= Encapﬁ(rz)] = 7;2(0)2 )

Now, if an adversary A against computational ~-uniformity of IT manages to output a ciphertext ¢

such that ’y;fc(c) > 7(k), then F;’fﬂ > 'y;fc(c)z > ~2(k) = T'(k) holds as well. Hence we have

U)
Suceyy 7 (k) < pPr [T7% > T(k)]
H < Hash(k)
(pk,sk) <& KeyGen™(1%)
If I is ['-collision-uniform then the right term is negligible, i.e. IT is computationally ~-uniform.
O

Taken together, Lemmas 14 and 15 imply the following corollary:

Corollary 3 (OW = cU). Let II be a PK-KEM. If 11 is OW-secure, then 11 is computationally
uniform.

A.2 Obtaining plaintext awareness for PK-KEMs

In Sections 5 and 6 we developed techniques that convert any OW-secure IB-KEM into a plaintext-
aware IND-CCA-secure one. This conversion was further optimized (in regards to efficiency) in
Section 7. In the PK-KEM setting, we directly propose an optimized transformation that turns
any OW-secure PK-KEM into one that offers plaintext awareness and IND-CCA security.

Definition 17 (Optimized transformation for PK-KEMSs). Let II = (KeyGen, Encap, Decap) be
a PK-KEM with random oracles H and associated spaces CoinSp, CipherSp, and KeySp. Let
H : {0,1}* — CoinSp, H', H* : KeySp — {0,1}* be three hash functions (independent of H),
modeled as random oracles in the security analysis. Then PK-KEM IIT = (KeyGen™, Encap™,
Decap™) is specified in Figure 18, with random oracles H' = H U {H, H', H#} and associated
spaces CoinSp™ = {0,1}*, CipherSpt = CipherSp x {0,1}*, and KeySp* = {0, 1}*.

As, in Figure 18, hash functions H' and H# are evaluated solely on K (respectively, on K ),
computing them via a single call to a double-length hash function H' || H* : KeySp(k) —
{0,1}* x {0,1}* is possible and reduces the total number of required hash functions to just two.
The security of the transformation is established as in Theorem 4:

Theorem 7 (Def. 17 : OW +— PA A IND-CCA). Let II be a PK-KEM and 1T its conversion. If
IT is OW-secure, then PK-KEM 11" is plaintext-aware and IND-CCA-secure.
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KeyGen™ (1%):
(a) Return KeyGen(1%).

Encap,, (r) for r € {0,1}*:
(a) m < H(r)
(b) (c1, K) < Encap,(r1)
(c) ca+r® H'(K)
(d) ¢+ (C17CQL
(e) K + H*(K)

Decap?, (c):
(a) Parse (c1,cq) < c.
(b) K < Decap,(c1)
(c) If K = 1 return L.
(d) 1 « H(cy & H'(K))
(e) If (c1,) # Encapyy (71)

return L.
(f) K « H#(K)
(g) Return K.

(f) Return (¢, K).

Figure 18: Adaption of the optimized transformation for IB-KEMs from Figure 13 to the PK-KEM
setting. Queries to hash functions other than H, H', H# are relayed without modification.

KeyGen™ (1%):
(a) Return KeyGen(1%).
KeyGen(1): Encap;k(r) for r € {0, 1}*:
(a) sk & 7, (a) r H(r)
(b) pk « g° (b) K « (pk)"
(c) Return (pk, sk). () et =g
(d) c2 +r@ H(K)
Encap,,(r) for 7 € Z;: (e) ¢« (c1,c2)
(a) c+g" (f) K + H*(K)
(b) K « (pk)" (g) Return (¢, K).
(¢) Return (c, K).
Decap? (¢):
Decap,(c): (a) Parse (c1,¢2) +c.

sk

(a) K  c* K+ a

(b) Return K. 1 < H(cy @ H'(K))

(b)

(©) :

(d) If ¢; # ¢ return L.
(e) K + H*(K)

(f) Return K.

Figure 19: Specification of IT = ElGamal-PK-KEM and II" = ElGamal-PK-KEM™. Observe that IT™
is constructed from IT following the stencil from Figure 18.

A.3 Plaintext-aware and IND-CCA-secure ElGamal-PK-KEM

We apply the transformation from Definition 17 to ElGamal’s PK-KEM [E1G84]. The latter
scheme is OW-secure under the CDH assumption.

Definition 18 (ElGamal-PK-KEM). Let G = (g) denote a cyclic group of prime order q. The
ElGamal key encapsulation mechanism II = (KeyGen, Encap, Decap) is specified in Figure 19
(left part). We have CoinSp(k) = Z,, CipherSp(k) = G, and KeySp(k) = G.

Our transformation turns ElGamal-PK-KEM into ElGamal-PK-KEM™:

Definition 19 (ElGamal-PK-KEM™). Let G = (g) denote a cyclic group of prime order q.
ElGamal-PK-KEM™ is specified in Figure 19 (right part), where H : {0,1}% — Z, and H', H¥ :
G — {0,1}* denote hash functions, CoinSp* (k) = {0,1}*, CipherSp*(k) = G x {0,1}*, and
KeySp* (k) = {0, 1}*.

Security of ElGamal-PK-KEM™ is established by Theorem 7:

Theorem 8. ElGamal-PK-KEM?" is plaintext-aware (PA) and IND-CCA-secure under the CDH
assumption in the random oracle model.

Decapsulation in ElGamal-PK-KEM™ takes one more exponentiation than decapsulation in
the original scheme, i.e. the overhead introduced by the transformation is small. The length of
ciphertexts is increased by only k bits and all newly introduced hash functions H, H', H# are
straight-forward to instantiate.
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B An approach towards identity-based plaintext awareness in
standard model

For completeness, we briefly discuss the feasibility of lifting the standard model definition of
plaintext awareness of public key encryption to the identity-based setting. We will focus only on
the strongest variant (PA2), studied extensively by Bellare and Palacio in [BP04]. In particular,
it is proven in [BP04] that, for public key encryption, notions PA2 and IND-CPA together imply
IND-CCA, in standard model.

Plaintext awareness in the standard model is defined through the interplay of four efficient
algorithms: C, C*, P, and D. The roles of the ciphertext creator C' and plaintext extractor C*
remain as in Definition 4 (we drop the names A and K for consistency with [BP04]); new are the
plaintext creator P that provides C' with fresh ciphertexts of (partially) unknown content”, and
a distinguisher D. We formalize our variant of PA2 for an identity-based encryption scheme II
in Definition 20 and Figure 20, basing on [BP04, Definition 3]. The intuition is as follows.

Considering first experiment Expt™29  the ciphertext creator C' is run on input a master
public key and given access to extraction, decryption, and encryption oracles. As the experiment
has access to msk, queries to Ox and Op can be perfectly simulated. Observe that encryption
oracle O employs plaintext creator P to craft ciphertexts for which C' does not know the
randomness used in the encryption, and for which C' has only partial control over the encrypted
message (think of a distribution of messages being encoded in Q; for details see [BP04]).
Eventually, C' outputs a string = which is converted by distinguisher D into the output of the
experiment. Now, if IBE II is plaintext-aware, then all queries to Op should be simulatable by
C itself. This ability is explored in ExptP?*, where plaintext extractor C* aims at correctly
answering decryption queries posed by C. To have a fair chance in fulfilling this task, C* gets the
same inputs as C, including C’s random coins R¢ and all answers of oracle queries. Intuitively,
II is plaintext-aware if C* succeeds in simulating @p without C' noticing it, i.e., if ExptPA%d
and Expt™?> are indistinguishable.

Definition 20 (PA2 for IBE). Let Il be an IBE scheme. Let C be a ciphertest creator, P
be a plaintext creator, D be a distinguisher, and C* be a plaintext extractor. We define the
PA2-advantage of (C, P, D,C*) for II as

AV o (k) = |Pr [Exptf&$ (k) = 1]
— Pr [Exptf&% .- (k) = 1]|

We say that C* is successful for C if, for all efficient P and D, function Advtﬁ'i“ap’ac* 18
negligible. Further, we say that 11 is plaintext-aware (in the standard model) if for all efficient C
there exists a successful C*.

The analyses of [BP04] do not cover the case of PA2 in the IBE setting. The following result
can be obtained by adapting the corresponding proof of [BP04, Theorem 2].

Conjecture 1 (IND-CPA A PA2 = IND-CCA for IBE). Let IT be an identity-based encryption
scheme. If 11 is both IND-CPA-secure and PA2-plaintext-aware, then I1 is also IND-CCA-secure.

C Auxiliary lemmas

Lemma 16. Let 0 < p <1 be a real number. Let E1,...,E, be a set of events that occur with
at least probability p, i.e. Pr[E;] > p for all 1 < i <n. Then event E = Ey A ...\ E, occurs
with probability at least 1 —n(1 — p).

TA plaintext creator is necessary when considering encryption instead of a KEM.
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Exptifé:p p(k): EXptii & p,p,0- (k):

(a) (mpk, msk) < Setup(1¥) (a) (mpk, msk) < Setup(1¥)
(b) Choose coins R¢, Rp for C, P (b) Choose coins R¢,Rp,Rc+ for
(c) Set stp + L C,pPC*
(d) z + COx:Op08 (mpk: R¢) (c) Set stp « L, stox + (mpk, R¢)
— If C queries Ox(id): (d) x + CO9xOp:O8 (mpk: Rc)
(a) sk & If C queries Ox (id):
Extract(msk, id) (a) sk & Extract(msk, id)
(b) Append (id,sk) to (b) Append (id, sk) to XList.
XList. (¢) Answer C with sk.
(c) Answer C with sk. — If C queries Op(id, Q):
— If C queries Op(id, Q): (a) (M, stcs)
(a) sk 8 C*(id, Q, CList, XList, stc; Ro-)
Extract(msk, id) I(F)C’Answer g"‘?ﬁ; 612\3[
$ - queries Og(id, Q):
(b) M < Decg(Q) (a) (M, stp) -

(¢) Answer C with M. . )
— If C queries Og(id, Q): P(;;d’ Q StP’EP)
(a) (]V[, Stp) — (b) [ Encmpk‘(Zd7 ]V[) .
P(id,Q, stp; Rp) (¢) Append (id, c) to CList.

(b) ¢ s Encoupi (id, M) © Retur(:)D?;l)swer C with c.
(¢) Append (id,c) to ’
Clist.
(d) Answer C with c.
(e) Return D(x).

Figure 20: Plaintext awareness experiment PA2 (standard model) for IBE. We require that C' does not
query Op on (id, ¢) pairs contained in CList. We further assume that XList and CList implicitly add the
number of the corresponding query to the entries they hold. This is required to allow C* to recover the
order in which the two lists are populated.

Proof. We have Pr[E] =1—Pr[-E]=1—-Pr[-E1V...V-E,]>1-"  Pr[-E]>1-n(l—
D). O
>

Lemma 17. Let Sy, S1, E be events that satisfy Pr[So|-E]| = Pr[S1|-E]. Then we have Pr[E]
|Pr[So] — Pr[S1]].

Proof. We have
|Pr[So] — Pr[Si]| = |Pr[So|E]Pr[E] + Pr[So|—FE]Pr[-E]
— Pr[S1|E]| Pr[E] — Pr[S1|-E] Pr[-E]|
= |Pr[So|E] Pr[E] — Pr[S1|E] Pr[E]]|
= [Pr[SolE] — Pr[S1|E]| - Pr[E]
< Pr[E] .
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