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Abstract

Broadcast encryption (BE) is a cryptographic primitive that allows a broad-
caster to encrypt digital content to a privileged set of users and in this way
prevent revoked users from accessing the content. In BE schemes, a group of
users, called traitors may leak their keys and enable an adversary to receive
the content. Such malicious users can be detected through traitor tracing (TT)
schemes. The ultimate goal in a content distribution system would be combin-
ing traitor tracing and broadcast encryption (resulting in a trace and revoke
system) so that any receiver key found to be compromised in a tracing process
would be revoked from future transmissions.

In this paper, we propose a generic method to transform a broadcast encryp-
tion scheme into a trace and revoke scheme. This transformation involves the
utilization of a fingerprinting code over the underlying BE transmission. While
fingerprinting codes have been used for constructing traitor tracing schemes in
the past, their usage has various shortcomings such as the increase of the public
key size with a linear factor in the length of the code. Instead, we propose a
novel way to apply fingerprinting codes that allows for efficient parameters while
retaining the traceability property. Our approach is based on a new property
of fingerprinting codes we introduce, called public samplability.

We have instantiated our generic transformation with the BE schemes of
[4, 13 20] something that enables us to produce trace and revoke schemes
with novel properties. Specifically, we show (i) a trace and revoke scheme with
constant private key size and short ciphertext size, (ii) the first ID-based trace
and revoke scheme, (iii) the first publicly traceable scheme with constant private
key size and (iv) the first trace and revoke scheme against pirate rebroadcasting
attack in the public key setting.
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1 Introduction

In a digital content distribution setting, the content is encrypted such that the
intended authorized users, having access to the decryption keys, are capable of re-
ceiving the transmission. However, this might not be sufficient to achive an adequate
level of access control. Indeed it may be required to revoke on the fly a subset of re-
ceivers from a certain transmission. Systems with such capability have been referred
to as broadcast encryption by Fiat and Naor [I§].

A shortcoming of such schemes in general is the possibility of the illegal re-
distribution of the content by some authorized receivers. This can be possible by
producing a malicious decoder that circumvents the access control used by the con-
tent distribution system. Following the standard terminology, the decoder created
by an adversary is called a pirate decoder, the users that divulge their keys to the
adversary are called traitors and such keys are called traitor keys. The sender may
want to restrict this type of behavior since such adversarial behavior introduces
unauthorized receivers in the system. Traitor tracing is a deterrence mechanism
where an authority is capable of performing a forensic analysis against any working
pirate decoder and through the analysis recover at least one of the traitor keys that
was used in its construction. Traitor tracing emerged first in the work of Chor, Fiat
and Naor [I0] as a solution to this problem.

We categorize the traitor tracing mechanism as non-black box tracing if it is
possible to extract the key-information from the decoder through reverse engineering
techniques. Such examples in the literature include [3, 29]. In many settings, the
non-black box approach is inapplicable for many possible reasons, e.g. it may be
expensive or can be deterred through obfuscation, or the tracer has remote access
to the decoder. We categorize the mechanism as black-box if the tracing authority
interacts with the pirate decoder in a black-box manner: querying the decoder and
observing the response of the decoder. The majority of the works, [2] [6, 8, 10} [17,
24), 28, [31], in the traitor tracing literature support black-box tracing.

Trace and Revoke Schemes: The ultimate goal in a content distribution system
would be combining traitor tracing and broadcast encryption so that any receiver
key found to be compromised in a tracing process would be revoked from future
transmissions. This is introduced by Naor and Pinkas in [33]. However, it is not
possible to achieve this trivially, and a naive combination of both mechanisms would
severely fail as discussed in the many subsequent works [9], 26], [32]. The subset cover
framework of [32] leads to a number of schemes [21], 22] which rely on combinatorial
structures and support somewhat weak tracing in the symmetric setting (the tracing
is not guaranteed to identify a traitor but rather disables the pirate decoder). This
weakness leads to a new type of attack called Pirate Evolution in [25]. Further work
on trace and revoke schemes includes the public-key schemes of Boneh et.al [9] and
Furukawa and Attrapadung [16].

Tracing and Revoking Pirate Rebroadcasts: Beyond the above pirate decoder



attack, any content distribution system is vulnerable to the more serious attack of
rebroadcasting: in a pirate rebroadcast the adversary instead of producing a mali-
cious decoder it simply publishes the content. Evidently, this defeats any mechanism
that requires an interaction with the pirate decoder with some specially designed
ciphertexts like the above mechanisms we discussed so far. Pirate rebroadcasting is
introduced as an attack concept by Fiat and Tassa [19] and further studied in [36].
Needless to say, merely tracing pirate rebroadcasts is of little use by itself and one
should be able to revoke the involved traitor keys.

A trace and revoke scheme that is able to guard against pirate rebroadcasts is
implemented as part of the AACS standard [I]. The security and performance of
this scheme was analyzed by Jin and Lotspiech [23] with further analysis performed
in [26] by Kiayias and Pehlivanoglu that revealed some limitations of that construc-
tion. In [26], tracing and revoking pirate rebroadcasting was formally modeled and
a scheme for tracing and revoking an unlimited number of users was introduced.
This is the only efficient trace and revoke scheme available and is restricted to the
symmetric case setting with an underlying combinatorial key-distribution method
based on subset cover framework.

Public Traceability: In Eurocrypt 2005, Chabanne, Phan and Pointcheval [11]
introduced the notion of public traceability where tracing requires no secrets. A two
user solution was presented in [IT] and further improved to the multiuser setting with
short transmissions in [I7] and [34] by employing fingerprinting codes. However, the
public key and the private key sizes are all linear in length of the fingerprinting
code employed for key distribution. The trace and revoke scheme of [9] is also
publicly traceable with shorter key sizes, i.e. O(y/n); still the scheme requires high
bandwidth, i.e. it has a ciphertext length of O(y/n).

Technical Background: The majority of the black-box traitor tracing schemes
share the same tracing strategy that is called "hybrid coloring’ in [24] or ’linear
tracing’ in [28] and is inherent in almost all black-box traitor tracing mechanisms.
This strategy can be summarized in the following fashion: The pirate decoder is
queried with a sequence of special tracing ciphertexts that are gradually randomizing
the way receivers decrypt. In this sequence, while the first special ciphertext is
decryptable by all receivers, the last one is decryptable by none. In between, a
‘walking procedure’ is executed where the i-th type of tracing ciphertext disables
the first i receivers in decrypting the transmission. This is repeated many times
to approximate the success rates of the decoder in decrypting each type of tracing
ciphertext. Finally, the traitor key used in the construction of the pirate decoder is
inferred by an analysis of the success rates.

This technique yields a trivial traitor tracing system with each user having a
unique decryption key. The ciphertext size would be very high (as much as n/2)
on average and n in the worst case. For better trade-offs, the same technique can
trivially be applied over more flexible key-distribution methods like the schemes
based on fingerprinting codes [10, 24] or combinatorial structures [21, 22, 32]. In the



public key setting, a number of tracing schemes (e.g. [8, 9, [16], 31]) also build their
tracing strategies on the ’linear tracing’ technique: the pirate decoder is queried
with specially crafted tracing ciphertexts that enables the walking procedure. The
difficulty of designing such a scheme is illustrated in the example of [31] which is
shown vulnerable independently by [27] and [30)].

Fingerprinting codes[7, 10}, B8] are one of the basic mathematical tools in the
design of tracing mechanisms. The fingerprinting codes, in the context of tracing,
have been used (in almost all of the schemes they are employed including but not
limited to [2], 6, 10, 17, 23], 24, 34, 36]) to perform key-distribution so that each
receiver gets a unique set of keys.

1.1 Owur Goal

Recently, new applications of fingerprinting codes have been introduced in [26], 28],
where the code is imposed on the interaction of the tracer and the pirate decoder
to observe the way the decoder responds back. This is a quite different approach
compared to the conventional use of fingerprinting codes for individualizing each
receiver during key-distribution (as in the case of virtually all earlier works we
cited above). This new application of fingerprinting codes leads to strong results:
[26] introduces the first trace and revoke system against pirate rebroadcasts with
unlimited number of traitors and revocations and [2§] introduces a faster tracing
strategy that can be used to replace the linear tracing strategy cited above.

Inspired by the above results, the crux of our design is that we partition the
enabled set of users into a number of subsets (let us denote the size of the partition
by ¢q). A broadcast encryption is prepared for each subset resulting in ¢ different en-
cryptions that makes up the regular transmission. In tracing ciphertexts, we choose
the partitions based on a g-ary fingerprinting code and apply the standard trac-
ing strategies (for instance the linear tracing strategy that progressively randomizes
some of the ciphertexts) to locate a subset which contains a traitor. Applying this
basic step over the length of the code will identify a traitor key used in the pirate
decoder by utilizing the fingerprinting code tracing algorithm.

There is a subtle challenge related to the design idea above: the statistical dif-
ference between the choice of partitions in both regular and tracing transmissions
should be negligible so that the pirate decoder will not become aware of tracing. A
trivial attempt would be using the same fingerprinting code in the regular transmis-
sion. The downside of this approach is that it requires the generated fingerprinting
code to be part of the public key which will inflate the public key size with an ad-
ditional O(n - ) overhead (where n is the number of users and / is the length of the
code)

Our solution is to prepare the regular transmission through a sampling algorithm
that simulates the code and partitions the set of enabled receivers in such a way that
is indistinguishable from the partition in a tracing transmission. Towards this goal,
we introduce the concept of the public samplability of a fingerprinting code and



prove that the open Chor-Fiat-Naor fingerprinting code [I0] is publicly samplable
and thus suitable to be employed in our generic design. Formally, we say that a g-
ary fingerprinting code F is publicly samplable by Z(), if the sampler Z(), for any n
and any fixed index j in the range 1,2, ..., ¢, samples a partition for subset S C [n]
that is statistically indistinguishable from a partition based on the j-th column of
the code generated by F.

1.2 Our Results

The present work has the following major contributions:

1. We present a generic transformation of a broadcast encryption scheme into a
trace and revoke scheme. The transformation preserves the public and private key
sizes of the underlying scheme while expands the ciphertext length a ¢ factor that
is related to the traitor coalition size the scheme will be resistant to.

As it is evident in the following Table [[l where we give three instantiations of our
generic transformation applied to the BE schemes of [4} 13| 20] with the use of open
Chor-Fiat-Naor code of [10], our results outperform the existing trace and revoke
schemes of [9], [16]. In particular, we obtain the first trace and revoke scheme with
constant private key size in the standard model. The scheme of [16] can be proven
in generic group modell]

Note that the schemes of [15] and [35] support a weaker traceability (they do not
guarantee to identify a traitor but rather disable the pirate decoder) along the lines
of the subset cover framework based tracing and revoking [32]. As mentioned such
schemes are susceptible to “pirate evolution attacks” and we exclude them from the
comparison.

Public Private  Ciphertext Security
Trace&Revoke Key Size Key Size Size & Type
BW[9] O(y/n) O(y/n) O(y/n) Adaptive

FA[10] O(n) 0(1) O(y/n) Ad/Generic GM

Our Results

T&R-BGW1[4]l  O(n) O(1) O(w?) Static
T&R-BGW2[4]  O(\/n) O(1) O(w?y/n) Static
T&R-Dell[13]  O(n) 0o(1) O(w?) Static/ID-based
T&R-Del2[13] O(y/n) O(1) O(w?\/n) Static/ID-based
T&R-GW1[200  O(m) O(1) O(w?) Semi-Static
T&R-GW2 [120] O(n) 0(1) O(w?) Ad/ROM/ID-based
T&R-GW3[20] O(y/n) O(1) O(w?y/n) Ad/ID-based

Table 1: m is a bound on the number of recipients in a single broadcast and w is
the number of traitors.

!For more information about the generic group model as an assumption see [14]



2. Of particular interest, the generic construction instantiated by [13] and [20]
yields the first identity based trace and revoke scheme against both static and adap-
tive adversary. Recall again that the ID-based scheme of [35] supports a weaker
tracability, hence we do not consider it for a comparison in here.

3. We define, for the first time, the concept of the public samplability of a
fingerprinting code which is crucial in the design of our construction. This also
highlights an advantage of open fingerprinting codes over secret codes despite the
fact that secret codes like [7, 38] are shorter.

4. The publicly traceable schemes of [I7] and [34] have private and public-keys
proportional to the length of the fingerprinting code. The trace and revoke scheme
of [9] also supports public tracing but still the private key size and the ciphertext
length is a function of the number of users. Our generic construction does not require
any tracing secret key, hence supports fully public traceability as well as revocation.
This gives the first publicly traceable schemes with constant private key sizes while
achieving short transmissions as a function of the number of traitors (proportional
to the alphabet of the underlying fingerprinting code).

5. In [26], tracing and revoking pirate rebroadcasting was formally modeled and
a scheme for tracing and revoking an unlimited number of users was shown. This is
the only known efficient trace and revoke scheme, but restricted to the symmetric
case with an underlying combinatorial key-distribution method based on the subset
cover framework.

Our generic construction, by adapting the way the ciphertext is prepared, fulfills
the need for tracing and revoking pirate rebroadcasts in the public key setting. The
instantiations provided in the table presented above would work smoothly in this
setting as well leading to a number of schemes suitable for tracing and revoking
pirate rebroadcasts with the efficiency parameters and security types stated.

2 Preliminaries and Definitions

2.1 Broadcast Encryption

A broadcast encryption (BE) scheme is a method for encrypting messages in a way
that only a set of privileged users will be able to decrypt it, and even if all revoked
users collude, they cannot get any information about the message.

In a typical content distribution setting where broadcast encryption is used, a
hybrid approach of encryption is performed: the BE scheme is used to broadcast
a cryptographic key which further will be used to encrypt the actual message with
a standard symmetric key encryption scheme. This hybrid approach is called as
KEM-DEM mechanism (Key Encapsulation-Data Encapsulation) in the literature
(cf. [12)).

A BE scheme in the KEM setting consists of three algorithms (KeyDist, Encrypt,
Decrypt): In this paper we will denote the set of all users {1,2,...,n} by [n].



e KeyDist(1™) generates private keys sk; for users ¢ € [n] and a public key PK.
e Encrypt(PK,S) prepares a header hdr and a key K for receiver set S C [n].

e Decrypt (PK, sk;, S, hdr), using the private key sk;, decrypts the header hdr
to retrieve the key K.

The pair (S, hdr) is called full header and transmitted as a broadcast cipher in all
of the broadcast encryption schemes we included in Table [[l Hence, a receiver will
have access to the information of the enabled set S to run the decryption algorithm.

2.1.1 Correctness

A BE scheme in the KEM model is correct, if a privileged user can recover the key K
by decrypting the header hdr. Formally stated, a BE scheme is correct if VPK, V.S C

[n],Vi € S, Decrypt (PK, sk;, S, hdr)= K, whenever (PK, sky, ..., sk,) < KeyDist (1™)

and (hdr, K) <Encrypt (PK,S).

2.1.2 Broadcast Security

We say the scheme satisfies the broadcast security if a user can recover the key K
only if it is in the privileged set, i.e. non-revoked. The formalization of this security
concept is through the following security game: an adversary is given the keys of all
non-revoked users of his choice, and challenged with a header and key pair. In one
world, the pair is a valid pair produced to revoke chosen set of users, while in the
other world the key is replaced with a random key. The goal of the adversary is to
guess the world he is playing in. We consider the IND-CCA attack scenario in the
KEM setting;:

Game 1 (Broadcast KEM-IND-CCA Game) Both polynomial time adversary
A and the challenger C are given the number of users, n.

e Initialize. A chooses a subset S* C [n].

e Setup. C runs KeyDist(1™) to generate private keys ski,...,sk, and the
public key PK. The challenger C sends the public key PK and sk; for i ¢ S*
to A.

e Decryption Queries. A makes polynomially many queries of the form

(i, S, hdr) wherei € S and S C S*. C responds with K < Decrypt (S, PK, sk;, hdr) .

e Challenge. C runs algorithm Encrypt (PK, S*) and obtains (hdr*, K*). The
challenger randomly chooses a key K' from the symmetric key space Ksym
and sets Koy = K* and K1 = K'. For a randomly chosen bit b € {0,1}, the
challenger send the challenge string (hdr, Kp) to the adversary A.



e Guess. A guesses V' and wins if b’ = b.

Definition 1 A broadcast encryption scheme B is e-secure in the KEM-IND-CCA
model if for any polynomial time attacker A we have

Advy = |Pr[A wins| — 1/2| = |Pr[t) =b] —1/2| < e

where Adv 4 denotes the advantage of the attacker A for winning the security game
described above.

Observe that in Game [ the adversary chooses the set it will attack before
getting the public key. The security against such adversarial model is called static
security as in the schemes of [4] and [I3]. Unlike this model, the attacker may
wait until the public key is published. It selects the target set S* and requests the
private keys of users not in the set S* after the public key is available. This is called
adaptive attack (see [20] for a construction that satisfies adaptive security) and the
above security game should be adapted accordingly. We can think of another version
for the ID-based broadcast encryption schemes where there is no pre-defined user
set. In such a setting, the attacker usually chooses the set of IDs it wishes to attack
at the beginning. Since there is no significant differences between the security games
of standard public key schemes and ID-based schemes, we omit the details of the
game for ID-based setting in here.

2.2 Trace and Revoke

We consider tracing and revoking in the black-box model, where the adversary cre-
ates a pirate decoder. In order for the tracing algorithm to identify a traitor we
need to make a necessary assumption that the pirate decoder succeeds in decrypt-
ing ciphertexts intended for at least one subset with a non-negligible probability.
Otherwise, it is theoretically impossible to assert any tracing capability since it is
trivial to construct such a decoder without any decryption keys. Therefore, through-
out the paper, we say a decryption box is a (o, S)-pirate (or o-decoder) if its rate
of correctly decrypting broadcasts to set S is at least ¢. We denote such a pirate
decoder by Dg. Upon encountering a decoder, we will assume that S is known to
the tracer. This is a reasonable assumption that holds for almost all existing trace
and revoke schemes in the literature like in [9, [I5 16]. A working pirate decoder
eventually will also reveal its ¢ value which can be approximated by the tracer.
Hence, from now on we will assume that both S and o can be extracted from the
description of DZ:
A T&R system consists of the following four algorithms:

e Setup(1™) generates private keys sk, ..., sky, public key PK and possibly a
tracing key TK.

e Transmit(PK,S) prepares a header hdr and a symmetric key K.



e Receive(PK, sk;, S, hdr), using the private key sk;, decrypts the header hdr
to retrieve the key K. It will be successful if and only if user ¢ is in the set S.

e Trace(S,D, PK,TK) identifies a set of traitors, denoted by A C S, whose
key(s) must have contributed in the construction of the pirate decoder Dg.

We again call the pair (S, hdr) full header. The trace and revoke schemes of
[9., [16], that we included in Table [1 for comparison, transmit the full header as a
broadcast. Hence, the receivers will be able to access the information of S to run
the decryption algorithm.

Black Box Tracing: In this paper, we consider black-box tracing against reset-
table (i.e., the decoder does not maintain state during the tracing process) and
available (i.e., the decoder remains available as long as the tracing process wishes
to experiment with it.) pirate decoders. In the literature, almost all of the positive
results in designing traitor tracing schemes (including the schemes that we compare
to our constructions) are successful against such decoders.

Correctness and security definitions for T&R schemes are the same as their
BE counterparts. So we skip them here. There is one additional property for T&R
systems, though, which is traceability. Traceability is defined via the following game
between an attacker A and a challenger C:

Game 2 (Tracing Game) Both A and C are given the number of users, n, and
the upper bound t on traitor coalition size.

e Request. A chooses a traitor subset T of size at most t and requests their
private keys from C.

e Provide. C runs Setup(1™) to obtain the keys. Then, C sends all sk; such
that i € T and the public key PK to A. It keeps the tracing key TK.

e Forge decoder. A chooses a set S, and creates a resettable and available
(0,8)-pirate decoder box Dg which, by definition, correctly decrypts the broad-
casts to set S with probability at least o. It outputs Dg.

e Trace. The challenger C runs Trace(S,Dg, PK,TK) and outputs a set A C
S that is accused of containing a traitor.

We say that the attacker A wins the game if the set A is empty or it is not a subset
of T. Having this definition, we say that T= (Setup, Transmit,Receive, Trace) is
a T&R scheme with tracing success probability « against t-coalition o-pirates if no
polynomial time attacker A, forging a o-decoder by corrupting a traitor coalition of
size t, can win the game described above with probability more than 1 — «.



2.3 Fingerprinting Codes

A codeword x over an alphabet @ is an (-tuple z[1],...,z[¢] where z[i] € @ for
1 <i<{ Wecall aset of codewords C C Q' with size n by (¢, n,q)-code given
|Q| = ¢q. Each codeword z in an (¢,n,q)-code can be considered as providing a
unique way of accessing to some specific object or functionality. In such setting, an
adversary is modeled as corrupting a number of users and retrieving their codewords.
The adversary, then, runs a Forge algorithm that produces a non-user codeword
p € Q' that provides an access to the same functionality. This codeword is called
pirate codeword.

In the context of forgery, the set desc(Cr) = {z € Q° : x[i] € {a[i] : a € Cr},1 <
i < ¢} is called the descendent set of Cr C C where z[i], a[i] are the i-th symbols of
the related vectors. So, piracy inside an (¢, n,q)-code C is equivalent to producing
a valid pirate codeword p € desc(Cr) out of the codewords available to a traitor
coalition T'. Such restriction on the pirate codeword production is called ‘marking
assumption’ and it holds in any reasonable piracy setting (including all the related
works we refer in this work).

Fingerprinting codes are defined by two algorithms, CodeGen and Identify.
CodeGen(1™) outputs a pair (C,tk) where C is an (¢,n,q)-code with alphabet @
such that |Q| = ¢, and tk is a key for identifying purposes which can also be
empty. Identify(C,tk,p), on observation of a pirate codeword p, outputs either
L or a codeword index ¢ which is supposed to be the index of a corrupted user.
The performance of fingerprinting codes is evaluated according to their capability
of identifying traitor codewords.

Definition 2 We say that a q-ary fingerprinting code (CodeGen, Identify) is an
(o, w)-identifier if the following holds: Given (tk,C) < CodeGen(1™), and a Forge
algorithm satisfying marking assumption,

VI'CU st |T|<w
Pr[0 C Identify(C,tk,p) CT]|>1—«
where p < Forge (C).

If the fingerprinting code provides a traitor identification in the above setting,
where the generated code C is not kept hidden from the Forge algorithm (note
that the disclosure of C does not contradict with the marking assumption since the
piracy is made possible through the marks available to the pirate. ), then we call it
open fingerprinting code. If the Forge algorithm is restricted to the information of
Cr = {c¢jlj € T} with C = {c1,...,cn}, then we call the fingerprinting code secret
code. The binary fingerprinting codes of Boneh-Shaw [7] and Tardos [38] codes are
examples of secret codes, while an open fingerprinting code is introduced in [10].
We further say that the code is (i) w-identifier fingerprinting code if the failure
probability & = 0 holds and (ii) fully collusion resistant fingerprinting code if w =n
holds.
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3 Generic Trace and Revoke scheme

In our generic construction, the idea is to transform a broadcast encryption scheme
(BE scheme) into a trace and revoke scheme. The message, to be broadcasted, is
transmitted to an enabled set S as follows: a partition of S = {S1,52,...,5,} is
first computed and the message is encrypted for each subset S; separately using
the broadcast encryption scheme. This transformation preserves the revocation
capability of the underlying broadcast encryption scheme.

A tracing mechanism can be coupled with the above transformation by following
a two-step strategy: (i) we compute different partitions of the enabled set and (ii)
for each partition, we query the pirate decoder with a sequence of specially designed
tracing ciphertexts to find and mark a subset as containing a traitor (such technique
can be found in [24] 28, [32] and will be explained later in the section). At the end
of this strategy, we collect a sequence of subsets which are marked as containing
a traitor. If the choice of the partitions are based on a fingerprinting code, the
collected information leads to the identification of a traitor.

However, there is a subtle challenge related to the tracing idea above: the sta-
tistical difference between the choice of partitions in both regular and tracing ci-
phertexts should be negligible so that the pirate decoder will not become aware
of tracing. A trivial attempt would be partitioning the subset S according to the
same fingerprinting code that we use in tracing. This will ensure the structural
indistinguishability of the regular transmission from the tracing transmission. The
downside of this approach is that it requires the generated fingerprinting code to
be part of the public key which will inflate the public key size with an additional
O(¢-n) overhead where ¢ is the length of the code and n is the number of receivers.

Our solution to that challenge is to prepare the regular transmission through
a a sampling algorithm that simulates the code and partitions the set of enabled
receivers in such a way that is indistinguishable from the partition in a tracing
transmission. Towards this goal, we introduce the concept of the public samplability
of a fingerprinting code:

Definition 3 Let F = ( CodeGen, Identify ) be a g-ary fingerprinting code over
an alphabet Q = {1,2,...,q}. We consider a sampling algorithm Z that, on input n
and some auziliary information aux, samples a partition V- = {Vi,...,V,} for set
{1,2,...,n}.

We say F is publicly samplable by Z(1", aux) with € probability of failure, if
the distribution for V is statistically indistinguishable from the distribution of S* =
{S1,-.., Sy} with probability at least 1—e where S* is defined over the choice of (i) an
(4,n,q) code C ={ci1,...,cn} generated by CodeGen(1™) and (ii) the column-index
J € 4] such that

Sy ={i€n]:c¢lj] =s}, for selq

11



We are now ready for the formal description: Let B be a BE scheme consisting
of three algorithms BKeyDist (1), BEnc (PK3, S), and BDec (P Kg, sk;, S, hdr), we
design the key distribution algorithm of our generic scheme T as follows:

e TRKeyDist (1™) The algorithm runs the key distribution algorithm BKeyDist (1™)
of B. This will produce a public key PKp and a set of private keys sk;, i € [n],
which will be distributed to the receivers. The algorithm further chooses a
symmetric encryption scheme, Sym = (SEnc, SDec), and a description of a
fingerprinting code F = (CodeGen, Identify) that is publicly samplable by
Z(1™, aux). We note that the actual codewords are not generated at this mo-
ment. Hence we do not require any tracing key while the algorithm Z and aux
will be published as part of the public key PKt =< 1", PKg, Sym,F, Z, auz >.

We design our transmission algorithm to be employed as a KEM mechanism, i.e.
there is no message as input, instead a random key K is chosen to be transmitted
which will next serve as a key in a later step that is called the data encapsulation
mechanism (DEM) step.

e Transmit(PKr,S) The algorithm first choses a random key K to be trans-
mitted and a partition {Vi,Va,...,V,} of [n] is sampled by the algorithm
Z(A" aux). It sets S; = V; NS for each i = 1,...,¢q. The transmission algo-
rithm then runs the encryption algorithm of the BE scheme for each subset
and broadcasts the message ¢ = (c1f|c2||...||cq) where, for each i = 1,...,¢,
we have ¢; = hdr;||e; and

(hd?‘i, Kl) <+ BEnc(PK3g,S;), e + SEnCKi (K)

Remark: in some broadcast encryption schemes that support key-encapsulation
(e.g. the scheme of [9]), the broadcaster has no control on the choice of the message
(K;’s in our construction) transmitted. For this reason, we can not force the same K
to be produced by the broadcast encryption BEnc (PKp, S;) for each i. As a remedy
for this issue, we encrypt the randomly chosen key K with the symmetric encryption
scheme Sym under the keys K1, ..., K,;. This solution will make our transformation
applicable to any broadcast encryption.

We next describe the Receive algorithm:

e Receive(PKr, skj, {Si}ic|q, ) The j-th user parses the public key PKp from
PKr. It locates the index k € [g] for which j € Sy holds and parses hdrg||eg
from (¢ = cil|e2]| ... ¢q). Then it uses the decryption function of B to decrypt
hdry, and retrieves the key K as follows:

K" = BDeC(PKB,S/{?j,Sk,th'k), K = SDecg~ (ek)
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In the description above, we deviate from the original definition of the Receive
algorithm by inputting the partition {S;};c[, in replace of the set S. This is a simple
syntactic modification as the underlying broadcast encryptions (at least those from
the Table [[l that we apply the transformation) require the full headers (S;, hdr;), for
i € [q], to be transmitted.

As part of the tracing mechanism, a g-ary fingerprinting code C = {cy, ..., ¢,} of
length ¢ is produced by running F.CodeGen (1™). Instead of sampler Z(1", aux), the
generated code will be used to partition the enabled set S. We compute ¢ different
partitions: the j-th type of partition, denoted by Sj, is associated with the j-th
column of the code. More specifically, we set S;; = SN {k : ¢;[j] =i} and compute
S; ={S5j1,552,...,5j4} to be the partition.

The tracing algorithm proceeds by applying a standard tracing strategy (this
strategy is called ’hybrid coloring’ in [24] or ’linear tracing’ in [28]): the trac-
ing center prepares tracing ciphertexts such that some subsets may fail to decrypt
the transmission. In this direction, a tracing ciphertext of type (j,v), denoted by
Transmit (PK7, S,C, j,v), has the following characteristics: (i) S; is computed to be
the partition and (ii) the first v ciphertexts out of ¢ are substituted with encryption
of random messages.

While the tracing transmission of type (j,0) can be decryptable by all users,
those of type (j,¢q) totally hides the information of the message encrypted. This
suggests that the tracer can progressively randomize the pattern of the ciphertext
until a position s is identified such that the tracer substantially differentiates the way
the pirate decoder responds to the tracing transmissions of type (j,s —1) and (j, s).
Due to the security claims of underlying schemes, we can conclude the existence of
a traitor in set S, i.e. a pirate mark of s is observed for the j-th column. We
repeat this tracing transmissions for j = 1 to j = £ and produce a pirate codeword
w. Finally, we run F.Identify algorithm to output a user index that is responsible
for the acts of the pirate decoder.

A formal description of the tracing algorithm is given below. For the simplicity,
we consider tracing against the pirate decoders of type D}g. Such a decoder is called
perfect decoder as it correctly decrypts all well-formed ciphertexts. In reality, the
pirate may be content with a decoder that works only a fraction of the time, that
is formulated in our definition as o-pirate with ¢ < 1. A solution for o < 1 values
will be discussed later in Section [£11

e Trace(S, D}g,PKT,TK) first parses 1", PKg, Sym and the description of F
from PKy. It produces a g-ary code C = {¢1,...,¢,} < F.CodeGen(1™) and
initializes a pirate codeword w < 0f. Denoting the length of the code C by ¢,
the tracing algorithm repeats the following sub-procedure for each j =1,...,¢:
Create a partition S; = {S;1,95;2,...,95j4} of S where S;; — SN{k : ¢;[j] =
i} holds for i = 1,...,q. A tracing ciphertext of type (j,v) € {1,...,n} X
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{0,1,..., ¢} is the transmission ¢ = (c1||e2]| .. .||cq) Where for i € [g]:

(th‘Z,KZ) <— BEnC(PKB,Si)
¢i = hdrille; o SEncg,(R), i<w
! SEnck,(K), i>wv

for randomly chosen R and K. We say the decoder D}g succeeds in decrypting
a tracing ciphertext of type (j,v) if it returns K and denote its approximated
success probability by p;,. The algorithm locates the smallest s value for
which |pjs — pj.s—1| is non-negligible and set w; «+ s.

After repeating the sub-procedure above, for each j = 1,. .., £, we produce a pi-
rate codeword w. The tracing algorithm, finally, outputs t <— F.Identify (w)
that is accused of being a traitor index.

Remark (1): We guarantee the existence of a smallest index value s due to the
triangular inequality where we have p;o = 1 (we consider a perfect decoder) and
Pjq ~ 0 (a (j, g)-type tracing ciphertext randomizes all ciphertexts). A lower bound
for a non-negligible probability difference will be provided later in tracing analysis
of the transformation.

Remark (2): Our transformation does not hide the partition of a transmission,
i.e. the adversary can be modeled to be aware of the way partition is computed.
Hence, the fingerprinting code that we employ should be an open fingerprinting
code.

3.1 Traceability of the Transformation

We, next, formally prove the traceability of our transformation.

Theorem 1 [Traceability of a Perfect Decoder| Consider the generic TER scheme
T that is constructed as above by employing a BE scheme B, a symmetric encryption
scheme SYM and an open fingerprinting code F.

Let B be KEM-IND-CCA secure with probability e,, and SYM be IND-CCA secure
with probability €; and F be an (ey,t)-identifier g-ary fingerprinting code that is pub-
licly samplable by sampler Z with failure probability €, in the sense of Definition [3

T is a trace and revoke scheme with success probability 1 — ey — le against t-
coalition 1-pirate’s if it holds that

<1

1
4 2 —
Q(Es+6b)+ 6Z+’M‘ >

where M is the message space.

Proof We argue that no polynomial time attacker A that forges a perfect decoder
can win the tracing game (Game [2]) with some non-negligible probability. More
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specifically, we consider a resettable and available pirate decoder D}g constructed
for a subset S € [n] by a coalition of at most ¢ traitors. The tracing process can
be considered as three stages: (1) Approximating the success probability of the
decoder for each tracing ciphertext of type (j,v) € [¢] X [¢], (2) Producing the pirate
codeword w and finally (3) Identifying a traitor index.

(1) Approzimation: We define 15, as the expected number of times the decoder
succeeds in experiments of type (j,v) and p;, as the actual number of successes
during the approximation process where each experiment is repeated A times. We
would like to bound the approximation difference |p;; — p15]. Choosing A = 3IHA(§/ 6),
we claim that |p;p — pjp] > A - A with probability at most /4.

Due to the allowed resettability of the decoder after each tracing query we can
consider the experiments performed by the tracer are independent. By applying a
two-tailed form of the Chernoff bound we will have:

a2
Prilpjp — pjp| > a] <2e b < 2e75x
Substituting « = A - A and A = % we obtain:
2 A%2a2 2
27BN =2¢7Tmn < 2eAA3
< 9¢— In(8/e) < 6/4

The above analysis conclude the fact that for any 5 € {1,...,¢} and v €
{1,...,q}, we have |pj, — pjo| < XA- A with probability at least 1 — ¢/4. This
fact is equivalent of saying |pj, — 0| < A with probability at least 1 — €/4 for
which pj, = A-0j, and pj, = A - pj, holds.

(2) Pirate Codeword Generation: The tracer sets w; = s for the smallest s € [g]
that satisfies |pj s—1 — pj.s| > A0 and we choose 6 to be equal to 126 —1/|M]

We next argue that the pirate codeword w is in the descendant set of the traitor
coalition T'. This is equivalent of claiming that if w; = s then S; s N T # () holds for
j=1,...,0

By applying the triangular inequality for the equations |pjs—1 — pjs—1] < A-A
and |pjs — pjs| < A A, we obtain:

[1j,5-1 — Wjs| = |pjs—1 — pjs| — 2AA

with probability at least (1 —€/4)2 > 1 —¢/2.

It follows that if the tracer returns the value s, i.e., [pjs—1—pjs| > A(=2e;—1/[M])

q

for the choice of A = 1_2624;(11/']\4', it will happen with probability at least 1 — €/2
that
A1—2e,—1/|M A1—2e,—1/|M
js1 — pisl > a €q 1IM]) _ oA €4q1/\ D
. A > 1=2e.—1/|M|
Pjs—1—pjsl = =5
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The above suggest that if a value s € [q] is returned by the tracer, it holds
that the probability difference [p;s—1 — pjs| exceeds the threshold of 2(es + €)
with probability at least 1 — €/2, as we know from the statement of the theorem
that 4q(es + €) + 2¢€, + ﬁ < 1. In such case, we claim that S;s NT # 0. We
proceed with proof by contradiction, i.e. assume the converse of the statement
IDj.s—1 — Pj,s| > 2(€s + €) and there exists no traitor in set S;,. This contradicts
with the security claims of the underlying symmetric encryption scheme SYM and
broadcast encryption scheme B. Indeed, if there is no traitor in set S, the pirate
decoder can distinguish between the tracing ciphertext of type (j,s— 1) and of type
(4, s) by only breaking the underlying encryption schemes. Hence, the distinguishing
probability is bounded by 2(es + €p).

On the other hand, we claim that p;o > 1 — 2¢,: this is because a tracing
ciphertexts of type (7,0) for j = 1,...,¢ is different from a regular transmission
in the way partition of the subset S is chosen. Recall that F is an (ey,t)-identifier
fingerprinting code that is publicly samplable by sampler Z with failure probability e,
in the sense of Definition [3l Hence, the pirate decoder D}g would decrypt the tracing
ciphertexts of type (74, 0), for all j € [¢], with probability at least 1 —2¢,. Otherwise,
the decoder can be used to distinguish the way sampler and the fingerprinting code
works.

We also know that p; , < ﬁ since a tracing ciphertext of type (j, ¢) totally hides
the information on the message transmitted. Hence the triangular inequality implies
that there exists at least one 0 < v < n such that |p,—1 —py| > (1 —2¢, — 1/|M])/q.
With an identical argumentation as above we show that when the tracer reaches
the v-th interval it will output v with probability 1 — ¢/2. This suggests that the
tracer will indeed output a user and not reach the end of all experiments without
discovering any candidate corrupted user. Combining the above two results we
conclude the pirate codeword generation phase with success probability 1 — e.

(3) Traitor Identification We argue above that the pirate codeword is in the
descendant set of the traitor coalition. In our application of fingerprinting code,
the partition in a tracing transmission does not hide the user codewords, i.e. the
code is open to the adversary. Hence, Identify(w) returns a traitor index with
probability at least 1 — €; as long as the fingerprinting code is open (not secret
as in the cases of Tardos or Boneh-Shaw codes). This completes the proof of the
traceability. The overall failure probability of accusing an innocent user is bounded
by € + Le (for the failures in identification, and in approximations, respectively) for
the given parameters. |

3.2 Samplable Fingerprinting Codes

As we argued above, the traceability of our generic construction relies on the exis-
tence of publicly samplable open fingerprinting code. Fortunately, the Chor-Fiat-
Naor fingerprinting code [10] is such a code.
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Theorem 2 There exists a sampling algorithm Zopn with auxiliary information
w (the size of the traitor coalition) such that Chor-Fiat-Naor fingerprinting code
resistant against a traitor coalition of size w is publicly samplable by Zopn in the
sense of Definition[3. The sampler Zr requires computation time linear in number
of codewords.

Proof Due to lack of space, we omit the description of Chor-Fiat-Naor code here.
Very briefly, it generates a code C = {c1,...,¢cp} C Q' randomly over an alphabet
Q of size ¢ = 2w?: more specifically, for all choices of i € [n] and j € [{], we set
c;[j] = k with probability 1/q for any k € Q. If the length of the code is 4w?logn/e,
then the code becomes a w-traceability code with probability 1 — €, hence becomes
resistant against a traitor coalition of size w.

Z(1™, w) will follow the same randomized method to construct a partition V =
{W1,...,Vg}: for each i € [n], randomly selects an element from the alphabet @,
say k € @ and places i in set V. The proof of the theorem is now straight-forward
as the columns of the generated code are independently sampled and the sampler Z
constructs the partition in exact same way. Note also, the computation time of the
sampler is linear in number of codewords n. |

3.3 Our Instantiations

We instantiate our generic construction with the open fingerprinting code of Chor-
Fiar-Naor in [I0] and the following three broadcast encryption schemes. The effi-
ciency characteristics of the below instantiations are compared to the existing trace
and revoke schemes in the introduction(see Table [II)

BGW: One seminal work on public key BE , the scheme of Boneh, Gentry, and
Waters [4], proposes a basic scheme, denoted by BGW1, and a general scheme BGW2
that employs several instances of the basic scheme in parallel. Our generic construc-
tion instantiated with the schemes of [4] will result in static security with the same
performance characteristics.

Del: The scheme of Delerablée [I3] and the virtually identical scheme of Sakai
and Furukawa [37] are examples of ID based broadcast encryption schemes. The
scheme of [13] puts a bound m for the number of receivers per transmission, and the
public key size is linear in m instead of the number of receivers n. The instantiations
we provide in Table [Tl are for m = n denoted by scheme Dell and for m = /n
denoted by scheme Del2.

GW: In [20] three different schemes with different properties are given. One is a
standard BE scheme (not ID-based) which we will call GW1. In this scheme, public
key is of size O(m) where m is the maximum number of receivers in a broadcast.
Ciphertext and private keys are of constant size. This scheme satisfies semi-static
security, where the attacker commits to a subset of users before seeing public keys
first, and afterwards can choose any subset of it as the final set to be attacked.
Second and third schemes we will consider from [20] are identity based BE schemes.

17



GW2 is an adaptively secure identity based BE scheme in the random oracle model.
Achieving adaptive security in the standard model costs a trade off between the
public key size and the ciphertext size as in the case of the scheme GW3.

Some Remarks: The round complexity of a black-box tracing mechanism is the
number of queries asked to the decoder and it is an important efficiency parameter
as formalized in [28]. Most of the schemes in the literature (e.g. [8, [9]) leads to
a quadratic number of tracing queries in number of users regardless of the traitor
coalition. On the other hand, our generic construction, when employs a fingerprint-
ing code with a bound w on traitor coalition, would result in round complexity of
O(w*). Here in this paper, we applied the linear tracing strategy to locate a subset
containing a traitor. As an alternative suggested by [28], we may have used the
tracing strategy of [28] which would reduce the round complexity to O(w?).

A further improvement over the scheme is possible if the fingerprinting code
is generated at the time of tracing for |S| many codewords instead of as many as
the number of receivers n. This is a substantial improvement over the encryption
time as it is sufficient to flip |S| coins. This improvement should be considered for
applications where the enabled set of receivers is substantially less than the whole
population.

3.4 Broadcast Confidentiality

We next prove the security of our construction regarding the confidentiality of the
broadcast messages.

Theorem 3 (Confidentiality) Let T be a trace and revoke scheme that is con-
structed through our generic transformation from a BE scheme B, a symmetric
encryption scheme S and a q-ary fingerprinting code. T would satisfy the KEM-
IND-CCA security for any polynomial time attacker Ar such that

Adva, <2q-€+2q- €

holds where B is e,-secure in the KEM-IND-CCA model and S is es-secure in the
IND-CPA model. It further holds that if the underlying scheme B supports adaptive
security then so does the scheme T.

Proof We will use a game hopping approach to prove the theorem: we will start
with the basic confidentiality game for trace and revoke scheme. We next modify
the basic game gradually to reach a final game which provides the adversary no
advantage. This is a standard proof technique that bounds the advantage of the
adversary in the original game by the differences in the subsequent games.

Let Gg be the KEM-IND-CCA message confidentiality game for trace and revoke
schemes. We had passed over the full description of the game in Section with
a quick reference to the Game [[l The details of this game is depicted in Figure [1l
We denote an arbitrary adversary playing the game G against the challenger Cr
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Figure 1: Game Gg: the actual KEM-IND-CCA game.

of the trace and revoke scheme by Ap. In the figure, we considered a static attack
model where the adversary commits to the set S* it wants to attack. The challenger
publishes the public key afterwards. In contrast, it is also possible that the adversary
commits to the set S* after it observes the public key. The latter, denoted by
adaptive attack, is a stronger attack model as the public key may let the adversary
have some non-trivial information that is useful for the choice of the target set. The
order of the commitment of the target set and the publication of the public key
will not affect the validity of our proof arguments below. The choice of the order is
propagated in our transformation smoothly. Hence we will consider the security for
static attack model, the adaptive case follows in a similar way.

We proceed with description of the subsequent games. Let W; denote the event
that the adversary Az wins the j-th game Gj:

Game 0: The first game, depicted in Figure [Ilis identical to the KEM security
game for trace and revoke schemes. Thus,

1
[Pr(Wo] - 5| = Adva,

In this game, the challenger prepares a valid ciphertext. The partition {S;‘}ie[q]
is chosen based on the sampler Z and constructs the headers

(hdrf, K;') < BEnc(PKz, S;), e < SEncg: (ko)

for all 1 < ¢ < ¢ where kg and k7 are randomly chosen keys compatible with the
symmetric encryption algorithm SEnc. Along with the full headers (S}, hdr}, € )ic(q,
the challenger transmits k; for a randomly selected bit b. We say the adversary wins
the game if it guesses b correctly.

Game 1 through Game q: This sequence of games is identical to the first
Game G except the way the challenger prepares the encryption for e*. In Game

G, the encryption e for ¢ < j is made under a randomly chosen key K j instead

19



| (PK shy sk

PK, sk i & S* | $*4S¥U..US* PK. sk i €5* | BroyDist(1)
[ Deeryption| k.S, hdryep :1<i<q L Ipotormine s ke s
query o " "
| phase |if b & S
J kS, hdr,

Request challenge | &y rand, k-~ rand
| Request challenge | g

hdr* —
For1<i<q:i#j
dr, K¥) « BEne(PK,,S*)

nc (k)

»| (hdr¥, K*) — BEnc(PK,,S")
Choose d (0,1}

ifd=0 K K*
else K rand

™| A, wins if d'=d, loses oth.

|
I
I
I
ot K K, BDec(S,,PK,sk,hdr,)
| |
I
|
I
|
I
|

Figure 2: Constructing a broadcast encryption adversary Ap that simulates the
challenger of the trace and revoke adversary Arp. Its advantage is reduced to the
Ar’s ability of distinguishing its views among games Gj_1 and Gj.

of K
e:-‘ < SEnchr (k‘o)

Such modification breaks the relation between the header hdr; and e]. We next
claim that there exists a broadcast encryption adversary Ap whose running time is
about the same as A7 such that:

|PT‘[VV];1} — PT[WJ’H = 2AdUAB

holds for j = 1,...,q. We next argue the construction of the adversary Ap, depicted
in Figure [2] which intends to break the KEM-IND-CCA security of the broadcast
encryption B. The adversary Ap will simulate the challenger Cr of the trace and
revoke security game. The simulator will embed the challenge it receives from the
broadcast challenger Cp to the challenge requested by the adversary Ap. After
receiving the set S*, the simulator will create the partition S* = {S7,..., S;} im-
mediately and forwards the j-th subset to the broadcast encryption challenger Cp.
This is a crucial step to be able to simulate the secret keys of the scheme T whose
keys are basically the keys of the underlying broadcast encryption scheme. The
simulator will be able to respond the decryption queries k, (S}, hdr;, e});c[q of the
adversary Ar as long as the secret key of the intended user k is available to the ad-
versary Ap. Otherwise, the adversary forwards the decryption query k, (S}, hdr})
to the challenger Cp and retrieves the key to decrypt the symmetric encryption e;.

After requesting the challenge from Arp, the adversary Ap simulates the chal-
lenger Cr as follows: All the headers (S}, hdr},e!) for i # j will be prepared as in
the Game Gj_1. The challenge received from Cp will base the j — th header of the
trace and revoke challenge. Upon receiving (hdr*, K*) from the challenger Cp we
set hdr; = hdr* and €} = SEnc g+ (ko)

Observe, now, that if the challenge of Cp is a valid broadcast ciphertext (this
corresponds to the case d = 0 in Figure ), the adversary Ar plays in Game G;_;.
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In contrast, A7 plays in Game G if the challenge is not valid (d = 1 in Figure [2).

Let us compute the winning probability of Ap: (i) if d = 0 Ap wins the game if
Ar wins the game, hence bounded by Pr{W;_1]; (ii) if d = 1 Ap wins the game if
Ar loses the game, hence bounded by 1 — Pr[W;]. This completes our claim that
|Pr{W;_1] — Pr[W;]| = 2Adv,, which is then upper-bounded by 2¢,

At this point, we have reached to game G, where all BE keys K are distorted.
We continue with ¢ more games gradually replacing the key ko with k:;”s.

Game q+1 through Game 2q: This sequence of games is identical to the
Game G, except the way the challenger prepares the encryption for ef. In Game
Ggyj, we set:

e; SEnc g+ (k)

for ¢ < j where k:;'”s are randomly chosen. Such modification in Game G4 ; hides
totally the information of k; in the first j headers. We next claim that there exists
a symmetric encryption adversary Ag whose running time is about the same as A
such that:

|PrWotj—1] — Pr{Wyy,]| = 2Advag

holds for j =1,...,q. We construct the adversary Ag in a similar way we have con-
structed the adversary Ag. We omit the details of the simulation due to simplicity
and similarity. Hence the probability differences above are upper-bounded by 2.

Note that the last game G4 gives absolutely no information about k; thus the
probability Pr{Ws,] of the adversary winning the game G, is 3. Applying the
triangular inequalities over the probability differences above we obtain:

2 - +2q-€s > S0 |Pr{Wi] — Priw_]|
> [Pr[Wag| — Pr{Wo]|
> |3 — Pr{Wo)|
> Adva,

which completes the security proof of our generic transformation. |

4 Stronger Traceability Modes

4.1 Tracing Imperfect Decoders

We proved the traceability of our generic construction against a perfect decoder
in Section Bl However, as discussed in [0], any scheme whose traceability is due
to a fingerprinting code can fail to identify a traitor key if the decoder chooses
not to decrypt some transmissions. Such decoder is called an imperfect decoder
and its behavior may lead to some gaps (leaving some bits of the pirate codeword
unspecified, denoted by ‘?’.) which will result to a failure in identification algorithm.
In the case of our generic construction, the pirate decoder may refuse to decrypt,
even regular transmissions, for particular choices of the partition. The solution
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against such behavior is to use a d-robust fingerprinting code. d-robust fingerprinting
codes would still lead identification of a traitor even if the pirate codeword has up
to § - £ many ‘?” marks. An analysis of such a transformation is provided in [6]. We
can apply the same transformation in a similar way to our generic construction to
obtain traceability against imperfect decoders.

Due to lack of space, we do not want to detail this transformation as it is
supplementary to our main result in this work. We briefly discuss some critique
issues related to the transformation:

(i) We should be able to find an open publicly samplable §-robust fingerprinting
codes. Fortunately, extending the length of an open Chor-Fiat-Naor code by a
factor of 1%5 would be suffice to obtain such code to be employed in the generic
construction.

(ii) A special care is needed to find the relation between 0 and o: an imperfect
o-decoder may have an arbitrary decryption probability distribution over the choice
of the partition. Regardless of this fact, there is a lower bound on the success
probability of the decoder, denote it by <, to have a non-? mark: based on our
traceability proof given in Theorem [l v = 4q(es + €) + 2¢, + \Tlﬂ Let us call
a partition ’bad partition’ if the pirate decoder, on a ciphertext prepared for this
partition, has a success probability less than «. If § is the fraction of bad partitions,
then the decoder’s error rate (that is 1 — o) is at least 6(1 — 7). Solving for § we
obtain § < %

(iii) The above calculation is made over the choices of any partition possible
through the sampling algorithm. However, in actual tracing we concentrate on the
partitions based on the fingerprinting codes. Hence, the notion of public samplability
should be revisited such that the density of bad partitions in the output of sampling
algorithm should preserve the same density in the output of fingerprinting code.
Fortunately, the open Chor-Fiat-Naor code satisfies this property as the code is
generated in exact same way its sampler works.

4.2 Public Traceability

In Eurocrypt 2005, Chabanne, Phan and Pointcheval [I1] introduced the notion of
public traceability where tracing is a procedure that requires no secrets. A two
user solution was presented in [I1I] and further improved to the multiuser setting
with short transmissions in [I7] and [34]. In above schemes, the public key size and
the private key sizes are all linear in length of the fingerprinting code employed for
key distribution. The trace and revoke scheme of [9] is also publicly traceable with
shorter key sizes, i.e. O(y/n) many, but requires higher bandwidth, i.e. it has a
ciphertext length of O(y/n).

Our proposed generic construction supports the public traceability as there is
no tracing key. The fingerprinting code is used to variate the way receivers decrypt
logically without affecting the key-distribution. The encryption is done through a
sampler that is of public knowledge, and any third-party can trace by generating
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a code. The code may have secrets available to the tracing party but this does
not affect any other party to run her tracing capability. Hence, we provide the
first publicly traceable schemes that have constant private key sizes with reasonable
public key size and ciphertext length.

4.3 Tracing and Revoking Pirate Rebroadcasts

It is possible to obtain a scheme for tracing and revoking pirate rebroadcasting based
on our generic construction. In such adversarial setting, an adversary, corrupting
a number of traitors, decrypts the message through the key material available to
him and rebroadcasts the clear message. Note that the rebroadcast does not reveal
any information about the traitor-keys unless the clear message itself is bound to
a specific user key. In this direction, we transmit different versions of the content
so that each version is decrytable by different set of keys. This is achieved in the
literature by watermarking the content. In such setting, traitor-identification is
achieved through observing the pattern of watermarks available to the pirate.

Let us provide a simple description on how to make our generic transforma-
tion work in the pirate rebroadcasting setting. We first generate the watermarked
versions of the content m denoted by mq,ma,..., m,y. For simplicity, we prefer an
encryption in the standard model, a KEM version is possible by replacing m; with
a further level of symmetric encryption key. Similar to the original construction,
we have a partition {V1,Va,...,V,} of [n] (the choice of the partition is through a
sampler in regular transmission and through fingerprinting code in tracing trans-
missions). Setting S; = V; NS for each i = 1,...,q, we broadcast the message
c = (c1]le|| ... ||cq) where, for each i =1,...,q, we construct ¢; = hdr;||e; and

(hdr;, K;) <~ BEnc(PKg, S;), e; < SEncg,(m;)

The traceability of the scheme above can be proven in almost exact way as we
did for the original transformation in Section Bl We will not require linear tracing
strategy as watermarking already differentiates the way we encrypt for different
subsets in the partition.

Our generic scheme, instantiated with any of the schemes [4] 13, 20], will lead the
first tracing and revoking pirate rebroadcasts in the public key setting with constant
private key size and short transmission lengths.
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