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What is AWS Database Migration Service?

AWS Database Migration Service (AWS DMS) is a cloud service that makes it possible to migrate
relational databases, data warehouses, NoSQL databases, and other types of data stores. You can
use AWS DMS to migrate your data into the AWS Cloud or between combinations of cloud and on-
premises setups.

With AWS DMS, you can discover your source data stores, convert your source schemas, and
migrate your data.

» To discover your source data infrastructure, you can use DMS Fleet Advisor. This service collects
data from your on-premises database and analytic servers, and builds an inventory of servers,
databases, and schemas that you can migrate to the AWS Cloud.

» To migrate to a different database engine, you can use DMS Schema Conversion. This service
automatically assesses and converts your source schemas to a new target engine. Alternatively,
you can download the AWS Schema Conversion Tool (AWS SCT) to your local PC to convert your
source schemas.

« After you convert your source schemas and apply the converted code to your target database,
you can use AWS DMS to migrate your data. You can perform one-time migrations or replicate
ongoing changes to keep sources and targets in sync. Because AWS DMS is a part of the AWS
Cloud, you get the cost efficiency, speed to market, security, and flexibility that AWS services
offer.

At a basic level, AWS DMS is a server in the AWS Cloud that runs replication software. You create

a source and target connection to tell AWS DMS where to extract data from and where to load

it. Next, you schedule a task that runs on this server to move your data. AWS DMS creates the
tables and associated primary keys if they don't exist on the target. You can create the target tables
yourself if you prefer. Or you can use AWS Schema Conversion Tool (AWS SCT) to create some or all
of the target tables, indexes, views, triggers, and so on.

The following diagram illustrates the AWS DMS replication process.
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References

« AWS Regions that support AWS DMS - For information about what AWS Regions support AWS
DMS, see Working with an AWS DMS replication instance.

« Cost of database migration - For information on the cost of database migration, see the AWS
Database Migration Service pricing page.

« AWS DMS features and benefits — For information about AWS DMS features and benefits, see
AWS Database Migration Service Features.

« Available database options — To learn more about the variety of database options available on
Amazon Web Services, see Choosing the right database for your organization.

Migration tasks that AWS DMS performs

AWS DMS takes over many of the difficult or tedious tasks involved in a migration project:

« In a traditional solution, you need to perform capacity analysis, procure hardware and software,
install and administer systems, and test and debug the installation. AWS DMS automatically
manages the deployment, management, and monitoring of all hardware and software needed
for your migration. Your migration can be up and running within minutes of starting the AWS
DMS configuration process.

« With AWS DMS, you can scale up (or scale down) your migration resources as needed to match
your actual workload. For example, if you determine that you need additional storage, you can
easily increase your allocated storage and restart your migration, usually within minutes.

o AWS DMS uses a pay-as-you-go model. You only pay for AWS DMS resources while you use
them, as opposed to traditional licensing models with up-front purchase costs and ongoing
maintenance charges.

o AWS DMS automatically manages all of the infrastructure that supports your migration server,
including hardware and software, software patching, and error reporting.

« AWS DMS provides automatic failover. If your primary replication server fails for any reason, a
backup replication server can take over with little or no interruption of service.

o AWS DMS Fleet Advisor automatically inventories your data infrastructure. It creates reports that
help you identify migration candidates and plan your migration.

« AWS DMS Schema Conversion automatically assesses the complexity of your migration for your
source data provider. It also converts database schemas and code objects to a format compatible
with the target database and then applies the converted code.
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o AWS DMS can help you switch to a modern, perhaps more cost-effective, database engine
than the one you are running now. For example, AWS DMS can help you take advantage of the
managed database services provided by Amazon Relational Database Service (Amazon RDS)
or Amazon Aurora. Or it can help you move to the managed data warehouse service provided
by Amazon Redshift, NoSQL platforms like Amazon DynamoDB, or low-cost storage platforms
like Amazon Simple Storage Service (Amazon S3). Conversely, if you want to migrate away from
old infrastructure but continue to use the same database engine, AWS DMS also supports that
process.

o AWS DMS supports nearly all of today's most popular DBMS engines as source endpoints. For
more information, see Sources for data migration.

« AWS DMS provides a broad coverage of available target engines. For more information, see
Targets for data migration.

» You can migrate from any of the supported data sources to any of the supported data targets.
AWS DMS supports fully heterogeneous data migrations between the supported engines.

« AWS DMS ensures that your data migration is secure. Data at rest is encrypted with AWS Key
Management Service (AWS KMS) encryption. During migration, you can use Secure Socket Layers
(SSL) to encrypt your in-flight data as it travels from source to target.

Migration tasks that AWS DMS performs 3
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How AWS Database Migration Service works

AWS Database Migration Service (AWS DMS) is a web service that you can use to migrate data
from a source data store to a target data store. These two data stores are called endpoints. You
can migrate between source and target endpoints that use the same database engine, such as
from an Oracle database to an Oracle database. You can also migrate between source and target
endpoints that use different database engines, such as from an Oracle database to a PostgreSQL
database. The only requirement to use AWS DMS is that one of your endpoints must be on an AWS
service. You can't use AWS DMS to migrate from an on-premises database to another on-premises
database.

For information on the cost of database migration, see the AWS Database Migration Service pricing
page.

Use the following topics to better understand AWS DMS.

Topics

» High-level view of AWS DMS
« Components of AWS DMS

» Sources for AWS DMS

» Targets for AWS DMS

» Constructing an Amazon Resource Name (ARN) for AWS DMS
« Using AWS DMS with other AWS services

High-level view of AWS DMS

To perform a database migration, AWS DMS connects to the source data store, reads the source
data, and formats the data for consumption by the target data store. It then loads the data into
the target data store. Most of this processing happens in memory, though large transactions might
require some buffering to disk. Cached transactions and log files are also written to disk.

At a high level, when using AWS DMS you do the following:

 Discover databases in your network environment that are good candidates for migration.

« Automatically convert your source database schemas and most of the database code objects to a
format compatible with the target database.

High-level view of AWS DMS 4
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» Create a replication server.
» Create source and target endpoints that have connection information about your data stores.

» Create one or more migration tasks to migrate data between the source and target data stores.

A task can consist of three major phases:

» Migration of existing data (Full load)
« The application of cached changes

» Ongoing replication (Change Data Capture)

During a full load migration, where existing data from the source is moved to the target, AWS DMS
loads data from tables on the source data store to tables on the target data store. While the full
load is in progress, any changes made to the tables being loaded are cached on the replication
server; these are the cached changes. It's important to note that AWS DMS doesn't capture changes
for a given table until the full load for that table is started. In other words, the point when change
capture starts is different for each individual table.

When the full load for a given table is complete, AWS DMS immediately begins to apply the cached
changes for that table. Once the table is loaded and the cached changes applied, AWS DMS begins
to collect changes as transactions for the ongoing replication phase. If a transaction has tables

not yet fully loaded, the changes are stored locally on the replication instance. After AWS DMS
applies all cached changes to all tables, tables are transactionally consistent. At this point, AWS
DMS moves to the ongoing replication phase, applying changes as transactions.

At the start of the ongoing replication phase, a backlog of transactions generally causes some lag
between the source and target databases. The migration eventually reaches a steady state after
working through this backlog of transactions. At this point, you can shut down your applications,
allow any remaining transactions to be applied to the target, and bring your applications up, now
pointing at the target database.

AWS DMS creates the target schema objects necessary to perform a data migration. You can use
AWS DMS to take a minimalist approach and create only those objects required to efficiently
migrate the data. Using this approach, AWS DMS creates tables, primary keys, and in some cases
unique indexes, but it won't create any other objects that are not required to efficiently migrate the
data from the source.

High-level view of AWS DMS 5
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Alternatively, you can use DMS Schema Conversion within AWS DMS to automatically convert your
source database schemas and most of the database code objects to a format compatible with the
target database. This conversion includes tables, views, stored procedures, functions, data types,
synonyms, and so on. Any objects that DMS Schema Conversion can't convert automatically are
clearly marked. To complete the migration, you can convert these objects manually.

Components of AWS DMS

This section describes the internal components of AWS DMS and how they function together to
accomplish your data migration. Understanding the underlying components of AWS DMS can help
you migrate data more efficiently and provide better insight when troubleshooting or investigating
issues.

An AWS DMS migration consists of five components: discovery of databases to migrate, automatic
schema conversion, a replication instance, source and target endpoints, and a replication task. You
create an AWS DMS migration by creating the necessary replication instance, endpoints, and tasks
in an AWS Region.

Database discovery

DMS Fleet Advisor collects data from multiple database environments to provide insight into
your data infrastructure. DMS Fleet Advisor collects data from your on-premises database
and analytic servers from one or more central locations without the need to install it on every
computer. Currently, DMS Fleet Advisor supports Microsoft SQL Server, MySQL, Oracle, and
PostgreSQL database servers.

Based on data discovered from your network, DMS Fleet Advisor builds an inventory that you
can review to determine which database servers and objects to monitor. As details about these
servers, databases, and schemas are collected, you can analyze the feasibility of your intended
database migrations.

Schema and code migration

DMS Schema Conversion in AWS DMS makes database migrations between different types of
databases more predictable. You can use DMS Schema Conversion to evaluate the complexity of
your migration for your source data provider, and then use it to convert database schemas and
code objects. You can then apply the converted code to your target database.

At a high level, DMS Schema Conversion operates with the following three components:
instance profiles, data providers, and migration projects. An instance profile specifies network
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and security settings. A data provider stores database connection credentials. A migration
project contains data providers, an instance profile, and migration rules. AWS DMS uses data

providers and an instance profile to design a process that converts database schemas and code
objects.

Replication instance

At a high level, an AWS DMS replication instance is simply a managed Amazon Elastic Compute
Cloud (Amazon EC2) instance that hosts one or more replication tasks.

The figure following shows an example replication instance running several associated
replication tasks.

N

o @ = J

Source database 1 Source endpoint 1 Replication task 1 Target endpoint 1 Target database 1

. =

Replication task 2

o = ]

Source database n Source endpoint n Replication task n Target endpoint n Target database n

A single replication instance can host one or more replication tasks, depending on the
characteristics of your migration and the capacity of the replication server. AWS DMS provides
a variety of replication instances so you can choose the optimal configuration for your use case.
For more information about the various classes of replication instances, see Choosing the right
AWS DMS replication instance for your migration.

AWS DMS creates the replication instance on an Amazon EC2 instance. Some of the smaller
instance classes are sufficient for testing the service or for small migrations. If your migration
involves a large number of tables, or if you intend to run multiple concurrent replication tasks,

Components 7



AWS Database Migration Service User Guide

you should consider using one of the larger instances. We recommend this approach because
AWS DMS can consume a significant amount of memory and CPU.

Depending on the Amazon EC2 instance class you select, your replication instance comes with
either 50 GB or 100 GB of data storage. This amount is usually sufficient for most customers.
However, if your migration involves large transactions or a high-volume of data changes then
you might want to increase the base storage allocation. Change data capture (CDC) might cause
data to be written to disk, depending on how fast the target can write the changes. As log files
are also written to the disk, increasing the level of severity for logging will also lead to a higher
storage consumption.

AWS DMS can provide high availability and failover support using a Multi-AZ deployment. In

a Multi-AZ deployment, AWS DMS automatically provisions and maintains a standby replica

of the replication instance in a different Availability Zone. The primary replication instance

is synchronously replicated to the standby replica. If the primary replication instance fails or
becomes unresponsive, the standby resumes any running tasks with minimal interruption.
Because the primary is constantly replicating its state to the standby, Multi-AZ deployment does
incur some performance overhead.

For more detailed information about the AWS DMS replication instance, see Working with an
AWS DMS replication instance.

Rather than creating and managing a replication instance, you can let AWS DMS provision your
replication automatically using AWS DMS Serverless. For more information, see Working with
AWS DMS Serverless.

Endpoint

AWS DMS uses an endpoint to access your source or target data store. The specific connection
information is different, depending on your data store, but in general you supply the following
information when you create an endpoint:

« Endpoint type — Source or target.

» Engine type — Type of database engine, such as Oracle or PostgreSQL.

« Server name - Server name or IP address that AWS DMS can reach.

» Port — Port number used for database server connections.

» Encryption — Secure Socket Layer (SSL) mode, if SSL is used to encrypt the connection.

 Credentials — User name and password for an account with the required access rights.
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When you create an endpoint using the AWS DMS console, the console requires that you test
the endpoint connection. The test must be successful before using the endpoint in a AWS DMS
task. Like the connection information, the specific test criteria are different for different engine
types. In general, AWS DMS verifies that the database exists at the given server name and port,
and that the supplied credentials can be used to connect to the database with the necessary
privileges to perform a migration. If the connection test is successful, AWS DMS downloads and
stores schema information to use later during task configuration. Schema information might
include table definitions, primary key definitions, and unique key definitions, for example.

More than one replication task can use a single endpoint. For example, you might have two
logically distinct applications hosted on the same source database that you want to migrate
separately. In this case, you create two replication tasks, one for each set of application tables.
You can use the same AWS DMS endpoint in both tasks.

You can customize the behavior of an endpoint by using endpoint settings. Endpoint settings
can control various behavior such as logging detail, file size, and other parameters. Each data
store engine type has different endpoint settings available. You can find the specific endpoint
settings for each data store in the source or target section for that data store. For a list of
supported source and target data stores, see Sources for AWS DMS and Targets for AWS DMS.

For more detailed information about AWS DMS endpoints, see Working with AWS DMS
endpoints.

Replication tasks

You use an AWS DMS replication task to move a set of data from the source endpoint to the
target endpoint. Creating a replication task is the last step you need to take before you start a
migration.

When you create a replication task, you specify the following task settings:

» Replication instance - the instance to host and run the task

« Source endpoint

« Target endpoint

« Migration type options, as listed following. For a full explanation of the migration type
options, see Creating a task.

» Full load (Migrate existing data) — If you can afford an outage long enough to copy your
existing data, this option is a good one to choose. This option simply migrates the data
from your source database to your target database, creating tables when necessary.
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» Full load + CDC (Migrate existing data and replicate ongoing changes) — This option
performs a full data load while capturing changes on the source. After the full load is
complete, captured changes are applied to the target. Eventually, the application of
changes reaches a steady state. At this point, you can shut down your applications, let the
remaining changes flow through to the target, and then restart your applications pointing
at the target.

o CDC only (Replicate data changes only) — In some situations, it might be more efficient to
copy existing data using a method other than AWS DMS. For example, in a homogeneous
migration, using native export and import tools might be more efficient at loading bulk
data. In this situation, you can use AWS DMS to replicate changes starting when you start
your bulk load to bring and keep your source and target databases in sync.

» Target table preparation mode options, as listed following. For a full explanation of target
table modes, see Creating a task.

« Do nothing — AWS DMS assumes that the target tables are precreated on the target.
« Drop tables on target — AWS DMS drops and recreates the target tables.

« Truncate - If you created tables on the target, AWS DMS truncates them before the
migration starts. If no tables exist and you select this option, AWS DMS creates any missing
tables.

« LOB mode options, as listed following. For a full explanation of LOB modes, see Setting LOB
support for source databases in an AWS DMS task.

» Don't include LOB columns — LOB columns are excluded from the migration.

o Full LOB mode - Migrate complete LOBs regardless of size. AWS DMS migrates LOBs
piecewise in chunks controlled by the Max LOB Size parameter. This mode is slower than
using limited LOB mode.

o Limited LOB mode - Truncate LOBs to the value specified by the Max LOB Size parameter.
This mode is faster than using full LOB mode.

» Table mappings - indicates the tables to migrate and how they are migrated. For more
information, see Using table mapping to specify task settings.

« Data transformations, as listed following. For more information on data transformations, see
Specifying table selection and transformations rules using JSON.

« Changing schema, table, and column names.
» Changing tablespace names (for Oracle target endpoints).

» Defining primary keys and unique indexes on the target.
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« Data validation

« Amazon CloudWatch logging

You use the task to migrate data from the source endpoint to the target endpoint, and the
task processing is done on the replication instance. You specify what tables and schemas to
migrate and any special processing, such as logging requirements, control table data, and error
handling.

Conceptually, an AWS DMS replication task performs two distinct functions as shown in the
diagram following.

@ Source unload @ Target load @
Source capture Target apply

Source database DMS replication process Target database
Change cache DMS logs

The full load process is straight-forward to understand. Data is extracted from the source in a
bulk extract manner and loaded directly into the target. You can specify the number of tables
to extract and load in parallel on the AWS DMS console under Advanced Settings.

For more information about AWS DMS tasks, see Working with AWS DMS tasks.

Ongoing replication, or change data capture (CDC)

You can also use an AWS DMS task to capture ongoing changes to the source data store while
you are migrating your data to a target. The change capture process that AWS DMS uses when
replicating ongoing changes from a source endpoint collects changes to the database logs by

using the database engine's native API.
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In the CDC process, the replication task is designed to stream changes from the source to the
target, using in-memory buffers to hold data in-transit. If the in-memory buffers become
exhausted for any reason, the replication task will spill pending changes to the Change Cache
on disk. This could occur, for example, if AWS DMS is capturing changes from the source faster
than they can be applied on the target. In this case, you will see the task's target latency exceed
the task's source latency.

You can check this by navigating to your task on the AWS DMS console, and opening the Task
Monitoring tab. The CDCLatencyTarget and CDCLatencySource graphs are shown at the bottom
of the page. If you have a task that is showing target latency then there is likely some tuning on
the target endpoint needed to increase the application rate.

The replication task also uses storage for task logs as discussed preceding. The disk space that
comes pre-configured with your replication instance is usually sufficient for logging and spilled
changes. If you need additional disk space, for example, when using detailed debugging to
investigate a migration issue, you can modify the replication instance to allocate more space.

Sources for AWS DMS

You can use different source data stores in different AWS DMS features. The following sections
contain the lists of supported source data stores for each AWS DMS feature.

Topics

» Source endpoints for data migration

» Source databases for DMS Fleet Advisor

« Source data providers for DMS Schema Conversion

» Source data providers for DMS homogeneous data migrations

Source endpoints for data migration
You can use the following data stores as source endpoints for data migration using AWS DMS.
On-premises and EC2 instance databases

» Oracle versions 10.2 and higher (for versions 10.x), 11g and up to 12.2, 18¢, and 19c for the
Enterprise, Standard, Standard One, and Standard Two editions

« Microsoft SQL Server versions 2005, 2008, 2008R2, 2012, 2014, 2016, 2017, 2019, and 2022.

Sources 12
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» The Enterprise, Standard, Workgroup, Developer, and Web editions support full-load
replication.

« The Enterprise, Standard (version 2016 and higher), and Developer editions support CDC
(ongoing) replication in addition to full-load.

» The Express edition isn't supported.

« MySQL versions 5.5, 5.6, 5.7, and 8.0

(® Note

Support for MySQL 8.0 as a source is available in AWS DMS versions 3.4.0 and higher,
except when the transaction payload is compressed. Support for Google Cloud for
MySQL 8.0 as a source is available in AWS DMS versions 3.4.6 and higher.

» MariaDB (supported as a MySQL-compatible data source) versions 10.0 (only versions 10.0.24
and higher), 10.2, 10.3, 10.4, 10.5, and 10.6.

(® Note

Support for MariaDB as a source is available in all AWS DMS versions where MySQL is
supported.

» PostgreSQL version 9.4 and higher (for versions 9.x), 10.x, 11.x, 12.x, 13.x 14.x, 15.x, and 16.x.

(® Note

AWS DMS only supports PostgreSQL version 15.x in versions 3.5.1 and higher. AWS DMS
only supports PostgreSQL version 16.x in versions 3.5.3 and higher.

« MongoDB versions 3.x, 4.0, 4.2, 4.4, 5.0, and 6.0

® Note
AWS DMS versions 3.5.0 and higher don't support MongoDB versions prior to 3.6.

» SAP Adaptive Server Enterprise (ASE) versions 12.5, 15, 15.5, 15.7, 16, and higher
e IBM Db2 for Linux, UNIX, and Windows (Db2 LUW) versions:

» Version 9.7, all fix packs
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« Version 10.1, all fix packs

Version 10.5, all fix packs except for Fix Pack 5

Version 11.1, all fix packs

Version 11.5, Mods (0-8) with only Fix Pack Zero
e IBM Db2 for z/OS version 12

Third-party managed database services:

e Microsoft Azure SQL Database

o Microsoft Azure PostgreSQL Flexible Server versions 11.2, 12.15, 13.11, 14.8, and 15.3.
» Microsoft Azure MySQL Flexible Server versions 5.7 and 8.

» Google Cloud for MySQL versions 5.6, 5.7, and 8.0.

» Google Cloud for PostgreSQL versions 9.6, 10, 11, 12, 13, 14, and 15.

« OCI MySQL Heatwave version 8.0.34.

Amazon RDS instance databases, and Amazon Simple Storage Service (Amazon S3)
» Oracle versions 11g (versions 11.2.0.4 and higher) and up to 12.2, 18¢, and 19c¢ for the
Enterprise, Standard, Standard One, and Standard Two editions

« Microsoft SQL Server versions 2012, 2014, 2016, 2017, 2019, and 2022 for the Enterprise,
Standard, Workgroup, and Developer editions

® Note

AWS DMS doesn't support SQL Server Express. The Web edition is only supported for
full-load only replication.

« MySQL versions 5.5, 5.6, 5.7, and 8.0

® Note

Support for MySQL 8.0 as a source is available in AWS DMS versions 3.4.0 and higher,
except when the transaction payload is compressed.

Sources for data migration 14
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» MariaDB (supported as a MySQL-compatible data source) versions 10.0.24 to 10.0.28, 10.2, 10.3,
10.4, 10.5, and 10.6.

(@ Note

Support for MariaDB as a source is available in all AWS DMS versions where MySQL is
supported.

o PostgreSQL version 10.x, 11.x, 12.x, 13.x, 14.x, 15.x, and 16.x.

(® Note

AWS DMS only supports PostgreSQL version 15.x in versions 3.5.1 and higher. AWS DMS
only supports PostgreSQL version 16.x in versions 3.5.3 and higher.

« Amazon Aurora with MySQL compatibility (supported as a MySQL-compatible data source)

« Amazon Aurora with PostgreSQL compatibility (supported as a PostgreSQL-compatible data
source)

e Amazon S3
« Amazon DocumentDB (with MongoDB compatibility) versions 3.6, 4.0, and 5.0.
« Amazon RDS for IBM Db2 LUW.

For information about working with a specific source, see Working with AWS DMS endpoints.

For information about supported target endpoints, see Target endpoints for data migration.

Source databases for DMS Fleet Advisor

DMS Fleet Advisor supports the following source databases.

Microsoft SQL Server version 2012 and up to 2019
MySQL version 5.6 and up to 8

Oracle version 11g Release 2 and up to 12¢, 19¢, and 21c

PostgreSQL version 9.6 and up to 13

For information about working with a specific source, see Creating database users for AWS DMS
Fleet Advisor.
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For the list of databases that DMS Fleet Advisor uses to generate target recommendations, see
Targets for DMS Fleet Advisor.

Source data providers for DMS Schema Conversion

DMS Schema Conversion supports the following data providers as sources for your migration
projects.

Microsoft SQL Server version 2008 R2, 2012, 2014, 2016, 2017, and 2019

Oracle version 10.2 and higher, 11g and up to 12.2, 18¢, and 19¢, and Oracle Data Warehouse

PostgreSQL version 9.2 and higher
MySQL version 5.5 and higher

Your source data provider can be a self-managed engine running on-premises or on an Amazon
Elastic Compute Cloud (Amazon EC2) instance.

For information about working with a specific source, see Creating source data providers in DMS

Schema Conversion.

For information about supported target databases, see Target data providers for DMS Schema

Conversion.

The AWS Schema Conversion Tool (AWS SCT) supports more source and target databases than DMS
Schema Conversion. For information about databases that AWS SCT supports, see What is the AWS
Schema Conversion Tool.

Source data providers for DMS homogeneous data migrations

You can use the following data providers as sources for homogeneous data migrations.

MySQL version 5.7 and higher

MariaDB version 10.2 and higher

PostgreSQL version 10.4 to 14.x.

MongoDB version 4.x, 5.x, 6.0

Amazon DocumentDB version 3.6, 4.0, 5.0

Your source data provider can be a self-managed engine running on-premises or on an Amazon
EC2 instance. Also, you can use an Amazon RDS DB instance as a source data provider.
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For information about working with a specific source, see Creating source data providers for

homogeneous data migrations in AWS DMS.

For information about supported target databases, see Target data providers for DMS

homogeneous data migrations.

Targets for AWS DMS

You can use different target data stores in different AWS DMS features. The following sections
contain the lists of supported target data stores for each AWS DMS feature.

Topics

» Target endpoints for data migration

« Target databases for DMS Fleet Advisor

» Target data providers for DMS Schema Conversion

« Target data providers for DMS homogeneous data migrations

Target endpoints for data migration

You can use the following data stores as target endpoints for data migration using AWS DMS.

On-premises and Amazon EC2 instance databases
» Oracle versions 10g, 11g, 12¢, 18c, and 19c for the Enterprise, Standard, Standard One, and
Standard Two editions

« Microsoft SQL Server versions 2005, 2008, 2008R2, 2012, 2014, 2016, 2017, 2019, and 2022 for
the Enterprise, Standard, Workgroup, and Developer editions

(® Note
AWS DMS doesn't support SQL Server Web and Express editions.

« MySQL versions 5.5, 5.6, 5.7, and 8.0

» MariaDB (supported as a MySQL-compatible data target) versions 10.0.24 to 10.0.28, 10.2, 10.3,
10.4, 10.5, and 10.6.
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® Note

Support for MariaDB as a target is available in all AWS DMS versions where MySQL is
supported.

» PostgreSQL version 9.4 and higher (for versions 9.x), 10.x, 11.x, 12.x, 13.x, 14.x, 15.x, and 16.x.

(@ Note

AWS DMS only supports PostgreSQL 15.x in versions 3.5.1 and higher. AWS DMS only
supports PostgreSQL version 16.x in versions 3.5.3 and higher.

« SAP Adaptive Server Enterprise (ASE) versions 15, 15.5, 15.7, 16, and higher

« Redis OSS versions 6.x

Amazon RDS instance databases, Amazon Redshift, Amazon Redshift Serverless, Amazon
DynamoDB, Amazon S3, Amazon OpenSearch Service, Amazon ElastiCache (Redis OSS),
Amazon Kinesis Data Streams, Amazon DocumentDB, Amazon Neptune, and Apache Kafka

» Oracle versions 11g (versions 11.2.0.3.v1 and higher), 12c, 18¢, and 19c for the Enterprise,
Standard, Standard One, and Standard Two editions

« Microsoft SQL Server versions 2012, 2014, 2016, 2017, 2019, and 2022 for the Enterprise,
Standard, Workgroup, and Developer editions

(® Note
AWS DMS doesn't support SQL Server Web and Express editions.

« MySQL versions 5.5, 5.6, 5.7, and 8.0

» MariaDB (supported as a MySQL-compatible data target) versions 10.0.24 to 10.0.28, 10.2, 10.3,
10.4, 10.5, and 10.6.

(® Note

Support for MariaDB as a target is available in all AWS DMS versions where MySQL is
supported.
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» PostgreSQL version 10.x, 11.x, 12.x, 13.x, 14.x, 15.x, and 16.x.

(® Note

AWS DMS only supports PostgreSQL 15.x in versions 3.5.1 and higher. AWS DMS only
supports PostgreSQL 16.x in versions 3.5.3 and higher.

« IBM Db2 LUW versions 11.1 and 11.5

« Amazon Aurora MySQL-Compatible Edition

« Amazon Aurora PostgreSQL-Compatible Edition
« Amazon Aurora Serverless v2

« Amazon Redshift

« Amazon Redshift Serverless

« Amazon S3

 Amazon DynamoDB

« Amazon OpenSearch Service

« Amazon ElastiCache (Redis OSS)

« Amazon Kinesis Data Streams

« Amazon DocumentDB (with MongoDB compatibility)
« Amazon Neptune

» Apache Kafka — Amazon Managed Streaming for Apache Kafka (Amazon MSK) and self-managed
Apache Kafka

 Babelfish (version 3.2.0 and higher) for Aurora PostgreSQL (versions 15.3/14.8 and higher)

For information about working with a specific target, see Working with AWS DMS endpoints.

For information about supported source endpoints, see Source endpoints for data migration.

Target databases for DMS Fleet Advisor

DMS Fleet Advisor generates target recommendations using the latest version of the following
target databases.

 Amazon Aurora MySQL
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« Amazon Aurora PostgreSQL

Amazon RDS for MySQL

Amazon RDS for Oracle
Amazon RDS for PostgreSQL
Amazon RDS for SQL Server

For information about target recommendations in DMS Fleet Advisor, see Using the AWS DMS Fleet
Advisor Target Recommendations feature.

For information about supported source databases, see Source databases for DMS Fleet Advisor.

Target data providers for DMS Schema Conversion

DMS Schema Conversion supports the following data providers as targets for your migration
projects.

Amazon Aurora MySQL 8.0.23

Amazon Aurora PostgreSQL 14.5
Amazon RDS for MySQL 8.0.23

Amazon RDS for PostgreSQL 14.x
Amazon Redshift

For information about working with a specific target, see Creating target data providers in DMS

Schema Conversion.

For information about supported source databases, see Source data providers for DMS Schema

Conversion.

Target data providers for DMS homogeneous data migrations

You can use the following data providers as targets for homogeneous data migrations.

« Amazon Aurora MySQL version 5.7 and higher
« Amazon Aurora PostgreSQL version 10.4 to 14.x

« Amazon Aurora Serverless v2
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« Amazon RDS for MySQL version 5.7 and higher
« Amazon RDS for MariaDB version 10.2 and higher
« Amazon RDS for PostgreSQL version 10.4 to 14.x

« Amazon DocumentDB version 4.0, 5.0 and DocumentDB Elastic cluster

For information about working with a specific target, see Creating target data providers for

homogeneous data migrations in AWS DMS.

For information about supported source databases, see Source data providers for DMS

homogeneous data migrations.

Constructing an Amazon Resource Name (ARN) for AWS DMS

If you use the AWS CLI or AWS DMS API to automate your database migration, then you work with
Amazon Resource Name (ARNSs). Each resource that is created in Amazon Web Services is identified
by an ARN, which is a unique identifier. If you use the AWS CLI or AWS DMS API to set up your
database migration, you supply the ARN of the resource that you want to work with.

An ARN for an AWS DMS resource uses the following syntax:
arn:aws:dms:region:account number:resourcetype:resourcename

In this syntax, the following apply:

« region is the ID of the AWS Region where the AWS DMS resource was created, such as us-
west-2.

The following table shows AWS Region names and the values that you should use when
constructing an ARN.

Region Name

Asia Pacific (Tokyo) Region ap-northeast-1
Asia Pacific (Seoul) Region ap-northeast-2
Asia Pacific (Mumbai) Region ap-south-1
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Region

Asia Pacific (Singapore) Region

Asia Pacific (Sydney) Region
Canada (Central) Region
China (Beijing) Region
China (Ningxia) Region
Europe (Stockholm) Region
Europe (Milan) Region

EU (Frankfurt) Region
Europe (Ireland) Region

EU (London) Region

EU (Paris) Region

South America (Sao Paulo) Region

US East (N. Virginia) Region

US East (Ohio) Region

US West (N. California) Region

US West (Oregon) Region

Name
ap-southeast-1
ap-southeast-2
ca-central-1
cn-north-1
cn-northwest-1
eu-north-1
eu-south-1
eu-central-1
eu-west-1
eu-west-2
eu-west-3
sa-east-1
us-east-1
us-east-2
us-west-1

us-west-2

e account number is your account number with dashes omitted. To find your account number,
sign in to your AWS account at http://aws.amazon.com, choose My Account/Console, and then

choose My Account.

« resourcetype is the type of AWS DMS resource.

The following table shows the resource types to use when constructing an ARN for a particular

AWS DMS resource.

Amazon Resource Names
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AWS DMS resource ARN format
type

Replication instance arn:aws:dms: region: account:rep: resourcename

Endpoint arn:aws:dms: region:account:endpoint: resourcename
Replication task arn:aws:dms: region:account:task:resourcename
Subnet group arn:aws:dms: region:account:subgrp:resourcename

e resourcename is the resource name assigned to the AWS DMS resource. This is a generated
arbitrary string.

The following table shows examples of ARNs for AWS DMS resources. Here, we assume an AWS
account of 123456789012, which were created in the US East (N. Virginia) Region, and has a
resource name.

Resource type Sample ARN

Replication instance arn:aws:dms:us-east-1:123456789012:rep:QLXQZ6
4MH7CXF4QCQMGRVYVXAI

Endpoint arn:aws:dms:us-east-1:123456789012:endpoint:D
3HMZ2IGUCGFF3NTAXUXGF6S5A

Replication task arn:aws:dms:us-east-1:123456789012:task:2PVRE
MWNPGYJCVU2IBPTOYTIV4

Subnet group arn:aws:dms:us-east-1:123456789012:subgrp:test-
tag-grp

Using AWS DMS with other AWS services

You can use AWS DMS with several other AWS services:
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» You can use an Amazon EC2 instance or Amazon RDS DB instance as a target for a data
migration.

» You can use the AWS Schema Conversion Tool (AWS SCT) to convert your source schema and SQL
code into an equivalent target schema and SQL code.

» You can use Amazon S3 as a storage site for your data, or you can use it as an intermediate step
when migrating large amounts of data.

» You can use AWS CloudFormation to set up your AWS resources for infrastructure management
or deployment. For example, you can provision AWS DMS resources such as replication instances,
tasks, certificates, and endpoints. You create a template that describes all the AWS resources that
you want, and AWS CloudFormation provisions and configures those resources for you.

AWS DMS support for AWS CloudFormation

You can provision AWS DMS resources using AWS CloudFormation. AWS CloudFormation is a
service that helps you model and set up your AWS resources for infrastructure management or
deployment. For example, you can provision AWS DMS resources such as replication instances,
tasks, certificates, and endpoints. You create a template that describes all the AWS resources that
you want and AWS CloudFormation provisions and configures those resources for you.

As a developer or system administrator, you can create and manage collections of these resources
that you can then use for repetitive migration tasks or deploying resources to your organization.
For more information about AWS CloudFormation, see AWS CloudFormation concepts in the AWS
CloudFormation User Guide.

AWS DMS supports creating the following AWS DMS resources using AWS CloudFormation:

» AWS::DMS::Certificate

o AWS::DMS::Endpoint

o AWS::DMS::EventSubscription

o AWS::DMS::Replicationlnstance

o AWS::DMS::ReplicationSubnetGroup
o AWS::DMS::ReplicationTask
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Getting started with AWS Database Migration Service

In the following tutorial, you can find out how to perform a database migration with AWS
Database Migration Service (AWS DMS).

To perform a database migration, take the following steps:

1.

Set up your AWS account by following the steps in Setting up for AWS Database Migration

Service.

. Create your sample databases and an Amazon EC2 client to populate your source database and

test replication. Also, create a virtual private cloud (VPC) based on the Amazon Virtual Private

Cloud (Amazon VPC) service to contain your tutorial resources. To create these resources, follow

the steps in Prerequisites for AWS Database Migration Service.

3. Populate your source database using a sample database creation script.

. Use DMS Schema Conversion or the AWS Schema Conversion Tool (AWS SCT) to convert the

schema from the source database to the target database. To use DMS Schema Conversion,
follow the steps in Getting started with DMS Schema Conversion. To convert the schema with
AWS SCT, follow the steps in Migrate schema.

. Create a replication instance to perform all the processes for the migration. To do this and the

following tasks, take the steps in Replication.

. Specify source and target database endpoints. For information about creating endpoints, see

Creating source and target endpoints.

. Create a task to define what tables and replication processes you want to use, and start

replication. For information about creating database migration tasks, see Creating a task.

. Verify that replication is working by running queries on the target database.

Setting up for AWS Database Migration Service

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.

To sign up for an AWS account

1.

Open https://portal.aws.amazon.com/billing/signup.

Setting up
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2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and
entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to a user.
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For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

o Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign access to additional users

1. In 1AM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

Prerequisites for AWS Database Migration Service

In this section, you can learn the prerequisite tasks for AWS DMS, such as setting up your source
and target databases. As part of these tasks, you also set up a virtual private cloud (VPC) based on
the Amazon VPC service to contain your resources. In addition, you set up an Amazon EC2 instance
that you use to populate your source database and verify replication on your target database.

(® Note

Populating the source database takes up to 45 minutes.

For this tutorial, you create a MariaDB database as your source, and a PostgreSQL database as your
target. This scenario uses commonly used, low-cost database engines to demonstrate replication.
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Using different database engines demonstrates AWS DMS features for migrating data between
heterogeneous platforms.

The resources in this tutorial use the US West (Oregon) Region. If you want to use a different AWS
Region, specify your chosen Region instead wherever US West (Oregon) appears.

(@ Note

For the sake of simplicity, the databases that you create for this tutorial don't use
encryption or other advanced security features. You must use security features to keep your
production databases secure. For more information, see Security in Amazon RDS.

For prerequisite steps, see the following topics.

Topics
e Create a VPC

» Create Amazon RDS parameter groups

» Create your source Amazon RDS database

« Create your target Amazon RDS database

+ Create an Amazon EC2 client

» Populate your source database

Create a VPC

In this section, you create a VPC to contain your AWS resources. Using a VPC is a best practice when
using AWS resources, so that your databases, Amazon EC2 instances, security groups, and so on, are
logically organized and secure.

Using a VPC for your tutorial resources also ensures that you delete all of the resources you use
when you are done with the tutorial. You must delete all of the resources that a VPC contains
before you can delete the VPC.

To create a VPC for use with AWS DMS

1. Sign in to the AWS Management Console and open the Amazon VPC console at https://
console.aws.amazon.com/vpc/.
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2. On the navigation pane, choose VPC Dashboard, and then choose Create VPC.

3. Onthe Create VPC page, enter the following options:

« Resources to create: VPC and more

« Name tag auto generation: Choose Auto-generate, and enter DMSVPC.
e IPv4 block:10.0.1.0/24

« IPv6 CIDR block: No IPv6 CIDR block

» Tenancy: Default

« Number of availability zones: 2

o Number of public subnets: 2

o Number of private subnets: 2

« NAT gateways ($): None

« VPC endpoints: None

Choose Create VPC.
4. On the navigation pane, choose Your VPCs. Note the VPC ID for DMSVPC.
5. On the navigation pane, choose Security Groups.

6. Choose the group named default that has a VPC ID that matches the ID that you noted for
DMSVPC.

7. Choose the Inbound rules tab, and choose Edit inbound rules.
8. Choose Add rule. Add a rule of type MySQL/Aurora and choose Anywhere-1Pv4 for Source.
9. Choose Add rule again. Add a rule of type PostgreSQL and choose Anywhere-1Pv4 for Source.

10. Choose Save rules.

Create Amazon RDS parameter groups

To specify settings for your source and target databases for AWS DMS, use Amazon RDS parameter
groups. To allow initial and ongoing replication between your databases, make sure to configure
the following:

» Your source database's binary log, so that AWS DMS can determine what incremental updates it
needs to replicate.
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» Your target database's replication role, so that AWS DMS ignores foreign key constraints during

the initial data transfer. With this setting, AWS DMS can migrate data out of order.

To create parameter groups for use with AWS DMS

P WD

Open the Amazon RDS console at https://console.aws.amazon.com/rds/.

On the navigation pane, choose Parameter groups.
On the Parameter groups page, choose Create parameter group.

On the Create parameter group page, enter the following settings:

« Parameter group family: mariadb10.6
e Group name: dms-mariadb-parameters

» Description: Group for specifying binary log settings for replication

Choose Create.

On the Parameter groups page, choose dms-mariadb-parameters, and on the dms-mariadb-
parameters page, choose Edit.

Set the following parameters to the following values:

» binlog_checksum: NONE
« binlog_format: ROW

Choose Save changes.
On the Parameter groups page, choose Create parameter group again.

On the Create parameter group page, enter the following settings:

« Parameter group family: postgres13
« Group name: dms-postgresql-parameters

» Description: Group for specifying role setting for replication

Choose Create.

On the Parameter groups page, choose dms-postgresql-parameters.
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10.

11.

On the dms-postgresql-parameters page, choose Edit, and set session_replication_role
parameter to replica. Note that the session_replication_role parameter is not on the first
page of parameters. Use the pagination controls or the search field to find the parameter.

Choose Save changes.

Create your source Amazon RDS database

Use the following procedure to create your source Amazon RDS database.

To create your source Amazon RDS for MariaDB database

1.
2.

Open the Amazon RDS console at https://console.aws.amazon.com/rds/.

On the Dashboard page, choose Create Database in the Database section. Don't choose
Create Database in the Try the new Amazon RDS Multi-AZ deployment option for MySQL
and PostgreSQL section at the top of the page.

On the Create database page, set the following options:

Choose a database creation method: Choose Standard Create.

Engine options: For Engine type, choose MariaDB. For Version, leave MariaDB 10.6.14
selected.

Templates: Choose Dev/Test.

Settings:

« DB instance identifier: Enter dms-mariadb.

« In the Credentials settings section, enter the following:
« Master username: Leave as admin.
« Leave Manage master credentials in AWS Secrets Manager unchecked.
» Auto generate a password: Leave unselected.
« Master password: Enter changeit.
« Confirm password: Enter changeit again.

Instance configuration:

« DB instance class: Leave Standard classes chosen.

« For DB instance class, choose db.m5.large.

Storage:

« Clear the Enable storage autoscaling box.
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Leave the rest of the settings as they are.

 Availability and Durability: Leave Do not create a standby instance selected.

« Connectivity:

Compute resource Leave Don't connect to an EC2 compute resource
Network type: Leave IPv4 selected.
Virtual private cloud: DMSVPC-vpc

Public access: Yes. You must enable public access to use the AWS Schema Conversion
Tool.

Availability zone: us-west-2a

Leave the rest of the settings as they are.

- Database authentication: Leave Password authentication selected.

« Under Monitoring, clear the Turn on Performance Insights box. Expand the Additional
configuration section, and clear the Enable Enhanced monitoring box.

« Expand Additional configuration:

Under Database options, enter dms_sample for Initial database name.
Under DB parameter group, choose dms-mariadb-parameters.

For Option group, leave default:mariadb-10-6 selected.

Under Backup, do the following:

» Leave Enable automatic backups selected. Your source database must have automatic
backups enabled to support ongoing replication.

» For Backup retention period, choose 1 day.

« For Backup window, leave No preference selected.

o Clear the Copy tags to snapshots box.

» Leave the Enable replication in another AWS region unchecked.
Under Encryption, clear the Enable encryption box.

Leave the Log exports section as it is.

Under Maintenance, clear the Enable auto minor version upgrade box, and leave the
Maintenance window setting as No preference.

Leave Enable deletion protection unchecked.

4. Choose Create database
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Create your target Amazon RDS database

Repeat the previous procedure to create your target Amazon RDS database, with the following
changes.

To create your target RDS for PostgreSQL database

1. Repeat steps 1 and 2 from the previous procedure.

2. On the Create database page, set the same options, except for these:

a. For Engine options, choose PostgreSQL.

b. For Version, choose PostgreSQL 13.7-R1

c. For DB instance identifier, enter dms-postgresql.

d. For Master username, leave postgres selected.

e. For DB parameter group, choose dms-postgresql-parameters.
f. Clear Enable automatic backups.

3. Choose Create database.

Create an Amazon EC2 client

In this section, you create an Amazon EC2 client. You use this client to populate your source
database with data to replicate. You also use this client to verify replication by running queries on
the target database.

Using an Amazon EC2 client to access your databases provides the following advantages over
accessing your databases over the internet:

» You can restrict access to your databases to clients that are in the same VPC.

« We have confirmed that the tools you use in this tutorial work, and are easy to install, on
Amazon Linux 2023, which we recommend for this tutorial.

« Data operations between components in a VPC generally perform better than those over the
internet.

To create and configure an Amazon EC2 client to populate your source database

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
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2. On the Dashboard, choose Launch instance.

3. On the Launch an Instance page, enter the following values:

a.

b.

In the Name and tags section, enter DMSClient for Name.

In the Application and OS Images (Amazon Machine Image) section, leave the settings as
they are.

In the Instance Type section, choose t2.xlarge.
In the Key pair (login) section, choose Create a new key pair.

On the Create key pair page, enter the following:

« Key pair name: DMSKeyPair
» Key pair type: Leave as RSA.

 Private key file format: Choose pem for OpenSSH on MacOS or Linux, or ppk for PUuTTY
on Windows.

Save the key file when prompted.

(@ Note
You can also use an existing Amazon EC2 key pair rather than creating a new one.
In the Network Settings section, choose Edit. Choose the following settings:

» VPC - required: Choose the VPC with the ID that you recorded for the DMSVPC-vpc VPC.
« Subnet: Choose the first public subnet.

» Auto-assign public IP: Choose Enable.

Leave the rest of the settings as they are, and choose Launch instance.

Populate your source database

In this section, you find endpoints for your source and target databases for later use and use the
following tools to populate the source database:

» Git, to download the script that populates your source database.
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« MariaDB client, to run this script.

Get endpoints

Find and note the endpoints of your RDS for MariaDB and RDS for PostgreSQL DB instances for
later use.

To find your DB instance endpoints

1. Signin to the AWS Management Console and open the Amazon RDS console at https://
console.aws.amazon.com/rds/.

2. On the navigation pane, choose Databases.
Choose the dms-mariadb database, and note the Endpoint value for the database.

4. Repeat the previous steps for the dms-postgresql database.

Populate your source database

Next, connect to your client instance, install the necessary software, download AWS sample
database scripts from Git, and run the scripts to populate your source database.

To populate your source database

1. Connect to the client instance using the host name and public key that you saved in previous
steps.

For more information on connecting to an Amazon EC2 instance, see Accessing Instances in the
Amazon EC2 User Guide.

® Note

If you are using PuTTY, enable TCP keepalives on the Connection settings page so that
your connection doesn't time out from inactivity.

2. Install Git, MariaDB, and PostgreSQL. Confirm installation as needed.

$ sudo yum install git
$ sudo dnf install mariadbl@5
$ sudo dnf install postgresqll5
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3.  Run the following command to download the database creation scripts from GitHub.

git clone https://github.com/aws-samples/aws-database-migration-samples.git

4. Change to the aws-database-migration-samples/mysql/sampledb/v1/ directory.

5. Run the following command. Provide the endpoint for your source RDS instance
that you noted previously, for example dms-mariadb.cdv5fbeyiy4e.us-
east-1.rds.amazonaws.com.

mysql -h dms-mariadb.abcdefghij@l.us-east-1.rds.amazonaws.com -P 3306 -u admin -p
dms_sample < ~/aws-database-migration-samples/mysql/sampledb/vl/install-rds.sql

6. Let the database creation script run. The script takes up to 45 minutes to create the schema
and populate the data. You can safely ignore errors and warnings that the script displays.

Migrating your source schema to your target database using
AWS SCT

In this section, you use the AWS Schema Conversion Tool to migrate your source schema to
your target database. Alternatively, you can use DMS Schema Conversion to convert your source
database schemas. For more information, see Getting started with DMS Schema Conversion.

To migrate your source schema to your target database with AWS SCT

1. Install the AWS Schema Conversion Tool. For more information, see Installing, verifying, and
updating the AWS SCT in the AWS Schema Conversion Tool User Guide.

When you download JDBC drivers for MySQL and PostgreSQL, note where you save the drivers,
in case the tool prompts you for their locations.

2. Open the AWS Schema Conversion Tool. Choose File, then choose New project.

3. Inthe New project window, set the following values:

» Set Project name to DMSProject.

» Keep Location as it is to store your AWS SCT project in the default folder.

Choose OK.
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4.

10.

11.

Choose Add source to add a source MySQL database to your project, then choose MySQL, and
choose Next.

In the Add source page, set the following values:

Connection name: source

« Server name: Enter the endpoint for the MySQL database that you noted previously.
» Server port: 3306

« User name: admin

« Password: changeit

Choose Add target to add a target Amazon RDS for PostgreSQL database to your project, then
choose Amazon RDS for PostgreSQL. Choose Next.

In the Add target page, set the following values:

« Connection name: target

« Server name: Enter the endpoint for the PostgreSQL database that you noted previously.
« Server port: 5432

« Database: Enter the name of your PostgreSQL database.

« User name: postgres

« Password: changeit

In the left pane, choose dms_sample under Schemas. In the right pane, choose your target
Amazon RDS for PostgreSQL database. Choose Create mapping. You can add multiple
mapping rules to a single AWS SCT project. For more information about mapping rules, see
Creating mapping rules.

Choose Main view.

In the left pane, choose dms_sample under Schemas. Open the context (right-click) menu and
choose Convert schema. Confirm the action.

After the tool converts the schema, the dms_sample schema appears in the right pane.

In the right pane, under Schemas, open the context (right-click) menu for dms_sample and
choose Apply to database. Confirm the action.

Verify that the schema migration completed. Perform the following steps.
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To check your schema migration

1. Connect to your Amazon EC2 client.

2. Start the PSQL client with the following command. Specify your PostgreSQL database
endpoint, and provide the database password when prompted.

psql \
--host=dms-postgresql.abcdefgl2345.us-west-2.rds.amazonaws.com \
--port=5432 \
--username=postgres \
--password \
--dbname=dms_sample

3. Query one of the (empty) tables to verify that AWS SCT applied the schema correctly,

dms_sample=> SELECT * from dms_sample.player;
id | sport_team_id | last_name | first_name | full_name
Bk Fmm e - F o - Fmm e -

(0 rows)

Setting up replication for AWS Database Migration Service
In this topic, you set up replication between the source and target databases.

Step 1: Create a replication instance using the AWS DMS console

To start work with AWS DMS, create a replication instance.

A replication instance performs the actual data migration between source and target endpoints.
Your instance needs enough storage and processing power to perform the tasks that migrate data
from your source database to your target database. How large this replication instance should

be depends on the amount of data to migrate and the tasks your instance needs to do. For more
information about replication instances, see Working with an AWS DMS replication instance.
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DMS Replication instances Create replication instance

Create replication instance

Replication instance configuration

Name
The name must be unique among all of your replication instances in the current AWS region.

Replication instance name must not start with a numeric value

Descriptive Amazon Resource Name (ARN) - optional
A friendly name to override the default DMS ARN. You cannot modify it after creation.

Description

The description must only have unicode letters, digits, whitespace, or one of these symbols: _.:/=+-@. 1000
maximum character.

Instance class Info
Choose an appropriate instance class for your replication needs. Each instance class provides differing levels of
compute, network and memory capacity. DMS pricing E

dms.t2.medium
2vCPUs 4 GiB Memory

| P - ~1 e marnarastiar irnedkarncas claceacs

To create a replication instance using the console

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. On the navigation pane, choose Replication instances, and then choose Create replication
instance.

3. Onthe Create replication instance page, specify your replication instance configuration:

a. For Name, enter DMS-instance.

b. For Description, enter a short description for your replication instance (optional).
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c. For Instance class, leave dms.t3.medium chosen.

The instance needs enough storage, networking, and processing power for your migration.
For more information about how to choose an instance class, see Choosing the right AWS

DMS replication instance for your migration.

d. For Engine version, accept the default.
e. For Multi AZ, choose Dev or test workload (Single-AZ).

f.  For Allocated storage (GiB), accept the default of 50 GiB.

In AWS DMS, storage is mostly used by log files and cached transactions. For cache
transactions, storage is used only when the cached transactions need to be written to disk.
As a result, AWS DMS doesn't use a significant amount of storage.

g. For Network type choose IPv4.
h. For VPC, choose DMSVPC.
i. For Replication subnet group, leave the replication subnet group currently chosen.
j. Clear Publicly accessible.
4. Choose the Advanced security and network configuration tab to set values for network and
encryption settings if you need them:
a. For Availability zone, choose us-west-2a.
b. For VPC security group(s), choose the Default security group if it isn't already chosen.
c. For AWS KMS key, leave (Default) aws/dms chosen.

5. Leave the settings on the Maintenance tab as they are. The default is a 30-minute window
selected at random from an 8-hour block of time for each AWS Region, occurring on a random
day of the week.

6. Choose Create.

AWS DMS creates a replication instance to perform your migration.

Step 2: Specify source and target endpoints

While your replication instance is being created, you can specify the source and target data store
endpoints for the Amazon RDS databases you created previously. You create each endpoint
separately.
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DMS Endpoints Create endpoint

Create endpoint

Endpoint type info

© Source endpoint Target endpoint
A source endpoint allows AWS DMS to read data from a A target endpoint allows AWS DMS to write data to a
database (on-premises or in the cloud), or from other data database, or to other data source.

source such as Amazon S3.

Select RDS DB instance

Endpoint configuration

Endpoint identifier

To specify a source endpoint and database endpoint using the AWS DMS console

1.

On the console, choose Endpoints from the navigation pane and then choose Create
Endpoint.

On the Create endpoint page, choose the Source endpoint type. Select the Select RDS DB
instance box, and choose the dms-mariadb instance.

In the Endpoint configuration section, enter dms-mysql-souxce for Endpoint identifier.
For Source engine, leave MySQL chosen.

For Access to endpoint database, choose Provide access information manually. Verify that
the Port, Secure Socket Layer (SSL) mode, User name, and Password are correct.

Choose the Test endpoint connection (optional) tab. For VPC, choose DMSVPC.
For Replication instance, leave dms-instance chosen.

Choose Run test.
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After you choose Run test, AWS DMS creates the endpoint with the details that you provided
and connects to it. If the connection fails, edit the endpoint definition and test the connection
again. You can also delete the endpoint manually.

9. After you have a successful test, choose Create endpoint.

10. Specify a target database endpoint using the AWS DMS console. To do this, repeat the steps
preceding, with the following settings:

Endpoint type: Target endpoint

RDS Instance: dms-postgresql

Endpoint identifier: dms-postgresql-target

Target engine: Leave PostgreSQL chosen.

When you're finished providing all information for your endpoints, AWS DMS creates your source
and target endpoints for use during database migration.

Step 3: Create a task and migrate data

In this step, you create a task to migrate data between the databases you created.
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DMS Database migration tasks Create database migration task

Create database migration task

Task configuration

Task identifier

Replication instance

v
Source database endpoint
v
Target database endpoint
v
Migration type Info
Migrate existing data v

To create a migration task and start your database migration

1. In the console navigation pane, choose Database migration tasks, and then choose Create
task. The Create database migration task page opens.

2. Inthe Task configuration section, specify the following task options:

o Task identifier: Enter dms-task.

Replication instance: Choose your replication instance (dms-instance-vpc-<vpc id>).

Source database endpoint: Choose dms-mysql-source.

Target database endpoint: Choose dms-postgresql-target.

Migration type: Choose Migrate existing data and replicate on-going changes.

Step 3: Create a task and migrate data 43



AWS Database Migration Service User Guide

3. Choose the Task settings tab. Set the following settings:

« Target table preparation mode: Do nothing
« Stop task after full load completes: Don't stop
4. Choose the Table mappings tab, and expand Selection rules. Choose Add new selection rule.
Set the following settings:
« Schema: Enter a schema
« Schema name: dms_sample

5. Choose the Migration task startup configuration tab, and then choose Automatically on
create.

6. Choose Create task.

AWS DMS then creates the migration task and starts it. The initial database replication takes about
10 minutes. Make sure to do the next step in the tutorial before AWS DMS finishes migrating the
data.

Step 4: Test replication

In this section, you insert data into the source database during and after initial replication, and
query the target database for the inserted data.

To test replication

1. Make sure that your database migration task shows a status of Running but your initial
database replication, started in the previous step, isn't complete.

2. Connect to your Amazon EC2 client, and start the MySQL client with the following command.
Provide your MySQL database endpoint.

mysql -h dms-mysql.abcdefgl2345.us-west-2.rds.amazonaws.com -P 3306 -u admin -
pchangeit dms_sample

3. Run the following command to insert a record into the source database.

MySQL [dms_sample]> insert person (full_name, last_name, first_name) VALUES ('Test
Userl', 'Userl', 'Test');
Query 0K, 1 row affected (0.00 sec)
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4. Exit the MySQL client.

MySQL [dms_sample]> exit
Bye

5. Before replication completes, query the target database for the new record.

From the Amazon EC2 instance, connect to the target database using the following command,
providing your target database endpoint.

psql \
--host=dms-postgresql.abcdefgl2345.us-west-2.rds.amazonaws.com \
--port=5432 \

--username=postgres \
--password \
--dbname=dms_sample

Provide the password (changeit) when prompted.

6. Before replication completes, query the target database for the new record.

dms_sample=> select * from dms_sample.person where first_name = 'Test';
id | full_name | last_name | first_name

e R L e

(@ rows)

7.  While your migration task is running, you can monitor the progress of your database migration
as it happens:

« In the DMS console navigation pane, choose Database migration tasks.
« Choose dms-task.

e Choose Table statistics.

For more information about monitoring, see Monitoring AWS DMS tasks.

8. After replication completes, query the target database again for the new record. AWS DMS
migrates the new record after initial replication completes.

dms_sample=> select * from dms_sample.person where first_name = 'Test';

id | full_name | last_name | first_name
————————— B T T oI L T
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7077784 | Test Userl | Userl | Test
(1 row)

9. Exit the psql client.

dms_sample=> quit

10. Repeat step 1 to connect to the source database again.

11. Insert another record into the person table.

MySQL [dms_sample]> insert person (full_name, last_name, first_name) VALUES ('Test
User2', 'User2', 'Test');
Query 0K, 1 row affected (0.00 sec)

12. Repeat steps 3 and 4 to disconnect from the source database and connect to the target
database.

13. Query the target database for the replicated data again.

dms_sample=> select * from dms_sample.person where first_name = 'Test';
id | full_name | last_name | first_name
--------- B T e e s T T

7077784 | Test Userl | Userl | Test
7077785 | Test User2 | User2 | Test
(2 rows)

Step 5: Clean up AWS DMS resources

After you complete the getting started tutorial, you can delete the resources you created. You can
use the AWS console to remove them. Make sure to delete the migration tasks before deleting the
replication instance and endpoints.

To delete a migration task using the console

1. Onthe AWS DMS console navigation pane, choose Database migration tasks.
2. Choose dms-task.

3. Choose Actions, Delete.
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To delete a replication instance using the console

1. Onthe AWS DMS console navigation pane, choose Replication instances.
2. Choose DMS-instance.

3. Choose Actions, Delete.

AWS DMS deletes the replication instance and removes it from the Replication instances page.
To remove endpoints using the console

1. Onthe AWS DMS console navigation pane, choose Endpoints.
2. Choose dms-mysql-source.

3. Choose Actions, Delete.

After you delete your AWS DMS resources, make sure also to delete the following resources. For
help with deleting resources in other services, see each service's documentation.

» Your RDS databases.
» Your RDS database parameter groups.
« Your RDS subnet groups.

« Any Amazon CloudWatch logs that were created along with your databases and replication
instance.

 Security groups that were created for your Amazon VPC and Amazon EC2 client. Make sure
to remove the inbound rule from Default for the launch-wizard-1 security groups, which is
necessary for you to be able delete them.

« Your Amazon EC2 client.
e Your Amazon VPC.

» Your Amazon EC2 key pair for your Amazon EC2 client.

Additional resources for working with AWS Database Migration
Service

Later in this guide, you can learn how to use AWS DMS to migrate your data to and from the most
widely used commercial and open-source databases.
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We also recommend that you check the following resources as you prepare and perform a database
migration project:

« AWS DMS Step-by-Step Migration Guide — This guide provides step-by-step walkthroughs that
go through the process of migrating data to AWS.

o AWS DMS API Reference — This reference describes all the APl operations for AWS Database
Migration Service in detail.

o AWS CLI for AWS DMS - This reference provides information about using the AWS Command
Line Interface (AWS CLI) with AWS DMS.
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Discovering and evaluating databases for migration with
AWS DMS Fleet Advisor

You can use DMS Fleet Advisor to collect metadata and performance metrics from multiple
database environments. These collected metrics provide insight into your data infrastructure. DMS
Fleet Advisor collects metadata and metrics from your on-premises database and analytic servers
from one or more central locations without the need to install it on every computer. Currently, DMS
Fleet Advisor supports discovery and metrics collection for Microsoft SQL Server, MySQL, Oracle,
and PostgreSQL database servers.

Based on data discovered from the network, you can build an inventory to define the list of
database servers for further data collection. After AWS DMS collects information about your
servers, databases, and schemas, you can analyze the feasibility of your intended database
migrations.

For databases in your inventory that you plan to migrate to the AWS Cloud, DMS Fleet Advisor
generates right-sized target recommendations. To generate target recommendations, DMS Fleet
Advisor considers the metrics from your data collector and preferred settings. After DMS Fleet
Advisor generates recommendations, you can view detailed information for each target database
configuration. Your organization's database engineers and administrators can use DMS Fleet
Advisor Target Recommendations to plan the migration of their on-premises databases to AWS.
You can explore different available migration options and export these recommendations into the
AWS Pricing Calculator to further optimize the cost.

For the list of supported source databases, see Sources for DMS Fleet Advisor.

For the list of databases that DMS Fleet Advisor uses to generate target recommendations,

see Targets for DMS Fleet Advisor. DMS Fleet Advisor generates like to like recommedations,

for example, from source Oracle to target Oracle database. DMS Fleet Advisor also generates
heterogenous recommendations, such as migration from source Oracle or Microsoft SQL Server to
target RDS for PostgreSQL or Aurora PostgreSQL database.

The following diagram illustrates the AWS DMS Fleet Advisor Target Recommendations process.
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Use the following topics to better understand how to use AWS DMS Fleet Advisor.

Topics

o Supported AWS Regions

o Getting started with DMS Fleet Advisor
o Setting up AWS DMS Fleet Advisor

» Discovering databases for migration using data collectors

» Using inventories for analysis in AWS DMS Fleet Advisor

» Using the AWS DMS Fleet Advisor Target Recommendations feature

« DMS Fleet Advisor limitations

Supported AWS Regions

You can use DMS Fleet Advisor in the following AWS Regions.

Region Name Region

US East (N. Virginia) us-east-1
US East (Ohio) us-east-2
US West (N. California) us-west-1
US West (Oregon) us-west-2

Supported AWS Regions

50



AWS Database Migration Service

User Guide

Region Name

Canada (Central)
Canada West (Calgary)
Asia Pacific (Hong Kong)
Asia Pacific (Tokyo)
Asia Pacific (Seoul)

Asia Pacific (Osaka)
Asia Pacific (Mumbai)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Jakarta)
Asia Pacific (Melbourne)
Asia Pacific (Hyderabad)
Europe (Frankfurt)
Europe (Zurich)

Europe (Stockholm)
Europe (Spain)

Europe (Ireland)

Europe (London)
Europe (Paris)

Europe (Milan)

Region
ca-central-1
ca-west-1
ap-east-1
ap-northeast-1
ap-northeast-2
ap-northeast-3
ap-south-1
ap-southeast-1
ap-southeast-2
ap-southeast-3
ap-southeast-4
ap-south-2
eu-central-1
eu-central-2
eu-north-1
eu-south-2
eu-west-1
eu-west-2
eu-west-3

eu-south-1

Supported AWS Regions
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Region Name Region
Israel (Tel Aviv) il-central-1

South America (Sao Paulo) sa-east-1

Middle East (Bahrain) me-south-1
Middle East (UAE) me-central-1
Africa (Cape Town) af-south-1

Getting started with DMS Fleet Advisor

You can use DMS Fleet Advisor to discover your source on-premises databases for migration to
the AWS Cloud. Then, you can determine the right migration target in the AWS Cloud for each of
your on-premises databases. Use the following workflow to create an inventory of your source
databases and generate target recommendations.

1. Create an Amazon S3 bucket, IAM policies, roles, and users. For more information, see Creating
required resources.

2. Create database users with the minimum permissions required for the DMS data collector. For
more information, see Creating database users.

3. Create and download a data collector. For more information, see Creating a data collector.

4. Install the data collector in your local environment. Next, configure your data collector to
make sure that it can send the collected data to DMS Fleet Advisor. For more information, see
Installing a data collector.

5. Discover the OS and database servers in your data environment. For more information, see
Discovering OS and database servers.

6. Collect database metadata and resource utilization metrics. For more information, see Collecting
data.

7. Analyze your source databases and schemas. DMS Fleet Advisor runs the large-scale assessment
of your databases to identify similar schemas. For more information, see Using inventories for
analysis in AWS DMS Fleet Advisor.

8. Generate, view, and save a local copy of the target recommendations for your source databases.
For more information, see Target recommendations.
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After you determine the migration target for each source database, you can use DMS Schema
Conversion to convert your database schemas to a new platform. Then, you can use AWS DMS
to migrate data. For more information, see Converting database schemas using DMS Schema

Conversion and What is AWS Database Migration Service?

This video introduces the DMS Schema Conversion user interface and helps you get familiar with
the core components of this service.

Setting up AWS DMS Fleet Advisor

To set up AWS DMS Fleet Advisor, complete the following prerequisite tasks.

Topics

» Creating required AWS resources for AWS DMS Fleet Advisor

« Creating database users for AWS DMS Fleet Advisor

Creating required AWS resources for AWS DMS Fleet Advisor

DMS Fleet Advisor needs a set of AWS resources in your account to forward and import inventory
information, and to update the status of the DMS data collector.

Before you collect data and create inventories of databases and schemas for the first time,
complete the following prerequisites.

To configure your Amazon S3 bucket and IAM resources, do one of the following:

o Configure Amazon S3 and IAM resources using AWS CloudFormation (recommended).

» Configure Amazon S3 and IAM resources in the AWS Management Console

Configure Amazon S3 and IAM resources using AWS CloudFormation

A CloudFormation stack is a collection of AWS resources that you can manage as a single unit. To
simplify creating required resources for DMS Fleet Advisor, you can use the AWS CloudFormation
template files to create CloudFormation stacks. For more information, see Creating a stack on the
AWS CloudFormation console in AWS CloudFormation User Guide.

Setting up 53


https://www.youtube.com/embed/2UmTXVIlDLw
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html

AWS Database Migration Service User Guide

® Note

This section only applies to using the standalone DMS Fleet Advisor collector. For
information about using a single on-premises collector for gathering information about
both databases and servers, see Application Discovery Service Agentless Collector in the

AWS Application Discovery Service User Guide.

Amazon S3 and IAM resources created by CloudFormation

When you use the CloudFormation templates, they create stacks that include the following
resources in your AWS account:

e An Amazon S3 bucket named dms-fleetadvisor-data-accountId-region

e An IAM user named FleetAdvisorCollectorUser-region

« An IAM service role named FleetAdvisorS3Role-region

« An access policy named FleetAdvisorS3Role-region-Policy

« An access policy named FleetAdvisorCollectorUser-region-Policy

« An IAM Service Linked Role (SLR) named AWSServiceRoleForDMSFleetAdvisor

Follow the steps listed below to configure your resources with CloudFormation.

» Step 1: Download the CloudFormation template files

» Step 2: Configure Amazon S3 and IAM using CloudFormation

Step 1: Download the CloudFormation template files

A CloudFormation template is a declaration of the AWS resources that make up a stack. The
template is stored as a JSON file.

To download the CloudFormation template files
1. Open the context (right-click) menu for one of the following links and choose Save Link As:

« If you plan to use DMS Fleet Advisor, choose dms-fleetadvisor-iam-slr-s3.zip. If you have

already created the SLR for DMS Fleet Advisor, choose dms-fleetadvisor-iam-s3.zip

Creating required resources
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« If you plan to use the AWS Application Discovery Service (ADS) Agentless Collector and have
not created the SLR for it, then choose dms-fleetadvisor-ads-iam-slr-s3.zip. If you have
created the SLR for DMS Fleet Advisor with ADS before, choose dms-fleetadvisor-ads-iam-
s3.zip.

2. Save the file to your computer.

Step 2: Configure Amazon S3 and IAM using CloudFormation

When you use the CloudFormation template for IAM, it creates the Amazon S3 and IAM resources
listed previously.

To configure Amazon S3 and IAM using CloudFormation

1. Open the CloudFormation console at https://console.aws.amazon.com/cloudformation.

2. Start the Create Stack wizard by choosing Create Stack and With new resources in the
dropdown list.

3. On the Create stack page, do the following:

a. For Prepare template, choose Template is ready.
b. For Template source, choose Upload a template file.

c. For Choose file, navigate to, then choose dms-fleetadvisor-iam-slr-S3.json, dms-
fleetadvisor-iam-S3.json., dms-fleetadvisor-ads-iam-slr-s3.zip, or dms-fleetadvisor-
ads-iam-s3.zip.

d. Choose Next.
4. On the Specify stack details page, do the following:

a. For Stack name, enter dms-fleetadvisor-iam-slr-s3,dms-fleetadvisor-iam-s3,
dms-fleetadvisor-ads-iam-slxr-s3, ordms-fleetadvisor-ads-iam-s3.

b. Choose Next.
5. On the Configure stack options page, choose Next.

6. On the Review dms-fleetadvisor-iam-slr-s3,Review dms-fleetadvisor-iam-s3, Review dms-
fleetadvisor-ads-iam-slr-s3, or Review dms-fleetadvisor-ads-iam-s3 page, do the following:

a. Select the | acknowledge that AWS CloudFormation might create 1AM resources with
custom names check box.

b. Choose Submit.
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CloudFormation creates the S3 bucket and IAM roles and user that DMS Fleet Advisor requires.
In the left panel, when dms-fleetadvisor-iam-slr-s3, dms-fleetadvisor-iam-s3, dms-
fleetadvisor-ads-iam-slr-s3, or dms-fleetadvisor-ads-iam-s3 shows CREATE_COMPLETE,
proceed to the next step.

7. In the left panel, choose dms-fleetadvisor-iam-slr-s3, dms-fleetadvisor-iam-s3, dms-
fleetadvisor-ads-iam-slr-s3, or dms-fleetadvisor-ads-iam-s3. In the right panel, do the
following:

a. Choose Stack info. Your stack has an ID in the format
arn:aws:cloudformation:region:account -no:stack/dms-fleetadvisor-iam-
slr-s3/identifier, arn:aws:cloudformation:region:account-no:stack/dms-
fleetadvisor-iam-s3/identifier, arn:aws:cloudformation:region:account -
no:stack/dms-fleetadvisor-ads-iam-slr-s3/identifier, or
arn:aws:cloudformation:region:account-no:stack/dms-fleetadvisor-ads-iam-
s3/identifier.

b. Choose Resources. You should see the following:

An Amazon S3 bucket named dms-fleetadvisor-data-accountId-region
« Aservice role named FleetAdvisorS3Role-region
e AnIAM user named FleetAdvisorCollectorUser-region

e An IAM SLR named AWSServiceRoleForDMSFleetAdvisor (if you downloaded
dms-fleet-advisor-iam-slr-s3.zip ordms-fleet-advisor-ads-iam-slr-
s3.zip).

» An access policy named FleetAdvisorS3Role-region-Policy

« An access policy named FleetAdvisorCollectorUser-region-Policy

Configure Amazon S3 and IAM resources in the AWS Management Console
Create an Amazon S3 bucket

Create an Amazon S3 bucket where inventory metadata can be stored. We recommend that you
preconfigure this S3 bucket before using DMS Fleet Advisor. AWS DMS stores your DMS Fleet
Advisor inventory metadata in this S3 bucket.
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For more information about creating an S3 bucket, see Create your first S3 bucket in the Amazon
S3 User Guide.

® Note
DMS Fleet Advisor only supports SSE-S3 encrypted buckets.

To create an Amazon S3 bucket to store local data environment information

1. Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

2. Choose Create bucket.

3. On the Create bucket page, enter a globally unique name that includes your sign-in name for
the bucket, such as fa-bucket-yoursignin.

4. Choose the AWS Region where you use the DMS Fleet Advisor.

Keep the remaining settings and choose Create bucket.

Create IAM resources
In this section, you create IAM resources for your data collector, IAM user, and DMS Fleet Advisor.

Topics

» Create IAM resources for your data collector

¢ Create the DMS Fleet Advisor service-linked role

Create IAM resources for your data collector

To make sure that your data collector works correctly and uploads the collected metadata to your
Amazon S3 bucket, create the following policies. Then, create an IAM user with the following
minimum permissions. For more information about DMS data collector, see Discovering databases
for migration using data collectors.

To create an IAM policy for DMS Fleet Advisor and your data collector to access Amazon S3

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.
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2. In the navigation pane, choose Policies.

3. Choose Create policy.

4. Inthe Create policy page, choose the JSON tab.
5

Paste the following JSON into the editor, replacing the example code. Replace fa_bucket
with the name of the Amazon S3 bucket that you created in the previous section.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*",
"s3:DeleteObject*",
"s3:PutObject*"
iF
"Resource": [
"arn:aws:s3:::fa_bucket",
"arn:aws:s3:::fa_bucket/*"

}

6. Choose Next: Tags and Next: Review.

7. Enter FleetAdvisorS3Policy for Name*, and then choose Create policy.

To create an IAM policy for DMS data collector to access DMS Fleet Advisor

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Policies.
Choose Create policy.

In the Create policy page, choose the JSON tab.

LA O

Paste the following JSON code into the editor, replacing the example code.
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6.
7.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"dms:DescribeFleetAdvisorCollectors",
"dms:ModifyFleetAdvisorCollectorStatuses",
"dms:UploadFileMetadatalist"

1,

"Resource": "*"

}
]
}

Choose Next: Tags and Next: Review.

Enter DMSCollectoxPolicy for Name*, then choose Create policy.

To create an IAM user with minimum permissions to use DMS data collector

1.

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Users.
Choose Add users.

On the Add user page, enter FleetAdvisorCollectoxUser for User name*. Choose Access
key- Programmatic Access for Select AWS Access Type. Choose Next: Permissions.

In the Set permissions section, choose Attach existing policies directly.

Use the search control to find and choose the DMSCollectorPolicy and FleetAdvisorS3Policy
policies that you created before. Choose Next: Tags.

On the Tags page, choose Next: Review.

On the Review page, choose Create user. On the next page, choose Download .csv to save
the new user credentials. Use these credentials with DMS Fleet Advisor for minimum required
access permissions.
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To create an IAM role for DMS Fleet Advisor and your data collector to access Amazon S3

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Roles.
3. Choose Create role.

4. On the Select trusted entity page, for Trusted entity type, choose AWS Service. For Use cases
for other AWS services, choose DMS.

5. Select the DMS check box and choose Next.
6. On the Add permissions page, choose FleetAdvisorS3Policy. Choose Next.

7. Onthe Name, review, and create page, enter FleetAdvisorS3Role for Role name, then
choose Create role.

8. On the Roles page, enter FleetAdvisorS3Role for Role name. Choose FleetAdvisorS3Role.

9. On the FleetAdvisorS3Role page, choose the Trust relationships tab. Choose Edit trust
policy.

10. On the Edit trust policy page, paste the following JSON into the editor, replacing the existing
text.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {

"Service": [
"dms.amazonaws.com",
"dms-fleet-advisor.amazonaws.com"

]
b
"Action": "sts:AssumeRole"
}
]
}

The preceding policy grants the sts:AssumeRole permission to the services that AWS DMS
uses to import collected data from the Amazon S3 bucket.
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11. Choose Update policy.

Create the DMS Fleet Advisor service-linked role

DMS Fleet Advisor uses a service-linked role to manage Amazon CloudWatch metrics in your
AWS account. DMS Fleet Advisor uses this service-linked role to publish the collected database
performance metrics to CloudWatch on your behalf.

To create the service-linked role for DMS Fleet Advisor

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Roles. Then, choose Create role.
For Trusted entity type, choose AWS service.

For Use cases for other AWS services, choose DMS - Fleet Advisor.
Select the DMS - Fleet Advisor check box and choose Next.

On the Add permissions page, choose Next.

N o b~ WD

On the Name, review, and create page, choose Create role.

Alternatively, you can create this service-linked role from the AWS API or AWS CLI. For more
information, see Creating a service-linked role for AWS DMS Fleet Advisor.

After you create the service-linked role for DMS Fleet Advisor, you can see performance metrics
for your source databases in target recommendations. Also, you can see these metrics and in your
CloudWatch account. For more information, see Target recommendations.

To create an IAM policy that is required for the DMS Fleet Advisor service-linked role

The minimum required permissions to create the service-linked role are specified in the
DMSFleetAdvisorCreateServicelLinkedRolePolicy policy. Create this IAM policy for your
account if you are unable to create the service-linked role.

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Policies.
Choose Create policy.

4. Inthe Create policy page, choose the JSON tab.

Creating required resources 61


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/

AWS Database Migration Service User Guide

5. Paste the following JSON code into the editor, replacing the example code.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/dms-fleet-
advisor.amazonaws.com/AWSServiceRoleForDMSFleetAdvisor*",
"Condition": {"StringLike": {"iam:AWSServiceName": "dms-fleet-
advisor.amazonaws.com"}}
.
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/dms-fleet-
advisor.amazonaws.com/AWSServiceRoleForDMSFleetAdvisor*"
}

6. Choose Next: Tags and Next: Review.

7. Enter DMSFleetAdvisorCreateServicelLinkedRolePolicy for Name* then choose
Create policy.

Now, you can use this policy to create the service-linked role for DMS Fleet Advisor.

Creating database users for AWS DMS Fleet Advisor

This section describes how to create users for your source databases with the minimum permissions
required for the DMS data collector.

This section contains the following topics:

» Using a database user with AWS DMS Fleet Advisor

» Creating a database user with MySQL

» Creating a database user with Oracle
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» Creating a database user with PostgreSQL

» Creating a database user with Microsoft SQL Server

« Deleting database users

Using a database user with AWS DMS Fleet Advisor

You can use a database user other than root with the DMS data collector. Specify the user name
and password after adding the database to the inventory, but before you run your data collector.
For more information about adding databases to the inventory, see Managing monitored objects.

After you finish using the DMS data collector, you can delete the database users that you created.
For more information, see Deleting database users.

/A Important

In the following examples, replace {your_user_name} with the name of the database
user that you created for your database. Then, replace {your_password} with a secure
password.

Creating a database user with MySQL

To create a database user in a MySQL source database, use the following script. Make sure that you

keep one version of the GRANT statement that depends on the version of your MySQL database.

CREATE USER {your_user_name} identified BY '{your_password}';

GRANT PROCESS ON *.* TO {your_user_name};
GRANT REFERENCES ON *.* TO {your_user_name};
GRANT TRIGGER ON *.* TO {your_user_name};
GRANT EXECUTE ON *.* TO {your_user_name};

# For MySQL versions lower than 8.0, use the following statement.
GRANT SELECT, CREATE TEMPORARY TABLES ON “temp'.* TO {your_user_name};

# For MySQL versions 8.0 and higher, use the following statement.
GRANT SELECT, CREATE TEMPORARY TABLES ON “mysql’.* TO {your_user_name};

GRANT SELECT ON performance_schema.* TO {your_user_name};
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SELECT

IF(round(Valuel + Value2 / 100 + Value3 / 10000, 4) > 5.0129, 'GRANT EVENT ON *.*
TO0 {your_user_name};', 'SELECT ''Events are not applicable'';') sqgl_statement
INTO @stringStatement

FROM (

SELECT
substring_index(ver, '.', 1) valuel,
substring_index(substring_index(ver, '.', 2), '.', - 1) value2,
substring_index(ver, '.', - 1) value3

FROM (
SELECT

IF((@ea@version regexp '[70-9\.]+') != 0, e@@innodb_version, @eversion) AS ver

FROM dual

) vercase

) Vv,

PREPARE sqglStatement FROM @stringStatement;
SET @stringStatement := NULL;

EXECUTE sqglStatement;

DEALLOCATE PREPARE sqglStatement;

Creating a database user with Oracle
To create a database user in an Oracle source database, use the following script.

To run this SQL script, connect to your Oracle database using SYSDBA privileges. After you run this
SQL script, connect to your database using the credentials of the user that you created with this
script. Also, use the credentials of this user to run the DMS data collector.

The following script adds the C## prefix to the name of the user for Oracle multitenant container
databases (CDB).

CREATE USER {your_user_name} IDENTIFIED BY "{your_password}";
GRANT CREATE SESSION TO {your_user_name};
GRANT SELECT ANY DICTIONARY TO {your_user_name};
GRANT SELECT ON DBA_WM_SYS_PRIVS TO {your_user_name};
BEGIN
DBMS_NETWORK_ACL_ADMIN.CREATE_ACL(
acl => UPPER('{your_user_name}') || '_Connect_Access.xml',
description => 'Connect Network',
principal => UPPER('{your_user_name}'),
is_grant => TRUE,
privilege => 'resolve',
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start_date => NULL,
end_date => NULL);

DBMS_NETWORK_ACL_ADMIN.ASSIGN_ACL(
acl => UPPER('{your_user_name}') || '_Connect_Access.xml',
host => '*',
lower_port => NULL,

upper_port => NULL);
END;

Creating a database user with PostgreSQL

To create a database user in a PostgreSQL source database, use the following script.

CREATE USER "{your_user_name}" WITH LOGIN PASSWORD '({your_password}';
GRANT pg_read_all_settings TO "{your_user_namel}";

-- For PostgreSQL versions 10 and higher, add the following statement.
GRANT EXECUTE ON FUNCTION pg_ls_waldir() TO "{your_user_name}";

Creating a database user with Microsoft SQL Server

To create a database user in a Microsoft SQL Server source database, use the following script.

USE master
GO

IF NOT EXISTS (SELECT * FROM sys.sql_logins WHERE name = N'{your_user_namel}')
CREATE LOGIN [{your_user _name}] WITH PASSWORD=N'{your_password}',
DEFAULT_DATABASE=[master], DEFAULT_LANGUAGE=[us_english], CHECK_EXPIRATION=0FF,
CHECK_POLICY=0FF

GO

GRANT VIEW SERVER STATE TO [{your_user_name}]

GRANT VIEW ANY DEFINITION TO [{your_user_name}]

GRANT VIEW ANY DATABASE TO [{your_user_name}]

IF LEFT(CONVERT(SYSNAME, SERVERPROPERTY( 'ProductVersion')), CHARINDEX('.',
CONVERT(SYSNAME , SERVERPROPERTY( ' ProductVersion')), 0)-1) >= 12
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EXECUTE( ' GRANT CONNECT ANY DATABASE TO [{your_user_name}]')

DECLARE @dbname VARCHAR(100)
DECLARE @statement NVARCHAR(max)

DECLARE db_cursor CURSOR
LOCAL FAST_FORWARD
FOR
SELECT
name
FROM MASTER.sys.databases
WHERE state = 0
AND is_read_only = 0
OPEN db_cursor
FETCH NEXT FROM db_cursor INTO @dbname
WHILE @EFETCH_STATUS = 0
BEGIN

SELECT @statement = 'USE '+ quotename(@dbname) +';'+ '
IF NOT EXISTS (SELECT * FROM sys.syslogins WHERE name = ''{your_user_name}'') OR
NOT EXISTS (SELECT * FROM sys.sysusers WHERE name = ''{your_user_name}'"')
CREATE USER [{your_user_name}] FOR LOGIN [{your_user_namel}];

EXECUTE sp_addrolemember N''db_datareader'', [{your_user_name}]'

BEGIN TRY

EXECUTE sp_executesql @statement
END TRY
BEGIN CATCH

DECLARE @err NVARCHAR(255)

SET @err = error_message()

PRINT @dbname
PRINT @err
END CATCH

FETCH NEXT FROM db_cursor INTO @dbname
END
CLOSE db_cursor

DEALLOCATE db_cursor

USE msdb
GO
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GRANT EXECUTE ON dbo.agent_datetime TO [{your_user_name}]

Deleting database users

After you complete all data collection tasks, you can delete the database users that you created
for the DMS data collector. You can use the following scripts to delete the users with minimum
permissions from your databases.

To delete the user from your MySQL database, run the following script.

DROP USER IF EXISTS "{your_user_name}";

To delete the user from your Oracle database, run the following script.

DECLARE
-- Input parameters, please set correct value
cnst$user_name CONSTANT VARCHAR2(255) DEFAULT '{your_user_name}';

-- System variables, please, don't change
var$is_exists INTEGER DEFAULT @;
BEGIN
SELECT COUNT(hal.acl) INTO var$is_exists
FROM dba_host_acls hal
WHERE hal.acl LIKE '%' || UPPER(cnst$user_name) || '_Connect_Access.xml';
IF var$is_exists > @ THEN
DBMS_NETWORK_ACL_ADMIN.DROP_ACL(
acl => UPPER(cnst$user_name) || '_Connect_Access.xml');
END IF;
SELECT COUNT(usr.username) INTO var$is_exists
FROM all_users usr
WHERE usr.username = UPPER(cnst$user_name);
IF var$is_exists > @ THEN
EXECUTE IMMEDIATE 'DROP USER ' || cnst$user_name || ' CASCADE';
END IF;
END;

To delete the user from your PostgreSQL database, run the following script.

DROP USER IF EXISTS "{your_user_name}";
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To delete the user from your SQL Server database, run the following script.

USE msdb
GO

REVOKE EXECUTE ON dbo.agent_datetime TO [{your_user_name}]

USE master
GO

DECLARE @dbname VARCHAR(100)
DECLARE @statement NVARCHAR(max)

DECLARE db_cursor CURSOR
LOCAL FAST_FORWARD
FOR
SELECT
name
FROM MASTER.sys.databases
WHERE state = 0
AND is_read_only = 0
OPEN db_cursor
FETCH NEXT FROM db_cursor INTO @dbname
WHILE @E@FETCH_STATUS = 0
BEGIN

SELECT @statement = 'USE '+ quotename(@dbname) +';'+ '
EXECUTE sp_droprolemember N''db_datareader''’,

IF EXISTS (SELECT * FROM sys.syslogins WHERE name = ''{your_user_name}'')
OR EXISTS (SELECT * FROM sys.sysusers WHERE name = ''{your_user _name}'')

DROP USER [{your_user_name}];"

BEGIN TRY
EXECUTE sp_executesql @statement
END TRY
BEGIN CATCH
DECLARE @err NVARCHAR(255)

SET @err = error_message()
PRINT @dbname

PRINT @err
END CATCH

[{your_user_name}]
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FETCH NEXT FROM db_cursor INTO @dbname
END
CLOSE db_cursor

DEALLOCATE db_cursor

GO

IF EXISTS (SELECT * FROM sys.sql_logins WHERE name = N'{your_user_name}')
DROP LOGIN [{your_user_name}] -- Use for SQL login

GO

Discovering databases for migration using data collectors

To discover your source data infrastructure, you can use either AWS Application Discovery Service
Agentless Collector or AWS DMS data collectors. The ADS Agentless Collector is an on-premises
application that collects information about your on-premises environment through agentless

methods, including server profile information (for example, OS, number of CPUs, amount of RAM),
database metadata, and utilization metrics. You install the Agentless Collector as a virtual machine
(VM) in your VMware vCenter Server environment using an Open Virtualization Archive (OVA) file.
An AWS DMS data collector is a Windows application that you install in your local environment.
This application connects to your data environment and collects metadata and performance
metrics from your on-premises database and analytic servers. Once database metadata and
performance metrics have been collected through either the ADS Agentless Collector or a DMS
data collector, DMS Fleet Advisor builds an inventory of servers, databases, and schemas that you
can migrate to the AWS Cloud.

The DMS data collector is a Windows application which uses .NET libraries, connectors, and data
providers to connect to your source databases for database discovery and data collection.

The DMS data collector runs on Windows. However, your DMS data collector can collect data from
all supported database vendors regardless of the OS server where they run.

The DMS data collector uses a protected RTPS protocol with TLS encryption to establish a secure
connection with DMS Fleet Advisor. Therefore, your data is encrypted during transit by default.

AWS DMS has the maximum number of data collectors that you can create for your AWS account.
See the following section for information about AWS DMS service quotas Quotas for AWS Database
Migration Service.
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Topics

Permissions for a DMS data collector

Creating a data collector for AWS DMS Fleet Advisor

Installing and configuring a data collector

Discovering OS and database servers to monitor

Managing monitored objects
Using SSL with AWS DMS Fleet Advisor
Collecting data for AWS DMS Fleet Advisor

Troubleshooting for DMS data collector

Permissions for a DMS data collector

The database users that you create for the DMS data collector should have read permissions.

However, in some cases, the database user requires the EXECUTE permission. For more information,
see Creating database users for AWS DMS Fleet Advisor.

The DMS data collector requires additional permissions to run the discovery scripts.

For OS discovery, the DMS data collector needs credentials for the domain server to run requests
using the LDAP protocol.

For database discovery in Linux, the DMS data collector needs credentials with sudo SSH grants.
Also, you should configure your Linux servers to allow running remote SSH scripts.

For database discovery in Windows, the DMS data collector needs credentials with grants to run
Windows Management Instrumentation (WMI) and WMI Query Language (WQL) queries and read
the registry. Also, you should configure your Windows servers to allow running remote WMI,
WQL, and PowerShell scripts.

Creating a data collector for AWS DMS Fleet Advisor

Learn how to create and download a DMS data collector.

Before you create a data collector, use the IAM console to create a service-linked role for DMS Fleet

Advisor. This role allows principals to publish metric data points to Amazon CloudWatch. DMS Fleet
Advisor uses this role to display charts with database metrics. For more information, see Creating a
service-linked role for AWS DMS Fleet Advisor.
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To create and download a data collector

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

Choose the Region where you use the DMS Fleet Advisor.

2. In the navigation pane, choose Data collectors under Discover. The Data collectors page
opens.

3. Choose Create data collector. The Create data collector page opens.
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DMS » Discover: Data collectors » Create data collector

Create data collector

Create a data collector to identify servers, databases, and schemas on a network. After the data collector is created, you're
prompted to register it by downloading and installing a local collector.

@ You can create a maximum of 10 data collectors. Learn more [4

General configuration

Name

data-collector-name

Can have only Unicede letters, digits, white space, or one of the symbols in parentheses: (_.:f=+-@()). Maximum of 60 characters.

Description - optional
Provide a description of the data collector purpose, environment, or netwaork to help you identify it in the future,

4
Can have only Unicode letters, digits, white space, or one of the symbols in parentheses: [_.:/=+-@()). Maximum of 255 characters.

Connectivity info

Amazon 53 bucket
Choose or créate an Amazon 53 bucket to store collected metadata, Ensure this bucket is the currently selected region.

| Q, s3://bucket View [ Browse 53

Ta create a bucket role, go to 53 [

1AM role
Choose or create an LAM role that grants AWS DMS permissions to access the specified 53 bucket.

| Choose an option v

Ta create an 1AM role, go to 1AM console [A

Cancel Create data collector

4. For Name in the General configuration section, enter a name of your data collector.
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5.

In the Connectivity section, choose Browse S3. Choose the Amazon S3 bucket that you
preconfigured from the list that appears.

AWS DMS stores your DMS Fleet Advisor inventory metadata in this S3 bucket. Make sure
that your Amazon S3 bucket is in the same AWS Region where your AWS DMS Fleet Advisor is
currently running.

@ Note
DMS Fleet Advisor only supports SSE-S3 encrypted buckets.

In the list of IAM roles, choose the IAM role that you preconfigured from the list that appears.
This role grants AWS DMS permissions to access the specified Amazon S3 bucket.

Choose Create data collector. The Data collectors page opens and the created data collector
appears in the list.

When creating your first data collector, AWS DMS configures an environment in your Amazon
S3 bucket that formats data and stores attributes for use with DMS Fleet Advisor.

Choose Download local collector on the information banner to download your newly created
data collector. A message informs you that the download is in progress. After the download
has finished, you can access the AWS_DMS_Collector_Installer_version_number.msi
file.

You can now install the DMS data collector on your client. For more information, see Installing and

configuring a data collector.

Installing and configuring a data collector

Learn how to install your DMS data collector, how to specify data forwarding credentials, and how
to add an LDAP server to your project.

The following table describes hardware and software requirements for installing an DMS data

collector.

Minimum Recommended

Processor: 2 cores with CPU benchmark score Processor: 4 cores with CPU benchmark score
greater than 8,000 greater than 11,000
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Minimum Recommended
RAM: 8 GB RAM: 16 GB
Hard drive size: 256 GB Hard drive size: 512 GB

Operating system: Microsoft Windows Server =~ Operating system: Windows Server 2016 or
2012 or higher higher

To install a data collector on a client on your network

1.  Run the .MSl installer. The AWS DMS Fleet Advisor Collector Setup Wizard page appears.
Choose Next. The End-user license agreement appears.
Read and accept the End-user license agreement.

Choose Next. The Destination folder page appears.

ok W

Choose Next to install the data collector in the default directory.

Or choose Change to enter another install directory. Then choose Next.
6. On the Desktop shortcut page, select the box to install an icon on your desktop.
7. Choose Install. The data collector is installed in the directory that you chose.

8. On the Completed DMS Collector Setup Wizard page, choose Launch AWS DMS Collector,
and then choose Finish.

Your DMS data collector uses .NET libraries, connectors, and data providers to connect to your
source databases. The DMS data collector installer automatically installs this required software for
all supported databases on your server.

After you install the data collector, you can run it from a browser by entering http://
localhost:11000/ as the address. Optionally, from the Microsoft Windows Start menu, choose
AWS DMS Collector in the list of programs. When you first run DMS data collector, you are asked
to configure credentials. Create the user name and password for signing in to the data collector.

On the DMS data collector home page, you can find information for preparing and running
metadata collection, including the following status conditions:

 Status and health of your data collection.
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» Accessibility to your Amazon S3 bucket and to AWS DMS so the data collector can forward data
to AWS DMS.

» Connectivity to your installed database drivers.

» Credentials of an LDAP server to perform initial discovery.

= 9WS pms collector Sign out
# & Home
2|
Data collection Data forwarding Software check (4/4)
E
8 Status: Running Name: new-data-collector Microsoft SQL Server connector for NET: Passed
B Health: 100% Access to Amazon Yes MySQL connector for NET: Passed
53 Oracle data provider for .MET: Passed
Access fo AWS DMS: es PostgreSQL connector for NET: Passed
Last uploaded: 31-01-2023 11:43:30
LDAP servers configuration
I:\ LDAP server host name User name Connection status =
() dcot.dbm.local shareduser Passed

DMS data collector uses an LDAP directory to gather information about the machines and
database servers in your network. Lightweight Directory Access Protocol (LDAP) is an open standard
application protocol. It's used for accessing and maintaining distributed directory information
services over an IP network. You can add an existing LDAP server to your project for data collector
that you can use for discovering information about the infrastructure of your systems. To do so,
choose the +Server option, then specify a fully qualified domain name (FQDN) and the credentials
for your domain controller. After adding the server, validate the connection check. To get started
with the discovery process, see Discovering OS and database servers to monitor.

Configuring credentials for data forwarding

After you install the data collector, make sure that this application can send the collected data to
AWS DMS Fleet Advisor.
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To configure credentials for data forwarding in AWS DMS Fleet Advisor

1. On the DMS data collector home page, in the Data forwarding section, choose Configure
forwarding. The Configure credentials for data forwarding dialog box opens.

2. Choose the AWS Region where you intend to use DMS Fleet Advisor.

3. Enter your AWS Access Key ID and your AWS Secret Access Key obtained earlier when you
created IAM resources. For more information, see Create IAM resources.

4. Choose Browse data collectors.

If you haven't created a data collector in the specified Region yet, create a data collector
before proceeding. For more information, see Creating a data collector.

5. In the Choose data collector window, select a data collector in the list and select Choose.

6. Inthe Configure credentials for data forwarding dialog box, choose Save.

On the DMS Collector home page, in the Data forwarding card, verify that the statuses of Access
to Amazon S3 and Access to AWS DMS are set to Yes.

If you see that the status of Access to Amazon S3 or Access to AWS DMS is set to No, make sure
that you created IAM resources for accessing Amazon S3 and DMS Fleet Advisor. After you create
these IAM resources with all required permissions, configure data forwarding again. For more
information, see Create |IAM resources.

Discovering OS and database servers to monitor

You can use the DMS data collector to find and list all available servers in your network.
Discovering all the available database servers in your network is recommended, but isn't required.
Optionally, you can manually add or upload the list of servers for further data collection. For more
information about manually adding a list of servers, see Managing monitored objects.

We recommend that you discover all operating system (OS) servers before discovering databases
on those servers. To discover OS servers, you need permission to run remote PowerShell, Secure
Shell (SSH), and Windows Management Instrumentation (WMI) scripts and commands, as well as
access to the Windows registry. To discover database servers in your network and collect metadata
from them, you need read-only administrator permissions for a remote database connection. Make
sure that you added an LDAP server before you proceed with discovery. For more information, see
Configuring credentials for data forwarding.

To get started with the DMS data collector, complete the following tasks:
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» Discover all OS servers in your network.

» Add specific OS servers as objects to monitor.

« Verify connections for monitored OS servers.

 Discover Microsoft SQL Server, MySQL, Oracle, and PostgreSQL databases running on OS servers.
« Add database servers for data collection.

» Verify connections to the monitored databases.

To discover OS servers in your network that you can monitor

1. In the DMS data collector navigation pane, choose Discovery. To display the navigation pane,
choose the menu icon in the upper-left corner of the DMS data collector home page.

The Discovery page opens.

2. Make sure that the OS servers tab is selected, then choose Run discovery. The Discovery
parameters dialog box appears.

Enter the LDAP servers that you want to use to scan your network.

4. Choose Run discovery. The page displays a list of all OS servers discovered within your
network, regardless of whether they're running a database.

We recommend that you run discovery for all OS servers before running discovery for
databases on those servers. Your credentials make discovery possible first for the host servers,
then for the databases that reside on them. You want to discover OS servers first before
running discovery for databases on those servers. Be aware that the credentials that you

use for an LDAP server to find OS servers in your network might differ from the credentials
required to discover databases on a particular OS server. Therefore, we recommend that you
add OS servers to monitored objects, verify the credentials and correct them if necessary, and
then check connectivity before proceeding.

In the list of discovered OS servers in your network, you can now select the servers that you want
to add to monitored objects.
To select OS servers as objects to monitor

1. On the Discovery page, choose the OS servers tab.

2. In the list of discovered OS servers shown, select the check box next to each server that you
want to monitor.
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3. Choose Add to monitored objects.

You can view the list of OS servers to monitor and verify connections on the Monitor objects page.
To verify connections of selected OS servers to monitor

1. In the DMS data collector navigation pane, choose Monitored objects.

2. On the Monitored objects page, choose the OS servers tab. A list of discovered OS servers to
be monitored appears.

3. Select the check box at the top of the column to choose all the listed OS servers.

4. Choose Actions, then Verify connection. For each server object, view the results in the
Connections status column.

5. Select servers with a connection status other than Success. Next, choose Actions, then choose
Edit. The Edit server dialog box opens.

6. Verify that the information is correct or edit if needed. When finished, choose Save. The
Override credentials dialog box opens.

7. Choose Overwrite. DMS data collector verifies and updates the status for each connection as
Success.

You can now discover databases that reside on servers that you selected to monitor.
Discover databases running on servers

1. In the DMS data collector navigation pane, choose Discovery.

2. Choose the Database servers tab, and choose Run discovery. The Discovery parameters
dialog box opens.

3. Inthe Discovery parameters dialog box, for Discovery by, choose Monitored objects. For
Servers, choose the OS servers on which you want to run database discovery.

4. Choose Run discovery. The page displays a list of all databases that reside on the OS servers
that you choose to monitor.

View information such as database address, server name, and database engine to help you select
databases to monitor.
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To select databases to monitor

1. On the Discovery page, choose the Database servers tab.

2. In the list of discovered databases shown, select the check box next to all the databases you
want to monitor.

3. Choose Add to monitored objects.

You can now verify the connections to the databases you choose to monitor.
To verify connections to monitored databases

1. In the DMS data collector navigation pane, choose Monitored objects.

2. On the Monitored objects page, choose the Database servers tab. A list of discovered
database servers you choose to monitor appears.

Select the check box at the top of the column to choose all the listed database servers.

4. Choose Actions, then choose Verify connection. For each database, view the results in the
Connections status column.

5. Select connections that have undefined (blank) status or the status of Failure. Next, choose
Actions, then choose Edit. The Edit monitored objects dialog box opens.

6. Enter your Login and Password credentials, then choose Save. The Change credentials dialog
box opens.

7. Choose Overwrite. DMS data collector verifies and updates the status for each connection as
Success.

After discovering OS servers and databases to monitor, you can also perform actions to manage
monitored objects.

Managing monitored objects

You can select objects to monitor when you run the server discovery process as described in
Discovering OS and database servers. Also, you can manually manage objects, such as operating

system (OS) servers and database servers. You can perform the following actions to manage
monitored objects:

« Add new objects to monitor

« Remove existing objects
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« Edit existing objects

« Export and import a list of objects to monitor

o Check connections to objects

« Start data collection

For example, you can manually add an object to monitor.

To add an object to monitor manually

1.  On the Monitored Objects page, choose +Server. The Add monitored object dialog box

opens.

2. Add information about the server, then choose Save.

You can also use a . csv file to import a large list of objects to monitor. Use the following . csv file

format to import a list of objects to DMS data collector.

Hostname - Hostname or IP address of Monitored Object

Port - TCP port of Monitored Object
Engine: (one of the following)

Microsoft SQL Server
Microsoft Windows
Oracle Database
Linux

MySQL Server
PostgreSQL

Connection type: (one of the following)

Login/Password Authentication
Windows Authentication
Key-Based Authentication

Domain name:(Windows authentication)

e Use domain name for the account
User name

Password

To import a .csv file with a list of objects to monitor

1. Choose Import. The Import monitored objects page opens.

2. Browse to the . csv file that you want to import, then choose Next.
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You can view all of the objects and select those that you want to begin collecting metadata from.
Associating an OS server with a manually added database

DMS Fleet Advisor can't collect performance metrics directly from MySQL and PostgreSQL
databases. To collect metrics required for target recommendations, DMS Fleet Advisor uses OS
metrics where your databases run.

When you manually add MySQL and PostgreSQL databases to the list of monitored objects, DMS
data collector can't identify the OS servers where these databases run. Because of this issue, you
should associate your MySQL and PostgreSQL databases with OS servers.

You don't need to manually associate OS servers with databases that DMS Fleet Advisor has
automatically discovered.

To associate an OS server with your database

1. In the DMS data collector navigation pane, choose Monitored objects.

2. On the Monitored objects page, choose the Database servers tab. A list of database servers
appears.

3. Select the check box next to the MySQL or PostgreSQL database server that you added
manually.

4. Choose Actions, then choose Edit. The Edit database dialog box opens.

If your DMS data collector has already discovered the OS server where this database runs, then
choose Auto detect. DMS data collector runs a SQL script to automatically identify the OS
server where your database runs. Then, DMS data collector associates this OS server with your
database. Skip the next step and save the database configuration that you edited.

If the DMS data collector can't automatically identify the OS server for your database, make
sure that you use the correct credentials and provide database access permissions. Optionally,
you can add the OS server manually.

6. To add your OS server manually, choose +Add OS server. The Add host OS server dialog box
opens.

Add information about your OS server, then choose Save.

7. In the Edit database dialog box, choose Verify connection to make sure that your DMS data
collector can connect to the OS server.

8. After you verify the connection, choose Save.
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If you change the associated OS server for your source database, then DMS Fleet Advisor uses

the updated metrics to generate recommendations. However, the Amazon CloudWatch charts
display the old data for your database server. For more information about CloudWatch charts, see
Recommendation details.

Using SSL with AWS DMS Fleet Advisor

To protect your data, AWS DMS Fleet Advisor can use SSL to access your databases.
Supported databases
AWS DMS Fleet Advisor supports using SSL to access following databases:

o Microsoft SQL Server
« MySQL
» PostgreSQL

Setting up SSL

To use SSL to access your database, configure your database server to support SSL. For more
information, see the following documentation for your database:

« SQL Server: Enable encrypted connections to the Database Engine

« MySQL: Configuring MySQL to Use Encrypted Connections
» PostgreSQL: Secure TCP/IP Connections with SSL

To use SSL to connect to your database, select Trust server certificate and Use SSL when adding
a server manually. For a MySQL database, you can use a custom certificate. To use a custom
certificate, select the Verify CA check box. For information about adding a server, see Managing
monitored objects.

Checking the Server Certificate Authority (CA) Certificate for SQL Server

If you want to validate your Server Certificate Authority (CA) Certificate for SQL Server, then clear
Trust server certificate when you add the server. If your server uses a well-known CA, and the CA is
installed by default on your OS, then verification should work normally. If DMS Fleet Advisor can't
connect to your database server, install the CA certificate that your database server uses. For more
information, see Configure client.
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Collecting data for AWS DMS Fleet Advisor

To start collecting data, select the objects on the Monitored objects page, and choose Run data
collection. DMS data collector can collect from up to 100 databases at one time. Also, DMS data
collector can use up to eight parallel threads to connect to databases in your environment. From
these eight threads, DMS data collector can use up to five parallel threads to connect to a single
database instance.

/A Important

Before starting to collect data, view the Software check section on the DMS data collector
home page. Verify that all database engines that you want to monitor have the Passed
status. If some database engines have the Failed status, and you have database servers
with corresponding engines in your monitored objects list, fix the issue before proceeding.
You can find tips next to the Failed status listed in the Software check section.

DMS data collector can work in two modes: single run or ongoing monitoring. After you start

data collection, the Run data collection dialog box opens. Next, choose one of the two following

options.

Metadata and database capacity

DMS data collector collects information from the database or OS servers. It includes schemas,
versions, editions, CPU, memory, and disk capacity. DMS data collector also collects and
provides metrics such as IOPS, I/0 throughput and active datbase server connections. You can
compute target recommendations in DMS Fleet Advisor based on this information. If the source
database is over- or underprovisioned, then the target recommendations also will be over- or
underprovisioned.

This is the default option.

Metadata, database capacity, and resource utilization

In addition to metadata and database capacity information, DMS data collector collects actual
utilization metrics of CPU, memory, and disk capacity for the databases or OS servers. DMS data
collector also collects and provides metrics such as IOPS, I/0 throughput and active datbase
server connections. Target recommendations provided will be more accurate because they are
based on the actual database workloads.
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If you choose this option, then you set the period of data collection. You can collect data during
the Next 7 days or set the Custom range of 1-60 days.

After data collection begins, you're redirected to the Data collection page, where you can see
how the collection queries run and monitor the live progress. Here, you can view overall collection
health or on the DMS data collector home page. If overall data collection health is less than 100
percent, you might need to fix issues related to the collection.

If you run the DMS data collector in the Metadata and database capacity mode, then you can see
the number of completed queries on the Data collection page.

If you run the DMS data collector in the Metadata, database capacity, and resource utilization
mode, then you can see the remaining time before your DMS data collector completes the
monitoring.

On the Data collection page, you can see the collection status for each object. If something isn't
working properly, a message appears showing how many issues occurred. To help determine a fix
to an issue, you can check details. The following tabs list potential issues:

« Summary by query - Shows status of tests like the Ping test. You can filter results in the Status
column. The Status column provides a message indicating how many failures occurred during
data collection.

« Summary by a monitored object — Shows overall status per object.

« Summary by query type — Shows status for type of collector query, such as SQL, Secure Shell
(SSH), or Windows Management Instrumentation (WMI) calls.

o Summary by issue — Shows all unique issues that occurred, with issue names and the number of
times that each issue occurs.
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@ & Data collection

& : .
Collection in progress._ . X Stop collection
B Metadata, database capacity, and resource utilization dala are being collected. Make sure you have proper conneclivity to OS and dalabase servers.
E
0 d 23 hr 9 min remains
=
v

Summary by query | Summary by monitored object Summary by query type Summary by issue

Monitored object a & G. - Quen Y nar I name Engine Tima tatus

v w v
10.100.11.241:22 55H Linux CPL Stat dbmuser Linug 12-01-2023 03:4830 @ Complete
10.100.11.241:22 35H Linux Meminfo dbmuser Liras 12-01-2023 03.48:29 @ Complete
10.100.11.241:22 SSH Linux CPU Info dbmuser Lir 12-01-2023 02:57:30 ©) Complete
10.100.11.241:5432 Pgsql AWS RDS Limiations (Database Level) FA_Collect_User PosigreSQL  12-01-2023 025729 ) Complete

Total items: 13

To export the collection results, choose Export to CSV.

After identifying issues and resolving them, choose Start collection and rerun the data collection
process. After performing data collection, the data collector uses secure connections to upload
collected data to a DMS Fleet Advisor inventory. DMS Fleet Advisor stores information in your
Amazon S3 bucket. For information about configuring credentials for data forwarding, see
Configuring credentials for data forwarding.

Collecting capacity and resource utilization metrics with AWS DMS Fleet Advisor

You can collect metadata and performance metrics in two modes: single run or ongoing
monitoring. Depending on the option that you select, your DMS data collector tracks different
metrics in your data environment. During a single run, your DMS data collector tracks only
metadata metrics from your database and OS servers. During ongoing monitoring, your DMS data
collector tracks the actual utilization of your resources.

AWS DMS gathers the following metadata and metrics during a single run of your DMS data
collector.

 Available memory on your OS servers

 Available storage on your OS servers
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« Database version and edition

o Number of CPUs on your OS servers
« Number of schemas

o Number of stored procedures

« Number of tables

o Number of triggers

e Number of views

e Schema structure

DMS Fleet Advisor uses these metrics to build an inventory of your database and OS servers. Also,
DMS Fleet Advisor uses these metadata and metrics to analyze your source database schemas.

DMS Fleet Advisor can generate target recommendations using the metrics collected during a
single run of the data collector. However, in this case for your overprovisioned source databases,
the target recommendation is also overprovisioned. Thus, you incur additional costs on the
maintenance of your resources in the AWS Cloud. For underprovisioned source databases, the
target recommendation is also underprovisioned, which might lead to performance issues. We
recommend to collect the data using ongoing monitoring by choosing the metadata, database
capacity, and resource utilization mode for the DMS data collector.

AWS DMS gathers the following metrics during ongoing monitoring. You can run your DMS data
collector for a period of 1 to 60 days.

 1/0 throughput on your database servers

 Input/output operations per second (IOPS) on your database servers

o Number of CPUs that your OS servers use

« Memory usage on your OS servers

« Number of active database and OS server connections

DMS Fleet Advisor uses these metrics to generate accurate target recommendations, so your
target databases meet your performance needs. This can prevent additional cost incurred on the
maintenance of your resources in the AWS Cloud.
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How does the AWS DMS Fleet Advisor collect capacity and resource utilization
metrics?

DMS Fleet Advisor collects performance metrics every minute.

For Oracle and SQL Server, DMS Fleet Advisor runs SQL queries to capture values for each database
metric.

For MySQL and PostgreSQL, DMS Fleet Advisor collects performance metrics from the OS server
where your database runs. In Windows, DMS Fleet Advisor runs WMI Query Language (WQL) scripts
and receives WMI data. In Linux, DMS Fleet Advisor runs commands that capture the OS server
metrics.

/A Important

Running remote SQL scripts can impact the performance of your production databases.
However, the data collection queries don't contain any calculation logic. Thus, the data
collection process isn't likely to use more than 1 percent of your database resources.

You can view all queries that the data collector runs to collect metrics. To do so, open the
DMSCollector.Collections. json file. You can find this file in the etc folder located in the
same folder where you installed the data collector. The default path is C:\ProgrambData\Amazon
\AWS DMS Collector\etc\DMSCollector.Collections. json.

The DMS data collector uses the local file system as the temporary storage for all collected data.
The DMS data collector stores the collected data in JSON format. You can use the local collector
in an offline mode and manually check or verify the collected files before you configure data
forwarding. You can see all collected files in the out folder located in the same folder where
you installed the DMS data collector. The default path is C:\ProgramData\Amazon\AWS DMS
Collector\out.

/A Important

If you run your DMS data collector in an offline mode and store the collected data on your
server for more that 14 days, then you can't use Amazon CloudWatch to display these
metrics. However, DMS Fleet Advisor still uses this data to generate recommendations. For
more information about CloudWatch charts, see Recommendation details.
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You can also check or verify the collected data files in an online mode. The DMS data collector
forwards all data to the Amazon S3 bucket that you specified in the DMS data collector settings.

You can use your DMS data collector to collect data from on-premises databases. Also, you can
collect data from Amazon RDS and Aurora databases. However, you can't successfully run all DMS
data collector queries in the cloud because of the differences between Amazon RDS or Aurora and
on-premises DB instances. Because the DMS data collector gathers utilization metrics for MySQL
and PostgreSQL databases from the host OS, this approach won't work with Amazon RDS and
Aurora.

Troubleshooting for DMS data collector

In the following list, you can find actions to take when you encounter specific issues while
collecting data with your data collector.

Topics

Data collection issues related to network and server connections

Data collection issues related to Windows Management Instrumentation

Data collection issues related to Windows webpage composer

Data collection issues related to SSL

Data collection issues related to network and server connections
NET: An exception occurred during a ping request.

Check the name of the computer to see if it's in a state where it can't be resolved to an IP
address.

For example, check if the computer is switched off, disconnected from the network, or
decommissioned.

NET: Timed Out

Turn on the inbound firewall rule "File and Printer Sharing (Echo Request - ICMPv4-In)". For
example:

* Inbound ICMPv4
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NET: DestinationHostUnreachable

Check the IP address of the computer. Specifically, check if it's on the same subnet as the

computer running DMS data collector and whether it responds to Address Resolution Protocol
(ARP) requests.

If the computer is on a different subnet, then the IP address of the gateway can't be resolved to
the media access control (MAC) address.

Also, check if the computer is switched off, disconnected from the network, or decommissioned.

Data collection issues related to Windows Management Instrumentation

WMI: The RPC server is unavailable. (Exception from HRESULT: 0x800706BA)

Turn on the inbound firewall rule "Windows Management Instrumentation (DCOM-In)". For
example:

* Inbound TCP/IP at local port 135.

Also, turn on the inbound firewall rule "Windows Management Instrumentation (WMI-In)". For
example:

* Inbound TCP/IP at local port 49152 - 65535 for Windows Server 2008 and higher
versions.

* Inbound TCP/IP at local port 1025 - 5000 for Windows Server 2003 and lower
versions.

WMI: Access is denied. (Exception from HRESULT: 0x80070005 (E_ACCESSDENIED))

Try the following:

« Add the DMS data collector user to the Windows group, Distributed COM Users or
Administrators.

« Start the Windows Management Instrumentation service and set its start-up type to
Automatic.

« Make sure that your DMS data collector user name is in the \ format.
WMI: Access denied

Add Remote Enable permission to the DMS data collector user on the root WMI namespace.
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Use Advanced settings and make sure that permissions apply to "This namespace and
subnamespaces."

WMI: The call was canceled by the message filter. (Exception from HRESULT: 0x80010002...)

Restart the Windows Management Instrumentation service.

Data collection issues related to Windows webpage composer

WPC: The network path was not found
Turn on the inbound firewall rule "File and Printer Sharing (SMB-In)". For example:
* Inbound TCP/IP at local port 445.

Also, start the Remote Registry service and set its start-up type to Automatic.

WPC: Access is denied

Add the DMS data collector user to the Performance Monitor Users or Administrators group.

WPC: Category does not exist

Run loader /r to rebuild the performance counter cache, then restart your computer.

(® Note

For information about troubleshooting issues when migrating data using AWS Database
Migration Service (AWS DMS), see Troubleshooting and diagnostic support.

Data collection issues related to SSL

SSL errors

Your database requires a secure SSL connection, and you have not turned on the Verify CA and
Use SSL options for the connection. Turn on these options and ensure that your local OS has
the Certificate Authority installed that your database uses. For more information, see Setting up
SSL.

Troubleshooting 90


https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Troubleshooting

AWS Database Migration Service User Guide

Using inventories for analysis in AWS DMS Fleet Advisor

To check the feasibility of potential database migrations, you can work with inventories of
discovered databases and schemas. You can use the information in these inventories to understand
which databases and schemas are good candidates for migration.

You can access database and schema inventories on the console. To do so, choose Inventory on the

console.
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DMS Fleet Advisor analyzes your database schemas to determine the similarity of different
schemas. This analysis doesn't compare the actual code for objects. DMS Fleet Advisor compares
only the names of schema objects, such as functions and procedures, to identify similar objects in
different database schemas.

Topics

» Using a database inventory for analysis

» Using a schema inventory for analysis

Using a database inventory for analysis

To view a list of all databases on all the discovered servers within your network from which data
was collected, use the following procedure.
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To view a list of databases on your network servers that data was collected from

1. Choose Inventory on the console.

The Inventory page opens.

2. Choose the Databases tab.

A list of discovered databases appears.

Inventory i

E . . An, il
Database servers, schema information, and metadata discovered by data collectors. alyze inventories

Analyze inventories

Running the analysis helps in identifying the candidates for migration. All the schemas are analyzed when you take this action, so
ensure that the inventory is complete before you run the analysis. This operation can take a few minutes. Learn more [

Databases Schemas

Databases (7)

Database inventeries that were discovered by data collectors.

Q 1 ®
Database v Server v Number of s... ¥ Engine v Engine version ¥ Engine... ¥
WinServZ016.d... - Mo data PostgreSQL - -

X A\ 2014 (Extende i
VM-M550QL14-... 10.11.1.70 44 Microsoft SQL ... Enterprise
d support)
X ) 2019 (Mainstr
MSSQLOT.dbm... - No data Microsoft SQL ... Express

_________ eam support)

3. Choose Analyze inventories to determine schema properties, such as similarity and
complexity. The amount of time the process takes depends on the number of objects to
analyze, but it won't take more than one hour. Results from the analysis are found on the
Schemas tab located on the Inventory page.

DMS Fleet Advisor analyzes schemas across all discovered databases to define the intersection
of their objects. The analysis result is expressed in percentage. DMS Fleet Advisor considers
schemas with intersections of more than 50 percent as duplicates. Original schema is identified
as the schema to which there are duplicates found. This helps to identify original schemas to
convert or migrate first.

The entire inventory is analyzed together to identify duplicate schemas.
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Using a schema inventory for analysis

You can view a list of database schemas discovered on servers within your network from which the
data was collected. Perform the following procedure.

To view a list of schemas on your network servers that data was collected from

1. Choose Inventory on the console. The Inventory page opens.

2. Choose the Schemas tab. A list of schemas appears.

3. Select a schema in the list to view information about it, including server, database, size, and
complexity.
For each schema, you can view an object summary that provides information about object
types, number of objects, object size, and lines of code.

4. (Optional) Choose Analyze inventories to identify duplicate schemas. DMS Fleet Advisor
analyzes database schemas to define the intersection of their objects.

5. You can export inventory information to a . csv file for further review.

DMS » Discover: Inventory

Inventory i

. . Analyze inventories
Database servers, schema information, and metadata discovered by data collectors.

Analyze inventories
Running the analysis helps in identifying the candidates for migration. All the schemas are analyzed when you take this action, so ensure that the inventory is complete before you run the

analysis. This operation can take a few minutes. Learn mare [

Databases Schemas

Schemas (13) | c | M Export to CSV

Schema inventories that were discovered by data collectors.

Q, Find schema inventory 1 &
Schema v Server v Database v | Engine v Complexity w Similarity... @ Original schema
Isa_tests_src.lsa_tests_src linuxsqlO2.db.local linuxsqlo2.db.local:3306 MySQL Server Simple 100 Isa_tests_src_100.lsa_tests_s.
lsa_tests_src_90e_30a.lsa_t... linuxsglO2.db.local linuxsqlo2.db.local:3306 MySQL Server Simple a0 |sa_tests_src_49.1sa_tests_sr..
lsa_tests_src_50.lsa_tests_s... linuxsqlO2.db.local linuxsglO2.db.local:3306 MySQL Server Simple 50 |sa_tests_src_100.lsa_tests_s.
Isa_tests_src_49.lsa_tests_s... linuxsgl02.db.local linuxsqlO2.db.local:3306 MySQL Server Simple - None
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To identify schemas to migrate and determine the migration target, you can use AWS Schema
Conversion Tool (AWS SCT) or DMS Schema Conversion. For more information, see Using a new
project wizard in AWS SCT.

After you have identified schemas to migrate, you can convert schemas using AWS SCT or DMS
Schema Conversion. For more information about DMS Schema Conversion, see Converting
database schemas using DMS Schema Conversion.

Using the AWS DMS Fleet Advisor Target Recommendations
feature

To explore and choose an optimal migration target, you can generate target recommendations

for your source on-premises databases in DMS Fleet Advisor. A recommendation includes one

or more possible AWS target engines that you can choose for the migration of your source on-
premises database. From these possible target engines, DMS Fleet Advisor suggests a single target
engine as the right-sized migration destination and indicates this target as DMS recommended. To
determine this right-sized migration destination, DMS Fleet Advisor uses the inventory metadata
and metrics collected by your data collector.

You can use recommendations before the start of a migration to discover migration options, save
costs, and reduce risks. You can export recommendations as a comma separated values (CSV) file,
and share it with key stakeholders to facilitate decision making. You can export recommendations
into the AWS Pricing Calculator to further optimize maintenance costs. For more information, see
https://calculator.aws/#/.

You can't modify target recommendations in DMS Fleet Advisor. Thus, you can't use DMS Fleet
Advisor for what-if analysis. What-if analysis is the process of changing the target parameters to
see how those changes affect the pricing estimate of your recommendation. You can run what-if
analysis in the AWS Pricing Calculator using the recommended target parameters as the starting
point in the AWS Pricing Calculator. For more information, see https://calculator.aws/#/.

We recommend that you consider the DMS Fleet Advisor recommendation is a starting point in
your migration planning. You can then decide to change the recommended instance parameters to
optimize the cost or performance of your database workloads.

Topics

« Recommended target instances
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» How does DMS Fleet Advisor determine target instance specifications for the recommendation?

» Generating target recommendations with AWS DMS Fleet Advisor

» Exploring details of target recommendations with AWS DMS Fleet Advisor

» Exporting target recommendations with AWS DMS Fleet Advisor

» Discovering and analyzing migration limitations with AWS DMS Fleet Advisor

» Troubleshooting for target recommendations

Recommended target instances

For target recommendations, DMS Fleet Advisor considers the following general purpose, memory-
optimized, and burstable performance Amazon RDS DB instances.

« db.m5

« db.m6i

o db.r5

« db.r6i

« db.t3

« db.x1

« db.xle

« db.z1d

For more information about Amazon RDS DB instance classes, see DB instance classes in the
Amazon RDS User Guide.

How does DMS Fleet Advisor determine target instance specifications
for the recommendation?

DMS Fleet Advisor can generate recommendations based on either database capacity or utilization.
« If you choose to generate the recommendation based on database capacity, then DMS Fleet
Advisor maps the existing database capacity to the specifications of the closest instance class.

« If you choose to generate the recommendation based on resource utilization, then DMS Fleet
Advisor determines the 95th percentile value for such metrics as CPU, memory, 10 throughput,
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and IOPS. 95th percentile means that 95 percent of the collected data is lower than this value.
Then, DMS Fleet Advisor maps these values to the specifications of the closest instance class.

To determine the size of the target database, DMS Fleet Advisor collects information about the size
of your source database. Then, DMS Fleet Advisor recommends using the same size for the target
storage. If your source database storage is overprovisioned, then the recommended size of the
target storage will also be overprovisioned.

If you want to migrate data using AWS DMS, then you might need to increase IOPS provisioning for
your target DB instance. When DMS Fleet Advisor generates target recommendations, the service
considers only your source database metrics. DMS Fleet Advisor doesn't consider additional IOPS
that you might need to run data migration tasks. For more information, see Migration tasks run

slowly.

To estimate the IOPS costs, DMS Fleet Advisor uses a one-to-one mapping of your source IOPS
usage as a baseline. DMS Fleet Advisor considers the peak load as the baseline value and 100%
utilization for IOPS pricing.

For PostgreSQL and MySQL source databases, DMS Fleet Advisor can include Aurora and Amazon
RDS DB instances in the target recommendations. If an Aurora configuration maps to the source
requirements, then DMS Fleet Advisor marks this option as recommended.

Generating target recommendations with AWS DMS Fleet Advisor

After you complete data collection and inventory of your database and analytics fleet, you can
generate target recommendations in DMS Fleet Advisor. To do so, choose source databases and
configure the settings that the DMS Fleet Advisor Target Recommendations feature uses to
determine the size of target instances. Also, the DMS Fleet Advisor Target Recommendations
feature uses the capacity and utilization metrics collected from your source databases.

To generate target recommendations

1. Signin to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

Make sure that you choose the AWS Region where you use the DMS Fleet Advisor.

2. Inthe navigation pane, choose Recommendations under Assess, and then choose Generate
recommendations.
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3.

In the Select source databases panel, select the check boxes for the names of databases that
you want to migrate to the AWS Cloud.

For Search source databases, enter the name of your database to filter your inventory.

DMS Fleet Advisor can generate recommendations for up to 100 databases at one time.

For Availability and durability, choose the preferred deployment option.

To calculate target recommendations for your production databases, choose Production
(Multi-AZ). DMS Fleet Advisor includes two DB instances in different Availability Zones in your
target recommendation. This Multi-AZ deployment option provides high availability, data
redundancy, and failover support.

If Aurora is the recommended target engine and Availability and Durability is a Multi-AZ
deployment, the target recommendation includes a reader and writer DB instance.

To calculate target recommendations for databases that you use for development or testing,
choose Dev/Test (Single-AZ). DMS Fleet Advisor includes a single DB instance in your target
recommendation. This Single-AZ deployment option reduces maintenance costs.

For Target instance sizing, choose the preferred option which DMS Fleet Advisor uses to
calculate target recommendations.

To calculate target recommendations based on your source database or OS server
configuration, choose Total capacity. DMS Fleet Advisor uses such metrics as total CPU,
memory, and disk capacity of your source databases or OS servers to generate target
recommendations. Then, DMS Fleet Advisor maps your database capacity metrics to the
specifications of the closest Amazon RDS DB instance class.

To calculate target recommendations based on the actual utilization of your source database
or OS server, choose Resource utilization. DMS Fleet Advisor uses utilization metrics of

the CPU, memory, and disk capacity of your source databases or OS servers to generate

target recommendations. From the utilization metrics, DMS Fleet Advisor computes the 95th
percentile for each metric. 95th percentile means that 95 percent of the data within the period
is lower than this value. Then, DMS Fleet Advisor maps these values to the closest Amazon RDS
DB instance class.

We recommend that you use the Resource utilization option for more accurate
recommendations. To do so, make sure that you have collected the total capacity and resource
utilization metrics.
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6. Choose Generate.

DMS Fleet Advisor generates target recommendations for the selected databases. For successfully
generated recommendations, DMS Fleet Advisor sets the status to Computed. Also, DMS Fleet
Advisor uses the AWS Pricing Calculator to determine the estimated monthly cost for the
recommended target DB instance. Now, you can explore the generated recommendations in detail.
For more information, see Recommendation details.

To estimate the total monthly cost for your data inventory, select the check boxes for databases
that you plan to move to the cloud. DMS Fleet Advisor displays the total estimated monthly cost
and the summary of your target databases in the AWS Cloud. DMS Fleet Advisor uses the AWS Price
List Query API to provide pricing details for your information only. Your actual fees depend on a
variety of factors, including your actual usage of AWS services. For more information about AWS
service pricing, see Cloud Services Pricing.

Exploring details of target recommendations with AWS DMS Fleet
Advisor

After DMS Fleet Advisor generates target recommendations, you can view the key parameters of
the recommended migration target in the Recommendations table. These key parameters include
the target engine, instance class, number of virtual CPUs, memory, storage, and storage type.

In addition to these parameters, DMS Fleet Advisor displays the estimated monthly cost of this
recommended migration target.

Each recommendation might include one or more possible AWS target engines. If your
recommendation includes several target engines, then AWS DMS marks one of them as
recommended. Also, AWS DMS displays the parameters and estimated monthly cost for this
recommended option in the Recommendations table.

To compare target recommendations to the utilization and capacity of your source database,
explore your recommendations in detail. Also, you can view the migration limitations for a selected
recommendation. These limitations include unsupported database features, action items, and other
migration considerations.

To explore the recommendation in detail

1. Generate target recommendations with DMS Fleet Advisor. For more information, see
Generating target recommendations.
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2.

Choose the recommendation name from the Recommendations table. The recommendation
page opens.

If your recommendation includes more than one target options, then for Target
recommendations, choose the target option.

Expand the Source utilization and capacity section. DMS Fleet Advisor displays resource
utilization charts for the following metrics.

e Number of CPUs

« Memory

 1/0 throughput

 Input/output operations per second (IOPS)

» Storage

« Number of active database server connections

Use these charts to compare your source database metrics from your DMS data collector to the
metrics of the selected target engine.

If you can't see charts after you expand the Source utilization and capacity section, make sure
that you granted your IAM user with permissions to view Amazon CloudWatch dashboards. For
more information, see Using Amazon CloudWatch dashboards in the Amazon CloudWatch User
Guide.

Choose the link with the name of your selected target engine. The Target detail page opens.

To export the target recommendations to CSV, choose Export to CSV option from the Actions
dropdown.

To export the target recommendations to AWS Pricing Calculator, choose Optimize cost with
AWS Pricing Calculator option from the Actions dropdown.

In the Configuration section, compare values of your source database parameters to the
parameters of the target engine. For the target engine, DMS Fleet Advisor displays the
estimated monthly costs for your cloud resources. DMS Fleet Advisor uses the AWS Price List
Query API to provide pricing details for your information only. Your actual fees depend on a
variety of factors, including your actual usage of AWS services. For more information about
AWS service pricing, see https://aws.amazon.com/pricing/Cloud Services Pricing.

In the Migration limitations section, view the migration limitations. We recommend that you
consider these limitations when you migrate your source database to the AWS Cloud.
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Exporting target recommendations with AWS DMS Fleet Advisor

After you generate target recommendations, you can save a copy of the list of recommendations as
a comma-separated value (CSV) file.

To generate target recommendations

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

Make sure that you choose the AWS Region where you use the DMS Fleet Advisor.

2. In the navigation pane, choose Recommendations under Assess, and then select the
recommendations to include in your CSV file.

3. Choose Export to CSV, enter the file name and choose the folder on your PC where to save
this file.

4. Open the CSV file.

The CSV file with recommendations contains the following information.

» CreatedDate - The date when DMS Fleet Advisor created the target engine recommendation.

« Databaseld - The identifier of the source database for which DMS Fleet Advisor created this
recommendation.

« DeploymentOption — The deployment option for the recommended Amazon RDS DB instance.
« EngineEdition — The recommended target Amazon RDS engine edition.

« EngineName - The name of the target engine.

 InstanceMemory - The amount of memory on the recommended Amazon RDS DB instance.
 InstanceSizingType - The size of your target instance.

 InstanceType - The recommended target Amazon RDS instance type.

« InstanceVcpu — The number of virtual CPUs on the recommended Amazon RDS DB instance.

« Preferred — A Boolean flag that indicates that this target option is recommended.

« Status - The status of the target engine recommendation.

» Storagelops — The number of 1/0 operations completed each second (IOPS) on the
recommended Amazon RDS DB instance.

» StorageSize — The storage size of the recommended Amazon RDS DB instance.
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« StorageType - The storage type of the recommended Amazon RDS DB instance.

« WorkloadType - The deployment option for your target engine such as Multi-AZ or Single-AZ

deployment.

Discovering and analyzing migration limitations with AWS DMS Fleet

Advisor

You can use the DMS data collector to discover database features that your target engine doesn't

support. To choose the right migration target, you should consider these limitations.

The DMS data collector discovers specific source database features. Then, DMS Fleet Advisor

analyses source features from a migration standpoint to the specified target and provides

additional information about the limitation and includes recommended actions to address or avoid

this limitation. Also, DMS Fleet Advisor calculates the impact of these limitations.

The list of limitations is available in the Target engine details page. Navigate to this page from the

Recommendations page in the left navigation menu. From the list of targets, choose the target

engine to examine. The list of limitations is at the bottom of the page.

The following table includes MySQL database features that Amazon RDS for MySQL doesn't

support.

Limitation

Authentication plugins

Error logging to the system
log

Global transaction identifiers

Description

Amazon RDS doesn't support
MySQL authentication
plugins.

Amazon RDS doesn't support
writing the error log to the
system log.

You can use global transacti
on identifiers with all RDS for
MySQL 5.7 versions, and RDS
for MySQL version 8.0.26 and
higher MySQL 8.0 versions.

Impact

Low

Low

Low
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Limitation Description Impact
Group Replication Amazon RDS doesn't support Low
the MySQL Group Replication
plugin.

InnoDB tablespace encryption  Amazon RDS doesn't support  Low
the InnoDB tablespace
encryption.

InnoDB reserved word InnoDB is a reserved word Low
for Amazon RDS for MySQL.
You can't use this name for a
MySQL database.

Keyring plugin Amazon RDS doesn't support  Low
the MySQL keyring plugin.

Password validation plugin Amazon RDS doesn't support  Low
the MySQL validate_
password plugin.

Persisted system variables Amazon RDS doesn't support  Low
MySQL persisted system
variables.

Restricted access Amazon RDS restricts access Low

to certain system procedure
s and tables that require
advanced permissions.

Also, Amazon RDS doesn't
allow direct host access

to a DB instance by using
Telnet, Secure Shell (SSH), or
Windows Remote Desktop
Connection.
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Limitation

Rewriter query rewrite plugin

Semisynchronous replication

Transportable Tablespaces

X Plugin

The following table includes Oracle database features that Amazon RDS for Oracle doesn't

support.

Limitation

Active Data Guard

Automatic Storage
Management

Database Activity Streams

Description

Amazon RDS doesn't support
the MySQL Rewriter query
rewrite plugin.

Amazon RDS doesn't support
the MySQL semisynchronous
replication.

Amazon RDS doesn't support
the MySQL Transportable
Tablespaces feature.

Amazon RDS doesn't support
the MySQL X Plugin.

Description

You can't use Active Data
Guard with Oracle multitena
nt container databases (CDB).

Amazon RDS doesn't support
Oracle Automatic Storage
Management (Oracle ASM).

Amazon RDS doesn't support
Oracle Database Activity
Streams for the single-tenant
architecture.

Impact

Low

Low

Low

Low

Impact

Medium

Medium

High
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Limitation

File size limit

FTP and SFTP

Hybrid partitioned tables

Oracle Data Guard

Oracle Database Vault

Oracle DBA privileges Vault

Oracle Enterprise Manager

Oracle Enterprise Manager
Agent

Description

The maximum size of a single
file on RDS for Oracle DB
instances is 16 TiB.

Amazon RDS doesn't support
FTP and SFTP.

Amazon RDS doesn't support
Oracle hybrid partitioned
tables.

Amazon RDS doesn't Oracle
Data Guard for the single-te
nant architecture.

Amazon RDS doesn't support
Oracle Database Vault.

Amazon RDS has limitatio
ns for Oracle DBA privilege
s. For more information, see
Limitations for Oracle DBA

privileges.

Amazon RDS doesn't Oracle
Enterprise Manager for the
single-tenant architecture.

Amazon RDS doesn't Oracle

Enterprise Manager Agent for

the single-tenant architect
ure.

Impact

Medium

Medium

High

High

High

High

High

Medium
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Limitation

Oracle Enterprise Manager
Cloud Control Management
Repository

Oracle Flashback Database

Oracle Label Security

Oracle Messaging Gateway

Oracle Real Application
Clusters

Oracle Real Application
Testing

Oracle Snapshot Standby
databases

Public synonyms

Description

You can't use an Amazon RDS
for Oracle DB instance for
Oracle Enterprise Manager
Cloud Control Management
Repository.

Amazon RDS doesn't support
the Oracle Flashback
Database feature.

Amazon RDS doesn't support
Oracle Label Security for the
single-tenant architecture.
You can use Oracle Label
Security only with multitena
nt container databases
(Oracle CDB).

Amazon RDS doesn't support
Oracle Messaging Gateway.

Amazon RDS doesn't support
Oracle Real Application
Clusters (Oracle RAC).

Amazon RDS doesn't support
Oracle Real Application
Testing.

Amazon RDS doesn't support
Oracle Snapshot Standby
databases.

Amazon RDS doesn't support
public synonyms for Oracle-
supplied schemas.

Impact

High

High

High

High

High

High

High

Medium

Migration limitations

105



AWS Database Migration Service

User Guide

Limitation

Schemas for unsupported
features

Pure unified auditing

Workspace Manager

Description

Amazon RDS doesn't support
schemas for Oracle features
and components that require
system privileges.

Amazon RDS doesn't support

the pure unified auditing. You
can use the unified auditing in
mixed mode.

Amazon RDS doesn't
support the Oracle Database
Workspace Manager WMSYS
schema.

Impact

High

Medium

High

The following table includes PostgreSQL database features that Amazon RDS for PostgreSQL

doesn't support.

Limitation

Concurrent connections

Newest versions

Description

The maximum number of
concurrent connections to
your RDS for PostgreSQ

L instance is limited by
the max_connections
parameter.

Amazon RDS doesn't apply
major version upgrades
automatically. To perform

a major version upgrade,
modify your DB instance
manually. For more informati
on, see Choosing a major

Impact

Low

Low
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Limitation Description Impact

version upgrade for
PostgreSQL.

Reserved connections Amazon RDS reserves up to Low
3 connections for system
maintenance. If you specify a
value for the user connectio
ns parameter, add 3 to the
number of connections that
you expect to use.

Supported extensions RDS for PostgreSQL supports  Low
a limited number of extension
s for the PostgreSQL
database engine. You can find
a list of supported extension
s in the default DB parameter
group for your PostgreSQ
L version. You can also see
the current extensions list
using psql by showing
the rds.extensions

parameter.
Tablespace splitting or You can't use tablespaces Low
isolation for 1/0 splitting or isolation

. In RDS for PostgreSQL, all
storage is on a single logical
volume.

The following table includes SQL Server database features that Amazon RDS for SQL Server
doesn't support.
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Limitation

Backing up to Microsoft Azure

Blob Storage

Buffer pool extension

Custom password policies

Data Quality Services

Database Log Shipping

Database names

Database snapshots

Extended stored procedures

Description Impact

RDS for SQL Server doesn't Medium
support backing up to
Microsoft Azure Blob Storage.

RDS for SQL Server doesn't High
support the buffer pool
extension.

RDS for SQL Server doesn't Medium
support custom password
policies.

RDS for SQL Server doesn't High
support SQL Server Data
Quality Services (DQS).

RDS for SQL Server doesn't High
support database Log
Shipping.

Database names have the Medium
following limitations: can't

start with rdsadmin; can't

start or end with a space or a

tab; can't contain any of the

characters that create a new

line; can't contain a single

quotation mark (').

RDS for SQL Server doesn't Medium
support database snapshots.

You can use only DB instance

snapshots in Amazon RDS.

RDS for SQL Server doesn't High
support extended stored
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Limitation

File tables

FILESTREAM support

Linked servers

Machine Learning and R
Services

Maintenance plans

Performance Data Collector

Policy-Based Management

PolyBase

Replication

Description

procedures, including
xp_cmdshell .

RDS for SQL Server doesn't
support file tables.

RDS for SQL Server doesn't

provide FILESTREAM support.

RDS for SQL Server provides
limited support for linked
servers.

RDS for SQL Server doesn't
support Machine Learning
and R Services because you
need OS access to install
these services.

RDS for SQL Server doesn't
support maintenance plans.

RDS for SQL Server doesn't
support Performance Data
Collector.

RDS for SQL Server doesn't
support Policy-Based
Management.

RDS for SQL Server doesn't
support PolyBase.

RDS for SQL Server doesn't
support replication.

Impact

Medium

Medium

High

High

High

High

Medium

High

Medium
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Limitation

Resource Governor

Server-level triggers

Service Broker endpoints

SSAS

SSIS

SSRS

Description

RDS for SQL Server doesn't
support Resource Governor.

RDS for SQL Server doesn't
support server-level triggers.

RDS for SQL Server doesn't
support Service Broker
endpoints.

Consider the limitations that
apply to running SQL Server
Analysis Services (SSAS) on
RDS for SQL Server. For more
information, see Limitations.

Consider the limitations that
apply to running SQL Server
Integration Services (SSIS) on
RDS for SQL Server. For more
information, see Limitations.

Consider the limitations that
apply to running SQL Server
Reporting Services (SSRS) on
RDS for SQL Server. For more
information, see Limitations.

Impact

High

Medium

High

Low

Low

Low
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Limitation

Storage size for SQL Server
DB instances

Stretch Database

T-SQL endpoints

TRUSTWORTHY database
property

Description

The maximum storage size for
SQL Server General Purpose
(SSD) storage and Provisioned
IOPS storage instances is 16
TiB.

The maximum storage size for
SQL Server Magnetic storage
instances is 1 TiB.

RDS for SQL Server doesn't
support the SQL Server
Stretch Database feature.

RDS for SQL Server doesn't
support all operations that
use CREATE ENDPOINT.

RDS for SQL Server doesn't
support the TRUSTWORTHY
database property because it
requires the sysadmin role.

Impact

High

Medium

High

Medium

The following table includes a list of recommendation issues. DMS Fleet Advisor analyses source
and target database features and provides these migration limitations. The limitation with Blocker
impact means that DMS Fleet Advisor can't generate target recommendations for the source

database.
Limitation Description Impact
Appropriate instance is not AWS DMS can't find a target Blocker

found instance that can work as
a right-sized migration

destination for a combinati
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Limitation

Appropriate instance is not
found by IOPS

Appropriate instance is not
found by RAM

Appropriate instance is not
found by storage size

Appropriate instance is not
found by edition

Appropriate instance is not
found by CPU cores

Appropriate instance is not
found by version

Description

on of your source database
metrics.

The source database uses

a number of IOPS, which
exceeds the maximum
number of IOPS for the
possible target DB instances.

The source database uses a
number of GB of RAM, which
exceeds the maximum size of
RAM for the possible target
DB instances.

The source database uses

a number of TB of storage,
which exceeds the maximum
storage size for the possible
target DB instances.

The source database has
an edition, which is not
supported by Amazon RDS.

The source database has

a number of CPU cores,
which exceeds the maximum
number of CPU cores for the
possible target DB instances.

Your source database has
version, which AWS DMS
doesn’t recognize.

Impact

Blocker

Blocker

Blocker

Blocker

Blocker

Blocker
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Limitation

CPU parameter is undefined

Memory parameter is
undefined

Storage size parameter is
undefined

Description

The DMS data collector didn't
collect information about

the CPU that your source
database uses. Make sure that
you collected the required
metrics and configured
credentials for data forwardin
g in your data collector. See
Configuring credentials for

data forwarding.

The DMS data collector didn't
collect information about

the memory that your source
database uses. Make sure that
you collected the required
metrics and configured
credentials for data forwardin
g in your data collector. See
Configuring credentials for

data forwarding.

The DMS data collector didn't
collect information about the
storage size that your source
database uses. Make sure that
you collected the required
metrics and configured
credentials for data forwardin
g in your data collector. See
Configuring credentials for

data forwarding.

Impact

Blocker

Blocker

Blocker
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Limitation

Storage IOPS parameter is
undefined

Not Enough Data

Database edition is undefined

Unknown Error

Description

The DMS data collector

didn't collect the storage
IOPS metrics for your source
database uses. Make sure that
you collected the required
metrics and configured
credentials for data forwardin
g in your data collector.

The DMS data collector
didn't collect enough data to
generate a target recommend
ation. Make sure that you
configured credentials for
data forwarding in your data
collector. See Configuring
credentials for data forwardin

g.

The DMS data collector didn't
collect information about
your source database edition.
Make sure that you collected
the required metrics and
configured credentials for
data forwarding in your data
collector. See Configuring
credentials for data forwardin

g.

DMS Fleet Advisor can't
generate target recommend
ations for your source
database.

Impact

Blocker

Blocker

Blocker

Blocker
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Limitation

Database version is undefined

Increase the number of
database connections in RDS
settings

Description

The DMS Fleet Advisor
didn't collect information
about your source database
version. DMS Fleet Advisor
recommends that you use
the latest database version
for your source database. If
you choose this recommend
ation, then you must upgrade
your database version.
Review the generated target
recommendations for your
source database and make
sure that these recommend
ations meet your requireme
nts.

Your source database requires
certain number of connectio
ns. By default, the number

of available connections

for Amazon RDS database
instances is different. Make
sure that you change this
default value when you
create your RDS database
instance. To do so, update
the max_connections
parameter value in Parameter
Groups.

Impact

High

Medium
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Limitation

Target edition is compatible

Storage throughput
parameter is undefined

Database connection number
parameter is undefined

Description

The target recommendation
for your source database uses
a different database edition.
Your source database edition
supports the same features
as the recommended target
edition. However, choosing
this new database edition

might increase your expenses.

The DMS data collector
didn't collect the storage
throughput metrics for

your source database uses.
Review the generated target
recommendations for your
source database and make
sure that these recommend
ations meet your requireme
nts.

The DMS data collector didn't
collect information about the
number of connections that
your source database uses.
Review the generated target
recommendations for your
source database and make
sure that these recommend
ations meet your requireme
nts. Alternatively, request a
quota increase.

Impact

Medium

Medium

Medium
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Limitation

Database downgrade version

Target edition is different

Description Impact

Your source database runs Medium
on a higher version than the

Amazon RDS database. To

downgrade your database

version, make sure that you

don't use the features that

aren't implemented in lower

version. Alternatively, use

Amazon EC2 as a migration

target.

The target recommendation Medium
for your source database

uses a different database
edition. Your source database
edition is compatible with the
recommended target edition.
However, the recommend

ed target database edition
doesn't support some
features of your source
database edition. Choosing
this new database edition
might increase your expenses.
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Limitation

Upgrade from an unsupport
ed version

Description Impact

Your source database has Medium
reached the end of support

stage. To use the latest DB

engine version as a target,

upgrade your database before

the migration. Alternati

vely, use Amazon EC2 as a

migration target.

Depending on the database
engine, use one of the
following links for Learn
more:

Upgrading MySQL

Upgrade SQL Server

Upgrade OracleDB

Upgrade PostgreSQL

Troubleshooting for target recommendations

In the following list, you can find actions to take when you encounter issues with the DMS Fleet
Advisor Target Recommendations feature.

Topics

« | can't see price estimates for target recommendations

« | can't see resource utilization charts

« | can't see the metrics collection status

Troubleshooting
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I can't see price estimates for target recommendations

If you see the No data for the Estimated monthly cost for a recommendation with a status of
Success, then make sure that you granted your IAM user with permissions to access the AWS Price
List Service API. To do so, you must create the policy that includes the pricing:GetProducts
permission and add it to your IAM user as described in Create IAM resources.

DMS Fleet Advisor doesn't calculate the estimated monthly cost for recommendations with a status
of Failed.

| can't see resource utilization charts

If you see the Failed to load metrics message after you expand the Source utilization and
capacity section, then make sure that you granted your IAM user with permissions to view Amazon
CloudWatch dashboards. To do so, you must add the required policy to your IAM user as described
in Create IAM resources.

Alternatively, you can create a custom policy which includes the cloudwatch:GetDashboard,
cloudwatch:ListDashboards, cloudwatch:PutDashboard, and
cloudwatch:DeleteDashboards permissions. For more information, see Using Amazon
CloudWatch dashboards in the Amazon CloudWatch User Guide.

| can't see the metrics collection status

If you see the No data available for Metrics collection when you choose Generate
recommendations, then make sure that you collected data. For more information, see Collecting
data for AWS DMS Fleet Advisor.

If you have this issue after you collected data, then make sure that you granted your IAM user
with the cloudwatch:Get* permission to access Amazon CloudWatch. DMS Fleet Advisor uses
a service-linked role to publish the collected database performance metrics to CloudWatch on
your behalf. Make sure to create a service-linked role to use with DMS Fleet Advisor. For more
information, see Create IAM resources.

DMS Fleet Advisor limitations

Limitations when using the DMS Fleet Advisor include the following:

« DMS Fleet Advisor generates one-to-one recommendations. For each source database, DMS
Fleet Advisor determines a single target engine. DMS Fleet Advisor doesn't handle multitenant
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servers and doesn't provide recommendations for running several databases on a single target
DB instance.

« DMS Fleet Advisor doesn't provide recommendations about available database version upgrades.
« DMS Fleet Advisor generates recommendations for up to 100 databases at one time.

« If you install DMS data collector, which is a Windows application, make sure that you also
install .NET Framework 4.8 and PowerShell 6.0 and higher. For the hardware requirements, see
Installing a data collector.

« The DMS data collector requires permissions to run requests using LDAP protocol on your
domain server.

« The DMS data collector requires the sudo SSH script running in Linux.

» The DMS data collector requires permissions to run remote PowerShell, Windows Management
Instrumentation (WMI), WMI Query Language (WQL), and registry scripts in Windows.

« For MySQL and PostgreSQL, DMS Fleet Advisor can't collect performance metrics from your
database. Instead, DMS Fleet Advisor collects the OS server metrics. Therefore, you can't
generate recommendations based on utilization metrics for MySQL and PostgreSQL databases
that run on Amazon RDS and Aurora.
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Converting database schemas using DMS Schema
Conversion

DMS Schema Conversion in AWS Database Migration Service (AWS DMS) makes database
migrations between different types of databases more predictable. Use DMS Schema Conversion
to assess the complexity of your migration for your source data provider, and to convert database
schemas and code objects. You can then apply the converted code to your target database.

DMS Schema Conversion automatically converts your source database schemas and most of the
database code objects to a format compatible with the target database. This conversion includes
tables, views, stored procedures, functions, data types, synonyms, and so on. Any objects that DMS
Schema Conversion can't convert automatically are clearly marked. To complete the migration, you
can convert these objects manually.

At a high level, DMS Schema Conversion operates with the following three components: instance

profiles, data providers, and migration projects. An instance profile specifies network and security
settings. A data provider stores database connection credentials. A migration project contains data
providers, an instance profile, and migration rules. AWS DMS uses data providers and an instance
profile to design a process that converts database schemas and code objects.

For the list of supported source databases, see Sources for DMS Schema Conversion.

For the list of supported target databases, see Targets for DMS Schema Conversion.

The following diagram illustrates the DMS Schema Conversion process.

DMS Schema Conversion

Migration project .

. ®— g O C

Source database Data provider | Data provider Target database
I Schema conversion

Use the following topics to better understand how to use DMS Schema Conversion.
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Topics

Supported AWS Regions

Schema conversion features

Schema conversion limitations

Getting started with DMS Schema Conversion

Setting up a network for DMS Schema Conversion

Creating source data providers in DMS Schema Conversion

Creating target data providers in DMS Schema Conversion

Managing migration projects in DMS Schema Conversion

Creating database migration assessment reports with DMS Schema Conversion

Using DMS Schema Conversion

Using extension packs in DMS Schema Conversion

Supported AWS Regions

You can create a DMS Schema Conversion migration project in the following AWS Regions. In other

Regions, you can use the AWS Schema Conversion Tool. For more information about AWS SCT, see

the AWS Schema Conversion Tool User Guide.

Region Name Region

US East (N. Virginia) us-east-1

US East (Ohio) us-east-2

US West (Oregon) us-west-2

Asia Pacific (Tokyo) ap-northeast-1
Asia Pacific (Singapore) ap-southeast-1
Asia Pacific (Sydney) ap-southeast-2
Europe (Frankfurt) eu-central-1
Europe (Stockholm) eu-north-1

Supported AWS Regions
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Region Name Region

Europe (Ireland) eu-west-1

Schema conversion features

DMS Schema Conversion provides the following features:

« DMS Schema Conversion automatically manages the AWS Cloud resources that are required for
your database migration project. These resources include instance profiles, data providers, and
AWS Secrets Manager secrets. They also include AWS Identity and Access Management (IAM)
roles, Amazon S3 buckets, and migration projects.

» You can use DMS Schema Conversion to connect to your source database, read the metadata,
and create database migration assessment reports. You can then save the report to an Amazon
S3 bucket. With these reports, you get a summary of your schema conversion tasks and the
details for items that DMS Schema Conversion can't automatically convert to your target
database. Database migration assessment reports help evaluate how much of your migration
project DMS Schema Conversion can automate. Also, these reports help estimate the amount of
manual effort that is required to complete the conversion. For more information, see Creating
database migration assessment reports with DMS Schema Conversion.

» After you connect to your source and target data providers, DMS Schema Conversion can convert
your existing source database schemas to the target database engine. You can choose any
schema item from your source database to convert. After you convert your database code in DMS
Schema Conversion, you can review your source code and the converted code. Also, you can save
the converted SQL code to an Amazon S3 bucket.

» Before you convert your source database schemas, you can set up transformation rules. You can
use transformation rules to change the data type of columns, move objects from one schema
to another, and change the names of objects. You can apply transformation rules to databases,
schemas, tables, and columns. For more information, see Setting up transformation rules.

» You can change conversion settings to improve the performance of the converted code. These
settings are specific for each conversion pair and depend on the features of the source database
that you use in your code. For more information, see Specifying schema conversion settings.

 In some cases, DMS Schema Conversion can't convert source database features to equivalent
Amazon RDS features. For these cases, DMS Schema Conversion creates an extension pack in
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your target database to emulate the features that weren't converted. For more information, see
Using extension packs.

» You can apply the converted code and the extension pack schema to your target database. For
more information, see Applying your converted code.

o DMS Schema Conversion supports all of the features in the latest AWS SCT release. For more
information, see The latest release notes for AWS SCT .

» You can edit converted SQL code before DMS migrates it to the target database. For more
information, see Editing and saving your converted SQL code .

Schema conversion limitations

DMS Schema Conversion is a web-version of the AWS Schema Conversion Tool (AWS SCT). DMS
Schema Conversion supports less database platforms and provides more limited functionality
compared to the AWS SCT desktop application. To convert data warehouse schemas, big data
frameworks, application SQL code, and ETL processes, use AWS SCT. For more information about
AWS SCT, see the AWS Schema Conversion Tool User Guide.

The following limitations apply when you use DMS Schema Conversion for database schema
conversion:

« You can't save a migration project and use it in an offline mode.

» You can't edit SQL code for the source in a migration project for DMS Schema Conversion. To
edit the SQL code of your source database, use your regular SQL editor. Choose Refresh from
database to add the updated code in your migration project.

« Migration rules in DMS Schema Conversion don't support changing column collation. Also, you
can't use migration rules to move objects to a new schema.

» You can't apply filters to your source and target database trees to display only those database
objects that meet the filter clause.

« DMS Schema Conversion extension pack doesn't include AWS Lambda functions that emulate
email sending, job scheduling, and other features in your converted code.

o DMS Schema Conversion doesn't use customer-managed KMS keys for access to any customer
AWS resources. For example, DMS Schema Conversion doesn't support using a customer-
managed KMS key to access customer data in Amazon S3.
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Getting started with DMS Schema Conversion

To get started with DMS Schema Conversion, use the following tutorial. In it, you can learn to set
up DMS Schema Conversion, create a migration project, and connect to your data providers. Then,
you can learn to assess the complexity of your migration, and convert your source database to a
format compatible with your target database. In addition, you can learn to apply the converted
code to your target database.

The following tutorial covers the prerequisite tasks and demonstrates the conversion of an Amazon
RDS for SQL Server database to Amazon RDS for MySQL. You can use any of the supported source
and target data providers. For more information, see Source data providers for DMS Schema
Conversion.

For more information about DMS Schema Conversion, read the step-by-step migration
walkthoughs for Oracle to PostgreSQL and SQL Server to MySQL migrations.

This video introduces the DMS Schema Conversion user interface and helps you get familiar with
the core components of this service.

Topics

» Prerequisites for working with DMS Schema Conversion

» Step 1: Create an instance profile

» Step 2: Configure your data providers

» Step 3: Create a migration project

» Step 4: Create an assessment report

» Step 5: Convert your source code

» Step 6: Apply the converted code

o Step 7: Clean up and troubleshoot

Prerequisites for working with DMS Schema Conversion

To set up DMS Schema Conversion, complete the following tasks. Then you can set up an instance
profile, add data providers, and create a migration project.

Topics

¢ Create a VPC based on Amazon VPC
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« Create an Amazon S3 bucket

» Store database credentials in AWS Secrets Manager

¢ Create IAM roles

Create a VPC based on Amazon VPC

In this step, you create a virtual private cloud (VPC) in your AWS account. This VPC is based on the
Amazon Virtual Private Cloud (Amazon VPC) service and contains your AWS resources.

To create a VPC for DMS Schema Conversion

1. Sign in to the AWS Management Console and open the Amazon VPC console at https://
console.aws.amazon.com/vpc/.

2. Choose Create VPC.

3. Onthe Create VPC page, enter the following settings:

« Resources to create — VPC and more

« Name tag auto-generation — Choose Auto-generate and enter a globally unique name. For
example, enter sc-vpc.

« IPv4 CIDR block-10.0.1.0/24
« NAT gateways - In 1 AZ
« VPC endpoints — None
4. Keep the rest of the settings as they are, and then choose Create VPC.

Choose Subnets, and take a note of your public and private subnet IDs.
To connect to your Amazon RDS databases, create a subnet group that includes public subnets.

To connect to your on-premises databases, create a subnet group that includes private
subnets. For more information, see Step 1: Create an instance profile.

6. Choose NAT gateways. Choose your NAT gateway and take a note of your Elastic IP address.

Configure your network to make sure that AWS DMS can access your source on-premises
database from this NAT gateway's public IP address. For more information, see Using an
internet connection to a VPC.

Use this VPC when you create your instance profile and target databases on Amazon RDS.
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Create an Amazon S3 bucket

To store information from your migration project, create an Amazon S3 bucket. DMS Schema
Conversion uses this Amazon S3 bucket to save items such as assessment reports, converted SQL
code, information about database schema objects, and so on.

To create an Amazon S3 bucket for DMS Schema Conversion

1. Signin to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

2. Choose Create bucket.

3. On the Create bucket page, select a globally unique name for your S3 bucket. For example,
enter sc-s3-bucket.

4. For AWS Region, choose your Region.
5. For Bucket Versioning, choose Enable.

6. Keep the rest of the settings as they are, and then choose Create bucket.

Store database credentials in AWS Secrets Manager

Store your source and target database credentials in AWS Secrets Manager. Make sure that you
replicate these secrets to your AWS Region. DMS Schema Conversion uses these secrets to connect
to your databases in the migration project.

To store your database credentials in AWS Secrets Manager

1. Sign in to the AWS Management Console and open the AWS Secrets Manager console at
https://console.aws.amazon.com/secretsmanager/.

2. Choose Store a new secret.

3. The Choose secret type page opens. For Secret type, choose the type of database credentials
to store:

» Credentials for Amazon RDS database — Choose this option to store credentials for your
Amazon RDS database. For Credentials, enter the credentials for your database. For
Database, choose your database.

» Credentials for other database — Choose this option to store credentials for your source
Oracle or SQL Server databases. For Credentials, enter the credentials for your database.
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« Other type of secret — Choose this option to store only the user name and password to
connect to your database. Choose Add row to add two key-value pairs. Make sure that you
use username and passwoxrd for key names. For values related to these keys, enter the
credentials for your database.

4. For Encryption key, choose the AWS KMS key that Secrets Manager uses to encrypt the secret
value. Choose Next.

5. On the Configure secret page, enter a descriptive Secret name. For example, enter sc-
source-secret or sc-target-secret.

6. Choose Replicate secret and then for AWS Region choose your Region. Choose Next.
7. On the Configure rotation page, choose Next.

8. On the Review page, review your secret details, and then choose Store.

To store credentials for your source and target databases, repeat these steps.
Create IAM roles

Create AWS Identity and Access Management (IAM) roles to use in your migration project.
DMS Schema Conversion uses these IAM roles to access your Amazon S3 bucket and database
credentials stored in AWS Secrets Manager.

To create an IAM role that provides access to your Amazon S3 bucket

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Roles.

Choose Create role.

On the Select trusted entity page, choose AWS service. Choose DMS.
Choose Next. The Add permissions page opens.

For Filter policies, enter S3. Choose AmazonS3FullAccess.

Choose Next. The Name, review, and create page opens.

© N o u M W DN

For Role name, enter a descriptive name. For example, enter sc-s3-role. Choose Create
role.

9. On the Roles page, enter sc-s3-role for Role name. Choose sc-s3-role.

10. On the sc-s3-role page, choose the Trust relationships tab. Choose Edit trust policy.
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11.

12.

On the Edit trust policy page, edit the trust relationships for the role to use the schema-
conversion.dms.amazonaws.com service principal as the trusted entity.

Choose Update trust policy.

To create an IAM role that provides access to AWS Secrets Manager

1.

© N O U kA W N

10.

11.

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Roles.

Choose Create role.

On the Select trusted entity page, choose AWS service. Choose DMS.
Choose Next. The Add permissions page opens.

For Filter policies, enter Secret. Choose SecretsManagerReadWrite.
Choose Next. The Name, review, and create page opens.

For Role name, enter a descriptive name. For example, enter sc-secrets-manager-role.
Choose Create role.

On the Roles page, enter sc-secrets-manager-role for Role name. Choose sc-secrets-
manager-role.

On the sc-secrets-manager-role page, choose the Trust relationships tab. Choose Edit trust
policy.

On the Edit trust policy page, edit the trust relationships for the role to use schema-
conversion.dms.amazonaws.com and your AWS DMS regional service principal as the
trusted entities. This AWS DMS regional service principal has the following format.

dms. region-name.amazonaws.com

Replace region-name the name of your Region, such as us-east-1.

The following code example shows the principal for the us-east-1 Region.

dms.us-east-1.amazonaws.com

The following code example shows a trust policy for accessing AWS DMS schema conversion.
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {
"Service": "dms.us-east-1.amazonaws.com"

}I

"Action": "sts:AssumeRole"

"Effect": "Allow",
"Principal": {
"Service": "schema-conversion.dms.amazonaws.com"

iy

"Action": "sts:AssumeRole"

12. Choose Update trust policy.

Step 1: Create an instance profile

Before you create an instance profile, configure a subnet group for your instance profile. For more

information about creating a subnet group for your AWS DMS migration project, see Creating a

subnet group.

You can create an instance profile as described in the following procedure. In this instance profile,
you specify network and security settings for your DMS Schema Conversion project.

To create an instance profile

1.

Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

In the navigation pane, choose Instance profiles, and then choose Create instance profile.
For Name, enter a unique name for your instance profile. For example, enter sc-instance.

For Network type, choose IPv4 to create an instance profile that supports only IPv4
addressing. To create an instance profile that supports IPv4 and IPv6 addressing, choose Dual-
stack mode.

For Virtual private cloud (VPC), choose the VPC that you created in the prerequisites step.
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6. For Subnet group, choose the subnet group for your instance profile. To connect to Amazon
RDS databases, use a subnet group that includes public subnets. To connect to on-premises
databases, use a subnet group that includes private subnets.

7. Choose Create instance profile.

To create a migration project, use this instance profile.

Step 2: Configure your data providers

Next, you create data providers that describe your source and target databases. For each data
provider, you specify a data store type and location information. You don't store your database
credentials in a data provider.

To create a data provider for a source on-premises database

1. Sign in to the AWS Management Console, and open the AWS DMS console.

2. Inthe navigation pane, choose Data providers, and then choose Create data provider.

3. For Name, enter a unique name for your source data provider. For example, enter sc-source.

4. For Engine type, choose the type of database engine for your data provider.

5. Provide your connection information for the source database. The connection parameters
depend on your source database engine. For more information, see Creating data providers.

6. For Secure Socket Layer (SSL) mode, choose the type of SSL enforcement.

7. Choose Create data provider.

To create a data provider for a target Amazon RDS database

1. Sign in to the AWS Management Console and open the AWS DMS console.

2. In the navigation pane, choose Data providers, and then choose Create data provider.

3. For Configuration, choose RDS database instance.

4. For Database from RDS, choose Browse, and choose your database. DMS Schema Conversion
automatically retrieves the information about the engine type, server name, and port.

5. For Name, enter a unique name for your target data provider. For example, enter sc-target.

6. For Database name, enter the name of your database.

7. For Secure Socket Layer (SSL) mode, choose the type of SSL enforcement.
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8. Choose Create data provider.

Step 3: Create a migration project

Now you can create a migration project. In the migration project, you specify your source and
target data providers, and your instance profile.

To create a migration project

—

Choose Migration projects, and then choose Create migration project.

For Name, enter a unique name for your migration project. For example, enter sc-project.
For Instance profile, choose sc-instance.

For Source, choose Browse, and then choose sc-sourxce.

For Secret ID, choose sc-source-secret.

For IAM role, choose sc-secrets-manager-role.

For Target, choose Browse, and then choose sc-target.

For Secret ID, choose sc-target-secret.

© 0 N o U A~ W N

For 1AM role, choose schema-conversion-role.

10. Choose Create migration project.

Step 4: Create an assessment report

To assess the complexity of the migration, create the database migration assessment report.
This report includes the list of all database objects that DMS Schema Conversion can't convert
automatically.

To create an assessment report

1. Choose Migration projects, and then choose sc-project.
2. Choose Schema conversion, and then choose Launch schema conversion.

3. Inthe source database pane, choose the database schema to assess. Also, select the check box
for the name of this schema.

4. In the source database pane, choose Assess in the Actions menu. The Assess dialog box
appears.
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5. Choose Assess in the dialog box to confirm your choice.

The Summary tab shows the number of items that DMS Schema Conversion can automatically
convert for database storage objects and database code objects.

6. Choose Action items to see the list of all database objects that DMS Schema Conversion can't
convert automatically. Review the recommended actions for each item.

7. To save a copy of your assessment report, choose Export results. Next, choose one of the
following formats: CSV or PDF. The Export dialog box appears.

8. Choose Export to confirm your choice.
9. Choose S3 bucket. The Amazon S3 console opens.

10. Choose Download to save your assessment report.

Step 5: Convert your source code

You can convert your source database schema using the following procedure. Then you can save
the converted code as SQL scripts in a text file.

To convert your database schema

1. In the source database pane, choose the database schema to convert. Also, select the check
box for the name of this schema.

2. In the source database pane, choose Convert in the Actions menu. The Convert dialog box
appears.

3. Choose Convert in the dialog box to confirm your choice.

4. Choose a database object in the source database pane. DMS Schema Conversion displays the
source code and the converted code for this object. You can edit the converted SQL code for a
database object using the Edit SQL feature. For more information, see Editing and saving your

converted SQL code.

5. In the target database pane, choose the converted database schema. Also, select the check box
for the name of this schema.

For Actions, choose Save as SQL. The Save dialog box appears.
Choose Save as SQL to confirm your choice.

Choose S3 bucket. The Amazon S3 console opens.

o o N o

Choose Download to save your SQL scripts.
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Step 6: Apply the converted code

DMS Schema Conversion doesn't immediately apply the converted code to your target database.
To update your target database, you can use the SQL scripts that you created in the previous
step. Alternatively, use the following procedure to apply the converted code from DMS Schema
Conversion.

To apply the converted code

1. Inthe target database pane, choose the converted database schema. Also, select the check box
for the name of this schema.

2. For Actions, choose Apply changes. The Apply changes dialog box appears.

3. Choose Apply to confirm your choice.

Step 7: Clean up and troubleshoot
You can use Amazon CloudWatch to review or share your DMS Schema Conversion logs.
To review DMS Schema Conversion logs

1. Sign in to the AWS Management Console and open the CloudWatch console at https://
console.aws.amazon.com/cloudwatch/.

2. Choose Logs, Log groups.

The name of your DMS Schema Conversion log group starts with dms-tasks-sct. You can
sort the log groups by Creation time to find DMS Schema Conversion log group.

Also, the name of your log group includes the Amazon Resource Name (ARN) of your migration
project. You can see the ARN of your project on the Migration projects page in DMS Schema
Conversion. Make sure that you choose ARN in Preferences.

Choose the name of your log group, and then choose the name of your log stream.

4. For Actions, choose Export results to save your DMS Schema Conversion log.

After you've finished your schema conversion in DMS Schema Conversion, clean up your resources.
To clean up your DMS Schema Conversion resources

1. Sign in to the AWS Management Console and open the AWS DMS console.

Step 6: Apply the converted code 134


https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/

AWS Database Migration Service User Guide

2. Inthe navigation pane, choose Migration projects.

a. Choose sc-project.
b. Choose Schema conversion, and then choose Close schema conversion.
¢. Choose Delete and confirm your choice.

3. Inthe navigation pane, choose Instance profiles.

a. Choose sc-instance.
b. Choose Delete and confirm your choice.

4. Inthe navigation pane, choose Data providers.

a. Select sc-source and sc-target.

b. Choose Delete and confirm your choice.

Also, make sure that you clean up other AWS resources that you created, such as your Amazon S3
bucket, database secrets in AWS Secrets Manager, IAM roles, and virtual private cloud (VPC).

Setting up a network for DMS Schema Conversion

DMS Schema Conversion creates a schema conversion instance in a virtual private cloud (VPC)
based on the Amazon VPC service. When you create your instance profile, you specify the VPC to
use. You can use your default VPC for your account and AWS Region, or you can create a new VPC.

You can use different network configurations to set up interaction for your source and target
databases with DMS Schema Conversion. These configurations depend on the location of your
source data provider and your network settings. The following topics provide descriptions of
common network configurations.

Topics

Using a single VPC for source and target data providers

Using multiple VPCs for source and target data providers

Using AWS Direct Connect or a VPN to configure a network to a VPC

Using an internet connection to a VPC

Using an environment without an Internet gateway
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Using a single VPC for source and target data providers

The simplest network configuration for DMS Schema Conversion is a single VPC configuration.
Here, your source data provider, instance profile, and the target data provider are all located in
the same VPC. You can use this configuration to convert your source database on an Amazon EC2
instance.

To use this configuration, make sure that the VPC security group used by the instance profile
has access to the data providers. For example, you can allow either a VPC Classless Inter-Domain
Routing (CIDR) range or the Elastic IP address for your Network Address Translation (NAT) gateway.

Using multiple VPCs for source and target data providers

If your source and target data providers are in different VPCs, you can create your instance profile
in one of the VPCs. You can then link these two VPCs by using VPC peering. You can use this
configuration to convert your source database on an Amazon EC2 instance.

A VPC peering connection is a networking connection between two VPCs that activates routing
using the private IP address of each VPC\ as if they were in the same network. You can create a
VPC peering connection between your own VPCs, with a VPC in another AWS account, or with a
VPC in a different AWS Region. For more information about VPC peering, see VPC peering in the
Amazon VPC User Guide.

To implement VPC peering, follow the instructions in Work with VPC peering connections in the
Amazon VPC User Guide. Make sure that the route table of one VPC contains the CIDR block of
the other. For example, suppose that VPC A is using destination 10.0.0.0/16 and VPC B is using
destination 172.31.0.0. In this case, the route table of VPC A should contain 172.31.0.0, and the
route table of VPC B must contain 10.0.0.0/16. For more detailed information, see Update your
route tables for VPC peering connection in the Amazon VPC Peering Guide.

Using AWS Direct Connect or a VPN to configure a network to a VPC

Remote networks can connect to a VPC using several options, such as AWS Direct Connect or a
software or hardware VPN connection. You can use these options to integrate existing on-site
services by extending an internal network into the AWS Cloud. You might integrate on-site services
such as monitoring, authentication, security, data, or other systems. By using this type of network
extension, you can seamlessly connect on-site services to resources hosted by AWS, such as a VPC.
You can use this configuration to convert your source on-premises database.
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In this configuration, the VPC security group must include a routing rule that sends traffic destined
for a VPC CIDR range or specific IP address to a host. This host must be able to bridge traffic from
the VPC into the on-premises VPN. In this case, the NAT host includes its own security group
settings. These settings must allow traffic from your VPC CIDR range or security group into the NAT
instance. For more information, see Create a Site-to-Site VPN connection in the AWS Site-to-Site
VPN User Guide.

Using an internet connection to a VPC

If you don't use a VPN or AWS Direct Connect to connect to AWS resources, you can use an internet
connection. This configuration involves a private subnet in a VPC with an internet gateway. The
gateway contains the target data provider and the instance profile. You can use this configuration
to convert your source on-premises database.

To add an internet gateway to your VPC, see Attaching an internet gateway in the Amazon VPC
User Guide.

The VPC route table must include routing rules that send traffic not destined for the VPC by default
to the internet gateway. In this configuration, the connection to the data provider appears to come
from the public IP address of your NAT gateway. For more information, see VPC Route Tables in the
Amazon VPC User Guide.

Using an environment without an Internet gateway

To create an environment for schema conversion without using an Internet gateway, do the
following.

1. Follow steps 1-3 in the Getting started tutorial, with the following changes:

» Choose private subnets instead of public ones.

» During instance creation, for Assign public IP, choose No.
2. Open the Amazon VPC Console.

Choose Endpoints, then choose Create endpoint.

4. In the Create endpoint page, do the following:

» For Service category, choose AWS Services.
 In the Services list, choose com.amazonaws.{region}.secretsmanager

 In the VPC section, choose the VPC you created.
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» Choose the subnets for your VPC.
» Choose the security group for your VPC.
« For Policy, leave Full access selected.

5. Finish the rest of the Getting started tutorial.

Creating source data providers in DMS Schema Conversion

You can use a Microsoft SQL Server, Oracle, or PostgreSQL database as a source data provider in
migration projects for DMS Schema Conversion. Your source data provider can be a self-managed
engine running on-premises or on an Amazon EC2 instance.

Make sure that you configure the network to permit interaction between your source data provider
and DMS Schema Conversion. For more information, see Setting up a network for DMS Schema

Conversion.

Topics

» Using a Microsoft SQL Server database as a source in DMS Schema Conversion

« Using an Oracle database as a source in DMS Schema Conversion

» Using an Oracle Data Warehouse database as a source in DMS Schema Conversion

» Using a PostgreSQL database as a source in DMS Schema Conversion

» Using a MySQL database as a source in DMS Schema Conversion

Using a Microsoft SQL Server database as a source in DMS Schema
Conversion

You can use SQL Server databases as a migration source in DMS Schema Conversion.

You can use DMS Schema Conversion to convert database code objects from SQL Server to the
following targets:

Aurora MySQL

Aurora PostgreSQL
RDS for MySQL
RDS for PostgreSQL
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For information about the supported SQL Server database versions, see Source data providers for
DMS Schema Conversion.

For more information about using DMS Schema Conversion with a source SQL Server database, see
the SQL Server to MySQL migration step-by-step walkthrough.

Privileges for Microsoft SQL Server as a source

View the following list of privileges required for Microsoft SQL Server as a source:

« VIEW DEFINITION
« VIEW DATABASE STATE

The VIEW DEFINITION privilege enables users that have public access to see object definitions.
DMS Schema Conversion uses the VIEW DATABASE STATE privilege to check the features of the
SQL Server Enterprise edition.

Repeat the grant for each database whose schema you are converting.

In addition, grant the following privileges on the master database:

« VIEW SERVER STATE
« VIEW ANY DEFINITION

DMS Schema Conversion uses the VIEW SERVER STATE privilege to collect server settings and
configuration. Make sure that you grant the VIEW ANY DEFINITION privilege to view data
providers.

To read information about Microsoft Analysis Services, run the following command on the master
database.

EXEC master..sp_addsrvrolemember @loginame = N'<user _name>', @rolename = N'sysadmin'

In the preceding example, replace the <user_name> placeholder with the name of the user who
you previously granted with the required privileges.

To read information about SQL Server Agent, add your user to the SQLAgentUser role. Run the
following command on the msdb database.
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EXEC sp_addrolemember <SQLAgentRole>, <user_name>;

In the preceding example, replace the <SQLAgentRole> placeholder with the name of the SQL
Server Agent role. Then replace the <user_name> placeholder with the name of the user who you
previously granted with the required privileges. For more information, see Adding a user to the
SQLAgentUser role in the Amazon RDS User Guide.

To detect log shipping, grant the SELECT on dbo.log_shipping_primary_databases
privilege on the msdb database.

To use the notification approach of the data definition language (DDL) replication, grant the
RECEIVE ON <schema_name>.<queue_name> privilege on your source databases. In this
example, replace the <schema_name> placeholder with the schema name of your database. Then,
replace the <queue_name> placeholder with the name of a queue table.

Using an Oracle database as a source in DMS Schema Conversion

You can use Oracle databases as a migration source in DMS Schema Conversion.

To connect to your Oracle database, use the Oracle System ID (SID). To find the Oracle SID, submit
the following query to your Oracle database:

SELECT sys_context('userenv', 'instance_name') AS SID FROM dual;

You can use DMS Schema Conversion to convert database code objects from Oracle Database to
the following targets:

» Aurora MySQL
» Aurora PostgreSQL

« RDS for MySQL
» RDS for PostgreSQL

For information about the supported Oracle database versions, see Source data providers for DMS
Schema Conversion.

For more information about using DMS Schema Conversion with a source Oracle database, see the
Oracle to PostgreSQL migration step-by-step walkthrough.
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Privileges for Oracle as a source

The following privileges are required for Oracle as a source:

CONNECT
SELECT_CATALOG_ROLE
SELECT ANY DICTIONARY
SELECT ON SYS.ARGUMENT$

Using an Oracle Data Warehouse database as a source in DMS Schema
Conversion

You can use Oracle Data Warehouse databases as a migration source in DMS Schema Conversion to
convert database code objects and application code to Amazon Redshift.

For information about supported Oracle database versions, see Source data providers for DMS

Schema Conversion. For more information about using DMS Schema Conversion with a source

Oracle database, see the Oracle to PostgreSQL migration step-by-step walkthrough.

Privileges for using an Oracle Data Warehouse database as a source

The following privileges are required for Oracle Data Warehouse as a source:

« CONNECT
o SELECT_CATALOG_ROLE
o SELECT ANY DICTIONARY

Oracle Data Warehouse to Amazon Redshift conversion settings

For information about editing DMS Schema Conversion settings, see Specifying schema conversion

settings for migration projects.

Oracle Data Warehouse to Amazon Redshift conversion settings include the following:

« Add comments in the converted code for the action items of selected severity and higher:
This setting limits the number of comments with action items in the converted code. DMS adds
comments in the converted code for action items of the selected severity and higher.
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For example, to minimize the number of comments in your converted code, choose Errors only.
To include comments for all action items in your converted code, choose All messages.

o The maximum number of tables for the target Amazon Redshift cluster: This setting sets
the maximum number of tables that DMS can apply to your target Amazon Redshift cluster.
Amazon Redshift has quotas that limit the use tables for different cluster node types. This
setting supports the following values:

o Auto: DMS determines the number of tables to apply to your target Amazon Redshift cluster
depending on the node type.

» Set a value: Set the number of tables manually.

DMS converts all your source tables, even if the number of tables is more than your Amazon
Redshift cluster can store. DMS stores the converted code in your project and doesn't apply it
to the target database. If you reach the Amazon Redshift cluster quota for the tables when you
apply the converted code, DMS displays a warning message. Also, DMS applies tables to your
target Amazon Redshift cluster until the number of tables reaches the limit.

For information about Amazon Redshift table quotas, see Quotas and limits in Amazon Redshift.

« Use the UNION ALL view: This setting lets you set the maximum number of target tables that
DMS can create for a single source table.

Amazon Redshift doesn't support table partitioning. To emulate table partitioning and make
queries run faster, DMS can migrate each partition of your source table to a separate table in
Amazon Redshift. Then, DMS creates a view that includes data from all of the target tables it
creates.

DMS automatically determines the number of partitions in your source table. Depending on the
type of source table partitioning, this number can exceed the quota for the tables that you can
apply to your Amazon Redshift cluster. To avoid reaching this quota, enter the maximum number
of target tables that DMS can create for partitions of a single source table. The default option

is 368 tables, which represents a partition for 366 days of a year, plus two tables for NO RANGE
and UNKNOWN partitions.

» Datetype format elements that you use in the Oracle code are similar to datetime format
strings in Amazon Redshift: Use this setting to convert data type formatting functions such
as TO_CHAR, TO_DATE, and TO_NUMBER with datetime format elements that Amazon Redshift
doesn't support. By default, DMS uses extension pack functions to emulate these unsupported
format elements in the converted code.
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The datetime format model in Oracle includes more elements than the datetime format strings
in Amazon Redshift. When your source code includes only datetime format elements that
Amazon Redshift supports, set this value to avoid extension pack functions in the converted
code. Avoiding the extension functions makes the converted code run faster.

o Numeric format elements that you use in the Oracle code are similar to numeric format
strings in Amazon Redshift: Use this setting to convert numeric data type formatting functions
that Amazon Redshift doesn't support. By default, DMS uses extension pack functions to emulate
these unsupported format elements in the converted code.

The numeric format model in Oracle includes more elements than the numeric format strings in
Amazon Redshift. When your source code includes only numeric format elements that Amazon
Redshift supports, set this value to avoid extension pack functions in the converted code.
Avoiding the extension functions makes the converted code run faster.

« Use the NVL function to emulate the behavior of Oracle LEAD and LAG functions: If your
source code doesn't use the default values for offset in the LEAD and LAG functions, DMS can
emulate these functions with the NVL function. By default, DMS raises an action item for each
use of the LEAD and LAG functions. Emulating these functions using NVL makes the converted
code run faster.

o Emulate the behavior of primary and unique keys: Set this setting to cause DMS to emulate the
behavior of primary and unique key constraints on the target Amazon Redshift cluster. Amazon
Redshift doesn't enforce primary and unique key constraints, and uses them for informational
purposes only. If your source code uses primary or unique key constraints, set this setting to
ensure that DMS emulates their behavior.

« Use compression encoding: Set this setting to apply compression encoding to Amazon Redshift
table columns. DMS assigns compression encoding automatically using the default Redshift
algorithm. For information about compression encoding, see Compression encodings in the
Amazon Redshift Database Developer Guide.

Amazon Redshift doesn't apply compression by default to columns that are defined as sort and
distribution keys. To apply compression to these columns, set Use compression encoding for
KEY columns. You can only select this option when you set Use compression encoding.

Using a PostgreSQL database as a source in DMS Schema Conversion

You can use PostgreSQL databases as a migration source in DMS Schema Conversion.
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You can use DMS Schema Conversion to convert database code objects from PostgreSQL database
to the following targets:

« MySQL
e Aurora MySQL

The privileges required for PostgreSQL as a source are as follows:

CONNECT ON DATABASE <database_name>

USAGE ON SCHEMA <database_name>

SELECT ON ALL TABLES IN SCHEMA <database_name>
SELECT ON ALL SEQUENCES IN SCHEMA <database_name>

Using a MySQL database as a source in DMS Schema Conversion

You can use MySQL databases as a migration source in DMS Schema Conversion.

You can use DMS Schema Conversion to convert database code objects from MySQL Database to
the following targets:

» PostgreSQL
» Aurora PostgreSQL

The privileges required for MySQL as a source are as follows:

o SELECT ON *.*
e« SHOW VIEW ON *.*

MySQL to PostgreSQL conversion settings

For information about editing DMS Schema Conversion settings, see Specifying schema conversion

settings for migration projects.

MySQL to PostgreSQL conversion settings include the following:

« Comments in converted SQL code: Set this setting to add comments in the converted code for
the action items of the selected severity and higher.
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Valid values:
« Errors only
« Errors and warnings

« All messages

Creating target data providers in DMS Schema Conversion

You can use MySQL and PostgreSQL databases as a target data provider in migration projects for
DMS Schema Conversion. Your target data provider can be an Amazon EC2, an Amazon RDS, or an
Amazon Aurora instance.

Topics

» Using a MySQL database as a target in DMS Schema Conversion

» Using a PostgreSQL database as a target in DMS Schema Conversion

« Using an Amazon Redshift cluster as a target in DMS Schema Conversion

Using a MySQL database as a target in DMS Schema Conversion

You can use MySQL databases as a migration target in DMS Schema Conversion.

For information about supported target databases, see Target data providers for DMS Schema

Conversion.
Privileges for MySQL as a target

The following privileges are required for MySQL as a target:

« CREATE ON *.*

e ALTER ON *.*

« DROP ON *.*

« INDEX ON *.*

« REFERENCES ON *.*
o« SELECT ON *.*
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« CREATE VIEW ON *.*

e« SHOW VIEW ON *.*

e TRIGGER ON *.*

o« CREATE ROUTINE ON *.*

e ALTER ROUTINE ON *.*

« EXECUTE ON *.*

« CREATE TEMPORARY TABLES ON *.*

o AWS_LAMBDA_ACCESS

« INSERT, UPDATE ON AWS_ORACLE_EXT.*

« INSERT, UPDATE, DELETE ON AWS_ORACLE_EXT_DATA.*

« INSERT, UPDATE ON AWS_SQLSERVER_EXT.*

« INSERT, UPDATE, DELETE ON AWS_SQLSERVER_EXT_DATA.*
« CREATE TEMPORARY TABLES ON AWS_SQLSERVER_EXT_DATA.*

You can use the following code example to create a database user and grant the privileges.

CREATE USER 'user_name' IDENTIFIED BY 'your_password';

GRANT CREATE ON *.* TO 'user_name';

GRANT ALTER ON *.* TO 'user_name';

GRANT DROP ON *.* TO 'user_name';

GRANT INDEX ON *.* TO 'user_name';

GRANT REFERENCES ON *.* TO 'user_name';

GRANT SELECT ON *.* TO 'user_name';

GRANT CREATE VIEW ON *.* TO 'user_name';

GRANT SHOW VIEW ON *.* TO 'user_name';

GRANT TRIGGER ON *.* TO 'user_name';

GRANT CREATE ROUTINE ON *.* TO 'user_name';

GRANT ALTER ROUTINE ON *.* TO 'user_name';

GRANT EXECUTE ON *.* TO 'user_name';

GRANT CREATE TEMPORARY TABLES ON *.* TO 'user_name';

GRANT AWS_LAMBDA_ACCESS TO 'user_name';

GRANT INSERT, UPDATE ON AWS_ORACLE_EXT.* TO 'user_name';

GRANT INSERT, UPDATE, DELETE ON AWS_ORACLE_EXT_DATA.* TO 'user_name';
GRANT INSERT, UPDATE ON AWS_SQLSERVER_EXT.* TO 'user_name';

GRANT INSERT, UPDATE, DELETE ON AWS_SQLSERVER_EXT_DATA.* TO 'user_name';
GRANT CREATE TEMPORARY TABLES ON AWS_SQLSERVER_EXT_DATA.* TO 'user_name';
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In the preceding example, replace user_name with the name of your user. Then, replace
your_password with a secure password.

To use Amazon RDS for MySQL or Aurora MySQL as a target, set the lower_case_table_names
parameter to 1. This value means that the MySQL server handles identifiers of such object names
as tables, indexes, triggers, and databases as case insensitive. If you have turned on binary logging
in your target instance, then set the 1log_bin_trust_function_creators parameterto 1. In
this case, you don't need to use the DETERMINISTIC, READS SQL DATA or NO SQL characteristics
to create stored functions. To configure these parameters, create a new DB parameter group or
modify an existing DB parameter group.

Using a PostgreSQL database as a target in DMS Schema Conversion

You can use PostgreSQL databases as a migration target in DMS Schema Conversion.

For information about supported target databases, see Target data providers for DMS Schema

Conversion.
Privileges for PostgreSQL as a target

To use PostgreSQL as a target, DMS Schema Conversion requires the CREATE ON DATABASE
privilege. Create a user and grant this user with this privilege for each database that you want to
use in migration project for DMS Schema Conversion.

To use Amazon RDS for PostgreSQL as a target, DMS Schema Conversion requires the
rds_superuser role.

To use the converted public synonyms, change the database default search path using the
following command.

ALTER DATABASE <db_name> SET SEARCH_PATH = "$user", public_synonyms, public;

In this example, replace the <db_name> placeholder with the name of your database.

In PostgreSQL, only the schema owner or a superuser can drop a schema. The owner can drop
a schema and all objects that this schema includes, even if the owner of the schema doesn't own
some of its objects.

When you use different users to convert and apply different schemas to your target database, you
may encounter an error message when DMS Schema Conversion can't drop a schema. To avoid this
error message, use the superuser role.
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Using an Amazon Redshift cluster as a target in DMS Schema
Conversion

You can use Amazon Redshift databases as a migration target in DMS Schema Conversion. For
information about supported target databases, see Target data providers for DMS Schema

Conversion.
Privileges for Amazon Redshift as a target

Using Amazon Redshift as a target for DMS Schema Conversion requires the following privileges:

« CREATE ON DATABASE: Allows DMS to create new schemas in the database.
o CREATE ON SCHEMA: Allows DMS to create objects in the database schema.

« GRANT USAGE ON LANGUAGE: Allows DMS to create new functions and procedures in the
database.

o GRANT SELECT ON ALL TABLES IN SCHEMA pg_catalog: Provides the user system information
about the Amazon Redshift cluster.

o GRANT SELECT ON pg_class_info: Provides the user information about the table distribution
style.

You can use the following code example to create a database user and grant it permissions. Replace
the example values with your values.

CREATE USER user_name PASSWORD your_password;

GRANT CREATE ON DATABASE db_name TO user_name;

GRANT CREATE ON SCHEMA schema_name TO user_name;

GRANT USAGE ON LANGUAGE plpythonu TO user_name;

GRANT USAGE ON LANGUAGE plpgsql TO user_name;

GRANT SELECT ON ALL TABLES IN SCHEMA pg_catalog TO user_name;
GRANT SELECT ON pg_class_info TO user_name;

GRANT SELECT ON sys_serverless_usage TO user_name;

GRANT SELECT ON pg_database_info TO user_name;

GRANT SELECT ON pg_statistic TO user_name;

Repeat the GRANT CREATE ON SCHEMA operation for each target schema where you will apply
the converted code or migrate data.
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You can apply an extension pack on your target Amazon Redshift database. An extension pack is an
add-on module that emulates source database functions that are required when converting objects
to Amazon Redshift. For more information, see Using extension packs in DMS Schema Conversion.

Managing migration projects in DMS Schema Conversion

After you create an instance profile and compatible data providers for schema conversion, create a
migration project. For more information, see Creating migration projects.

To use this new project in DMS Schema Conversion, on the Migration projects page, choose your
project from the list. Next, on the Schema conversion tab, choose Launch schema conversion.

The first launch of DMS Schema Conversion requires some setup. AWS Database Migration Service
(AWS DMS) starts a schema conversion instance, which takes up to 15 minutes. This process also
reads the metadata from the source and target databases. After a successful first launch, you can
access DMS Schema Conversion faster.

Amazon terminates the schema conversion instance that your migration project uses in three days
after you complete the project. You can retrieve your converted schema and assessment report
from the Amazon S3 bucket that you use for DMS Schema Conversion.

Specifying migration project settings for DMS Schema Conversion

After you create your migration project and launch schema conversion, you can specify migration
project settings. You can change conversion settings to improve the performance of converted
code. Also, you can customize your schema conversion view.

Conversion settings depend on your source and target database platforms. For more information,
see Creating source data providers and Creating target data providers.

To specify what schemas and databases you want to see in the source and target database panes,
use the tree view settings. You can hide empty schemas, empty databases, system databases, and
user-defined databases or schemas.

To hide databases and schemas in tree view

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Migration projects. The Migration projects page opens.
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3. Choose your migration project, and on the Schema conversion tab choose Launch schema
conversion.

4. Choose Settings. The Settings page opens.

5. In the Tree view section, do the following:

o Choose Hide empty schemas to hide empty schemas.
o Choose Hide empty databases to hide empty databases.

» For System databases or schemas, choose system databases and schemas by name to hide
them.

» For User-defined databases or schemas, enter the names of user-defined databases and
schemas that you want to hide. Choose Add. The names are case-insensitive.

To add multiple databases or schemas, use a comma to separate their names. To add
multiple objects with a similar name, use the percent (%) as a wildcard. This wildcard
replaces any number of any symbols in the database or schema name.

Repeat these steps for the Source and Target sections.

6. Choose Apply, and then choose Schema conversion.

Creating database migration assessment reports with DMS
Schema Conversion

An important part of DMS Schema Conversion is the report that it generates to help you convert
your schema. This database migration assessment report summarizes all of the schema conversion
tasks. It also details the action items for schema that can't be converted to the DB engine of your
target DB instance. You can view the report in the AWS DMS console or save a copy of this report as
a PDF or comma-separated value (CSV) files.

The migration assessment report includes the following:

« An executive summary

« Recommendations, including conversion of server objects, backup suggestions, and linked server
changes
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When you have items that DMS Schema Conversion can't converted automatically, the report
provides estimates of how much effort is required to write the equivalent code for your target DB
instance.

Topics

» Creating a database migration assessment report

» Viewing your database migration assessment report

» Saving your database migration assessment report

Creating a database migration assessment report

After you create a migration project, use the following procedure to create a database migration
assessment report.

To create a database migration assessment report

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

Choose Migration projects. The Migration projects page opens.
Choose your migration project, and then choose Schema conversion.

Choose Launch schema conversion. The Schema conversion page opens.

i A W

In the source database pane, choose the database schema or schema items that you want to
assess. To include multiple objects in the report, make sure that you select all items.

6. After you select the check boxes for all schema objects that you want to assess, you must
choose the parent node for the selected objects. The Actions menu in the source database
pane is now available.

7. Choose Assess in the Actions menu. A confirmation dialog box appears.

8. Choose Assess in the dialog box to confirm your choice.

Viewing your database migration assessment report

After you create an assessment report, DMS Schema Conversion adds information in the following
tabs:

e Summary
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o Action items

The Summary tab shows the number of items that DMS Schema Conversion can automatically
convert.

The Action items tab shows items that DMS Schema Conversion can't convert automatically, and
provides recommendations about how to manage these items.

Assessment report summary

The Summary tab displays the summary information from the database migration assessment
report. It shows the number of items that DMS Schema Conversion can automatically convert for
database storage objects and database code objects.

In most cases, DMS Schema Conversion can't automatically convert all schema items to the target
database engine. The Summary tab provides an estimate of the required effort to create schema
items in your target DB instance that are equivalent to those in your source.

To see the conversion summary for database storage objects such as tables, sequences, constraints,
data types, and so on, choose Database storage objects.

To see the conversion summary for database code objects such as procedures, functions, views,
triggers, and so on, choose Database code objects.

To change the scope of the assessment report, select the required node in the source database
tree. DMS Schema Conversion updates the assessment report summary to match the selected
scope.

Assessment report action items

The Action items tab contains a list of items that DMS Schema Conversion can't automatically
convert to a format compatible with the target database engine. For each action item, DMS
Schema Conversion provides the description of the issue and the recommended action. DMS
Schema Conversion groups similar action items and displays the number of occurrences.

To view the code for the related database object, select an action item in the list.
Saving your database migration assessment report

After you create a database migration assessment report, you can save a copy of this report as a
PDF or comma-separated value (CSV) files.
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To save a database migration assessment report as a PDF file

1. Choose Export, then choose PDF. Review the dialog box, and choose Export to PDF.

2. DMS Schema Conversion creates an archive with your PDF file and stores this archive in your
Amazon S3 bucket. To change the Amazon S3 bucket, edit the schema conversion settings in
your instance profile.

3. Open the assessment report file in your Amazon S3 bucket.

To save a database migration assessment report as CSV files

1. Choose Export, then choose CSV. Review the dialog box, and choose Export to CSV.

2. DMS Schema Conversion creates an archive with CSV files and stores this archive in your
Amazon S3 bucket. To change the Amazon S3 bucket, edit the schema conversion settings in
your instance profile.

3. Open the assessment report files in your Amazon S3 bucket.

The PDF file contains both the summary and action item information.
When you export your assessment report to CSV, DMS Schema Conversion creates three CSV files.
The first CSV file contains the following information about action items:

» Category

» Occurrence

« Action item

« Subject

« Group

» Description

» Documentation references
« Recommended action
» Line

» Position

« Source

» Target
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» Server IP address and port
» Database

« Schema

The second CSV file includes the Action_Items_Summary suffix in its name and contains the
following information:

« Schema
e Action item
o Number of occurrences

« Learning curve efforts, which is the amount of effort required to design an approach to
converting each action item

» Efforts to convert an occurrence of the action item, which shows the effort required to convert
each action item, following the designed approach

« Action item description

« Recommended action

The values that indicate the level of required efforts are based on a weighted scale, ranging from
low (least) to high (most).

The third CSV file includes Summazry in its name and contains the following information:

« Category

o Number of objects

» Objects automatically converted

» Obijects with simple actions

» Objects with medium-complexity actions
o Objects with complex actions

« Total lines of code

Using DMS Schema Conversion

DMS Schema Conversion converts your existing database schemas and a majority of the database
code objects to a format compatible with the target database.
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DMS Schema Conversion automates much of the process of converting your online transaction
processing (OLTP) database schemas to Amazon RDS for MySQL or RDS for PostgreSQL. The source
and target database engines contain many different features and capabilities, and DMS Schema
Conversion attempts to create an equivalent schema wherever possible. For database objects
where direct conversion isn't possible, DMS Schema Conversion provides a list of actions for you to
take.

To convert your database schema, use the following process:

» Before you convert your database schemas, set up transformation rules that change the names
of your database objects during conversion.

« Create a database migration assessment report to estimate the complexity of the migration. This
report provides details about the schema elements that DMS Schema Conversion can't convert
automatically.

» Convert your source database storage and code objects. DMS Schema Conversion creates a
local version of the converted database objects. You can access these converted objects in your
migration project.

« Save the converted code to SQL files to review, edit, or address conversion action items.
Optionally, apply the converted code directly to your target database.

To convert data warehouse schemas, use the desktop AWS Schema Conversion Tool. For more
information, see Converting data warehouse schemas to Amazon Redshift in the AWS Schema

Conversion Tool User Guide.

Topics

Setting up transformation rules in DMS Schema Conversion

Converting database schemas in DMS Schema Conversion

Specifying schema conversion settings for migration projects

Refreshing your database schemas in DMS Schema Conversion

Saving and applying your converted code in DMS Schema Conversion

Setting up transformation rules in DMS Schema Conversion

Before you convert your database schema with DMS Schema Conversion, you can set up
transformation rules. Transformation rules can do such things as change an object name to
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lowercase or uppercase, add or remove a prefix or suffix, and rename objects. For example, suppose
that you have a set of tables in your source schema named test_TABLE_NAME. You can set up a
rule that changes the prefix test_ to the prefix demo_ in the target schema.

You can create transformation rules that perform the following tasks:

Add, remove, or replace a prefix

Add, remove, or replace a suffix

Change the data type of a column

Change the object name to lowercase or uppercase

Rename objects

You can create transformation rules for the following objects:

e Schema
e Table

e Column

Creating transformation rules

DMS Schema Conversion stores transformation rules as part of your migration project. You can set
up transformation rules when you create your migration project, or edit them later.

You can add multiple transformation rules in your project. DMS Schema Conversion applies
transformation rules during conversion in the same order as you added them.

To create transformation rules

1. On the Create migration project page, choose Add transformation rule. For more
information, see Creating migration projects.

2. For Rule target, choose the type of database objects to which this rule applies.

3. For Source schema, choose Enter a schema. Then, enter the names of your source schemas,
tables, and columns to which this rule applies. You can enter an exact name to select one
object, or you can enter a pattern to select multiple objects. Use the percent (%) as a wildcard
to replace any number of any symbols in the database object name.

4. For Action, choose the task to perform.
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5. Depending on the rule type, enter one or two additional values. For example, to rename an
object, enter the new name of the object. To replace a prefix, enter the old prefix and the new
prefix.

6. Choose Add transformation rule to add another transformation rule.

After you are done adding rules, choose Create migration project.

To duplicate an existing transformation rule, choose Duplicate. To edit an existing transformation
rule, choose the rule from the list. To delete an existing transformation rule, choose Remove.

Editing transformation rules

You can add new, remove, or edit existing transformation rules in your migration project. Because
DMS Schema Conversion applies the transformation rules during the launch of schema conversion,
make sure that you close schema conversion and launch it again after you edit your rules.

To edit transformation rules

1. Sign in to the AWS Management Console, and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Migration projects, and then choose your migration project.
3. Choose Schema conversion, and then choose Close schema conversion.

4. After AWS DMS closes schema conversion, choose Modify to edit your migration project
settings.

5. For Transformation rules, choose one of the following actions:
o Choose Duplicate to duplicate an existing transformation rule and add it in the end of the
list.
» Choose Remove to remove an existing transformation rule.
» Choose the existing transformation rule to edit it.
6. After you are done editing rules, choose Save changes.

7. On the Migration projects page, choose your project from the list. Choose Schema
conversion, then choose Launch schema conversion.
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Converting database schemas in DMS Schema Conversion

After you create the migration project and connect to your source and target databases, you can
convert your source database objects to a format compatible with your target database. DMS
Schema Conversion displays your source database schema in the left panel in a tree-view format.

Each node of the database tree is lazy loaded. When you choose a node in the tree view, DMS
Schema Conversion requests the schema information from your source database at that time. To
load the schema information faster, choose your schema, and then choose Load metadata from
the Actions menu. DMS Schema Conversion then reads the database metadata and stores the
information on an Amazon S3 bucket. You can now browse the database objects faster.

You can convert the whole database schema, or you can choose any schema item from your source
database to convert. If the schema item that you choose depends on a parent item, then DMS
Schema Conversion also generates the schema for the parent item. For example, when you choose
a table to convert, DMS Schema Conversion creates the converted table and the database schema
that the table is in.

Converting database objects

You can use DMS Schema Conversion to convert an entire database schema or separate database
schema objects.

To convert an entire database schema

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

Choose Migration projects. The Migration projects page opens.
Choose your migration project, and then choose Schema conversion.
Choose Launch schema conversion. The Schema conversion page opens.

In the source database pane, select the check box for the schema name.
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Choose this schema in the left pane of the migration project. DMS Schema Conversion
highlights the schema name in blue and activates the Actions menu.

N

For Actions, choose Convert. The conversion dialog box appears.

8. Choose Convert in the dialog box to confirm your choice.
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To convert your source database objects

1. Sign in to the AWS Management Console, and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

Choose Migration projects. The Migration projects page opens.
Choose your migration project, and then choose Schema conversion.
Choose Launch schema conversion. The Schema conversion page opens.

In the source database pane, select your source database objects.

o v A WD

After you select all check boxes for the objects that you want to convert, choose the parent
node for all selected objects in your left panel.

DMS Schema Conversion highlights the parent node in blue and activates the Actions menu.
7. For Actions, choose Convert. The conversion dialog box appears.

8. Choose Convert in the dialog box to confirm your choice.

For example, to convert two out of 10 tables, select the check boxes for the two tables that you
want to convert. Notice that the Actions menu is inactive. After you choose the Tables node, DMS
Schema Conversion highlights its name in blue and activates the Actions menu. Then you can
choose Convert from this menu.

Likewise, to convert two tables and three procedures, select the check boxes for the object names.
Then, choose the schema node to activate the Actions menu, and choose Convert schema.

Editing and saving your converted SQL code

The Schema conversion page allows you to edit convered SQL code in your database objects. Use
the following procedure to edit your converted SQL code, apply the changes, and then save them.

To edit, apply changes to, and save your converted SQL code

1. In the Schema conversion page, open the tree view in the Source data providers pane to
display a code object.
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DMS » Migration projects > sc-mp > Schema conve

Schema conversion Settings

Source data providers

( Actions v )

west-2rds 2

» @ SOL scalar functions

2. From the Source data providers pane, choose Actions, Convert. Confirm the action.

3.  When the conversion completes, to view the converted SQL, expand the center pane if needed.
To edit the converted SQL, choose the edit icon in the Target SQL pane.

Source SQL Properties Parameters Target SQL Properties Parameters
_(E)-_ x x

1 E PI int AS 1 ::?EL'E OR REPLACE PROCEDURE dms_sample_dbo.selectperscn
2 c 2 AS
E 5L 3 $BODVE
4 sl 4 BEGIN
5 [ 5 OPEN p_refcur FOR
6 i 3 SELECT
7 [+ iame] 7 businessentityid, persontype, namestyle, title,
-3 s[LastMame] -3 FROM dms_ _DErson. person
g FROM Person.Person o WHERE businessentityid = par_id
18 WHERE BusinessentityId = @id 18 LIMIT 18;

11 END;

12 $BODYS

13 LANGUAGE plpgsql;

>
1:1 5QL Spaces: 1 11 S0L Spaces: 4

4. After you edit the target SQL, confirm your changes by choosing the check icon at the top of
the page. Confirm the action.

5. In the Target data providers pane, choose Actions, Apply changes. Confirm the action.

6. DMS writes the edited procedure to the target data store.
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Reviewing converted database objects

After you have converted your source database objects, you can choose an object in the left pane
of your project. You can then view the source and converted code for that object. DMS Schema
Conversion automatically loads the converted code for the object that you selected in the left
pane. You can also see the properties or parameters of the object that you selected.

DMS Schema Conversion automatically stores the converted code as part of your migration
project. It doesn't apply these code changes to your target database. For more information about
applying converted code to your target database, see Applying your converted code. To remove the

converted code from your migration project, select your target schema in the right pane, and then
choose Refresh from database from Actions.

After you have converted your source database objects, you can see the conversion summary

and action items in the lower-center pane. You can see the same information when you create an
assessment report. The assessment report is useful for identifying and resolving schema items that
DMS Schema Conversion can't convert. You can save the assessment report summary and the list
of conversion action items in CSV files. For more information, see Database migration assessment

reports.

Specifying schema conversion settings for migration projects

After you create a migration project, you can specify conversion settings in DMS Schema
Conversion. Configuring your schema conversion settings improves the performance of the
converted code.

To edit conversion settings

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

Choose Migration projects. The Migration projects page opens.
Choose your migration project. Choose Schema conversion, then Launch schema conversion.
Choose Settings. The Settings page opens.

In the Conversion section, change the settings.
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Choose Apply, and then choose Schema conversion.
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For all conversion pairs, you can limit the number of comments with action items in the converted
code. To limit the number of comments in the converted code, open the conversion settings in your
migration project.

For the Comments in converted SQL code, choose the severity level of action items. DMS Schema
Conversion adds comments in the converted code for action items of the selected severity and
higher. For example, to minimize the number of comments in your converted code, choose Errors
only.

To include comments for all action items in your converted code, choose All messages.

Other conversion settings are different for each pair of source and target databases.

Topics

« Oracle to MySQL conversion settings

» Oracle to PostgreSQL conversion settings

« SQL Server to MySQL conversion settings

« SQL Server to PostgreSQL conversion settings

» PostgreSQL to MySQL conversion settings
« DB2 for z/OS to DB2 LUW conversion settings

Oracle to MySQL conversion settings
Oracle to MySQL conversion settings in DMS Schema Conversion include the following:

» Your source Oracle database can use the ROWID pseudocolumn. MySQL doesn't support similar
functionality. DMS Schema Conversion can emulate the ROWID pseudocolumn in the converted
code. To do so, turn on the Generate row ID option.

If your source Oracle code doesn't use the ROWID pseudocolumn, turn off the Generate row ID
option. In this case, the converted code works faster.

» Your source Oracle code can include the TO_CHAR, TO_DATE, and TO_NUMBER functions with
parameters that MySQL doesn't support. By default, DMS Schema Conversion emulates the
usage of these parameters in the converted code.

You can use native MySQL TO_CHAR, TO_DATE, and TO_NUMBER functions when your source
Oracle code lacks parameters that are unsupported by MySQL. In this case, the converted code
works faster. To do so, select the following values:
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« Use a native MySQL TO_CHAR function
« Use a native MySQL TO_DATE function
« Use a native MySQL TO_NUMBER function

» Your database and applications can run in different time zones. By default, DMS Schema
Conversion emulates time zones in the converted code. However, you don't need this emulation
when your database and applications use the same time zone. In this case, select Improve the
performance of the converted code where the database and applications use the same time
zone.

Oracle to PostgreSQL conversion settings

Oracle to PostgreSQL conversion settings in DMS Schema Conversion include the following:

o AWS DMS can convert Oracle materialized views to tables or materialized views on PostgreSQL.
For Materialized views, choose how to convert your source materialized views.

» Your source Oracle database can use the ROWID pseudocolumn. PostgreSQL doesn't support
similar functionality. DMS Schema Conversion can emulate the ROWID pseudocolumn in the
converted code using the bigint or character varying data type. To do so, choose Use the
bigint data type to emulate the ROWID pseudocolumn or Use the character varying data type
to emulate the ROWID pseudocolumn for Row ID.

If your source Oracle code doesn't use the ROWID pseudocolumn, choose Don't generate. In this
case, the converted code works faster.

e Your source Oracle code can include the TO_CHAR, TO_DATE, and TO_NUMBER functions with
parameters that PostgreSQL doesn't support. By default, DMS Schema Conversion emulates the
usage of these parameters in the converted code.

You can use native PostgreSQL TO_CHAR, TO_DATE, and TO_NUMBER functions when your source
Oracle code lacks parameters that are unsupported by PostgreSQL. In this case, the converted
code works faster. To do so, select the following values:

« Use a native PostgreSQL TO_CHAR function
« Use a native PostgreSQL TO_DATE function
« Use a native PostgreSQL TO_NUMBER function

» Your database and applications can run in different time zones. By default, DMS Schema
Conversion emulates time zones in the converted code. However, you don't need this emulation
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when your database and applications use the same time zone. In this case, select Improve the
performance of the converted code where the database and applications use the same time
zone.

« To continue using sequences in your converted code, select Populate converted sequences with
the last value generated on the source side.

« In some cases, your source Oracle database might store only integer values in the primary
or foreign key columns of the NUMBER data type. In these cases, AWS DMS can convert these
columns to the BIGINT data type. This approach improves the performance of your converted
code. To do so, select Convert primary and foreign key columns of the NUMBER data type to
the BIGINT data type. Make sure that your source doesn't include floating point values in these
columns to avoid data loss.

» To skip deactivated triggers and constraints in your source code, choose Convert only active
triggers and constraints.

» You can use DMS Schema Conversion to convert string variables that are called as dynamic SQL.
Your database code can change the values of these string variables. To make sure that AWS DMS
always converts the latest value of this string variable, select Convert the dynamic SQL code
that is created in called routines.

» PostgreSQL versions 10 and earlier don't support procedures. If you aren't familiar with using
procedures in PostgreSQL, AWS DMS can convert Oracle procedures to PostgreSQL functions. To
do so, select Convert procedures to functions.

» To see additional information about the occurred action items, you can add specific functions
to the extension pack. To do so, select Add extension pack functions that raise user-defined
exceptions. Then choose severity levels to raise user-defined exceptions. Make sure that you
apply the extension pack schema after you convert your source database objects. For more
information about extension packs, see Using extension packs.

» Your source Oracle database can include constraints with the automatically generated names.
If your source code uses these names, make sure that you select Keep the names of system
generated constraints. If your source code uses these constraints, but doesn't use their names,
clear this option to increase the conversion speed.

« If your source and target databases run in different time zones, the function that emulates the
SYSDATE built-in Oracle function returns different values compared to the source function. To
make sure that your source and target functions return the same values, choose Set the time
zone of your source database.
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» You can use the functions from the orafce extension in your converted code. To do so, for Orafce
built-in routines, select the functions to use. For more information about orafce, see orafce on
GitHub.

SQL Server to MySQL conversion settings

SQL Server to MySQL conversion settings in DMS Schema Conversion include the following:

» Your source SQL Server database can store the output of EXEC in a table. DMS Schema
Conversion creates temporary tables and an additional procedure to emulate this feature. To use
this emulation, select Create additional routines to handle open datasets.

SQL Server to PostgreSQL conversion settings

SQL Server to PostgreSQL conversion settings in DMS Schema Conversion include the following:

« In SQL Server, you can use indexes with the same name in different tables. However, in
PostgreSQL, all index names that you use in the schema must be unique. To make sure that DMS
Schema Conversion generates unique names for all your indexes, select Generate unique names
for indexes.

» PostgreSQL versions 10 and earlier don't support procedures. If you aren't familiar with using
procedures in PostgreSQL, AWS DMS can convert SQL Server procedures to PostgreSQL
functions. To do so, select Convert procedures to functions.

» Your source SQL Server database can store the output of EXEC in a table. DMS Schema
Conversion creates temporary tables and an additional procedure to emulate this feature. To use
this emulation, select Create additional routines to handle open datasets.

» You can define the template to use for the schema names in the converted code. For Schema
names, choose one of the following options:

« DB - Uses the SQL Server database name as a schema name in PostgreSQL.
o SCHEMA - Uses the SQL Server schema name as a schema name in PostgreSQL.

« DB_SCHEMA - Uses a combination of the SQL Server database and schema names as a schema
name in PostgreSQL.

» You can keep the letter case of your source object names. To avoid conversion of object names to
lowercase, select Keep object names in the same case. This option applies only when you turn
on the case sensitivity option in your target database.
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» You can keep the parameter names from your source database. DMS Schema Conversion can add
double quotation marks to the names of parameters in the converted code. To do so, select Keep
original parameter names.

» You can keep a length of routine parameters from your source database. DMS Schema
Conversion creates domains and uses them to specify a length of routine parameters. To do so,
select Preserve parameter lengths.

PostgreSQL to MySQL conversion settings

PostgreSQL to MySQL conversion settings in DMS Schema Conversion include the following:

« Comments in converted SQL code: This setting includes comments in the converted code for
the action items of the selected severity and higher. This setting supports the following values:
« Errors only
« Errors and warnings

« All messages

DB2 for z/OS to DB2 LUW conversion settings

DB2 for z/OS to DB2 LUW conversion settings in DMS Schema Conversion include the following:
« Comments in converted SQL code: This setting includes comments in the converted code for
the action items of the selected severity and higher. This setting supports the following values:
o Errors only
» Errors and warnings

« All messages

Refreshing your database schemas in DMS Schema Conversion

After you create a migration project, DMS Schema Conversion stores the information about your
source and target schemas in this project. DMS Schema Conversion uses lazy loading to load
metadata only as it is needed, such as when you choose a node in your database tree. You can
use eager loading to load the schema information faster. To do so, choose your schema, and then
choose Load metadata from Actions.
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After you automatically or manually load the object to your migration project, DMS Schema
Conversion doesn't use lazy loading again. So when you change objects, such as tables and
procedures in your database, make sure to refresh them in your migration project.

To refresh schemas from the database, select the objects that you want to refresh, and choose
Refresh from database from Actions. You can refresh database objects in your source and target
database schemas:

» Source - If you update your source database schema, choose Refresh from database to replace
the schema in your project with the latest schema from your source database.

» Target - If you update the schema for your target database, DMS Schema Conversion replaces
the schema in your project with the latest schema from your target database. DMS Schema
Conversion replaces your converted code with the code from your target database. Make sure
that you applied the converted code to your target database before you choose Refresh from
database. Otherwise, convert your source database schema again.

Saving and applying your converted code in DMS Schema Conversion

After DMS Schema Conversion converts your source database objects, it doesn't immediately apply
the converted code to your target database. Instead, DMS Schema Conversion stores the converted
code in your project until you are ready to apply it to your target database.

Before you apply the converted code, you can update your source database code and convert the
updated objects again to address the existing action items. For more information about items that
DMS Schema Conversion can't convert automatically, see Creating database migration assessment

reports with DMS Schema Conversion. For more information about refreshing your source database

objects in migration project for DMS Schema Conversion, see Refreshing your database schemas.

Instead of applying the converted code directly to your database in DMS Schema Conversion,
you can save the code to a file as a SQL script. You can review these SQL scripts, edit them where
necessary, and then manually apply these SQL scripts to your target database.

Saving your converted code to a SQL file

You can save your converted schema as SQL scripts in a text file. You can modify the converted
code to address action items that DMS Schema Conversion can't convert automatically. You can
then run your updated SQL scripts on your target database to apply the converted code to your
target database.
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To save your converted schema as SQL scripts

1. Signin to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

Choose Migration projects. The Migration projects page opens.
Choose your migration project, and then choose Schema conversion.

Choose Launch schema conversion. The Schema conversion page opens.

ok W

In the right pane, choose the target database schema or select the converted objects that you
want to save. Make sure that DMS Schema Conversion highlights the parent node name in blue
and activates the Actions menu for the target database.

6. Choose Save as SQL for Actions. The Save dialog box appears.

7. Choose Save as SQL to confirm your choice.

DMS Schema Conversion creates an archive with SQL files and stores this archive in your
Amazon S3 bucket.

8. (Optional) Change the S3 bucket for the archive by editing the schema conversion settings in
your instance profile.

9. Open the SQL scripts from your S3 bucket.

Applying your converted code

When you are ready to apply your converted code to your target database, choose the database
objects in the right pane of your project. You can apply changes to an entire database schema or
selected database schema objects.

After you select the database objects, DMS Schema Conversion highlights the name of the selected
node or the parent node in blue. It then activates the Actions menu. Choose Apply changes

for Actions. In the dialog box that appears, choose Apply to confirm your choice and apply the
converted code to your target database.

Applying the extension pack schema

When you apply your converted schema to your target database for the first time, DMS Schema
Conversion might also apply the extension pack schema. The extension pack schema emulates
system functions of the source database that are required to run your converted code for your
target database. If your converted code uses the functions of the extension pack, make sure that
you apply the extension pack schema.
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To apply the extension pack to your target database manually, choose Apply changes for Actions.
In the dialog box that appears, choose confirm to apply the extension pack to your target
database.

We recommend that you don't modify the extension pack schema to avoid unexpected results in
the converted code.

For more information, see Using extension packs in DMS Schema Conversion.

Using extension packs in DMS Schema Conversion

An extension pack in DMS Schema Conversion is an add-on module that emulates source database
functions that aren't supported in the target database. Use an extension pack to make sure

that the converted code produces the same results as the source code. Before you can install an
extension pack, convert your database schemas.

Each extension pack includes a database schema. This schema includes SQL functions, procedures,
tables, and views for emulating specific online transaction processing (OLTP) objects or
unsupported built-in functions from the source database.

When you convert your source database, DMS Schema Conversion adds an additional schema to
your target database. This schema implements SQL system functions of the source database that
are required to run your converted code on your target database. This additional schema is called
the extension pack schema.

The extension pack schema is named according to your source database as follows:

o Microsoft SQL Server — aws_sqlserver_ext

e Oracle-aws_oracle_ext

You can apply extension packs in two ways:

« DMS Schema Conversion can automatically apply an extension pack when you apply your
converted code. DMS Schema Conversion applies the extension pack before it applies all other
schema objects.

« You can apply an extension pack manually. To do so, choose the extension pack schema in your
target database tree, and then choose Apply, then Apply extension pack.
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Migrating databases to their Amazon RDS equivalents
with AWS DMS

Homogeneous data migrations in AWS Database Migration Service (AWS DMS) simplify the
migration of self-managed, on-premises databases to their Amazon Relational Database Service
(Amazon RDS) equivalents. For example, you can use homogeneous data migrations to migrate
an on-premises PostgreSQL database to Amazon RDS for PostgreSQL or Aurora PostgreSQL.
For homogeneous data migrations, AWS DMS uses native database tools to provide easy and
performant like-to-like migrations.

Homogeneous data migrations are serverless, which means that AWS DMS automatically scales
the resources that are required for your migration. With homogeneous data migrations, you
can migrate data, table partitions, data types, and secondary objects such as functions, stored
procedures, and so on.

At a high level, homogeneous data migrations operate with instance profiles, data providers, and
migration projects. When you create a migration project with the compatible source and target
data providers of the same type, AWS DMS deploys a serverless environment where your data
migration runs. Next, AWS DMS connects to the source data provider, reads the source data, dumps
the files on the disk, and restores the data using native database tools. For more information about
instance profiles, data providers, and migration projects, see Working with data providers, instance

profiles, and migration projects in AWS DMS.

For the list of supported source databases, see Sources for DMS homogeneous data migrations.

For the list of supported target databases, see Targets for DMS homogeneous data migrations.

The following diagram illustrates how homogeneous data migrations work.

DMS homogeneous data migrations

Migration project

= 8

Source database Data provider

@® O

Data provider Target database
Data migration
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The following sections provide information about using homogeneous data migrations.

Topics

Supported AWS Regions

Features

Limitations for homogeneous data migrations

Overview of the homogeneous data migration process in AWS DMS

Setting up homogeneous data migrations in AWS DMS

Creating source data providers for homogeneous data migrations in AWS DMS

Creating target data providers for homogeneous data migrations in AWS DMS

Running homogeneous data migrations in AWS DMS

Troubleshooting for homogeneous data migrations in AWS DMS

Supported AWS Regions

You can run homogeneous data migrations in the following AWS Regions.

Region Name

US East (N. Virginia)

US East (Ohio)

US West (N. California)

US West (Oregon)

Canada (Central)

Canada West (Calgary)
South America (Sao Paulo)
Asia Pacific (Tokyo)

Asia Pacific (Seoul)

Region
us-east-1
us-east-2
us-west-1
us-west-2
ca-central-1
ca-west-1
sa-east-1
ap-northeast-1

ap-northeast-2

Supported AWS Regions
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Region Name

Asia Pacific (Osaka)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Jakarta)
Asia Pacific (Melbourne)
Asia Pacific (Hong Kong)
Asia Pacific (Mumbai)
Asia Pacific (Hyderabad)
Europe (Frankfurt)
Europe (Zurich)

Europe (Stockholm)
Europe (Ireland)

Europe (London)
Europe (Paris)

Europe (Milan)

Europe (Spain)

Middle East (UAE)
Middle East (Bahrain)
Israel (Tel Aviv)

Africa (Cape Town)

Region
ap-northeast-3
ap-southeast-1
ap-southeast-2
ap-southeast-3
ap-southeast-4
ap-east-1
ap-south-1
ap-south-2
eu-central-1
eu-central-2
eu-north-1
eu-west-1
eu-west-2
eu-west-3
eu-south-1
eu-south-2
me-central-1
me-south-1
il-central-1

af-south-1

Supported AWS Regions
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Features

Homogeneous data migrations provide the following features:

« AWS DMS automatically manages the compute and storage resources in the AWS Cloud that are
required for homogeneous data migrations. AWS DMS deploys these resources in a serverless
environment when you start a data migration.

« AWS DMS uses native database tools to initiate a fully-automated migration between the
databases of the same type.

« You can use homogeneous data migrations to migrate your data as well as the secondary objects
such as partitions, functions, stored procedures, and so on.

« You can run homogeneous data migrations in the following three migration modes: full load,
ongoing replication, and full load with ongoing replication.

« For homogeneous data migrations, you can use on-premises, Amazon EC2, Amazon RDS
databases as a source. You can choose Amazon RDS or Amazon Aurora as a migration target for
homogeneous data migrations.

Limitations for homogeneous data migrations

The following limitations apply when you use homogeneous data migrations:

« Homogeneous data migrations only support selection rules for MongoDB and Amazon
DocumentDB migrations. DMS doesn't support selection rules for other database engines. Also,
you can't use transformation rules to change the data type of columns, move objects from one
schema to another, or change the names of objects.

« Homogeneous data migrations don't provide a built-in tool for data validation.

« When using homogeneous data migrations with PostgreSQL, AWS DMS migrates views as tables
to your target database.

« Homogeneous data migrations don't capture schema-level changes during an ongoing data
replication. If you create a new table in your source database, then AWS DMS can't migrate this
table. To migrate this new table, restart your data migration.

« You can't use homogeneous data migrations in AWS DMS to migrate data from a higher
database version to a lower database version.

« You can't use homogeneous data migrations in the CLI or API.
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« Homogeneous data migrations don't support establishing a connection with database instances
in VPC secondary CIDR ranges.

« You can't use the 8081 port for homogeneous migrations from your data providers.

« Homogeneous data migrations don't support migrating encrypted MySQL databases and tables.

Overview of the homogeneous data migration process in AWS
DMS

You can use homogeneous data migrations in AWS DMS to migrate data between two databases of
the same type. Use the following workflow to create and run a data migration.

1. Create the required AWS ldentity and Access Management (IAM) policy and role. For more
information, see Creating IAM resources.

2. Configure your source and target databases and create database users with the minimum
permissions required for homogeneous data migrations in AWS DMS. For more information, see
Creating source data providers and Creating target data providers.

3. Store your source and target database credentials in AWS Secrets Manager. For more
information, see Step 1: Create the secret in the AWS Secrets Manager User Guide.

4. Create a subnet group, an instance profile, and data providers in the AWS DMS console. For
more information, see Creating a subnet group, Creating instance profiles, and Creating data

providers.
5. Create a migration project by using the resources that you created in the previous step. For more

information, see Creating migration projects.

6. Create, configure, and start a data migration. For more information, see Creating a data

migration.

7. After you complete the full load or ongoing replication, you can cut over to start using your new
target database.

8. Clean up your resources. Amazon terminates your data migration in your migration project
in three days after you complete the migration. However, you need to manually delete such
resources as instance profile, data providers, IAM policy and role, and secrets in AWS Secrets
Manager.

For more information about homogeneous data migrations in AWS DMS, read the step-by-step
migration walkthough for PostgreSQL to Amazon RDS for PostgreSQL migrations.
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This video introduces the homogeneous data migrations in AWS DMS and helps you get familiar
with this feature.

Setting up homogeneous data migrations in AWS DMS

To set up homogeneous data migrations in AWS DMS, complete the following prerequisite tasks.

Topics

» Creating required IAM resources for homogeneous data migrations in AWS DMS

« Setting up a network for homogeneous data migrations in AWS DMS

Creating required IAM resources for homogeneous data migrations in
AWS DMS

To run homogeneous data migrations, you must create an IAM policy and an IAM role in your
account to interact with other AWS services. In this section, you create these required 1AM
resources.

Topics

« Creating an IAM policy for homogeneous data migrations in AWS DMS

« Creating an IAM role for homogeneous data migrations in AWS DMS

Creating an IAM policy for homogeneous data migrations in AWS DMS

To access your databases and to migrate data, AWS DMS creates a serverless environment for
homogeneous data migrations. In this environment, AWS DMS requires access to VPC peering,
route tables, security groups, and other AWS resources. Also, AWS DMS stores logs, metrics, and
progress for each data migration in Amazon CloudWatch. To create a data migration project, AWS
DMS needs access to these services.

In this step, you create an IAM policy that provides AWS DMS with access to Amazon EC2 and
CloudWatch resources. Next, create an IAM role and attach this policy.

To create an IAM policy for homogeneous data migrations in AWS DMS

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.
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2. In the navigation pane, choose Policies.

3. Choose Create policy.

4. Inthe Create policy page, choose the JSON tab.
5. Paste the following JSON into the editor.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcPeeringConnections",
"ec2:DescribeVpcs",
"ec2:DescribePrefixLists",
"logs:DescribelLogGroups"”
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"servicequotas:GetServiceQuota"
1,
"Resource": "arn:aws:servicequotas:*:*:vpc/L-QEA8Q95F"
1,
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:DescribelLogStreams"
1,
"Resource": "arn:aws:logs:*:*:log-group:dms-data-migration-*"
1,
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
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"Resource": "arn:aws:logs:*:*:log-group:dms-data-migration-*:log-

stream:dms-data-migration-*"

}I
{

"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
"ec2:DeleteRoute"

1,

"Resource": "arn:aws:ec2:*:*:route-table/*"

"Effect": "Allow",

"Action": [
"ec2:CreateTags"

1,

"Resource": [
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:security-group-rule/*",
"arn:aws:ec2:*:*:route-table/*",
"arn:aws:ec2:*:*:vpc-peering-connection/*",
"arn:aws:ec2:*:*:vpc/*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress"

1,

"Resource": "arn:aws:ec2:*:*:security-group-rule/*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress"
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1,
"Resource": "arn:aws:ec2:*:*:security-group/*"
1,
{
"Effect": "Allow",
"Action": [
"ec2:AcceptVpcPeeringConnection",
"ec2:ModifyVpcPeeringConnectionOptions"
1,
"Resource": "arn:aws:ec2:*:*:vpc-peering-connection/*"
1,
{
"Effect": "Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:*:*:vpc/*"
}

6. Choose Next: Tags and Next: Review.

7. Enter HomogeneousDataMigrationsPolicy for Name* and choose Create policy.

Creating an IAM role for homogeneous data migrations in AWS DMS

In this step, you create an IAM role that provides AWS DMS with access to AWS Secrets Manager,
Amazon EC2, and CloudWatch.

To create an IAM role for homogeneous data migrations in AWS DMS

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Roles.
3. Choose Create role.

4. On the Select trusted entity page, for Trusted entity type, choose AWS Service. For Use cases
for other AWS services, choose DMS.

5. Select the DMS check box and choose Next.

6. On the Add permissions page, choose HomogeneousDataMigrationsPolicy that you created
before. Also, choose SecretsManagerReadWrite. Choose Next.
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7. On the Name, review, and create page, enter HomogeneousDataMigrationsRole for Role
name, and choose Create role.

8. On the Roles page, enter HomogeneousDataMigrationsRole for Role name. Choose
HomogeneousDataMigrationsRole.

9. Onthe HomogeneousDataMigrationsRole page, choose the Trust relationships tab. Choose
Edit trust policy.

10. On the Edit trust policy page, paste the following JSON into the editor, replacing the existing

text.
{
"Version": "2012-10-17",
"Statement": [
{

"Sid". ",
"Effect": "Allow",
"Principal": {

"Service": [
"dms-data-migrations.amazonaws.com",
"dms.your_region.amazonaws.com"

]

.
"Action": "sts:AssumeRole"
}
]
}

In the preceding example, replace your_region with the name of your AWS Region.

The preceding resource-based policy provides AWS DMS service principals with permissions
to perform tasks according to the AWS managed SecretsManagerReadWrite and customer
managed HomogeneousDataMigrationsPolicy policies.

11. Choose Update policy.
Setting up a network for homogeneous data migrations in AWS DMS

AWS DMS creates a serverless environment for homogeneous data migrations in a virtual private
cloud (VPC) based on the Amazon VPC service. When you create your instance profile, you specify
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the VPC to use. You can use your default VPC for your account and AWS Region, or you can create a
new VPC.

For each data migration, AWS DMS establishes a VPC peering connection with the VPC that you
use for your instance profile. Next, AWS DMS adds the CIDR block in the security group that is
associated with your instance profile. Because AWS DMS attaches a public IP address to your
instance profile, all your data migrations that use the same instance profile have the same public IP
address. When your data migration stops or fails, AWS DMS deletes the VPC peering connection.

To avoid CIDR block overlapping with the VPC of your instance profile VPC, AWS DMS uses

the /24 prefix from one of the following CIDR blocks: 10.0.0.0/8,172.16.0.0/12, and
192.168.0.0/16. For example, if you run three data migrations in parallel, AWS DMS uses the
following CIDR blocks to establish a VPC peering connection.

« 192.168.0.0/24 - for the first data migration

« 192.168.1.0/24 - for the second data migration
e 192.168.2.0/24 - for the third data migration

You can use different network configurations to set up interaction between your source and target
databases with AWS DMS. Also, for ongoing data replication, you must set up interaction between
your source and target databases. These configurations depend on the location of your source
data provider and your network settings. The following sections provide descriptions of common
network configurations.

Topics

Using a single VPC for source and target data providers

Using different VPCs for source and target data providers

Using an on-premises source data provider

Configuring ongoing data replication

Using a single VPC for source and target data providers

In this configuration, AWS DMS connects to your source and target data providers within the
private network.
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To configure a network when your source and target data providers are in the same VPC

1. Create the subnet group in the AWS DMS console with the VPC and subnets that your source
and target data providers use. For more information, see Creating a subnet group.

2. Create the instance profile in the AWS DMS console with the VPC and the subnet group that
you created. Also, choose VPC security groups that your source and target data providers use.
For more information, see Creating instance profiles.

This configuration doesn't require you to use the public IP address for data migrations.
Using different VPCs for source and target data providers

In this configuration, AWS DMS uses a private network to connect to your source or target data
provider. For another data provider, AWS DMS uses a public network. Depending on which
data provider you have in the same VPC as your instance profile, choose one of the following
configurations.

To configure a private network for your source data provider and a public network for your
target data provider

1. Create the subnet group in the AWS DMS console with the VPC and subnets that your source
data provider uses. For more information, see Creating a subnet group.

2. Create the instance profile in the AWS DMS console with the VPC and the subnet group that
you created. Also, choose VPC security groups that your source data provider uses. For more
information, see Creating instance profiles.

3. Open your migration project. On the Data migrations tab, choose your data migration. Take a
note of the public IP address under Connectivity and security on the Details tab.

4. Allow access from the public IP address of your data migration in your target database security
group. For more information, see Controlling access with security groups in the Amazon
Relational Database Service User Guide.

To configure a public network for your source data provider and a private network for your
target data provider

1. Create the subnet group in the AWS DMS console with the VPC and subnets that your target
data provider uses. For more information, see Creating a subnet group.
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2. Create the instance profile in the AWS DMS console with the VPC and the subnet group that
you created. Also, choose VPC security groups that your target data provider uses. For more
information, see Creating instance profiles.

3. Open your migration project. On the Data migrations tab, choose your data migration. Take a
note of the public IP address under Connectivity and security on the Details tab.

4. Allow access from the public IP address of your data migration in your source database security
group. For more information, see Controlling access with security groups in the Amazon
Relational Database Service User Guide.

Using an on-premises source data provider

In this configuration, AWS DMS connects to your source data provider within the public network.
AWS DMS uses a private network to connect to your target data provider.

To configure a network for your source on-premises data provider

1. Create the subnet group in the AWS DMS console with the VPC and subnets that your target
data provider uses. For more information, see Creating a subnet group.

2. Create the instance profile in the AWS DMS console with the VPC and the subnet group that
you created. Also, choose VPC security groups that your target data provider uses. For more
information, see Creating instance profiles.

3. Open your migration project. On the Data migrations tab, choose your data migration. Take a
note of the public IP address under Connectivity and security on the Details tab.

4. Allow access to your source database from the public IP address of your data migration in AWS
DMS.

AWS DMS creates inbound or outbound rules in in VPC security groups. Make sure that you

don't delete these rules because this action can lead to a failure of your data migration. You can
configure your own rules in VPC security groups. We recommended that you add a description to
your rules so that you can manage them.

Configuring ongoing data replication

To run data migrations of the Full load and change data capture (CDC) or Change data capture
(CDC) type, you must allow connection between your source and target databases.
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To configure a connection between your publicly accessible source and target databases

1. Take a note of the public IP addresses of your source and target databases.
2. Allow access to your source database from the public IP address of your target database.

3. Allow access to your target database from the public IP address of your source database.

To configure a connection between your source and target databases that are privately
accessible in a single VPC

1. Take a note of the private IP addresses of your source and target databases.

/A Important

If your source and target databases are in different VPCs or in different networks, then
you can only use public IP addresses for your source and target databases. You can only
use public hostnames or IP addresses in data providers.

2. Allow access to your source database from the private IP address of your target database.

3. Allow access to your target database from the private IP address of your source database.

Creating source data providers for homogeneous data
migrations in AWS DMS

You can use MySQL-compatible, PostgreSQL, and MongoDB-compatible databases as a source data
provider for Homogeneous data migrations in AWS DMS.

For supported database versions, see Source data providers for DMS homogeneous data
migrations.

Your source data provider can be an on-premises, Amazon EC2, or Amazon RDS database.

Topics

» Using a MySQL compatible database as a source for homogeneous data migrations in AWS DMS

« Using a PostgreSQL database as a source for homogeneous data migrations in AWS DMS

» Using a MongoDB compatible database as a source for homogeneous data migrations in AWS
DMS
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Using a MySQL compatible database as a source for homogeneous data
migrations in AWS DMS
You can use a MySQL-compatible database (MySQL or MariaDB) as a source for Homogeneous data

migrations in AWS DMS. In this case, your source data provider can be an on-premises, Amazon
EC2, or RDS for MySQL or MariaDB database.

To run homogeneous data migrations, you must use a database user with the SELECT privileges
for the all source tables and secondary objects for replication. For change data capture (CDC) tasks,
this user must also have the REPLICATION CLIENT (BINLOG MONITOR for MariaDB versions later
than 10.5.2) and REPLICATION SLAVE privileges. For a full load data migration, you don't need
these two privileges.

Use the following script to create a database user with the required permissions in your MySQL
database. Run the GRANT queries for all databases that you migrate to AWS.

CREATE USER 'your_user'@'%' IDENTIFIED BY 'your password';

GRANT REPLICATION SLAVE, REPLICATION CLIENT ON *.* TO 'your_user'@'%';
GRANT SELECT, RELOAD, LOCK TABLES, SHOW VIEW, EVENT, TRIGGER ON *.* TO 'your_user'@'%';

GRANT BACKUP_ADMIN ON *.* TO 'your_user'@'%';

In the preceding example, replace each user input placeholder with your own information.
If your source MySQL database version is lower than 8.0, then you can skip the GRANT
BACKUP_ADMIN command.

Use the following script to create a database user with the required permissions in your MariaDB
database. Run the GRANT queries for all databases that you migrate to AWS.

CREATE USER 'your_user'@'%' IDENTIFIED BY 'your_password';
GRANT SELECT, RELOAD, LOCK TABLES, REPLICATION SLAVE, BINLOG MONITOR, SHOW VIEW ON *.*
TO 'your_user'@'s’';

In the preceding example, replace each user input placeholder with your own information.

The following sections describe specific configuration prerequisites for self-managed and AWS-
managed MySQL databases.

Topics
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» Using a self-managed MySQL compatible database as a source for homogeneous data migrations

« Using an AWS-managed MySQL compatible database as a source for homogeneous data
migrations in AWS DMS

 Limitations for using a MySQL compatible database as a source for homogeneous data
migrations

Using a self-managed MySQL compatible database as a source for homogeneous
data migrations

This section describes how to configure your MySQL compatible databases that are hosted on-
premises or on Amazon EC2 instances.

Check the version of your source MySQL or MariaDB database. Make sure that AWS DMS supports
your source MySQL or MariaDB database version as described in Sources for DMS homogeneous

data migrations.

To use CDC, make sure to enable binary logging. To enable binary logging, configure the following
parameters in the my . ini (Windows) or my . cnf (UNIX) file of your MySQL or MariaDB database.

Parameter Value
server-id Set this parameter to a value of 1 or greater.
log-bin Set the path to the binary log file, such as 1og-bin=E:\MySql_L

ogs\BinLog .Don'tinclude the file extension.

binlog_format Set this parameter to ROW. We recommend this setting during
replication because in certain cases when binlog_format issetto
STATEMENT , it can cause inconsistency when replicating data to the
target. The database engine also writes similar inconsistent data to the
target when binlog_format isset to MIXED, because the database
engine automatically switches to STATEMENT -based logging.

expire_lo Set this parameter to a value of 1 or greater. To prevent overuse of disk
gs_days space, we recommend that you don't use the default value of 0.

binlog_checksum Set this parameter to NONE.
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Parameter Value

binlog_ro Set this parameter to FULL.

w_image

log_slave Set this parameter to TRUE if you are using a MySQL or MariaDB replica
_updates as a source.

Using an AWS-managed MySQL compatible database as a source for
homogeneous data migrations in AWS DMS

This section describes how to configure your Amazon RDS for MySQL and Amazon RDS for MariaDB
database instances.

When you use an AWS-managed MySQL or MariaDB database as a source for homogeneous data
migrations in AWS DMS, make sure that you have the following prerequisites for CDC:

« To enable binary logs for RDS for MySQL and MariaDB, enable automatic backups at the instance
level. To enable binary logs for an Aurora MySQL cluster, change the variable binlog_format in
the parameter group. You don't need to enable automatic backups for an Aurora MySQL cluster.

Next, set the binlog_format parameter to ROW.

For more information about setting up automatic backups, see Enabling automated backups in
the Amazon RDS User Guide.

For more information about setting up binary logging for an Amazon RDS for MySQL or MariaDB
database, see Setting the binary logging format in the Amazon RDS User Guide.

For more information about setting up binary logging for an Aurora MySQL cluster, see How do |
turn on binary logging for my Amazon Aurora MySQL cluster?.
» Ensure that the binary logs are available to AWS DMS. Because AWS-managed MySQL and

MariaDB databases purge the binary logs as soon as possible, you should increase the length of
time that the logs remain available. For example, to increase log retention to 24 hours, run the

following command.

call mysql.rds_set_configuration('binlog retention hours', 24);

« Setthe binlog_row_image parameter to Full.
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» Set the binlog_checksum parameter to NONE.

o If you are using an Amazon RDS MySQL or MariaDB replica as a source, enable backups on the
read replica, and ensure the 1log_slave_updates parameter is set to TRUE.

Limitations for using a MySQL compatible database as a source for homogeneous
data migrations

The following limitations apply when using a MySQL compatible database as a source for
homogeneous data migrations:
« MariaDB objects such as sequences are not supported in homogeneous migration tasks.

« Migration from MariaDB to Amazon RDS MySQL/Aurora MySQL might fail due to incompatible
object differences.

» The username you use to connect to your data source has the following limitations:

Can be 2 to 64 characters in length.

Can't have spaces.

Can include the following characters: a-z, A-Z, 0-9, underscore (_).

Must start with a-z or A-Z.

» The password you use to connect to your data source has the following limitations:
« Can be 1 to 128 characters in length.

« Can't contain any of the following: single quote ('), double quote ("), semicolon (;) or space.

Using a PostgreSQL database as a source for homogeneous data
migrations in AWS DMS

You can use a PostgreSQL database as a source for Homogeneous data migrations in AWS DMS. In

this case, your source data provider can be an on-premises, Amazon EC2, or RDS for PostgreSQL
database.

To run homogeneous data migrations, grant superuser permissions for the database user that you
specified in AWS DMS for your PostgreSQL source database. The database user needs superuser
permissions to access replication-specific functions in the source. For a full load data migration,
your database user needs SELECT permissions on tables to migrate them.
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Use the following script to create a database user with the required permissions in your
PostgreSQL source database. Run the GRANT query for all databases that you migrate to AWS.

CREATE USER your_user WITH LOGIN PASSWORD 'your_password';
ALTER USER your_user WITH SUPERUSER;
GRANT SELECT ON ALL TABLES IN SCHEMA schema_name TO your_user;

In the preceding example, replace each user input placeholder with your own information.

The following sections describe specific configuration prerequisites for self-managed and AWS-
managed PostgreSQL databases.
Topics

» Using a self-managed PostgreSQL database as a source for homogeneous data migrations in
AWS DMS

» Using an AWS-managed PostgreSQL database as a source for homogeneous data migrations in
AWS DMS

 Limitations for using a PostgreSQL compatible database as a source for homogeneous data

migrations

Using a self-managed PostgreSQL database as a source for homogeneous data
migrations in AWS DMS

This section describes how to configure your PostgreSQL databases that are hosted on-premises or
on Amazon EC2 instances.

Check the version of your source PostgreSQL database. Make sure that AWS DMS supports
your source PostgreSQL database version as described in Sources for DMS homogeneous data

migrations.

Homogeneous data migrations support change data capture (CDC) using logical replication. To turn
on logical replication on a self-managed PostgreSQL source database, set the following parameters
and values in the postgresql. conf configuration file:

o Setwal_level to logical.

o Setmax_replication_slots to a value greater than 1.
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Set the max_replication_slots value according to the number of tasks that you want to run.
For example, to run five tasks you set a minimum of five slots. Slots open automatically as soon
as a task starts and remain open even when the task is no longer running. Make sure to manually
delete open slots.

« Setmax_wal_senders to a value greater than 1.

The max_wal_senders parameter sets the number of concurrent tasks that can run.

« Thewal_sender_timeout parameter ends replication connections that are inactive longer
than the specified number of milliseconds. The default is 60000 milliseconds (60 seconds).
Setting the value to O (zero) disables the timeout mechanism, and is a valid setting for DMS.

Some parameters are static, and you can only set them at server start. Any changes to their entries
in the configuration file are ignored until the server is restarted. For more information, see the
PostgreSQL documentation.

Using an AWS-managed PostgreSQL database as a source for homogeneous data
migrations in AWS DMS

This section describes how to configure your Amazon RDS for PostgreSQL database instances.

Use the AWS master user account for the PostgreSQL DB instance as the user account for the
PostgreSQL source data provider for homogeneous data migrations in AWS DMS. The master
user account has the required roles that allow it to set up CDC. If you use an account other

than the master user account, then the account must have the rds_superuser role and the
rds_replicationrole. The rds_replication role grants permissions to manage logical slots
and to stream data using logical slots.

Use the following code example grant the rds_superuser and rds_replication roles.

GRANT rds_superuser to your user;
GRANT rds_replication to your_user;

In the preceding example, replace your_user with the name of your database user.

To turn on logical replication, set the rds.logical_replication parameter in your DB
parameter group to 1. This static parameter requires a reboot of the DB instance to take effect.
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Limitations for using a PostgreSQL compatible database as a source for
homogeneous data migrations

The following limitations apply when using a PostgreSQL compatible database as a source for
homogeneous data migrations:

« The username you use to connect to your data source has the following limitations:

Can be 2 to 64 characters in length.

Can't have spaces.

Can include the following characters: a-z, A-Z, 0-9, underscore (_).

Must start with a-z or A-Z.
» The password you use to connect to your data source has the following limitations:
« Can be 1 to 128 characters in length.

« Can't contain any of the following: single quote ('), double quote ("), semicolon (;) or space.

Using a MongoDB compatible database as a source for homogeneous
data migrations in AWS DMS

You can use a MongoDB-compatible database as a source for Homogeneous data migrations in
AWS DMS. In this case, your source data provider can be an on-premises, Amazon EC2 for MongoDB
database or Amazon DocumentDB (with MongoDB compatibility) database.

For supported database versions, see Source data providers for DMS homogeneous data
migrations.

The following sections describe specific configuration prerequisites for self-managed MongoDB
databases and AWS-managed Amazon DocumentDB databases.
Topics

» Using a self-managed MongoDB database as a source for homogeneous data migrations in AWS
DMS

» Using an Amazon DocumentDB database as a source for homogeneous data migrations in AWS
DMS

» Features for using a MongoDB-compatible database as a source for homogeneous data
migrations

Using MongoDB or Amazon DocumentDB as a source 190




AWS Database Migration Service User Guide

« Limitations for using a MongoDB-compatible database as a source for homogeneous data

migrations
» Best practices for using a MongoDB-compatible database as a source for homogeneous data

migrations

Using a self-managed MongoDB database as a source for homogeneous data
migrations in AWS DMS

This section describes how to configure your MongoDB databases that are hosted on-premises or
on Amazon EC2 instances.

Check the version of your source MongoDB database. Make sure that AWS DMS supports your
source MongoDB database version as described in Source data providers for DMS homogeneous

data migrations.

To run homogeneous data migrations with a MongoDB source, you can create either a user

account with root privileges, or a user with permissions only on the database to migrate. For more
information about user creation, see Permissions needed when using MongoDB as a source for AWS
DMS.

To use ongoing replication or CDC with MongoDB, AWS DMS requires access to the MongoDB
operations log (oplog). For more information, see Configuring a MongoDB replica set for CDC.

For information about MongoDB authentication methods, see Security requirements when using
MongoDB as a source for AWS DMS.

For MongoDB as a source, homogeneous data migrations supports all of the datatypes that
Amazon DocumentDB supports.

For MongoDB as a source, to store user credentials in Secrets Manager, you need to provide them in
plain text, using the Other type of secrets type. For more information, see Using secrets to access
AWS Database Migration Service endpoints.

The following code sample demonstrates how to store database secrets using plain text.

"username": "dbuser",
"password": "dbpassword"

}
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Using an Amazon DocumentDB database as a source for homogeneous data
migrations in AWS DMS

This section describes how to configure your Amazon DocumentDB database instances for use as a
source for homogeneous data migrations.

Use the master username for the Amazon DocumentDB instance as the user account for the
MongoDB-compatible source data provider for homogeneous data migrations in AWS DMS. The
master user account has the required roles that allow it to set up CDC. If you use an account other
than the master user account, then the account must have the root role. For more information

on the user creation as a root account, see Setting permissions to use Amazon DocumentDB as a

source.

To turn on logical replication, set the change_stream_log_retention_duration parameterin
your database parameter group to a setting appropriate for your transaction workload. Changing
this static parameter requires you to reboot your DB instance to take effect. Before starting data
migration for all the task types including Full Load Only, enable Amazon DocumentDB change
streams for all collections within a given database, or only for selected collections. For more
information about enabling change streams for Amazon DocumentDB, see Enabling Change

Streams in the Amazon DocumentDB developer guide.

(® Note

AWS DMS uses the Amazon DocumentDB change stream to capture changes during
ongoing replication. If Amazon DocumentDB flushes out the records from the change
stream before DMS reads them, your tasks will fail. We recommend setting the
change_stream_log_retention_duration parameter to retain changes for at least 24
hours.

To use Amazon DocumentDB for homogeneous data migration, store user credentials in Secrets
Manager under Credentials for Amazon DocumentDB database.

Features for using a MongoDB-compatible database as a source for homogeneous
data migrations

« You can migrate all the secondary indexes that Amazon DocumentDB supports during the Full
load phase.
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« AWS DMS migrates collections in parallel. homogeneous data migrations calculates segments
at runtime based on the average size of each document in the collection for maximum
performance.

o DMS can replicate the secondary indexes that you create in the CDC phase. DMS supports this
feature in MongoDB version 6.0.

o DMS supports documents with a nesting level greater than 97.

Limitations for using a MongoDB-compatible database as a source for
homogeneous data migrations

« Documents can't have field names with a $ prefix.
« AWS DMS doesn't support time series collection migration.

« AWS DMS doesn't support create, drop, or rename collection DDL events during the CDC
phase.

« AWS DMS doesn't suport inconsistent datatypes in the collection for the _id field. For example,
the following unsupported collection has multiple data types for the _id field.

rs@ [direct: primary] test> db.collectionl.aggregate([

{
$group: {
_id: { $type: "$_id" 3,
count: { $sum: 1 }
}
}

.. 1)
[ { _id: 'string', count: 6136 }, { _id: 'objectId',6 count: 848033 } ]

« For CDC-only tasks, AWS DMS only supports the immediate start mode.
o AWS DMS doesn't support documents with invalid UTF8 characters.
« AWS DMS doesn't support sharded collections.

Best practices for using a MongoDB-compatible database as a source for

homogeneous data migrations

« For multiple large databases and collections hosted on same MongoDB instance, we recommend
you use selection rules for each database and collection to split the task between multiple data
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migration tasks and projects. You can tune your database and collection divisions for maximum
performance.

Creating target data providers for homogeneous data
migrations in AWS DMS

You can use MySQL-compatible, PostgreSQL, and Amazon DocumentDB databases as a target data
provider for homogeneous data migrations in AWS DMS.

For supported database versions, see Target data providers for DMS homogeneous data migrations.

Your target data provider can be an Amazon RDS DB instance or an Amazon Aurora DB cluster.
Note that the database version of your target data provider must be equal or higher than the
database version of your source data provider.

Topics

» Using a MySQL compatible database as a target for homogeneous data migrations in AWS DMS

» Using a PostgreSQL database as a target for homogeneous data migrations in AWS DMS

« Using an Amazon DocumentDB database as a target for homogeneous data migrations in AWS
DMS

Using a MySQL compatible database as a target for homogeneous data
migrations in AWS DMS

You can use a MySQL compatible database as a migration target for homogeneous data migrations
in AWS DMS.

AWS DMS requires certain permissions to migrate data into your target Amazon RDS for MySQL
or MariaDB or Amazon Aurora MySQL database. Use the following script to create a database user
with the required permissions in your MySQL target database.

CREATE USER 'your_user'@'%s' IDENTIFIED BY 'your password';

GRANT ALTER, CREATE, DROP, INDEX, INSERT, UPDATE, DELETE, SELECT, CREATE VIEW, CREATE
ROUTINE, ALTER ROUTINE, EVENT, TRIGGER, EXECUTE, REFERENCES ON *.* TO 'your_user'@'%';
GRANT REPLICATION SLAVE, REPLICATION CLIENT ON *.* TO 'your_user'@'%';

Creating target data providers 194



AWS Database Migration Service User Guide

In the preceding example, replace each user input placeholder with your own information.

Use the following script to create a database user with the required permissions in your MariaDB
database. Run the GRANT queries for all databases that you migrate to AWS.

CREATE USER 'your_user'@'%' IDENTIFIED BY 'your_ password';

GRANT SELECT, INSERT, UPDATE, DELETE, CREATE, DROP, INDEX, ALTER, CREATE VIEW, CREATE
ROUTINE, ALTER ROUTINE, EVENT, TRIGGER, EXECUTE,SLAVE MONITOR, REPLICATION SLAVE ON
*,* TO 'your_user'@'%';

In the preceding example, replace each user input placeholder with your own information.

® Note

In Amazon RDS, when you turn on automated backup for a MySQL/Maria database
instance, you also turn on binary logging. When these settings are enabled, your data
migration task may fail with the following error while creating secondary objects such as
functions, procedures, and triggers on the target database. If your target database has
binary logging enabled, then set 1og_bin_trust_function_creators to trueinthe
database parameter group before starting the task.

ERROR 1419 (HYQ0Q): You don't have the SUPER privilege and binary logging is
enabled (you might want to use the less safe log_bin_trust_function_creators
variable)

Limitations for using a MySQL compatible database as a target for homogeneous
data migrations

The following limitations apply when using a MySQL compatible database as a target for
homogeneous data migrations:
« The username you use to connect to your data source has the following limitations:

« Can be 2 to 64 characters in length.

« Can't have spaces.

« Caninclude the following characters: a-z, A-Z, 0-9, underscore (_).

« Can'tinclude a hyphen (-).
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o Must start with a-z or A-Z.
» The password you use to connect to your data source has the following limitations:
« Can be 1 to 128 characters in length.

« Can't contain any of the following: single quote ('), double quote ("), semicolon (;) or space.

Using a PostgreSQL database as a target for homogeneous data
migrations in AWS DMS

You can use a PostgreSQL database as a migration target for homogeneous data migrations in AWS
DMS.

AWS DMS requires certain permissions to migrate data into your target Amazon RDS for
PostgreSQL or Amazon Aurora PostgreSQL database. Use the following script to create a database
user with the required permissions in your PostgreSQL target database.

CREATE USER your_user WITH LOGIN PASSWORD 'your_password';

GRANT USAGE ON SCHEMA schema_name TO your_user;

GRANT CONNECT ON DATABASE db_name to your_user;

GRANT CREATE ON DATABASE db_name TO your_user;

GRANT CREATE ON SCHEMA schema_name TO your_user;

GRANT UPDATE, INSERT, SELECT, DELETE, TRUNCATE ON ALL TABLES IN SCHEMA schema_name
TO your_user;

#For "Full load and change data capture (CDC)" and "Change data capture

(CDC)" data migrations, setting up logical replication requires rds_superuser
privileges

GRANT rds_superuser TO your_user;

In the preceding example, replace each user input placeholder with your own information.

To turn on logical replication for your RDS for PostgreSQL target, set the
rds.logical_replication parameter in your DB parameter group to 1. This static parameter
requires a reboot of the DB instance or DB cluster to take effect. Some parameters are static,

and you can only set them at server start. AWS DMS ignores changes to their entries in the DB
parameter group until you restart the server.

PostgreSQL uses triggers to implement foreign key constraints. During the full load phase, AWS
DMS loads each table one at a time. We recommend that you turn off foreign key constraints on
your target database during the full load. To do so, use one of the following methods.
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« Temporarily turn off all triggers for your instance, and finish the full load.

« Change the value of the session_replication_role parameter in PostgreSQL.

At any given time, a trigger can be in one of the following states: origin, replica, always,
or disabled. When you set the session_replication_role parameter to replica, only
triggers in the replica state are active. Otherwise, the triggers remain inactive.

Limitations for using a PostgreSQL compatible database as a target for
homogeneous data migrations

The following limitations apply when using a PostgreSQL compatible database as a target for
homogeneous data migrations:

» The username you use to connect to your data source has the following limitations:

Can be 2 to 64 characters in length.

Can't have spaces.

Can include the following characters: a-z, A-Z, 0-9, underscore (_).

Must start with a-z or A-Z.
» The password you use to connect to your data source has the following limitations:
« Can be 1 to 128 characters in length.

« Can't contain any of the following: single quote ('), double quote ("), semicolon (;) or space.

Using an Amazon DocumentDB database as a target for homogeneous
data migrations in AWS DMS

You can use an Amazon DocumentDB (with MongoDB compatibility) database and DocumentDB
Elastic cluster as a migration target for homogeneous data migrations in AWS DMS.

To run homogeneous data migrations for an Amazon DocumentDB target, you can create either
a user account with administrator privileges, or a user with read/write permissions only on the
database to migrate.

Homogeneous data migrations supports all of the BSON data types that Amazon DocumentDB
supports. For a list of these data types, see Data Types in the Amazon DocumentDB Developer
Guide.
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To use shard features of DocumentDB Elastic cluster for migrating non-sharded collection from
the source, create a shard collection to migrate prior to starting the data migration task. For more
information about shard collection in an Amazon DocumentDB Elastic cluster, see Step 5: Shard

your collection in the Amazon DocumentDB Developer Guide.

For an Amazon DocumentDB target, AWS DMS supports the none or require SSL modes.

Running homogeneous data migrations in AWS DMS

You can use Homogeneous data migrations in AWS DMS to migrate data from your source

database to the equivalent engine on Amazon Relational Database Service (Amazon RDS) , Amazon
Aurora, or Amazon DocumentDB. AWS DMS automates the data migration process by using native
database tools in your source and target databases.

After you create an instance profile and compatible data providers for homogeneous data
migrations, create a migration project. For more information, see Creating migration projects.

The following sections describe how to create, configure, and run homogeneous data migrations.

Topics

» Creating a data migration in AWS DMS

» Selection rules for homogeneous data migrations

» Managing data migrations in AWS DMS

« Monitoring data migrations in AWS DMS

» Statuses of homogeneous data migrations in AWS DMS

» Migrating data from MySQL databases with homogeneous data migrations in AWS DMS

» Migrating data from PostgreSQL databases with homogeneous data migrations in AWS DMS

» Migrating data from MongoDB databases with homogeneous data migrations in AWS DMS

Creating a data migration in AWS DMS

After you create a migration project with compatible data providers of the same type, you can
use this project for homogeneous data migrations. For more information, see Creating migration

projects.

To start using homogeneous data migrations, create a new data migration. You can create several
homogeneous data migrations of different types in a single migration project.

Migrating data 198


https://docs.aws.amazon.com/documentdb/latest/developerguide/elastic-get-started.html#elastic-get-started-step6
https://docs.aws.amazon.com/documentdb/latest/developerguide/elastic-get-started.html#elastic-get-started-step6

AWS Database Migration Service User Guide

AWS DMS has the maximum number of homogeneous data migrations that you can create for your
AWS account. See the following section for information about AWS DMS service quotas Quotas for
AWS Database Migration Service.

Before you create a data migration, make sure that you set up the required resources such as
your source and target databases, an IAM policy and role, an instance profile, and data providers.
For more information, see Creating IAM resources, Creating instance profiles, and Creating data

providers.

Also, we recommend that you don't use homogeneous data migrations to migrate data from a
higher database version to a lower database version. Check the versions of databases that you use
for source and target data providers, and upgrade your target database version, if needed.

To create a data migration

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Migration projects. The Migration projects page opens.

3. Choose your migration project, and on the Data migrations tab, choose Create data
migration.

4. For Name, enter a name for your data migration. Make sure that you use a unique name for
your data migration so that you can easily identify it.

5. For Replication type, choose the type of data migration that you want to configure. You can
choose one of the following options.
 Full load — Migrates your existing source data.

 Full load and change data capture (CDC) — Migrates your existing source data and
replicates ongoing changes.

» Change data capture (CDC) — Replicates ongoing changes.

6. Select the check box for Turn on CloudWatch logs to store data migration logs in Amazon
CloudWatch. If you don't choose this option, then you can't see the log files when your data
migration fails.

7. (Optional) Expand Advanced settings. For Number of jobs, enter the number of parallel
threads that AWS DMS can use to migrate your source data to the target.

8. For IAM service role, choose the IAM role that you created in prerequisites. For more
information, see Creating an IAM role for homogeneous data migrations in AWS DMS.
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9. Configure the Start mode for data migrations of the Change data capture (CDC) type. You
can choose one of the following options.
« Immediately — Starts the ongoing replication when you start your data migration.

« Using a native start point — Starts the ongoing replication from the specified point.

For PostgreSQL databases, enter the name of the logical replication slot for Slot name and
enter the transaction log sequence number for Native start point.

For MySQL databases, enter the transaction log sequence number for Log sequence number
(LSN).

10. Configure the Stop mode for data migrations of the Change data capture (CDC) or Full load
and change data capture (CDC) type. You can choose one of the following options.
« Don't stop CDC — AWS DMS continues the ongoing replication until you stop your data
migration.

« Using a server time point — AWS DMS stops the ongoing replication at the specified time.

If you choose this option, then for Stop date and time, enter the date and time when you
want to automatically stop the ongoing replication.

11. Choose Create data migration.

AWS DMS creates your data migration and adds it to the list on the Data migrations tab in your
migration project. Here you can see the status of your data migration. For more information, see
Migration statuses.

/A Important

For data migrations of the Full load and Full load and change data capture (CDC) type,
AWS DMS deletes all data, tables, and other database objects on your target database.
Make sure you have a backup of your target database.

After AWS DMS creates your data migration, the status of this data migration is set to Ready.
To migrate your data, you must start the data migration manually. To do so, choose your data
migration from the list. Next, for Actions, choose Start. For more information, see Managing data

migrations.
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The first launch of a homogeneous data migration requires some setup. AWS DMS creates a
serverless environment for your data migration. This process takes up to 15 minutes. After you
stop and restart your data migration, AWS DMS doesn't create the environment again, and you can
access your data migration faster.

Selection rules for homogeneous data migrations

You can use selection rules to choose the schema, tables, or both that you want to include in your
replication.

(® Note

AWS DMS only supports selection rules for homogeneous data migrations when using a
MongoDB-compatible database as a source.

When creating data migration task, choose Add selection rule.
For the rule settings, provide the following values:

« Schema: Choose Enter a schema.
« Schema name: Provide the name of the schema you want to replicate, or use % as a wildcard.

« Table name: : Provide the name of the table you want to replicate, or use % as a wildcard.

By default, the only rule-action that DMS supports is Include, and the only wildcard character
that DMS supports is %.

Example Migrate all tables in a schema

The following example migrates all tables from a schema named dmsst in your source to your
target endpoint.

{
"rules": [
{

"rule-type": "selection",

"rule-action": "include",

"object-locator": {
"schema-name": "dmsst",
"table-name": "%"
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1,

"filters": [1,
"rule-id": "1",
"rule-name": "1"

Example Migrate some tables in a schema

The following example migrates all tables with a name starting with collectionTest, from a
schema named dmsst in your source to your target endpoint.

{
"rules": [
{
"rule-type": "selection",
"rule-action": "include",
"object-locator": {
"schema-name": "dmsst",
"table-name": "collectionTest%"
1,
"filters": [],
"rule-id": "1",
"rule-name": "1"
}
]
}

Example Migrate specific tables from multiple schemas

The following example migrates some of the tables from multiple schemas named dmsst and

Test in your source to your target endpoint.

{
"rules": [
{

"rule-type": "selection",

"rule-action": "include",

"object-locator": {
"schema-name": "dmsst",
"table-name": "collectionTestl"
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1,

"filters": [1,
"rule-id": "1",
"rule-name": "1"

"rule-type": "selection",

"rule-action": "include",

"object-locator": {
"schema-name": "Test",
"table-name": "products

1,
"filters": [],
"rule-id": "2",

"rule-name": "2"

Managing data migrations in AWS DMS

After you create a data migration, AWS DMS doesn't automatically start migrating data. You start a
data migration manually when needed.

Before you start a data migration, you can modify all settings of your data migration. After you
start your data migration, you can't change the replication type. To use another replication type,
create a new data migration.

To start a data migration

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Migration projects. The Migration projects page opens.

3. Choose your migration project. On the Data migrations tab, choose your data migration. The
Summary page for your data migration opens.

4. For Actions, choose Start.

After this, AWS DMS creates a serverless environment for your data migration. This process
takes up to 15 minutes.
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After you start a data migration, AWS DMS sets its status to Starting. The next status that AWS
DMS uses for your data migration, depends on the type of replication that you choose in the data
migration settings. For more information, see Migration statuses.

To modify a data migration

1. Signin to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Migration projects. The Migration projects page opens.

3. Choose your migration project. On the Data migrations tab, choose your data migration. The
Summary page for your data migration opens.

4. Choose Modify.

5. Configure the settings for your data migration.

/A Important

If you have started a data migration, then you can't change the replication type.

6. To view your data migration logs in Amazon CloudWatch, select the check box for Turn on
CloudWatch logs.

7. Choose Save changes.

After AWS DMS starts a data migration, you can stop it. To do so, choose your data migration on
the Data migrations tab. Next, for Actions, choose Stop.

After you stop a data migration, AWS DMS sets its status to Stopping. Next, AWS DMS sets the
status of this data migration to Stopped. After AWS DMS stops a data migration, you can modify,
resume, restart, or delete your data migration.

To continue the data replication, choose the data migration that you stopped on the Data
migrations tab. Next, for Actions, choose Resume processing.

To restart the data load, choose the data migration that you stopped on the Data migrations tab.
Next, for Actions, choose Restart. AWS DMS deletes all data from your target database and starts
the data migration from scratch.
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You can delete a data migration that you have stopped or that you haven't started. To delete a data
migration, choose it on the Data migrations tab. Next, for Actions, choose Delete. To delete your
migration project, stop and delete all data migrations.

Monitoring data migrations in AWS DMS

After you start your homogeneous data migration, you can monitor its status and progress. Data
migrations of large data sets such as hundreds of gigabytes take hours to complete. To maintain
the reliability, availability, and high performance of your data migration, monitor its progress
regularly.

To check the status and progress of your data migration

1. Signin to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Migration projects. The Migration projects page opens.
Choose your migration project and navigate to the Data migrations tab.

4. For your data migration, see the Status column. For more information about values in this
column, see Migration statuses.

5. For a running data migration, the Migration progress column displays the percentage of
migrated data.
To check the details of your data migration

1. Signin to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Migration projects. The Migration projects page opens.
Choose your migration project. On the Data migrations tab, choose your data migration.

4. On the Details tab, you can see the migration progress. Particularly, you can see the following
metrics.

 Public IP address — The public IP address of your data migration. You need this value to
configure a network. For more information, see Setting up a network.

» Tables loaded - The number of successfully loaded tables.
» Tables loading — The number of tables currently loading.

» Tables queued — The number of tables currently waiting to be loaded.
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» Tables errored — The number of tables that failed to load.
» Elapsed time — The amount of time that passed after the start of your data migration.

» CDC latency - The average time that passes between when a change occurs on a source
table and when AWS DMS applies this change to the target table.

« Migration started - The time when you started this data migration.
» Migration stopped - The time when you stopped this data migration.

5. To view the log files for your data migration, choose View CloudWatch logs under
Homogeneous data migration settings. You can Turn on CloudWatch logs when you
create or modify a data migration. For more information, see Creating a data migration and
Managing data migrations.

You can use Amazon CloudWatch alarms or events to closely track your data migration. For
more information, see What are Amazon CloudWatch, Amazon CloudWatch Events, and Amazon
CloudWatch Logs? in the Amazon CloudWatch User Guide. Note that there is a charge for using
Amazon CloudWatch.

For homogeneous data migrations, AWS DMS includes the following metrics in Amazon
CloudWatch.

Metric Description
OverallCDCLatency The overall latency during the CDC phase.

For MySQL databases, this metric shows the number of seconds that
passes between the change in the source binary log and the replicati
on of this change.

For PostgreSQL databases, this metric shows the number of seconds
that passes between last_msg_receipt_time and last_msg_
send_time from the pg_stat_subscription view.

Units: Seconds
StorageConsumption The storage that your data migration consumes.

Units: Bytes
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Statuses of homogeneous data migrations in AWS DMS

For each data migration that you run, AWS DMS displays the Status in the AWS DMS console. The
following list includes the available statuses.

e Creating - AWS DMS is creating the data migration.

» Ready - The data migration is ready to start.

o Starting - AWS DMS is creating the serverless environment for your data migration. This
process takes up to 15 minutes.

e Load running - AWS DMS is performing the full load migration.

e Load complete, replication ongoing- AWS DMS completed the full load and now
replicates ongoing changes. AWS DMS uses this status only for data migrations of the full load
and change data capture (CDC) type.

« Replication ongoing - AWS DMS is replicating ongoing changes. AWS DMS uses this status
only for migrations of the change data capture (CDC) type.

« Reloading target — AWS DMS is restarting a data migration and performs the specified
migration type.

« Stopping - AWS DMS is stopping the data migration. AWS DMS sets this status after you choose
to stop the data migration on the Actions menu.

« Stopped - AWS DMS has stopped the data migration.

« Failed - The data migration has failed. For more information, see the log files.

To view the log files, choose your data migration on the Data migrations tab. Next, choose View
CloudWatch logs under Homogeneous data migration settings.

/A Important

You can view log files if you select the check box for Turn on CloudWatch logs when you
create your data migration.

» Deleting - AWS DMS is deleting the data migration. AWS DMS sets this status after you choose
to delete the data migration on the Actions menu.
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Migrating data from MySQL databases with homogeneous data
migrations in AWS DMS
You can use Homogeneous data migrations to migrate a self-managed MySQL database to RDS for

MySQL or Aurora MySQL. AWS DMS creates a serverless environment for your data migration. For
different types of data migrations, AWS DMS uses different native MySQL database tools.

For homogeneous data migrations of the Full load type, AWS DMS uses mydumper to read data
from your source database and store it on the disk attached to the serverless environment. After
AWS DMS reads all your source data, it uses myloader in the target database to restore your data.

For homogeneous data migrations of the Full load and change data capture (CDC) type, AWS
DMS uses mydumper to read data from your source database and store it on the disk attached

to the serverless environment. After AWS DMS reads all your source data, it uses myloader in the
target database to restore your data. After AWS DMS completes the full load, it sets up the binlog
replication with the binlog position set to the start of the full load. To avoid data inconsistency,
set the Number of jobs to 1 to capture consistent state of existing data. For more information, see
Creating a data migration.

For homogeneous data migrations of the Change data capture (CDC) type, AWS DMS requires the
Native CDC start point to start the replication. If you provide the native CDC start point, then AWS
DMS captures changes from that point. Alternatively, choose Immediately in the data migration
settings to automatically capture the start point for the replication when the actual data migration
starts.

(® Note

For a CDC-only migration to work properly, all source database schemas and objects
must already be present on the target database. The target may have objects that are not
present on the source, however.

You can use the following code example to get the current log sequence number (LSN) in your
MySQL database.

show master status

This query returns a binlog file name and the position. For the native start point, use a combination
of the binlog file name and the position. For example, mysql-bin-changelog.000024:373. In
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this example, mysql-bin-changelog.000024 is the binlog file name and 373 is the position
where AWS DMS starts capturing changes.

The following diagram shows the process of using homogeneous data migrations in AWS DMS to
migrate a MySQL database to RDS for MySQL or Aurora MySQL.
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Migrating data from PostgreSQL databases with homogeneous data
migrations in AWS DMS

You can use Homogeneous data migrations to migrate a self-managed PostgreSQL database to
RDS for PostgreSQL or Aurora PostgreSQL. AWS DMS creates a serverless environment for your
data migration. For different types of data migrations, AWS DMS uses different native PostgreSQL
database tools.

For homogeneous data migrations of the Full load type, AWS DMS uses pg_dump to read data
from your source database and store it on the disk attached to the serverless environment. After
AWS DMS reads all your source data, it uses pg_restore in the target database to restore your data.

For homogeneous data migrations of the Full load and change data capture (CDC) type, AWS
DMS uses pg_dump to read schema objects without table data from your source database and
store them on the disk attached to the serverless environment. It then uses pg_restore in the
target database to restore your schema objects. After AWS DMS completes the pg_restore
process, it automatically switches to a publisher and subscriber model for logical replication with
the Initial Data Synchronization option to copy initial table data directly from the source

Migrating data from PostgreSQL 209



AWS Database Migration Service User G

uide

database to the target database, and then initiates ongoing replication. In this model, one or more

subscribers subscribe to one or more publications on a publisher node.

For homogeneous data migrations of the Change data capture (CDC) type, AWS DMS requires

the native start point to start the replication. If you provide the native start point, then AWS DMS
captures changes from that point. Alternatively, choose Immediately in the data migration settings

to automatically capture the start point for the replication when the actual data migration starts

® Note

For a CDC-only migration to work properly, all source database schemas and objects
must already be present on the target database. The target may have objects that are not
present on the source, however.

You can use the following code example to get the native start point in your PostgreSQL database.

select confirmed_flush_lsn from pg_replication_slots where
slot_name=‘migrate_to_target';

This query uses the pg_replication_slots view in your PostgreSQL database to capture the
log sequence number (LSN) value.

After AWS DMS sets the status of your PostgreSQL homogeneous data migration to Stopped,
Failed, or Deleted, the publisher and replication aren't removed. If you don't want to resume the
migration, then delete the replication slot and the publisher by using the following command.

SELECT pg_drop_replication_slot('migration_subscriber_{ARN}');
DROP PUBLICATION publication_{ARN};

The following diagram shows the process of using homogeneous data migrations in AWS DMS to
migrate a PostgreSQL database to RDS for PostgreSQL or Aurora PostgreSQL.
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PostgreSQL migration types
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Migrating data from MongoDB databases with homogeneous data
migrations in AWS DMS

You can use Homogeneous data migrations to migrate a self-managed MongoDB database to

Amazon DocumentDB. AWS DMS creates a serverless environment for your data migration. For
different types of data migrations, AWS DMS uses different native MongoDB database tools.

For homogeneous data migrations of the Full load type, AWS DMS uses mongodump to read data
from your source database and store it on the disk attached to the serverless environment. After
AWS DMS reads all your source data, it uses mongorestore in the target database to restore your
data.

For homogeneous data migrations of the Full load and change data capture (CDC) type, AWS
DMS uses mongodump to read data from your source database and store it on the disk attached to
the serverless environment. After AWS DMS reads all your source data, it uses mongorestore in
the target database to restore your data. After AWS DMS completes the full load, it automatically
switches to a publisher and subscriber model for logical replication. In this model, we recommend
sizing the oplog to retain changes for at least 24 hours.

For homogeneous data migrations of the Change data capture (CDC) type, choose immediately
in the data migration settings to automatically capture the start point for the replication when the
actual data migration starts.
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® Note

For any new or renamed collection, you need to create a new data migration task for those
collections as homogeneous data migrations. For a MongoDB-compatible source, AWS DMS
doesn't support create, rename and drop collection operations.

The following diagram shows the process of using homogeneous data migrations in AWS DMS to
migrate a MongoDB database to Amazon DocumentDB.
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Troubleshooting for homogeneous data migrations in AWS
DMS

In the following list, you can find actions to take when you encounter issues with homogeneous
data migrations in AWS DMS.

Topics

| can't create a homogeneous data migration in AWS DMS

| can't start a homogeneous data migration in AWS DMS

| can't connect to the target database when running a data migration in AWS DMS

AWS DMS migrates views as tables in PostgreSQL
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| can't create a homogeneous data migration in AWS DMS

If you get an error message that says that AWS DMS can't connect to your data providers after you
choose Create data migration, then make sure that you have configured the required IAM role. For
more information, see Creating an IAM role.

If you have configured the IAM role and still get this error message, then add this IAM role to your
key user in the AWS KMS key configuration. For more information, see Allows key users to use the

KMS key in the AWS Key Management Service Developer Guide.

| can't start a homogeneous data migration in AWS DMS

If you get the Failed status when you start a data migration in your migration project, check the
versions of your source and target data providers. To do so, run the SELECT VERSION(); queryin
your MySQL or PostgreSQL database. Make sure that you use the supported database version.

For the list of supported source databases, see Sources for DMS homogeneous data migrations.

For the list of supported target databases, see Targets for DMS homogeneous data migrations.

If you use an unsupported database version, then upgrade your source or target database, and try
again.

Check the error message for your data migration in the AWS DMS console. To do so, open your
migration project, and choose your data migration. On the Details tab, check the Last failure
message under General.

Finally, analyze the CloudWatch log. To do so, open your migration project, and choose your data
migration. On the Details tab, choose View CloudWatch logs.

| can't connect to the target database when running a data migration in
AWS DMS

If you get the Unable to connect to target error message, then perform the following actions.

1. Make sure that the security group that is attached to your source and target databases contains
a rule for any inbound and outbound traffic. For more information, see Configuring ongoing
data replication.

2. Verify the network access control list (ACL) and route table rules.
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3. Your database must be accessible from the VPC that you created. Add public IP addresses in VPC
security groups, and allow input connections in your firewall.

4. On the Data migrations tab of your migration project, choose your data migration. Take a note
of the public IP address under Connectivity and security on the Details tab. Next, allow access
from the public IP address of your data migration in your source and target databases.

5. For ongoing data replication, make sure that your source and target databases can communicate
with each other.

For more information, see Control traffic to resources using security groups in the Amazon Virtual
Private Cloud User Guide.

AWS DMS migrates views as tables in PostgreSQL

Homogeneous data migration doesn't support migrating views as views in PostgreSQL. For
PostgreSQL, AWS DMS migrates views as tables.
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Working with data providers, instance profiles, and
migration projects in AWS DMS

When you use DMS Schema Conversion and homogeneous data migrations in AWS Database
Migration Service, you work with migration projects. In turn, AWS DMS migration projects use
subnet groups, instance profiles, and data providers.

A subnet is a range of IP addresses in your VPC. A replication subnet group includes subnets from
different Availability Zones which your instance profile can use. Note that a replication subnet
group is a DMS resource, and is distinct from subnet groups that Amazon VPC and Amazon RDS
use.

An instance profile specifies network and security settings for the serverless environment where
your migration project runs.

A data provider stores a data store type and the location information about your database. After
you add a data provider to your migration project, you provide the database credentials from AWS
Secrets Manager. AWS DMS uses this information to connect to your database.

After you create data providers, your instance profile, and other AWS resources, you can create

a migration project. A migration project describes your instance profile, source and target data
providers, and secrets from AWS Secrets Manager. You can create multiple migration projects for
different source and target data providers.

You perform most of your work in the migration project. For DMS Schema Conversion, you use a
migration project to assess the objects of your source data provider and convert them to a format
compatible with the target database. Then, you can apply converted code to your target data
provider or save it as a SQL script. For homogeneous data migrations, you use a migration project
to migrate data from your source database to a target database of the same type in the AWS
Cloud.

Migration projects in AWS DMS are serverless only. AWS DMS automatically provisions the cloud
resources for your migration projects.

AWS DMS has the maximum number of instance profiles, data providers, and migration projects
that you can create for your AWS account. See the following section for information about AWS
DMS service quotas Quotas for AWS Database Migration Service.

Topics
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» Creating a subnet group for an AWS DMS migration project

« Creating instance profiles for AWS Database Migration Service

» Creating data providers in AWS Database Migration Service

» Creating migration projects in AWS Database Migration Service

« Managing migration projects in AWS Database Migration Service

Creating a subnet group for an AWS DMS migration project

Before you create an instance profile, configure a subnet group for your instance profile.
To create a subnet group

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

In the navigation pane, choose Subnet groups, and then choose Create subnet group.
For Name, enter a unique name of your subnet group.
For Description, enter a brief description of your subnet group.

For VPC, choose a VPC that has at least one subnet in at least two Availability Zones.

o v A W N

For Add subnets, choose subnets to include in the subnet group. You must choose subnets in
at least two Availability Zones.

To connect to Amazon RDS databases, add public subnets into your subnet group. To connect
to on-premises databases, add private subnets into your subnet group.

7. Choose Create subnet group.

Creating instance profiles for AWS Database Migration Service

You can create multiple instance profiles in the AWS DMS console. Make sure that you select an
instance profile to use for each migration project that you create in AWS DMS.

To create an instance profile

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Inthe navigation pane, choose Instance profiles.
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3.
4.

Choose Create instance profile.

On the Create instance profile page, enter a descriptive value for Name for your instance
profile.

For Network type, choose Dual-stack mode to create an instance profile that supports IPv4
and IPv6 addressing. Keep the default option to create an instance profile that supports only
IPv4 addressing.

Next, choose Virtual private cloud (VPC) to run your instance of the selected network type.
Then choose a Subnet group and VPC security groups for your instance profile.

To connect to Amazon RDS databases, use a subnet group that includes public subnets. To
connect to on-premises databases, use a subnet group that includes private subnets. Make
sure that you configured your network so that AWS DMS can access your source on-premises
database using the NAT gateway's public IP address. For more information, see Create a VPC
based on Amazon VPC.

(Optional) In you create a migration project for DMS Schema Conversion, then for Schema
conversion settings - optional, choose an Amazon S3 bucket to store information from your
migration project. Then choose the AWS Identity and Access Management (IAM) role that
provides access to this Amazon S3 bucket. For more information, see Create an Amazon S3
bucket.

Choose Create instance profile.

After you create your instance profile, you can modify or delete it.

To modify an instance profile

1.

ok W

Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

Choose Instance profiles. The Instance profiles page opens.
Choose your instance profile, and then choose Modify.
Update the name of your instance profile, edit the VPC or Amazon S3 bucket settings.

Choose Save changes.
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To delete an instance profile

1. Signin to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Instance profiles. The Instance profiles page opens.
3. Choose your instance profile, and then choose Delete.

4. Choose Delete to confirm your choice.

Creating data providers in AWS Database Migration Service

You can create data providers and use them in AWS DMS migration projects. Your data provider
can be a self-managed engine running on-premises or on an Amazon EC2 instance. Also, your data
provider can be a fully managed engine, such as Amazon Relational Database Service (Amazon
RDS) or Amazon Aurora.

For each database, you can create a single data provider. You can use a single data provider in
multiple migration projects.

Before creating a migration project, make sure that you have created at least two data providers.
One of your data providers must be on an AWS service. You can't use AWS DMS to convert your
schemas or migrate your data to an on-premises database.

The following procedure shows you how to create data providers in the AWS DMS console wizard.
To create a data provider

1. Sign in to the AWS Management Console, then open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Data providers. The Data providers page opens.

3. Choose Create data provider. The following table describes the settings.

Option Action

Configuration Choose whether to enter the information about your data
provider manually or to use the Amazon RDS DB instance.
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Option

Name

Engine type

Server name

Port

Service ID (SID) or service
name

Database name

Secure Socket Layer (SSL)
mode

Authentication mode

Action

Enter a name for your data provider. Make sure that you use
a unique name for your data provider so that you can easily
identify it.

Choose the type of the database engine for your data
provider.

Enter the Domain Name Service (DNS) name or IP address
of your database server. The server name for a data provider
used for a homogeneous replication must start with an
alphanumeric character, and can only contain alphanumeric
characters, hyphens (-), periods (.), or underscores (_).

Enter the port used to connect to your database server.

Enter the Oracle System ID (SID). To find the Oracle SID,
submit the following query to your Oracle database:

SELECT sys_context('userenv', 'instance_name') AS
SID FROM dual;

Enter the name of the database for this data provider. The
database name for a data provider used for a homogeneo
us replication can be up to 63 characters and can't contain
spaces.

Choose an SSL mode if you want to turn on connection
encryption for this data provider. Depending on the mode
that you select, you might need to provide certificate and
server certificate information. For further details, see Using
SSL with AWS Database Migration Service.

For a MongoDB source, the authentication mode that AWS
DMS uses to authenticate the endpoint connection.
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Option

Authentication source

Authentication mechanism

4. Choose Create data provider.

Action

For a MongoDB source, the name of the MongoDB database
to use to validate your credentials for authentication.

For a MongoDB source, the authentication method that
MongoDB uses to encrypt the password.

After you create a data provider, make sure that you add database connection credentials in AWS

Secrets Manager.

Creating migration projects in AWS Database Migration Service

Before you create a migration project in AWS DMS, make sure that you create the following

resources:

« Data providers that describe your source and target databases

» Secrets with database credentials stored in AWS Secrets Manager

« The AWS Identity and Access Management (IAM) role that provides access to Secrets Manager

» An instance profile that includes network and security settings

To create a migration project

1. Sign in to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Migration projects. The Migration projects page opens.

3. Choose Create migration project. The following table describes the settings.

Option

Name

Action

Enter a name for your migration project. Make sure that you
use a unique name for your migration project so that you
can easily identify it.
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Option Action

Instance profile Choose your instance profile to use for your migration
project.

Source Choose Browse, and then choose your source data provider.

Secret ID Choose the Amazon Resource Name (ARN) of your secret in
Secrets Manager that stores your source database credentia
ls.

IAM role Choose an IAM role to provide access to your source

database credentials in Secrets Manager.
Target Choose Browse, and then choose your source data provider.

Secret ID Choose the ARN of your secret in Secrets Manager that
stores your target database credentials.

IAM role Choose an IAM role to provide access to your target
database credentials in Secrets Manager.

Transformation rules (Optional) If you create a migration project for DMS Schema
Conversion, then choose Add transformation rule to set up
transformation rules. Transformation rules make it possible
for you to change the object names according to the rule
that you specify. For more information, see Setting up
transformation rules.

4. Choose Create migration project.

After AWS DMS creates your migration project, you can use this project in DMS Schema Conversion
or homogeneous data migrations. To start working with your migration project, on the Migration
projects page, choose your project from the list.
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Managing migration projects in AWS Database Migration
Service

After you create your migration project, you can modify or delete it. For example, to change the
source or target data provider, modify your migration project.

You can modify or delete your migration project only after you close the schema conversion or
data migration operations. To do so, choose your migration project from the list, and choose
Schema conversion or Data migrations. Next, choose Close schema conversion for DMS Schema
Conversion and confirm your choice. For homogeneous data migrations, choose your data
migration, then choose Stop on the Actions menu. After you edit your migration project, you can
launch schema conversion or start your data migration again.

To modify a migration project

1. Signin to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Migration projects. The Migration projects page opens.
Choose your migration project, and then choose Modify.

4. Update the name of your project, edit the instance profile, or change source and target
data providers. Optionally, add or edit migration rules that change the object names during
conversion.

5. Choose Save changes.

To delete a migration project

1. Signin to the AWS Management Console and open the AWS DMS console at https://
console.aws.amazon.com/dms/v2/.

2. Choose Migration projects. The Migration projects page opens.
Choose your migration project, and then choose Delete.

4. Choose Delete to confirm your choice.
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Best practices for AWS Database Migration Service

To use AWS Database Migration Service (AWS DMS) most effectively, see this section's

recommendations on the most efficient way to migrate your data.

Topics

Migration planning for AWS Database Migration Service

Converting schema

Reviewing the AWS DMS public documentation

Running a proof of concept

Improving the performance of an AWS DMS migration

Using your own on-premises name server

Migrating large binary objects (LOBs)

Improving performance when migrating large tables using row filtering

Ongoing replication

Reducing the load on your source database

Reducing the bottlenecks on your target database

Using data validation during migration

Monitoring your AWS DMS tasks using metrics

Events and notifications

Using the task log to troubleshoot migration issues

Troubleshooting replication tasks with Time Travel

Changing the user and schema for an Oracle target

Changing table and index tablespaces for an Oracle target

Upgrading a replication instance version

Understanding your migration cost

Migration planning for AWS Database Migration Service

When planning a database migration using AWS Database Migration Service, consider the

following:

Migration planning for AWS Database Migration Service
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« To connect your source and target databases to an AWS DMS replication instance, you configure
a network. Doing this can be as simple as connecting two AWS resources in the same virtual
private cloud (VPC) as your replication instance. It can range to more complex configurations
such as connecting an on-premises database to an Amazon RDS DB instance over a virtual
private network (VPN). For more information, see Network configurations for database

migration.
 Source and target endpoints — Make sure that you know what information and tables in the

source database need to be migrated to the target database. AWS DMS supports basic schema
migration, including the creation of tables and primary keys. However, AWS DMS doesn't

automatically create secondary indexes, foreign keys, user accounts, and so on, in the target
database. Depending on your source and target database engine, you might need to set up
supplemental logging or modify other settings for a source or target database. For more
information, see Sources for data migration and Targets for data migration.

« Schema and code migration - AWS DMS doesn't perform schema or code conversion. You can
use tools such as Oracle SQL Developer, MySQL Workbench, and pgAdmin Il to convert your
schema. To convert an existing schema to a different database engine, you can use the AWS
Schema Conversion Tool (AWS SCT). It can create a target schema and can generate and create
an entire schema: tables, indexes, views, and so on. You can also use the tool to convert PL/SQL
or TSQL to PgSQL and other formats. For more information on the AWS SCT, see the AWS SCT
User Guide.

« Unsupported data types — Make sure that you can convert source data types into the equivalent
data types for the target database. For more information on supported data types, see the
source or target section for your data store.

« Diagnostic support script results - When you plan your migration, we recommend that you run
diagnostic support scripts. With the results from these scripts, you can find advance information
about potential migration failures.

If a support script is available for your database, download it using the link in the corresponding
script topic in the following section. After verifying and reviewing the script, you can run it
according to the procedure described in the script topic in your local environment. When the
script run is complete, you can review the results. We recommend running these scripts as a first
step of any troubleshooting effort. The results can be useful while working with an AWS Support
team. For more information, see Working with diagnostic support scripts in AWS DMS.

« Premigration assessments — A premigration assessment evaluates specified components of a
database migration task to help identify any problems that might prevent a migration task from
running as expected. By using this assessment, you can identify potential problems before you
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run a new or modified task. For more information on working with premigration assessments,
see Enabling and working with premigration assessments for a task.

Converting schema

AWS DMS doesn't perform schema or code conversion. If you want to convert an existing schema
to a different database engine, you can use AWS SCT. AWS SCT converts your source objects, table,
indexes, views, triggers, and other system objects into the target data definition language (DDL)
format. You can also use AWS SCT to convert most of your application code, like PL/SQL or TSQL,
to the equivalent target language.

You can get AWS SCT as a free download from AWS. For more information on AWS SCT, see the
AWS SCT User Guide.

If your source and target endpoints are on the same database engine, you can use tools such as
Oracle SQL Developer, MySQL Workbench, or PgAdmin4 to move your schema.

Reviewing the AWS DMS public documentation

We highly recommended that you go through the AWS DMS public documentation pages for
your source and target endpoints before your first migration. This documentation can help you
to identify the prerequisites for the migration and understand the current limitations before you
begin. For more information, see Working with AWS DMS endpoints.

During migration, the public documentation can help you to troubleshoot any issues with AWS
DMS. Troubleshooting pages in the documentation can help you to resolve common issues using
both AWS DMS and selected endpoint databases. For more information, see Troubleshooting

migration tasks in AWS Database Migration Service.

Running a proof of concept

To help discover issues with your environment in early phases of your database migration, we
recommend that you run a small test migration. Doing this can also help you to set a more realistic
migration time line. In addition, you might need to run a full-scale test migration to measure
whether AWS DMS can handle the throughput of your database over your network. During this
time, we recommend to benchmark and optimize your initial full load and ongoing replication.
Doing this can help you to understand your network latency and gauge overall performance.
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At this point, you also have an opportunity to understand your data profile and how large your
database is, including the following:

How many tables are large, medium, and small in size.

How AWS DMS handles data type and character-set conversions.

How many tables having large object (LOB) columns.

How long it takes to run a test migration.

Improving the performance of an AWS DMS migration

A number of factors affect the performance of your AWS DMS migration:

« Resource availability on the source.

« The available network throughput.

» The resource capacity of the replication server.
« The ability of the target to ingest changes.

« The type and distribution of source data.

« The number of objects to be migrated.

You can improve performance by using some or all of the best practices mentioned following.
Whether you can use one of these practices depends on your specific use case. You can find some
limitations following:

Provisioning a proper replication server

AWS DMS is a managed service that runs on an Amazon EC2 instance. This service connects to
the source database, reads the source data, formats the data for consumption by the target
database, and loads the data into the target database.

Most of this processing happens in memory. However, large transactions might require some
buffering on disk. Cached transactions and log files are also written to disk. In the following
sections, you can find what to consider when you choose your replication server.

CPU

AWS DMS is designed for heterogeneous migrations, but it also supports homogeneous
migrations. To perform a homogeneous migration, first convert each source data type to its
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equivalent AWS DMS data type. Then convert each AWS DMS type data to the target data type.
You can find references for these conversions for each database engine within the AWS DMS
User Guide.

For AWS DMS to perform these conversions optimally, the CPU must be available when the
conversions happen. Overloading the CPU and not having enough CPU resources can result in
slow migrations, which can also cause other side effects.

Replication instance class

Some of the smaller instance classes are sufficient for testing the service or for small
migrations. If your migration involves a large number of tables, or if you intend to run multiple
concurrent replication tasks, consider using one of the larger instances. A larger instance can be
a good idea because the service consumes a fair amount of memory and CPU.

T2 type instances are designed to provide moderate baseline performance and the capability to
burst to significantly higher performance, as required by your workload. They are intended for
workloads that don't use the full CPU often or consistently, but that occasionally need to burst.
T2 instances are well suited for general purpose workloads, such as web servers, developer
environments, and small databases. If you're troubleshooting a slow migration and using a T2
instance type, check the CPU Utilization host metric. It can show you if you're bursting over the
baseline for that instance type.

The C4 instance classes are designed to deliver the highest level of processor performance

for computer-intensive workloads. They achieve significantly higher packet per second (PPS)
performance, lower network jitter, and lower network latency. AWS DMS can be CPU-intensive,
especially when performing heterogeneous migrations and replications such as migrating from
Oracle to PostgreSQL. C4 instances can be a good choice for these situations.

The R4 instance classes are memory optimized for memory-intensive workloads. Ongoing
migrations or replications of high-throughput transaction systems using AWS DMS can, at
times, consume large amounts of CPU and memory. R4 instances include more memory per
vCPU.

AWS DMS support for R5 and C5 instance classes

The R5 instance classes are memory-optimized instances that are designed to deliver fast
performance for workloads that process large data sets in memory. Ongoing migrations or
replications of high-throughput transaction systems using AWS DMS can, at times, consume
large amounts of CPU and memory. R5 instances deliver 5 percent additional memory per vCPU
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than R4 and the largest size provides 768 GiB of memory. In addition, R5 instances deliver a 10
percent price per GiB improvement and a ~20% increased CPU performance over R4.

The C5 instance classes are optimized for compute-intensive workloads and deliver cost-
effective high performance at a low price per compute ratio. They achieve significantly higher
network performance. Elastic Network Adapter (ENA) provides C5 instances with up to 25 Gbps
of network bandwidth and up to 14 Gbps of dedicated bandwidth to Amazon EBS. AWS DMS
can be CPU-intensive, especially when performing heterogeneous migrations and replications
such as migrating from Oracle to PostgreSQL. C5 instances can be a good choice for these
situations.

Storage

Depending on the instance class, your replication server comes with either 50 GB or 100 GB of
data storage. This storage is used for log files and any cached changes that are collected during
the load. If your source system is busy or takes large transactions, you might need to increase
your storage. If you're running multiple tasks on the replication server, you might also need a
storage increase. However, the default amount is usually sufficient.

All storage volumes in AWS DMS are GP2 or General-Purpose solid-state drives (SSDs). GP2
volumes come with a base performance of three I/O operations per second (IOPS), with abilities
to burst up to 3,000 IOPS on a credit basis. As a rule of thumb, check the ReadIOPS and
WriteIOPS metrics for the replication instance. Make sure that the sum of these values doesn't
cross the base performance for that volume.

Multi-AZ

Choosing a Multi-AZ instance can protect your migration from storage failures. Most migrations
are transient and aren't intended to run for long periods of time. If you use AWS DMS for
ongoing replication purposes, choosing a Multi-AZ instance can improve your availability should
a storage issue occur.

When using a single AZ or Multi-AZ replication instance during a FULL LOAD and a failover or
host replacement occurs, the full load task is expected to fail. You can restart the task from the
point of failure for the remaining tables that didn't complete, or are in an error state.

Loading multiple tables in parallel
By default, AWS DMS loads eight tables at a time. You might see some performance

improvement by increasing this slightly when using a very large replication server, such as a
dms.c4.xlarge or larger instance. However, at some point, increasing this parallelism reduces
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performance. If your replication server is relatively small, such as a dms.t2.medium, we
recommend that you reduce the number of tables loaded in parallel.

To change this number in the AWS Management Console, open the console, choose Tasks,
choose to create or modify a task, and then choose Advanced Settings. Under Tuning Settings,
change the Maximum number of tables to load in parallel option.

To change this number using the AWS CLI, change the MaxFullLoadSubTasks parameter
under TaskSettings.

Using parallel full load

You can use a parallel load from Oracle, Microsoft SQL Server, MySQL, Sybase, and IBM Db2
LUW sources based on partitions and subpartitions. Doing this can improve overall full load
duration. In addition, while running an AWS DMS migration task, you can accelerate the
migration of large or partitioned tables. To do this, split the table into segments and load the
segments in parallel in the same migration task.

To use a parallel load, create a table mapping rule of type table-settings with the
parallel-load option. Within the table-settings rule, specify the selection criteria for
the table or tables that you want to load in parallel. To specify the selection criteria, set the
type element for parallel-load to one of the following settings:

e partitions-auto

e subpartitions-auto
e partitions-list

e ranges

e Nnone

For more information on these settings, see Table and collection settings rules and operations.

Working with indexes, triggers, and referential integrity constraints

Indexes, triggers, and referential integrity constraints can affect your migration performance
and cause your migration to fail. How these affect migration depends on whether your
replication task is a full load task or an ongoing replication (change data capture, or CDC) task.

For a full load task, we recommend that you drop primary key indexes, secondary indexes,
referential integrity constraints, and data manipulation language (DML) triggers. Or you can
delay their creation until after the full load tasks are complete. You don't need indexes during a
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full load task, and indexes incur maintenance overhead if they are present. Because the full load
task loads groups of tables at a time, referential integrity constraints are violated. Similarly,
insert, update, and delete triggers can cause errors, for example if a row insert is triggered for

a previously bulk loaded table. Other types of triggers also affect performance due to added
processing.

If your data volumes are relatively small and the additional migration time doesn't concern
you, you can build primary key and secondary indexes before a full load task. Always turn off
referential integrity constraints and triggers.

For a full load plus CDC task, we recommend that you add secondary indexes before the CDC
phase. Because AWS DMS uses logical replication, make sure that secondary indexes that
support DML operations are in place to prevent full table scans. You can pause the replication
task before the CDC phase to build indexes and create referential integrity constraints before
you restart the task.

You should enable triggers right before the cutover.

Turn off backups and transaction logging

When migrating to an Amazon RDS database, it's a good idea to turn off backups and Multi-
AZ on the target until you're ready to cut over. Similarly, when migrating to systems other than
Amazon RDS, turning off any logging on the target until after cutover is usually a good idea.

Use multiple tasks

Sometimes using multiple tasks for a single migration can improve performance. If you have
sets of tables that don't participate in common transactions, you might be able to divide your
migration into multiple tasks. Transactional consistency is maintained within a task, so it's
important that tables in separate tasks don't participate in common transactions. Also, each
task independently reads the transaction stream, so be careful not to put too much stress on
the source database.

You can use multiple tasks to create separate streams of replication. By doing this, you can
parallelize the reads on the source, the processes on the replication instance, and the writes to
the target database.

Optimizing change processing

By default, AWS DMS processes changes in a transactional mode, which preserves transactional
integrity. If you can afford temporary lapses in transactional integrity, you can use the batch
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optimized apply option instead. This option efficiently groups transactions and applies them in
batches for efficiency purposes. Using the batch optimized apply option almost always violates
referential integrity constraints. So we recommend that you turn these constraints off during
the migration process and turn them on again as part of the cutover process.

Using your own on-premises name server

Usually, an AWS DMS replication instance uses the Domain Name System (DNS) resolver in an
Amazon EC2 instance to resolve domain endpoints. However, you can use your own on-premises
name server to resolve certain endpoints if you use the Amazon Route 53 Resolver. With this
tool, you can query between on-premises and AWS using inbound and outbound endpoints,
forwarding rules, and a private connection. The benefits of using an on-premises name server
include improved security and ease of use behind a firewall.

If you have inbound endpoints, you can use DNS queries that originate on-premises to resolve
AWS-hosted domains. To configure the endpoints, assign IP addresses in each subnet that you want
to provide a resolver. To establish connectivity between your on-premises DNS infrastructure and
AWS, use AWS Direct Connect or a virtual private network (VPN).

Outbound endpoints connect to your on-premises name server. The name server only grants access
to IP addresses included in an allow list and set in an outbound endpoint. The IP address of your
name server is the target IP address. When you choose a security group for an outbound endpoint,
choose the same security group used by the replication instance.

To forward select domains to the name server, use forwarding rules. An outbound endpoint can
handle multiple forwarding rules. The scope of the forwarding rule is your virtual private cloud
(VPC). By using a forwarding rule associated with a VPC, you can provision a logically isolated
section of the AWS Cloud. From this logically isolated section, you can launch AWS resources in a
virtual network.

You can configure domains hosted within your on-premises DNS infrastructure as conditional
forwarding rules that set up outbound DNS queries. When a query is made to one of those
domains, rules trigger an attempt to forward DNS requests to servers that were configured with
the rules. Again, a private connection over AWS Direct Connect or VPN is required.

The following diagram shows the Route 53 Resolver architecture.
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For more information about Route 53 DNS Resolver, see Getting started with Route 53 Resolver in
the Amazon Route 53 Developer Guide.

Using Amazon Route 53 Resolver with AWS DMS

You can create an on-premises name server for AWS DMS to resolve endpoints using Amazon
Route 53 Resolver.

To create an on-premises name server for AWS DMS based on Route 53

1. Sign in to the AWS Management Console and open the Route 53 console at https://
console.aws.amazon.com/route53/.

2. Onthe Route 53 console, choose the AWS Region where you want to configure your Route 53
Resolver. The Route 53 Resolver is specific to a Region.

3. Choose the query direction—inbound, outbound, or both.

4. Provide your inbound query configuration:

a. Enter an endpoint name and choose a VPC.
b. Assign one or more subnets from within the VPC (for example, choose two for availability).

c. Assign specific IP addresses to use as endpoints, or have Route 53 Resolver assign them
automatically.

5. Create a rule for your on-premises domain so that workloads inside the VPC can route DNS
queries to your DNS infrastructure.

6. Enter one or more IP addresses for your on-premises DNS servers.
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7. Submit your rule.

When everything is created, your VPC is associated with your inbound and outbound rules and can
start routing traffic.

For more information about Route 53 Resolver, see Getting started with Route 53 Resolver in the
Amazon Route 53 Developer Guide.

Migrating large binary objects (LOBs)

In general, AWS DMS migrates LOB data in two phases:

1. AWS DMS creates a new row in the target table and populates the row with all data except the
associated LOB value.

2. AWS DMS updates the row in the target table with the LOB data.

This migration process for LOBs requires that, during the migration, all LOB columns on the target
table must be nullable. This is so even if the LOB columns aren't nullable on the source table. If
AWS DMS creates the target tables, it sets LOB columns to nullable by default. In some cases, you
might create the target tables using some other mechanism, such as import or export. In such
cases, make sure that the LOB columns are nullable before you start the migration task.

This requirement has one exception. Suppose that you perform a homogeneous migration from an
Oracle source to an Oracle target, and you choose Limited Lob mode. In this case, the entire row is
populated at once, including any LOB values. For such a case, AWS DMS can create the target table
LOB columns with not-nullable constraints, if needed.

Using limited LOB mode

AWS DMS uses two methods that balance performance and convenience when your migration
contains LOB values:

1. Limited LOB mode migrates all LOB values up to a user-specified size limit (default is 32 KB).
LOB values larger than the size limit must be manually migrated. Limited LOB mode, the
default for all migration tasks, typically provides the best performance. However, ensure that
the Max LOB size parameter setting is correct. Set this parameter to the largest LOB size for all
your tables.
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2. Full LOB mode migrates all LOB data in your tables, regardless of size. Full LOB mode provides
the convenience of moving all LOB data in your tables, but the process can have a significant
impact on performance.

For some database engines, such as PostgreSQL, AWS DMS treats JSON data types like LOBs. Make
sure that if you chose Limited LOB mode, the Max LOB size option is set to a value that doesn't
cause the JSON data to be truncated.

AWS DMS provides full support for using large object data types (BLOBs, CLOBs, and NCLOBs). The
following source endpoints have full LOB support:

e Oracle
» Microsoft SQL Server
« ODBC

The following target endpoints have full LOB support:

« Oracle

» Microsoft SQL Server

The following target endpoint has limited LOB support. You can't use an unlimited LOB size for this
target endpoint.

« Amazon Redshift

« Amazon S3

For endpoints that have full LOB support, you can also set a size limit for LOB data types.

Improved LOB performance
While migrating LOB data, you can specify the following different LOB optimization settings.
Per table LOB settings

Using per table LOB settings, you can override task-level LOB settings for some or all of your
tables. To do this, define the lob-settings in your table-settings rule. Following is an
example table that includes some large LOB values.
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SET SERVEROUTPUT ON

CREATE TABLE TEST_CLOB

(

ID NUMBER,

Cl CLOB,

C2 VARCHAR2(4000)

);

DECLARE

bigtextstring CLOB := '123';

1INT;

BEGIN

WHILE Length(bigtextstring) <= 60000 LOOP

bigtextstring := bigtextstring || '000000000000000000000000000000000" ;
END LOOP;

INSERT INTO TEST_CLOB (ID, Cl1, C2) VALUES (@, bigtextstring, 'AnyValue');
END;

/

SELECT * FROM TEST_CLOB;

COMMIT

Next, create a migration task and modify the LOB handling for your table using the new lob-
settings rule. The bulk-max-siz value determines the maximum LOB size (KB). It's truncated if
it's bigger than the size specified.

{
"rules": [{
"rule-type": "selection",
"rule-id": "1",
"rule-name": "1",
"object-locator": {
"schema-name": "HR",
"table-name": "TEST_CLOB"
.
"rule-action": "include"
.
{

"rule-type": "table-settings",
"rule-id": "2",

"rule-name": "2",
"object-locator": {
"schema-name": "HR",

"table-name": "TEST_CLOB"
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},

"lob-settings": {
"mode": "limited",
"bulk-max-size": "16"

}

}
]
}

Even if this AWS DMS task is created with FullLobMode : true, the per table LOB settings direct
AWS DMS to truncate LOB data in this particular table to 16,000. You can check the task logs to
confirm this.

721331968: 2018-09-11T19:48:46:979532 [SOURCE_UNLOAD] W: The value of column 'C' in
table
'"HR.TEST_CLOB' was truncated to length 16384

Inline LOB settings
When you create an AWS DMS task, the LOB mode determines how LOBs are handled.

With full LOB mode and limited LOB mode, each has its own benefits and disadvantages. Inline
LOB mode combines the advantages of both full LOB mode and limited LOB mode.

You can use inline LOB mode when you need to replicate both small and large LOBs, and most
of the LOBs are small. When you choose this option, during full load the AWS DMS task transfers
the small LOBs inline, which is more efficient. The AWS DMS task transfers the large LOBs by
performing a lookup from the source table.

During change processing, both small and large LOBs are replicated by performing a lookup from
the source table.

When you use inline LOB mode, the AWS DMS task checks all of the LOB sizes to determine which
ones to transfer inline. LOBs larger than the specified size are replicated using full LOB mode.
Therefore, if you know that most of the LOBs are larger than the specified setting, it's better not to
use this option. Instead, allow an unlimited LOB size.

You configure this option using an attribute in task settings, InlineLobMaxSize, which is only
available when FullLobMode is set to true. The default value for InlineLobMaxSize is O and
the range is 1 -102400 kilobytes (100 MB).
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For example, you might use the following AWS DMS task settings. Here, setting
InlineLobMaxSize to a value of 5 results in all LOBs smaller than or equal to 5 KiB (5,120 bytes)
being transferred inline.

"TargetMetadata": {
"TargetSchema": "",
"SupportlLobs": true,
"FullLobMode": true,
"LobChunkSize": 64,
"LimitedSizelLobMode": false,
"LobMaxSize": 32,
"InlineLobMaxSize": 5,
"LoadMaxFileSize": 0,
"ParallelLoadThreads": 0,
"ParallelLoadBufferSize":0,
"BatchApplyEnabled": false,
"TaskRecoveryTableEnabled": false},

Improving performance when migrating large tables using row
filtering

To improve the performance when migrating a large table, break the migration into more than one
task. To break the migration into multiple tasks using row filtering, use a key or a partition key.

For example, if you have an integer primary key ID from 1 to 8,000,000, you can create eight tasks
using row filtering to migrate 1 million records each.

To apply row filtering in the console:

1. Open the AWS Management Console.

2. Choose Tasks, and create a new task.

3. Choose the Table mappings tab, and expand Selection rules.
4

Choose Add new selection rule. You can now add a column filter with either a less than or
equal to, greater than or equal to, equal to, or a range condition between two values. For more
information on column filtering, see Specifying table selection and transformations rules from
the console.
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If you have a large partitioned table that is partitioned by date, you can migrate data based on
date. For example, suppose that you have a table partitioned by month, and only the current
month's data is updated. In this case, you can create a full load task for each static monthly
partition and create a full load plus CDC task for the currently updated partition.

If your table has a single-column primary key or unique index, you can have your AWS DMS task
segment the table using a parallel load of the ranges type to load the data in parallel. For more
information, see Table and collection settings rules and operations.

Ongoing replication

AWS DMS provides ongoing replication of data, keeping the source and target databases in sync. It
replicates only a limited amount of data definition language (DDL) statements. AWS DMS doesn't
propagate items such as indexes, users, privileges, stored procedures, and other database changes
not directly related to table data.

If you plan to use ongoing replication, set the Multi-AZ option when you create your replication
instance. By choosing Multi-AZ, you get high availability and failover support for the replication
instance. However, this option can have an impact on performance and can slow down replication
while applying changes to the target system.

Before you upgrade your source or target databases, we recommend that you stop any AWS DMS
tasks that are running on these databases. Resume the tasks after your upgrades are complete.

During ongoing replication, it's critical to identify the network bandwidth between your source
database system and your AWS DMS replication instance. Make sure that the network doesn’t
cause any bottlenecks during ongoing replication.

It's also important to identify the rate of change and archive log generation per hour on your
source database system. Doing this can help you to understand the throughput that you might get
during ongoing replication.

Reducing the load on your source database

AWS DMS uses some resources on your source database. During a full load task, AWS DMS
performs a full table scan of the source table for each table processed in parallel. Also, each task
that you create as part of a migration queries the source for changes as part of the CDC process.
For AWS DMS to perform CDC for some sources, such as Oracle, you might need to increase the
amount of data written to your database's change log.
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If you find that you're overburdening your source database, reduce the number of tasks or tables
for each task for your migration. Each task gets source changes independently, so consolidating
tasks can decrease the change capture workload.

Reducing the bottlenecks on your target database

During the migration, try to remove any processes that compete for write resources on your target
database:

o Turn off unnecessary triggers.

« Turn off secondary indexes during initial load and turn them back on later during ongoing
replication.

« With Amazon RDS databases, it's a good idea to turn off backups and Multi-AZ until the cutover.

« While migrating to non-RDS systems, it's a good idea turn off any logging on the target until the
cutover.

Using data validation during migration

To ensure that your data was migrated accurately from the source to the target, we highly
recommend that you use data validation. If you turn on data validation for a task, AWS DMS begins
comparing the source and target data immediately after a full load is performed for a table.

Data validation works with the following databases wherever AWS DMS supports them as source
and target endpoints:

« Oracle

» PostgreSQL

« MySQL

« MariaDB

o Microsoft SQL Server

« Amazon Aurora MySQL-Compatible Edition

« Amazon Aurora PostgreSQL-Compatible Edition
« IBM Db2 LUW

« Amazon Redshift
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For more information, see AWS DMS data validation.

Monitoring your AWS DMS tasks using metrics

You have several options for monitoring metrics for your tasks using the AWS DMS console:
Host metrics
You can find host metrics on the CloudWatch metrics tab for each particular replication
instance. Here, you can monitor whether your replication instance is sized appropriately.
Replication task metrics

Metrics for replication tasks, including incoming and committed changes, and latency between
the replication host and source/target databases can be found on the CloudWatch metrics tab
for each particular task.

Table metrics

You can find individual table metrics on the Table statistics tab for each individual task. These
metrics include these numbers:

o Rows loaded during the full load.
« Inserts, updates, and deletes since the task started.

» DDL operations since the task started.

For more information on metrics monitoring, see Monitoring AWS DMS tasks.

Events and notifications

AWS DMS uses Amazon SNS to provide notifications when an AWS DMS event occurs, for example
the creation or deletion of a replication instance. You can work with these notifications in any form
supported by Amazon SNS for an AWS Region. These can include email messages, text messages,
or calls to an HTTP endpoint.

For more information, see Working with Amazon SNS events and notifications in AWS Database
Migration Service.
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Using the task log to troubleshoot migration issues

In some cases, AWS DMS can encounter issues for which warnings or error messages appear only in
the task log. In particular, data truncation issues or row rejections due to foreign key violations are
only written in the task log. Therefore, be sure to review the task log when migrating a database.
To view the task log, configure Amazon CloudWatch as part of task creation.

For more information, see Monitoring replication tasks using Amazon CloudWatch.

Troubleshooting replication tasks with Time Travel

To troubleshoot AWS DMS migration issues, you can work with Time Travel. For more information
about Time Travel, see Time Travel task settings.

When you work with Time Travel, be aware of the following considerations:

» To avoid overhead on a DMS replication instance, turn on Time Travel only for tasks that need
debugging.

« When you use Time Travel to troubleshoot replication tasks that might run for several days,
monitor replication instance metrics for resource overheads. This approach applies especially in
cases where high transaction loads run on source databases for extended periods of time. For
more details, see Monitoring AWS DMS tasks.

« When the Time Travel task setting EnableRawData is set to true, the task memory usage
during DMS replication might be higher than when Time Travel isn't turned on. If you turn on
Time Travel for extended periods of time, monitor your task.

« Currently, you can turn on Time Travel only at the task level. Changes to all tables are logged
in Time Travel logs. If you are troubleshooting for specific tables in a database with high
transaction volume, create a separate task .

Changing the user and schema for an Oracle target

When you use Oracle as a target, AWS DMS migrates the data to the schema owned by the target
endpoint's user.

For example, suppose that you're migrating a schema named PERFDATA to an Oracle target
endpoint, and that the target endpoint user name is MASTER. AWS DMS connects to the Oracle
target as MASTER and populates the MASTER schema with database objects from PERFDATA.
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To override this behavior, provide a schema transformation. For example, to migrate the PERFDATA
schema objects to a PERFDATA schema at the target endpoint, use the following transformation.

"rule-type": "transformation",

"rule-id": "2",

"rule-name": "2",

"object-locator": {
"schema-name": "PERFDATA"

1,

"rule-target": "schema",

"rule-action": "rename",

"value": "PERFDATA"

For more information about transformations, see Specifying table selection and transformations

rules using JSON.

Changing table and index tablespaces for an Oracle target

When using Oracle as a target, AWS DMS migrates all tables and indexes to the default tablespace
in the target. For example, suppose that your source is a database engine other than Oracle. All of
the target tables and indexes are migrated to the same default tablespace.

To override this behavior, provide corresponding tablespace transformations. For example, suppose
that you want to migrate tables and indexes to table and index tablespaces in the Oracle target
that are named after the schema in the source. In this case, you can use transformations similar to
the following. Here, the schema in the source is named INVENTORY and corresponding table and
index tablespaces in the target are named INVENTORYTBL and INVENTORYIDX.

{
"rule-type": "transformation",
"rule-id": "3",
"rule-name": "3",
"rule-action": "rename",

"rule-target": "table-tablespace",
"object-locator": {
"schema-name": "INVENTORY",
"table-name": "%",
"table-tablespace-name": "%
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+
"value": "INVENTORYTBL"

"rule-type": "transformation",
"rule-id": "4
"rule-name": "4",
"rule-action": "rename",
"rule-target": "index-tablespace",
"object-locator": {
"schema-name": "INVENTORY",
"table-name": "%",
"index-tablespace-name": "%"

},
"value": "INVENTORYIDX"

For more information about transformations, see Specifying table selection and transformations
rules using JSON.

When Oracle is both source and target, you can preserve existing table or index

tablespace assignments by setting the Oracle source extra connection attribute
enableHomogenousTablespace=true. For more information, see Endpoint settings when using
Oracle as a source for AWS DMS.

Upgrading a replication instance version

AWS periodically releases new versions of the AWS DMS replication engine software, with new
features and performance improvements. Each version of the replication engine software has its
own version number. It's critical to test the existing version of your AWS DMS replication instance
running a production work load before you upgrade your replication instance to a later version. For
more information on available version upgrades, see AWS DMS release notes.

Understanding your migration cost

AWS Database Migration Service helps you migrate databases to AWS easily and securely at a low
cost. You only pay for your replication instances and any additional log storage. Each database
migration instance includes storage sufficient for swap space, replication logs, and data cache for
most replications and inbound data transfer is free.
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You might need more resources during initial load or during peak load time. You can closely
monitor replication instance resource utilization using cloud watch metrics. You can then scale up
and scale down replication instance size based on usage.

For more information on estimating your migration costs, see:

« AWS Database Migration Service pricing
o AWS Pricing Calculator
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Working with AWS DMS Serverless

AWS DMS Serverless is a feature that provides automatic provisioning, scaling, built-in high
availability, and a pay-for-use billing model, to increase operations agility and optimize your costs.
The Serverless feature eliminates replication instance management tasks like capacity estimation,
provisioning, cost optimization, and managing replication engine versions and patching.

With AWS DMS Serverless, similar to the current functionality of AWS DMS (referred to in this
document as AWS DMS Standard), you create source and target connections using endpoints. After
you create your source and target endpoints, you create a replication configuration, which includes
configuration settings for the given replication. You can manage the replications by starting,
stopping, modifying, or deleting them. Each replication has settings that you can configure
according to the requirements of your database migration. You specify these settings using either
a JSON file or the AWS DMS section of the AWS Management Console. For more information about
replication settings, see Working with AWS DMS endpoints. After starting the replication, AWS
DMS serverless connects to the source database and collects the database metadata to analyze
the replication workload. Using this metadata, AWS DMS computes and provisions the required
capacity and starts the data replication.

The following diagram shows the AWS DMS Serverless replication process.

AWS DMS Serverless
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® Note

AWS DMS Serverless uses the default engine version. For information about the default
engine version, see Release notes.

View the following topics to discover more details about AWS DMS Serverless.

Topics

o AWS DMS Serverless components

+« AWS DMS Serverless limitations

AWS DMS Serverless components

To manage the resources needed to perform a replication, AWS DMS Serverless has granular states
that reveal different internal actions taken by the service. When you start the replication, AWS
DMS Serverless calculates the capacity load, provisions the calculated capacity, and starts the data
replication according to the following replication states.

The following diagram shows the state transitions for an AWS DMS Serverless replication.
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» The first state after you start the replication is Initializing. In this state, all the required
parameters are initialized.

« The states immediately following include Preparing Metadata Resources, Testing Connection,
and Fetching Metadata. In these states, AWS DMS Serverless connects to your source database
to obtain the information needed to predict the capacity needed.

« When the replication state is Testing Connection, AWS DMS Serverless verifies that the
connection to your source and target databases are set up successfully.

« The replication state following Testing Connection is Fetching Metadata. Here, AWS DMS
retrieves the information needed to calculate capacity.

« Once AWS DMS retrieves the necessary information, the next state is Calculating Capacity.
Here, the system calculates the size of underlying resources required to perform the
replication.

« The state transition following Calculating Capacity is Provisioning Capacity. While the
replication is in this state, AWS DMS Serverless initializes the underlying compute resources.
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The replication state after all resources are successfully provisioned is Replication Starting. In
this state, AWS DMS Serverless begins the replication of data. The phases of a replication include
the following:

o Full load: In this phase, DMS replicates the source data store as it was when the replication
started.

« CDC (initial): In this phase, DMS replicates the changes to the source data
store that occurred during the Full Load phase. DMS only runs this phase if the
StopTaskCachedChangesNotApplied task setting is false.

« CDC (ongoing): After the initial CDC phase, DMS replicates changes on the source database
as they occur. DMS only continues to run replication after the initial CDC phase if the
StopTaskCachedChangesApplied task setting is false.

The final state is Running. In the Running state, the replication of data is ongoing.

A replication that you stop enters the Stopped state. You can restart a stopped replication under
the following circumstances:

» You can't restart a replication that DMS has deprovisioned.

» You can restart a stopped CDC-only or full-load and CDC replication using the StartReplication
action. You can't restart a stopped replication using the console.

» You can't restart a stopped replication that uses PostgreSQL as an engine.

This topic contains the following sections.

Supported Engine Versions

Creating a serverless replication

Modifying AWS DMS serverless replications

Compute Config

Understanding autoscaling in AWS DMS serverless

Monitoring AWS DMS serverless replications

Enhanced Throughput for Full-Load Oracle to Amazon Redshift Migrations

For AWS DMS Serverless, the left-hand navigation panel of the AWS DMS console has a new
option, Serverless replications. For Serverless Replications, you specify Replications instead of
replication instance types or tasks to define a replication. In addition, you specify the maximum

and minimum DMS capacity units (DCUs) that you want DMS to provision for the replication. A DCU
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is 2GB of RAM. AWS DMS bills your account for each DCU that your replication is currently using.
For information about AWS DM