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{
“Version": "2012-10-17",
"Statement": [
{

"S§id": "AllowAllActionsForEC2",

"Effect": "Allow",

"Action": "ec2:*",

"Resource": "*"

)I
{

"Ssid": "DenyStopAndTerminateWhenMFAIsNotPresent"”,

"Effect": "Deny",

"Action": [
"ec2:StopInstances”,
"ec2:TerminateInstances"”

]I

"Resource": "*",

"Condition": {

"BoolIfExists”: {"aws:MultiFactorAuthPresent": false)

}

}
]
}
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:*",
"Resource": |

"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"
]
}s
{
"Effect": "Deny",
"NotAction": "s3:*",
"NotResource": |
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"
|
}
]
}
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ExamplelUser”
Yo
"Action": [
"kms:Encrypt"”,
“kms:Decrypt"”,
“"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant”,
“kms:ListGrants",
“kms :DescribeKey"
I,
"Resource”: "*",
“"Condition": {
"ForAnyValue:StringEquals”: {
"kms:ViaService": [
"ec2.us-west-2.amazonaws.com",
"rds.us-west-2.amazonaws.com"
]
}
}
}
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