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What is all this about then?



man 3 printf



%n?

§ LibC’s printf function handles formatted output…
– %s prints a string…
– %d or %i prints a decimal integer…



Say you wanted to do columnar output
(and were really weird)

§ Say we have an address book we want to print like the following

Joseph Hallett: 3.16 MVB, Bristol
01234 567890
Born 1987-11-08



So why is this dangerous?

§ Say you control the format string…
§ Format string arguments typically passed via the stack 

– (once you’ve printed a few… if not using cdecl)

§ What happens if you print more arguments than you have?



Hmm!



So why is this dangerous?

§ By careful choice of format string we can write to arbitrary 
addresses somewhere after the stack pointer…

§ This could be a local variable…
– Data corruption

§ This could be return address…
– Control flow corruption and arbitrary code execution



Going further…

§ See Exploiting format string vulnerabilities by scut/team teso
§ See Exploiting a format string bug in Solaris CDE (Phrack

Magazine, Volume 0x16, Issue 0x46) by Marco Ivaldi

§ (or take Systems and Software Security in Year 4 ;-) )



Why is this even still a thing?

§ We don’t need dangerous cruft from the 1970s in our programming 
languages just to save a call to strlen() anymore.

– We didn’t really back then either…




